Serco

Date: 4th September 2007

Author:  MoReq2 Team

MOREQZ2 DRAFT 2

THIS DRAFT

This draft is substantially complete except for:

section 11.7 - Long Term Preservation and Techryo@igsolescence, which has not been fully
revised;

chapter 12 - Metadata Requirements;
most of the Appendices.

There are still some areas that we will be deaklith at a later stage. In later drafts we will,

Make the use of “overview” and “introduction” sexts in chapters and sections more
consistent.

Add appendices.

Add any missing cross-references.

Make the capitalisation and other punctuation csiagt.

Make sure all the standards listed in Appendixarebreferred to.

Try to re-sequence some of the requirements to riegkBow more logical within sections.
Renumber all the sections and requirements. Th#ating will adopt the same structure as
the numbering in MoReq; for example, the secondirement in section 4.1 will be numbered
“4.1.2". All the <ID> numbers will be replaced.

Please do not submit comments about these issues!

This draft contains some major changes. The magsbitant changes are highlighted. It also
shows, for the first time, the “testability” for@arequirement. See <ID4551> in section 1.11 for
details.
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1 Introduction

1.1 Background

ID | Text

44 | Introduction

2048 | Background

46 | The need for a comprehensive specification of requénts for electronic records
management was first articulated by the DLM-Foramd996 as one of its ten action points.
Subsequently, the European Commission commissithreedevelopment of a model
specification for electronic records managementesys (ERMS). The result, MoReq, the
Model Requirements for the management of electradords, was published in 2001.

3300 | Footnote
DLM is an acronym for “Document Lifecycle Managertigjit formerly was an acronym for,
the French “Données Lisibles par Machine,” in Eslgli‘machine-readable data.”) The
DLM-Forum is based on the conclusions of the Euanp@ouncil (94/C 235/03) of 17 June
1994 concerning greater cooperation in the fieldrohives.

3301| Footnote
MoReq is available from <insert permanent url herets also published in paper form, with
ISBN 92-894-1290-9.

3287 | MoReq was widely used in throughout the Europeaiotyand beyond. However, there was
no maintenance regime for MoReq; and there washerse to test software compliance
against the MoReq specification.

47 | Demand for both updates to MoReq and a compliagsteny scheme grew. The DLM
Forum entered into discussions with the Europeamr@ission. This culminated in the
Commission’s Secretariat-General (Directorate BoeaBc and archives) launching an open
competition for the development of this documentRe¢qg2, in 2006. Development was
carried out during 2007 by a small team of spesti@lbnsultants from Serco Consulting
(formerly Cornwell Management Consultants plc),muped by an Editorial Board of experts
drawn from several countries, and numerous volumaeewers from both the private and
public sectors.

48 | Appendix 2 contains further detail on the methodglused, and Appendix 4 acknowledges
the contributions of the review panel members windllg volunteered their time, intellect,
and experience.

1.2 Relationship between MoReq and MoReg2

ID | Text

3288 | Relationship between MoReq and MoReq?2

3289 | MoReq@_? is intended to replace MoReq.

3290 | The specification for MoReq2 is contained in thedfing Report” for MoReqg2. It describes
the aims of MoReq?2 as follows:

3291| Footnote

Insert a persistent URL here when known

3292

“The overall aims for the MoReq2 development ardewelop extended functional

requirements within a European context, and to sagpcompliance scheme by:

» Strengthening from MoReq what have in the interandme key areas and covering
important new areas of requirements with clarity;

* Ensuring that the functional requirements are bdstand developing test materials to
enable products to be tested for compliance wighréguirements;

* Making the requirements modular to assist appbceitn the various environments in

which they will be used.”
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ID | Text

3288 | Relationship between MoReq and MoReq2

3293 | “To provide compatibility, MoReq2 is to be an euvidmary update to the original MoReq,
not a radically different product.”

3294 | The concept of “evolutionary upgrade” is key. MoReés almost entirely compatible with
MoReq (minor incompatibilities are clearly indicd}git is based on the same concepts, and
as a document it uses a similar structure.

1.3 Purpose and Scope of this Specification

ID | Text

49 | Purpose and Scope of this Specification

50 | This specification is the second version of the BldRequirements for the Management of
Electronic Records. (MoReq2). It focuses mainlyttoa functional requirements for the
management of electronic records by an ElectroeimoRIs Management System (ERMS).

51 | This specification is written to be equally apphbtato public and private sector organisations
which wish to introduce an ERMS, or which wish ss@ss the ERMS capability they
currently have in place.

52 | While the specification focuses on functional reguoients, it recognises that non-functiona
attributes are central to the success of an ERMIS/jth any information system. However,
these non-functional attributes vary enormouslyveen environments. Accordingly, they are
identified but described only in outline.

53 | Other closely-related requirements, such as documanagement and the electronic
management of physical records (e.g. paper fildsnaiorofilm) are also addressed, but in less
detail. Related issues such as digitisation ahdraheans of creating electronic records are
outside the scope of this specification. Similailynakes no attempt to cover the practical
implementation of an ERMS.

54 | This specification is written with the assumptibattERMS users include not only
administrators, records managers or archivistsalsat general office and operational staff
who use ERMS as part of their everyday work whiksating, receiving and retrieving records.

55 | As this specification contains “model” requiremelit$s designed to be entirely generic. It
does not consider any platform-specific or secpmetfic issues. Because it is modular, user
communities can add to it additional functionasipecific to their own business requirements
(see section <1.6> and <Appendix 3> for guidancasing and customising this
specification).

1.4 What is an ERMS?

ID | Text

56 | What is an ERMS?

57

The management of electronic records is complepireag a large range of functionality to
be implemented well. Typically, a system to méese needs - an ERMS - requires

specialised software, though increasingly recordeagement functionality is being built into

operating system software and other applicati@secialist software may consist of a sing
package, a number of integrated packages, custeigriel software or some combination
and in all cases, there will be a need for complgarg manual procedures and managem:d
policies. The nature of an ERMS will vary from angsation to organisation. This
specification makes no assumption about the naturedividual ERMS solutions. Users of
this specification will need to determine how thadtionality of an ERMS can be

le

implemented to meet their requirements.

Page 2



ID

Text

56

What is an ERMS?

4180

MoReq2 is written primarily to describe applicatieoftware that is designed expressly to
manage records. However, it may also be usedstement of outcomes together
constituting electronic records management. Thastatements in MoReq2 saying "The
ERMS must or should..." may also be read as shortf@arid’he using organisation's
application system and/or the supplier platform naushould...” Readers of MoReq2 nee
to decide which requirements are necessary in émgiironment.

4461

However, a subset may be more appropriate in thatsn, for example, where records
management features are needed as part of a casgenaent or line of business applicatig

The full set of MoReq2 requirements may be appaterior integrated application systems|.

hn.

4182

The optional modules 10.5 Workflow and 10.6 Casedd@ment, specifically apply to line
of business applications. However much of the tionality described in the requirements
throughout MoRe(@2 can also be applicable and shmilcbnsidered when implementing

these business systems.

1.5

For what can this specification be used?

ID

Text

58

For what can this specification be used?

59

The MoReq2 specification is intended to be used:

* by potential ERMS users:as a basis for preparing an invitation to tender;

* by ERMS users:as a basis for auditing or checking an existing/lSR

» by training organisations: as a reference document for preparing records geamant
training, and as course material;

* by academic institutions:as a teaching resource;

* by ERMS suppliers and developersto guide product development by highlighting
functionality required;

* by record management service providersto guide the nature of the services to be
provided;

* by potential users of outsourced record managemeservices:as an aid in specifying
the services to be procured.

4651

In addition, when used with the testing framewookwmentation developed in parallel with
MoReq2, it is intended to be used:

* by ERMS suppliers and developersto test ERMS solutions for MoReg2 compliance
* by ERMS users: to test ERMS implementations for MoReq2 compleanc

67

The specification is written with an emphasis oahiigy. Throughout, the intention has
been to develop a specification which is usefuiriactice.

1.6

Intellectual property rights

ID

Text

4379

Intellectual property rights

4380

All intellectual property rights in MoReq2, includj use of the name MoReg2, lie with the
European Commission. Accordingly, permission ningsgiven before any chapter zero to
MoReq2 is published — see the formal notice ortitleepage. Applications for permission

should be addressed to <dim-forum@cec.eu.int?>.

1.7

Emphasis and Limitations of this Specification

ID

Text

68

Emphasis and Limitations of this Specification
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ID

Text

68

Emphasis and Limitations of this Specification

69

The MoReg2 specification is designed explicitlylwgiragmatism and usability in mind. It is
primarily intended to serve as a practical todh@hping organisations meet their business
needs for the management of both computer-basefapet-based records. While its
development has taken traditional archival scieararecords management disciplines into
account, these have been interpreted in a manpeo@jate to electronic environments.
Thus, MoReq was developed with the needs of masaxjdyoth electronic and physical
records in mind.

70

The requirements in MoReq2 should, if implementedult in a system which will manage
electronic records with the desired levels of aberfice and integrity, by combining both the
advantages of electronic ways of working with dieelsrecords management theory.

Examples of this pragmatic approach include therparation of requirements for documenr

management, workflow, metadata and other relatdthtdogies.

1.8

Considerations for individual Member States

ID

Text

4381

Considerations for individual Member States

71

range of requirements - for different countriesdifferent industries and with different type
of records. The wide scope is intentional; blgaids to a significant limitation, namely tha
this single specification cannot represent a reguant which precisely maps onto existing
requirements without modification. Different cores have their differing traditions, views
and regulatory demands for managing records. nmestases these will have to be taken if
account when applying this Model Requirements Sjgation, especially when using it to
specify a new system. For this reason, MoReq2vallor individual European Union
countries to add a “national chapter”, or “chajaeno,” that sets out national requirements
such as.

As explained in the section on scope <section Xhis,specification attempts to cover a wide

[

nto

3868

» Translations of key terminology and key concepts;
* National legislative and regulatory requirements;

» National standards and guidance on accessibility;
» Potentially, other national requirements;

» National resources for further information.

72

Although MoReqg2 covers a wide range of types obres, it is important to understand tha
ERMS solutions address mainly records that arenaftéerred to as “unstructured” records
<insert footnote>. In simple terms, unstructurecbrds are those that contain information
presented in a form primarily intended to be usgtiliman users. Examples of unstructur
records are letters, memoranda, e-mail messagesrgs, photocopies, scanned images,
audio recordings and video recordings. Structoeedrds by contrast contain information i
a form intended to be used primarily by computgiaptions (examples include accountin
system records, manufacturing scheduling systeordecand air traffic control system
records). While an ERMS can, in principle be utgestore such structured records, it rare
is; in the vast majority of situations, structudata is stored under the management of a d
processing application (in the examples above thegbt be a general ledger system, a
manufacturing scheduling system, and an air traffiatrol system). ERMS solutions are
used almost universally to store and manage unataegrecords. The instances in which
ERMS is used for structured records occur mainkyage management environments - se€
section <10.6>.

D
o

=

3869

all are linked to metadata, audit trail data eta@ structured manner. On this basis it woul
be more accurate to refer to unstructured recadseaords containing unstructured

<Footnote>It can be held that all properly managjedtronic records are structured, as the

content”; however, this usage is not common anid sot adopted in MoReq2.
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ID | Text

4381 | Considerations for individual Member States

3297 | MoReq?2 does not cover the practical aspects afidm@agement of records. Intentionally, the
specification addresses only the capabilities reguior the management of electronic
records by software. The specification avoidsulson of records management philosophy,
archival theory, decision taking, management comti@; these issues are well covered in
other literature, some of which is listed in Appentl. As a particular example, the
specification mentions in several places that geftanctions must be limited to
administrative roles. This is not to say that adstrative roles have to take policy decisions,
merely that they must be the only users empoweydbdorganisation to execute them
through the ERMS.

41831 |t is important to note that records managementptidy must be integrated with the
organisation's business and technical requirenasmthat an administrative role can only
implement, from a records management and systesp@etive, decisions taken by more
senior management.

73 | Finally, this specification is intentionally usegftric; it uses, as far as possible, the type of
terminology commonly used by those working withcalenic records. For example, the
specification describes electronic files as “camtay” records, for ease of understanding,
even though electronic files strictly do not contanything. See section <2.2> for further
details.

1.9 Using this Specification

ID | Text

74 | Using this Specification

75 | The requirements in this specification are intentbeskrve only as a model. They are not
prescriptive for all possible ERMS implementatiosisme requirements will not apply in

some environments. Different business sectorferdifit scales, different organisation type
and other factors will also introduce additionagafic requirements.

n

3298 | As a resultthis specification must be customised before userfprocurement purposes

The customisation for procurement should:

» add or remove requirements as specifically requisethe organisation;

» adjust requirements that can be made more spéfdfiexample, requirements that
specify one of several possible outcomes can begethto specify a single required
outcome; or requirements for volumes and performpnc

* include details specific to the organisation, sashhe software environment;

* indicate clearly which requirements are:

o unchanged from MoReq2,
0 new,

0 deleted,

o adjusted.

76 | This specification has been prepared so that ibeamsed in paper or electronic form. It has
been prepared using Microsoft Word 2003, and idiglid in <insert Word format details
here when known>. Use in electronic form has almemof benefits; details are given in
Appendix 3.

1.100rganisation of this Specification

ID | Text

77 | Organisation of this Specification

78 | The specification is organised into chapters wihaighdivided into sections.

79 | The next chapter (chapter 2) provides an overviesome of the key requirements, startin
with terminology which is central to this specifiicam. ?
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ID | Text

77 | Organisation of this Specification

80 | Chapters 3 to 10 contain the ERMS functional resyn@nts in detail. Each chapter contains a
logical grouping of functional requirements. Howegwiven the nature of the subject matter
there is inevitably some overlap between chapters.

3737 | Chapter 10 is divided into several sections, edathich represents requirements for an
optional module of an ERMS. Some of these secfierts the section on distributed
systems) will be essential for some organisatibosunnecessary for others.

3738 | Chapter 11 contains non-functional requirements.

3739 In response to demand from many sources, the DLMrir@s planning to implement a
MoReq2 Testing Framework. The structure of MoRisg&esigned to support this
framework, e.g. each section of chapter 10 reptssere optional test module. For more
detail on the MoReq2 Testing Framework see <insadistent url here>.

81 | Each requirement is presented in a standard foasalustrated below.

82 | The requirements are presented in the form of salléh one requirement per table row.
This is illustrated below.

3299

Ref. Requirement
13.1.1 The ERMS must provide ...
NUMTBER REQTJIREMENT
| Figure <C1 ID3299>

103 | Each requirement bears a number, and each is eggrésnatural language.

1.11 Compliance Testing

ID | Text

3554| Compliance testing

4551 Testability

3555 | Each requirement is followed by an attribute cafkedtable”. This indicates whether it will
be possible to test compliance with the requiremé@ussible values of the “testable”
attribute are described below, with examples:

* Y -The requirement can be tested formally.An example iSThe ERMS must allow
at least three hierarchical levels in the classfion scheme” This can be tested by
attempting to set up a hierarchy with three levels.

* N - The requirement cannot be tested formally.An example i§SThe ERMS must
support the organisation’s business classificagsoheme’ There is no way to test this |n
the general case.

« P -The requirement can be tested but the coverage dife test is partial, and/or it is
possible that lack of compliance can be discoveredn example isthe ERMS should
not limit the number of levels in the hierarchyThere is no way, formally, to test for the
absence of a limit. However, the requirement issatered testable with partial coverage,
for example by testing for a large number of leyatsl during the testing it is possible
that a limitation on the number of levels mightrimgiced, indicating that the ERMS does
not comply with the requirement.

4552 | Systems beyond the ERMS

4652 | This specification is accompanied by the MoRegaimgd-ramework. The framework
provides documentation that allows the compliarfancERMS against MoReq?2 to be tested.
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ID

Text

3554

Compliance testing

4553

Several MoReq2 requirements rely on hardware aftd@@ that is beyond the boundaries

the ERMS. For example, MoReq2 includes:

* requirements about e-mail integration that relyeatures of e-mail software;

» scalability and integrity requirements that relyfeatures of database management
software;

* scanning requirements that rely on scanning hamlwar

of

4554

Clearly it is not possible to test any ERMS withpadssible hardware and software that mig
be used. Therefore, and as a matter of definisooh requirements will be tested with a
combination of software and hardware specifiedigyERMS supplier. The resulting
compliance test certificate will specify the softe@and hardware that has been used for tf
test; compliance will extend to that environmeniyorPotential users of the ERMS wishing
to know the compliance with any other software antdardware will need to assess it on a
case by case basis.

yht

e

104

Chapter 12 identifies requirements for managingachetia; definitions of the metadata
elements needed to support MoReg?2 are in Appendix 9

105

Chapter 13 contains a formal reference model of BRAg understood in this specification.
This model can be used to understand key aspetie gpecification, such as formal
definitions of terms (e.g. class, sub-file, voluraay the relationships which exist between
them (e.g. “what can be stored in an electron@?fi).

106

The Appendices contain details of reference doctsnadministrative and other information.

1.12Mandatory and Desirable Requirements

ID

Text

107

Mandatory and Desirable Requirements

108

MoReq2 contains both mandatory and optional requergs. This level of mandation is
indicated as follows

* the word “must” indicates that a requirement is daary;

» the word “should” indicates that a requirementasichble.

3681

In all cases, the level of mandation is dependentsocontext. So, for example, a mandatd
requirement in an optional module is mandatory amithe context of that optional module.

1.13Comments on this Specification

ID

Text

111

Comments on this Specification

112

Please send any comments and observations orp#usisation to:
<insert e-mail address when known>

Overview of ERMS Requirements

ID

Text

114

2 Overview of ERMS Requirements

115

This chapter starts by defining some key termsti@@2.1). This is followed by a narrative
description of some key concepts (section 2.2),andntity-relationship diagram of the mot

el

on which this specification is based (section 2.3).

2.1

Key Terminology

ID

Text

116

2.1 Key Terminology
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116 | 2.1  Key Terminology

118 | MoReg2 requires certain terms to have precise mganiWherever possible, the meaning
align with common usage, or usage generally agnetin the records management
community. However, in some cases the usage @fep® MoReg2. All the terms are
defined in the Glossary (section 13.1); selectgddedinitions from the Glossary are
reproduced here for ease of reference.

119 | In this Glossary, terms iitalics are defined in the Glossary, section 13.1.

120 | capture

4556 | (1) The act of recording or saving a particulatangiation of a digital object (source:
InterPares 2 Project Terminology Database).

4557 (2) Saving information in a computer system.

121 | Note: in the context of MoReq2, capturiregordsis used to mean all of the processes
involved in getting a record into an ERMS, namelgistration, classification, addition of
metadata, and freezing the contents. The terrsed more generally to mean inputting to {
ERMS and storing other information such as metadalizes.

3726 | case file

3727 | A file relating to one or more transactions perfechin a structured or partly-structured wal

3731 | Source: adapted from PRO Functional Specificatidielectronic file” (Appendix 1
reference [2]).

3730 | Note: there is no universally-accepted definitibthe@se terms, nor of the distinction betwe
case files and the other kinds of files often mawaidgy an ERMS. The following is therefor
developed for, and intended to facilitate the ustdgrding of MoReq2; its applicability in
other situations is not guaranteed.

3729 | Note: the records in the file may be structuredmstructured. The key distinguishing
characteristic of case files is that they resulbfiprocesses which are at least partly
structured. Examples include files about:

» applications for permits, etc.;
* enquiries about a routine service;
* investigation of an incident;
* regulatory monitoring.
3728 | Note: typically, other characteristics of casedihre that they often:
« feature a predictable structure for their content;
e are numerous;
e are structured or partly structured;
» are used and managed within a known and predetediprocess;
* need to be retained for specific periods, as dtretlegislation or regulation;
» can be opened and closed by practitioners, end-os@lata processing systems
without the need for management approval.

122 | class

123 | (In this specification only) The portion of a hierhy represented by a line running from an
point in theclassification schemieierarchy to all the files below it.

124 | Note: this can correspond, in classical terminoJdgya “primary class”, “group” or “series”
(or sub-class, sub-group, sub-series etc.) atargl In the classification scheme.

125 | classification

126 | In records management, the systematic identifinadind arrangement of business activitie
and/orrecordsinto categories according to logically structucedventions, methods, and
procedural rules represented in a classificati@besy.

127 | Source: ISO 15489 (see Appendix 1 reference [9]).

128 | classification scheme

129 | See classification.
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130 | Source: definition of “Classification System” in@SL5489 (see Appendix 1 reference [9])

131 | Note: a classification scheme is typically représdras a hierarchy.

3339| component

3340 | A distinct byte stream that, alone or with othetebgtreams, makes upgecord or document

3341 | Note: This term is not in general use.

3342 | Note: The phrase “distinct byte stream” is useddscribe what is usually called a “file” in
information technology. The word “file” is avoidére to prevent confusion with the records
management meaning of “file”. The key concept hetbat a “component” is an integral
part of the content of a record, despite the faat it can be handled and managed separately
by an operating system.

3343 | Note: The phrase “distinct byte stream” is useddscribe what is usually called a “file” in
information technology; the word “file” is avoidéuakre to prevent confusion with the records
management meaning of “file”. The key concephat ta “component” is an integral part o
the content of a record, despite the fact thadiitloe handled and managed separately.
Note: Examples of components include:

* An html document and JPEG images that make up goagé;

* A word processing document and a spreadsheet, \ilinerecord consists of the word
processing document that contains an embeddeddihlgperlink) to the spreadsheet.

3344| Note: components have to be distinct, i.e. sepdrate each other. If a word processed

document contains an embedded spreadsheet (asedpposn embedded link to a

spreadsheet) then the spreadsheet is not consitelbeda component; in this case, the word

processed document complete with its embeddeddgireat is a record made up of one
component.

4558 | Note: an e-mail message with attachments may kaded as one component, as several
components, or as several records, depending doriat in which it is stored.

» If the message is stored in a format that includesody and all its attachments, then
there is only one component.

» If the attachments are stored separately fromJiakdd internally to, the body of the e-
mail message, then each attachment and the bdtg afiessage is a component.

e If the attachments are stored separately from gy of the e-mail message but they are
not linked internally, then each attachment andoibaty of the message is a separate
record; good practice suggest that these recomlgddbe linked to each other manually.

132 | document(noun)

133 | Recorded information or object which can be treat®d unit.

134 | Source: ISO 15489 (international standard; see Agigel reference [9]).

135 | Note: a document may be on paper, microform, migoeany other electronic medium. |t
may include any combination of text, data, graplsosind, moving pictures or any other
forms of information. A single document may cohsisone or several objects.

136 | Note: documents differ fromecordsin several important respects. MoReq2 uses the ter
document to mean information that is not a record.

141 | electronic record

142 | A recordwhich is inelectronicform.

143 | Note: it can be in electronic form as a resulh@¥ing been created by application software
or as a result of digitisation, e.g. by scanning.

144 | ERMS

145 | Electronic Record Management System.

146 | Note: ERMS differ fromEDMSin several important respects. See section 10.8\éve
details.

147 | metadata
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148 | (In the context of records management) Data daisgricontext, content and structure of
records and their management through time.

149 | Source: ISO 15489 (see Appendix 1 reference [9]).

150 | Note: the distinction between data and its metacitabe unclear. For example, it is usually
clear that the essential indexing data for a reftittd, date etc.) is part of that record'’s
metadata. However, the audit trail for a recordhe Retention and Disposition Schedule for
a record, can validly be considered to be eithta dametadata, depending on the context
Different types of metadata can be defined, fomgxa, for indexing, for preservation, for
rendering etc. These details of metadata usageegand the scope of MoReq?2.

151 | record (noun)

152 | Information created, received, and maintained &eece and information by an organisation
or person, in pursuance of legal obligations dhatransaction of business.

153 | Source: ISO 15489 (see Appendix 1 reference [9]).

154 | Note: local national definitions may also apply.

155 | Note: a record may incorporate one or sev@ralimentge.g. when one document has
attachments), and may be on any medium in any forinaaddition to the content of the
document(s), a record should include contextualrmétion and, if applicable, structural
information (i.e. information which describes tr@ponents of the record). A key feature of
a record is that it cannot be changed.

4641 | Note: bothelectronic recordandphysical recordgan be managed by &RMS

3346 | sub-file

3347 | Intellectual subdivision of a file.

3348 | Note: Sub-files are usually used in case file ganzent environments. Typically, each sub-
file is named, and each sub-file is used to st@peified kind or kinds of records, such as
“invoices”, “assessments” or “correspondence”.

156 | volume

157 | A subdivision of dile.

158 | Source: definition of “part” in PRO Functional Sgaation (Appendix 1 reference [2]).

159 | Note: the subdivisions are created to improve meaahility of the file contents by creating
units which are not too large to manage succegsfilhe subdivisions are mechanical (e.g.
based on number of records or ranges of numbdmmerspans) rather than intellectual.

2.2 Key Concepts

ID Text

160 | 2.2  Key Concepts

161 |«  The key concepts required to understand this Spatdn are:

» record and electronic record;
* authoritative record;
» electronic file, sub-file and volume;
» classification scheme;
* class;
» ERMS;
e capturing records;
e user roles.
169 | Record and electronic record
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170

The DLM Forum Guidelines (Appendix 1 referencegéttion 2.4) suggest that records
be viewed as consisting of:

e content;

e structure;

e context;

e presentation.

can

175

The content is present in one or more physicalareéctronic documents which convey
the message of the record. These are stored nassway as to allow future users to
understand them and their context. This implies #hrecord contains, in addition to the
content of its document(s), information about tbeument’s context and structure. The
presentation depends on a combination of the reaaydtents, structure and (in the case
electronic records) the software used to render it.

176

In the world of physical records, the vast majoatyecords are on paper and are include
in files, physically constituted of one or morewwles of records inserted within paper
folders. Procedural controls should prevent usera changing the records, or their
positions within the file.

177

Similar concepts apply to electronic records. éord is constituted of one or more
electronic documents. These documents can be prvooessing documents, e-mail
messages, spreadsheets, moving or still image) fled or any other type of digital

object. The documents become records when theseagside, that is, “captured” into the

ERMS. Upon capture, the records are “classifiéitH is they are assigned codes
corresponding to the classification scheme clasgiioh they belong, allowing the ERMS
to manage them.

3349

For preservation purposes, it is necessary to ateethat many electronic records are al
made up of several components (the word “comporisnised in MoReg2 to avoid the IT
word “file”, so as to reduce the likelihood of casfon with records management “files”).

These components are each objects managed by aitsmperating system, and they m;
be in different formats; but they are all needegktber to make up a record. Not all recor
have more than one component; for example, modd warcessing documents are made
only one component. An example of a record witressl components is a web page with
text, graphics and style sheets; it is not unuuad web page to contain one HTML
component, dozens of JPEG image components, aaddiut of CSS components.

1y
ds
of

4382

Authoritative Records

4383

ISO 15489 describes an “authoritative record” asga record that has the characteristic
of:

4384

e authenticity;
* reliability;

* _integrity;

» usability.

4385

As explained in ISO 15489, the aim of all recordmagement systems should be to ens
that records stored within it are authoritativein®narising, authoritative records:

ure

4386

e can be proven to be what it purports to be;

» can be proven to have been created or sent byetiserppurported to have created or
sent it;

e can be proven to have been created or sent atrieeptirported,;

e can be depended on because its contents can tetassa full and accurate
representation of the transactions, activitiesaots to which it attests;

* is complete and unaltered;

» can be located, retrieved, presented and inteiprete
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4387

The requirements in MoReq?2 are designed to enbatadcords stored in a MoReq2-
compliant ERMS are authoritative. However, compi@awith these requirements alone i
not sufficient; the existence of, and compliancthweorporate policies is also required.

178

Electronic File, Sub-file and Volume

179

Paper records generally are accumulated in papsyt @ontained in paper folders. The
paper files are aggregated into a structure, asdlaation scheme. In an ERMS electroni
records can be managed as if they are accumulatdddtronic files and stored in electror
folders. Strictly, electronic files and foldersagenot have a real existence; they are virtu
in the sense that they do not really “contain” &img; in fact they consist of the metadata
attributes of the records assigned to them. Fyrthenany cases, there need be no real

distinction in the electronic system between fikel &lder. However, these details are nat

generally visible to ERMS users; ERMS applicatioftware allows users to view and
manage folders as if they physically containeddbeuments logically assigned to the file
This user-centred view is carried forward into tpecification. The rest of this
specification therefore describes electronic fdescontaining” records, for ease of
understanding. Note however, that while this dption provides functional requiremen
for the management of electronic files, it doespretcribe the manner in which the conc
of electronic files is implemented.

c
ic
al,

[92)

IS
ept

3350

In some environments it is useful to divide filagi sub-files. The division into sub-files i
an “intellectual” one; that is it (generally) recgs human input to decide into which sub-f
a record should be stored. Sub-files are moshafsed in case processing environments
example would be the case file for a land saleclwimight have sub-files for each of plan
deeds, correspondence with lawyers, and transifiersfo

)

e
;an

w

4197

A sub-file is therefore a division of a file by g@f content rather than, as in the case of
volume, a division by date of the record. A sub-fian be used to permit the application
a different retention and disposition schedule s$etzof records within the file.

f

(@)

180

Regardless of whether sub-files are used or Heg éire sometimes divided “mechanically
into file volumes, according to predetermined corivms. The term “mechanically”
implies simple adherence to such conventions, waielmot based on the intellectual
content of the files, but on size, number of resardntained in them, or time spans. This
practice originated with paper files, in order éstrict them to a manageable size and
weight. It can be continued with electronic files)imit them to a manageable length for
appraisal, transfer, or other management purplise.especially appropriate for the
management of files which are open for long peremi¥/or which grow to contain a large
number of records.

181

While the distinction between files and file volusre clear, the implications are less clear.

This is because the implications of choosing tadéiviles into volumes vary according to

implementation needs. The variation arises as:

» some files are closed within a limited time, andrsunit used for management
purposes is the file (even though a file may cdrifiseveral volumes). Examples are
file of a specific small procurement, or a fileafe project;

» some files have an unlimited life span (or neariimited life span), and so the unit
used for management purposes is the volume. Exanapé a file of records about a
geographic region, or a file dealing with a subjghtch is not sensitive to time, such a
some policies, or an invoice file where a new vatumstarted every year.

S

4388

In relatively rare cases, records may be storesideinf files — by being assigned to a cla
This is explained in <section 3.2 <ID4218>.

184

Classification scheme
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185

Records management aggregates files in a structo@eder, and good practice dictates that

this structure should reflect business functione representation of this aggregation is

referred to as a “classification scheme”. Thesifamtion scheme is commonly a hierarchy,

though it may be supported by a thesaurus and wialyenhierarchical. The remainder of
MoReq2 focuses on the hierarchical view; other apghes are outside the scope of
MoReq2, and a hierarchical arrangement is a presiggfior MoReq2 compliance.

186

Just as files appear to exist even though theyealty no more than aggregations of reco
so higher levels of the classification scheme ha#rnaseem to exist, though they are no
more than aggregations of files and/or lower levéls with files, this specification states
requirements for the hierarchy without mandatirgrranner in which it is implemented.

187

Files can appear at any level of the hierarchyis Hhillustrated in the following figure,

ds,

which represents a fictitious classification schest®wing its classes and the files allocated

to the lowest level classes. This fictitious schaanmuch simpler than would be a real
classification scheme.

3351

| Classification Scheme |

| Class |
|

| Class | | C

| Class | | Class | | Class | ass | | Class |

: "__Ll-l : | | | — =
| File IJ | File | File IJ |Class| |Class| |Class| | Fiﬂ |Class| | File
|Recs.|J |Recs.|.|J |R9CS-IJ | Fiﬁl [ File | | File |Recs.|J [ class | |Recs.|.|'|J

II 1
|Recs.|J |Recs.| |Recs.|.|'|-IJ |J€ile ﬁ

1
| Recs. I-I'l
Key: |Recs.| Records Figure <C02 ID3351>

v2

188

Note that this figure is intended only to show stdd possible relationships between leve
files and records. It does not show all possielels or all possible arrangements.

189

Class

190

This specification uses the term “class” to descth®e portion of a hierarchy represented
a line running from any point of the hierarchy tbtlae files below it. The term class
therefore corresponds to a “group” or “series”g0b-group, sub-series etc.) in some text

191

In visual terms, a class of a hierarchy correspaodsbranch of a tree. A class may thus
contain other classes, just as a series contansesies and sub-sub-series. Continuing {
above example, the shaded boxes and thick linggifollowing diagram are one examplé
of a class.
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3352

| Classification Scheme |
I
| Classl
| Class| | Class | | Class | | Class| | Class| | Class |
L ll_ I | | — r&
[ File IJ [ File m [ File IJ @ [Class| | Class| | Fiﬂ [class| | File E
|R9CS-|J [Recs. |-IJ |RGCS-|J |'EE.| [ File ] [ File |Recs.|J [Class| [Recs. |.|-IJ
111

|IRecs.|J [ Recs. | |IRec5.|-|'|-IJ rl%ile ﬂ

Key: Records Figure <C02 ID3352> IEIJJ
V2

4639 | MoReg2 also uses the term “class” to mean allites, frecords etc. assigned to it. This ig
an intentional simplification, and the distinctibatween this usage and the above is alwa
clear from the context.

193 | Electronic Record Management System (ERMS)

194 | An ERMS is primarily an application for managing@tonic records, though it may also
used to manage physical records. The emphadmsadpiecification is firmly on the
management of electronic records.

195 | An ERMS is often closely integrated with an ElentcoDocument Management System @
business application. Technically, an ERMS managesrds, while an EDMS manages
documents (which are not records). However, eaffgavhen used to support day-to-day
working, it can be difficult to separate their ftiooality. This is explored further in sectio
10.3 which deals with Document Management issues.

196 | Capturing Records

197 | Documents made or received in the course of businesome records when they are set

aside, that is, “captured” into the ERMS. Durimgpture, the records are “classified”, that i

they are assigned codes corresponding to thetclagisich they belong, allowing the ERM

7]

S

to manage them; and they are also assigned a uidigpuigfier.
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198

In many cases, documents that are set aside, turedpbecome records by being bound
a business process, as often happens in a workff@mvexample, when an invoice is raise
it should automatically cause a record to be capitutn other cases there may be a polic
that every document relating to a business mattest imecome a record, even if it does nd
formally participate in a business process. Inogeer circumstances however, the proce
of capture will be initiated selectively by a useetermination of which documents shoulg
be captured into a records system should be basad analysis of the regulatory
environment, business and accountability requirésnand the risk of not capturing the
records. An example is a memorandum in an orgaoishich deals with policy issues;
the organisation may define that only memorandangeeto be significant will become
records (i.e. insignificant memoranda, such asahmekting to meeting arrangements, wil
generally not form records). This specificatiomi®nded to cater for any of these
scenarios. In other words, MoReqg2 describes aceosfystem for general use, not simply
records management system for particular kindgpfieation or for the exclusive use of
archivists or administrators.

r—r‘(o_

— )

a

199

User and Administrative Roles

4389

Different organisations will implement an ERMS diféntly. For example, a small
organisation may implement an ERMS with a singl@iadstrator, while a large
organisation may need several different administgiositions each with different accesg
permissions. For this reason, it is not helpfubtentify specific access profiles in this
generic specification; instead, MoRe(g2 uses theeginof “roles”.

200

MoReq2 identifies two kinds of roles: “user rolesid “administrative roles”. In practice,
most organisations will have more than one persdhease roles; and many organisationg

matrix at chapter 13.4.

will define further roles. Example roles with piids access permissions are outlined in the

3697

In brief, however, a “role” in MoReq2 is somethililge a user profile - it is not a job or a
position, but a set of responsibilities and funaéilbpermissions shared by several users.
MoReq2 recognises examples of two administrativeteuo user roles.

203

Administrative roles take actions related to thenagement of records

themselves; their interest is in managing recosdsrdities rather than their content. They
also manage the ERMS hardware, software and stogagare backups are taken and
manage the performance of the ERMS.

3694

Unlike administrative roles, user roles have acteg$acilities which an office worker or
researcher needs when using records. This inchdidiag documents, searching for and
retrieving records; their interest is primarilytive contents of records rather than their

management.

2.3

Entity-Relationship Model

ID

Text

204

2.3 Entity-Relationship Model

205

This section contains an entity-relationship modeich can be used as an aid to
understanding the specification. Section 13.3aosta narrative explanation.

206

An important aspect of this diagram is that it neetrepresent actual structures stored in
ERMS. It represents a theoretical view of thetestiassociated with records. An ERMS
uses these relationships to produce behaviour algumt/to the structures in the diagram. S
section 2.2 for further explanation of this point.

the

ee

207

The relationships between files, volumes, recordbaher important entities are depicted
the following entity-relationship diagram. Thisadormal representation of selected

structures which can be used to describe the betasf an ERMS.
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208 | In the diagram, entities - files, records and se are represented by rectangles. The lineg
connecting them represent the relationships betweeantities. Each relationship is
described by text in the middle of the line; and ghould be read in the direction of the
arrow. Each end of the relationship has a numlméchwepresents the number of
occurrences (strictly, the cardinality); the nunsbare explained in the key. So, for example,
the following extract:

3353

| Record |
1

VIS MADE

1-%
| Component |

209 | means “one record is made up of one or more conmsh@ote the direction of the
relationship arrow).

210 | Note that the entity Class is related to itselthy relationship “is made up of”. This
recursive relationship describes, in formal terthe,hierarchy of folders, in which a Class
may contain other Classes. If this relationshgm{stimes called a recursive relationship) i
not implemented, the model applies equally to nemanchical relationships.

[72)
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3354

| Classification Scheme

1
J CONTAINS
€ IS MADE UP OF
1 1-% 0-x% 1
— Class I1T
0 -1
J CONTAINS Retention &
1-% Disposition
APPLIES P
To | Schedule
. 1-% . < 0-1
- - %
— File | E—
1
UMAY BE
DIVIDED
INTO
1 1-% v
- -%
— Sub-file |—1 AP?E)IES
1
JMAY BE
DIVIDED
INTO
1-%

—  Volume  P*—

CONTAINS
9
0-% 1-% 1-x
- - % 1-% 1 Record
Document % Record I
IS FORMED HAS Type
1 gp 1 ->
VIS MADE VIS MADE
UP OF UP OF
1-%
1% | Component

Key:

1 Exactly one

0-1Zero or one

0-*Zero or more ;| 1-*One or more

v4
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3 Classification Schemend file organisation

213

This chapter lists requirements for managemeri@ttassification scheme and of the
organisation of files. It first lists requiremeifits setting up the classification scheme

in section 3.1. It then lists requirements relatio classes and files (section 3.2) and
volumes and sub-files (section 3.3). Section 314 Fequirements associated with
maintenance of the classification scheme and se8t covers navigation issues.

212

A classification scheme is the foundation of anyME=R as described in detail in sectipn

2.2. It allows an electronic record to be stowgkther with other records that provid
its context, by defining the way in which the eteaic records will be organised into
electronic files, and the relationships betweenfiths.

(4%

4192

A significant difference between MoReq2 and itsdeieessor is that MoReq2 allows
the declaring of a record directly into a classya#i as into a file. The original MoRe
did not allow declaration into directly into a cdagt allowed only declaration into a
file.

O

4193

MoReq2 thus allows a record to be captured intoadnlye following:
* Class;

* File;

e Sub-File;

* Volume.

4633

This is illustrated in the following diagram, whiellds such records (shaded in grey
the illustrations in section 2.1.

to

4634

| Classification Scheme |

I
Class Class Class
| Class |  Class | [ |

| Class | | Class | | Class | | Class | | Class | | C

. L . | | | — =
| File IJ | File I.IJ | File IJ |Cla55| |Class| |Class| | Fiﬂ |Class| | File

= = | =
[Recs. [Recs. |Recs.|J [ File ﬂ [ Fie | | Fie |Recs.|J [class| [Recs.
il
A =

| Recs. IJ | Recs. | | Recs. I.I'I-IJ |J$ile ﬂ

v r:' :||I
Recs. Recs.
Key: |Recs.| Records Figure <C02 4634>

ass | | Class |

v2

4194

This change has been introduced primarily to rétlee requirements of high-volume
case management type systems. For example anlangieer of records such as licen
applications can be allocated directly to a clasggout the need to open and managge
one or more files.

3174
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3 Classification Schemend file organisation

4195

This change is, however, not meant to remove tegsity for a hierarchical
classification scheme, or (in most cases) for ttistence of files. Rather it is meant for
special circumstances (such as high volumes oflsiocgse documentation).
Inappropriate use of this feature will introduce tisk of later difficulties in managing
records, and users of MoRe(2 are advised to uséuhctionality only after careful
analysis. Most users of MoReq2 are unlikely tauregthis functionality, and so
MoReq?2 includes the requirement that this functibphaan be disabled.

2779

Note to reviewers: in a significant change since ¢éhprevious release, almost all
mention of non-hierarchical classification has beeremoved. This is after lengthy
and spirited debate, taking into account strongly-kld views on both sides of the
argument. This decision, ratified by the MoReq2 Edorial Board, is final.

2780

MoReq2 compliance requires support for hierarchitadsification. This is because:

2782

« hierarchical schemes are able to ensure an eféedigble and clear organisation |of
records;
» hierarchical schemes are the most widely used ogeu

4653

It also maintains compatibility with the previousrsion of MoReq. Many
requirements use the concept of class. In mamscésmay be possible to apply the
requirement to non-hierarchical classification sohs; but this may not always
possible.

4188

It is essential that the classification schemehftezally, a records classification
scheme) is closely aligned with the business neétlee organisation. Good practice
suggests that the organisation first identifiesisitess classification scheme before
designing a records classification scheme.

3.1

Configuring the Classification Scheme

ID

Text, Requirement & Rationale

Testable

214

3.1 Configuring the Classification Scheme

2080

Requirement

2089

The ERMS must support and be compatible with tigamisation's business classificatioN

scheme.

2762

This requirement is not testable in the generakciéss included as a reminder to users
of MoReq2 of the need to align the classificaticimesne used by an ERMS with the
business needs of the organisation, as shouldftected by the arrangement of records
external to the ERMS.

2112

The ERMS must maintain internal integrity (relaabmtegrity or otherwise) at all times
regardless of:

* maintenance activities;

» other user actions;

» failure of system components.

i

2690

In other words, it must be impossible for a sitoatio arise where any user action or any

software failure results in an inconsistency witthe ERMS or its database.

3355

The ERMS should allow administrative roles to labath classification scheme with anY

Identifier, Title, and Description.

3356

This metadata will support functions such as expbthe classification scheme and of
records.
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214

3.1 Configuring the Classification Scheme

2088

The ERMS must be able to support a classificatatresie which can represent files ar
records as being organised in a hierarchy of céasse

g

2763

The use of a hierarchical classification schemmandatory for compliance with
MoReg?2.

2660

Three levels are a minimum; more levels will bedeglein many environments.

2715

The ERMS must allow management of the classificasicheme by an administrative
role only, subject to requirement <ID 2765>.

2764

In this requirement, “management” refers to the i®ns described in section 3.1 an
section 3.4.

2765

The ERMS should allow individual classes to be ngaxdaby specified user roles and/a
by a specified group of users.

2766

In the above requirement, “management” has the samaning as in the preceding

requirement. This is intended for two settings:

» large classification schemes which are too largb¢anaintained centrally (and
which therefore have central management for thédridevels and distributed
management for the lower levels);

» classification schemes that include classes fonmthaagement of case files, which
need to be managed in the business unit dealirgthé cases on allocation of
authorised user privileges.

2081

The ERMS should not limit the number of levelshe tlassification scheme hierarchy

2767

In most settings, it is unlikely that the numbelestls needed could be more than ten

2082

The ERMS must allow the titling mechanism(s) tadleéined at configuration time by a
administrative role

2692

The ERMS should allow the input of textual scoptgeadalso known as descriptions) t
all classes and all files.

3674

Scope notes are narrative intended to clarify titended contents and/or exclusions g
classes and files for the benefit of users.

2087

The ERMS must support the preparation of a clasdibn scheme at configuration tim
in readiness for the capture and/or importatioalettronic records.

2768

This requirement is intended to allow a classifizatscheme to be prepared while the
ERMS is being configured, and before it is usedHermanagement of records.

2677

The ERMS should support the importing of all ortparf a classification scheme, at
configuration time or at any other time.

2769

This requirement is intended to allow a classifizatscheme to be prepared while the
ERMS is being configured implemented, and befdseused for the management of

records. Where any part(s) is (are) imported, thasy be to add to an existing scheme
or to create a new classification scheme if noristex

2693

Where the ERMS supports the import of all or p& olassification scheme it must
allow the import of the associated metadata, reterand disposition schedules and au
trails if these exist.

dit

2770

In ideal cases, the classification scheme thatiadpimported will have class metadatg
and retention and disposition schedules. In ottases, these may be absent or
incomplete.

1

2771

Where the ERMS imports the metadata of a classificacheme, it must reject any clg
that does not have a title, and create an excepgjoort for an administrative role listing

S¥

the classes that were rejected.
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214

3.1 Configuring the Classification Scheme

2772

In an ERMS that is not MoReq2 compliant it may d&sfble for a class to have no title
(a null value); but such a class would be imposstbluse within a MoReg2-compliant
ERMS.

2773

Where the ERMS imports the metadata of a classibicacheme, and where the ERMS

uses a scheme that features hierarchical numbgraeg<ID2099>), the ERMS must

assign to each imported class a hierarchical codee of the following ways, accordin

to an option set by an administrative role:

» following the same rules as would be used for tla@unal creation of the
classification scheme,;

» Kkeeping the original codes in their entirety (opbssible if the structures are
compatible);

« appending the original codes to the codes in tbeivang scheme.

2774

If a hierarchy that is being imported already ingd&s hierarchical class codes (for

example 4/6/4) it may not be possible to use taesmdes in the ERMS, as consistencg

and uniqueness cannot be guaranteed.

y

3753

There are many possible scenarios for such an impath different kinds of
incompatibility between hierarchical numbering scies. MoReq2 does not prescribe
the outcome of an attempt to select an optionithiigically impossible because the
schemes are incompatible.

3754

If the existing codes cannot be used, they candag¢eld as appropriate to the situation,
e.g. copied to a metadata element called “old clasde".

2775

Where the ERMS imports the metadata and disposdtitiorities of a classification
scheme, it must validate them using the same adegould be used for the manual
creation of the classification scheme (see chder Where this validation process
finds errors (for example the absence of mandatwtadata, or format errors) it must
bring these to the attention of the administratode performing the importation,
identifying the metadata involved.

2776

In ideal cases, the classification scheme thatiadpimported will have metadata (e.g.

metadata for its classes) that complies fully whih MoReq2 metadata model. In othe

cases, the metadata may be non-compliant. In tbeeses, several outcomes are possi

MoReq2 does not mandate any one outcome. Possitdemes include:

* The entire importation is cancelled and the adntratsve is informed of the reason
for the cancellation;

* Importation of the class that has non-compliantadata is cancelled and the
administrative role is informed of the reason floe tancellation;

* The administrative role is required to choose betweorrecting the error and
cancelling importation of the affected class;

» Importation continues even though part of the mati@és non-compliant, with non-
compliant data being replaced by default valuexBjgel for the affected elements
and an error report produced.

ble;

3755

Informing the administrative role does not requinat the process be a foreground, or
real-time process; it will be acceptable for th@pess to be a background, or batch,
process.

2696

The ERMS should support the export of all or p&s olassification scheme.

2697

Where the ERMS supports the export of all or phe dassification scheme this must
include associated metadata, an administrativebeileg able to select which metadata
exported.
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214 | 3.1 Configuring the Classification Scheme

2699 | Where the ERMS supports the export of all or phe dassification scheme this must | Y
include all associated disposition authoritiehatdption of an administrative role.

2777 | Where the ERMS supports the export of all or phe cassification scheme, this must| Y
include all or selected audit trail data, the s|decto be made by an administrative role.

3175 | Where the ERMS supports export (for any of the alr@guirements) it must use a fully-
documented format.

3176 | Where the ERMS supports export (for any of the alr@guirements) it should export
the information in XML or equivalent open standasdl format.

2718 | Where the ERMS supports the copying of all or p&# classification scheme this mustY
include all associated metadata.

2720 | Where the ERMS supports the copying of all or p&# classification scheme this mustY
include all associated disposition authorities.

2086 | The ERMS must allow administrative roles to add méagses at any point within any | Y
class, so long as files are not stored at thattpoin

3628 | MoReq?2 does not allow files and classes to exigteasame level within a class (in other
words, files and classes cannot be mixed at asingtle in the classification scheme
hierarchy). This is for reasons of good recordshagement practice.

2084 | The ERMS should support the definition and simwdtars use of multiple classification Y
schemes.

2662 | Most organisations will mandate that a single cifisation scheme be used for the
primary classification of all the files in the ERM3his requirement allows some of the
files in the ERMS to belong to one classificatiomesne while other files belong to
another. This may be required, for example, falhgithe merger of two organisations
or when different collections of records in a sangrganisation require different
management regimes.

3.2 Classes and Files

g

ID | Text, Requirement & Rationale 8

236 | 3.2 Classes and Files

237 | This section lists requirements which apply to stesand files.

Classes and files are different kinds of constr@tasses provide an intellectual
framework for classification, while files aggregageords; classes are building blocks |of
classification schemes, while files are not. Desthiese major differences, it is helpfu
to list some requirements together, as they arentmmto both constructs.

2090 | Requirement

4218 | The ERMS must allow an administrative role to cgafe whether a class so that it can,
or so that it cannot, store records directly.

4219 In other words the system must be able to be aanfityso that records do not have to be
held in files, sub-files or records.

2100 | The ERMS must support the capture, maintenanc@aasgntation of metadata for files Y
and classes in the classification scheme, comphiéhtthe MoReq2 metadata model.

2664 | The ERMS must restrict the ability to add to fildaclass metadata as set outinthe | N
MoReq2 metadata model.

2099| The ERMS must provide a mechanism for allocatingraatically a hierarchical Y

classification code (where such a code does neaadyrexist - see <ID 2773>) to each

class, file, sub-file and volume in the classificatscheme.
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236 | 3.2 Classes and Files

2665 | The ERMS must allow user roles to allocate a fateeach electronic class, file, sub-file Y
and volume.

2786 | This requirement applies to non-case file environtsie Where case file management |s
needed, an alternative naming approach is needdnis is specified in chapter 10.6.

2666 | |t must be possible to use both the classificatime and textual file title separately or| Y
together.

2700 | The ERMS must allow an administrative role to cgufe the classification code.

3740 | Configuration of the classification code shouldlirte:

« the format of the identifier associated with eaeVelof the hierarchy, e.g. numeric,
alphabetic;

» the first value of this identifier at each clasgy.€l, 1000;

» the interval to be used between successive classgpd,, 10;

» the presence or absence of leading zeroes;

* any global prefix, e.g. "corporate/";

* any global extension, e.g. country suffix;

» the separator between each identifier, e.g. "/*, "-

2789| The ERMS must record the date of opening and tteafaclosing of a class or file Y
within the class or file’s metadata.

2790 | The date of opening and closing of a class oritevide important context for the
records classified within it.

3632 | When a class or file is open, it is possible totaemrecords into it. When a class or file
Is closed, it is not possible to capture records iih

2701 | The ERMS must record the date of creation of a class or file in the metadata of the| Y
class or file.

2791 In the case of physical files, it is possible fug tHate of opening to be earlier than the
date of creation recorded in the ERMS. This caseaif a physical file is created and
opened, in physical form only, before it is createthe ERMS.

In the case of electronic files, it is possible thug date of opening to be earlier than the
date of creation recorded in the ERMS. This caseawhen an electronic file is
imported into the ERMS from another system.

2096 | Whenever a new class or file is opened, the ERMSt mutomatically include in its Y
metadata those attributes which are inherited duts position in the classification
scheme.

2676 | For example, if a “Correspondence” file is in a héechical path titled:

Regional plan development : Public consultatiorori@spondence

and an administrative role adds a new file titldéormal Objections” at the same level
as the “Correspondence” file then the new file maustomatically inherit the prefix
Regional plan development : Public consultation.

2667 | The ERMS must allow an administrative role to mpdiherited metadata values, to theY
extent permitted by the MoReq2 metadata model.

2680 | |nherited values often provide a default, or stagtposition. This can be changed, so
long as the change is compatible with the metadaidel.

2668 | Any addition to this inherited metadata shoulddigerited by default by all descendant Y
classes and files.

2093 | The ERMS should support the allocation of contitecabulary terms compliantto | Y

ISO 2788 as descriptive class or file metadataestildgrms, in addition to the other

requirements in this section.

Page 23




Testable

ID | Text, Requirement & Rationale

236 | 3.2 Classes and Files

3635 | The ERMS should support the allocation of contitecabulary terms compliantto | Y
ISO 5964 as descriptive class or file metadataestildgrms, in addition to the other
requirements in this section.

3636 | Requirements <ID2093> and <ID3636> are identicalveahat the former specifies a
monolingual thesaurus and the latter a multilingtiesaurus.

2092 | The ERMS must not impose any practical limit onnlenber of classes or files which | P
can be defined.

2091 | The ERMS must be able to print a list (sometimésrred to as a repertory) of all files prY
of files classified against a specific class (asdlescendant classes).

3639 | A user printing a list of files (as in <ID2091>)akd be able to specify the sequence, | Y
content and format of the list.

3640 | For example, the user should be able to sort ireadig or descending order, on title pr
code, and preferably on any attribute; and showddable to specify the metadata
attributes to be printed.

2681 | The ERMS should be able to export a list, or repgrtof all files or of files classified | Y
against a specific class (and its descendant dpssXML format and/or in a human-
readable format.

2682| The ERMS must allow the classification scheme tptigted, both as a complete schemé
and as any class selected from the scheme.

3641 | A user printing a classification scheme (as in 6B2>) should be able to specify the | Y
content and format of the scheme.

3642 | For example, the user should be able to shoulddbe ta specify the metadata attributes
to be printed, and preferably choose a list, orantéd, or graphical representation.

3.3 Volumes and Sub-Files

8

ID | Text, Requirement & Rationale ks

261 | 3.3 Volumesand Sub-Files

2797 | In a system that keeps paper records, subdividitarge files is essential for reasons qf
ergonomics and the physical survival of foldersders, jackets etc. Typically, for
example, paper files are limited to 2cm in thiclg)dsy the establishment of volumes.
When the file reaches the size limit (2cm thickhis example), it is considered to be a
closed volume and a new volume is opened. Thistisrae of electronic files - an
electronic file can usually grow to almost any smthout such difficulties.

2798 | However, in practice, there can be benefits irttapdj large electronic files into volumes.
These benefits are, for example:

* when users need to work remotely (that is, overt@andwidth connections, or after
downloading records to a portable PC, or onto emg®device with limited
capacity);

» when files are never closed, because they arex@mmple) geographically linked.

3645

Similarly, paper files are often divided into sules - especially in case management
environments. The sub-files are used to orgahisdile contents, often according to
document type.
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261 | 3.3 Volumesand Sub-Files

3646 | Correspondingly, there are sometimes benefitsviiditig electronic files into sub-files,
for example:

* improving the ease of navigation through a file;
* providing a means to manage document types that $aecific needs, such as
documents that cannot be scanned cost-effectively.

262 | This section includes requirements relating toube of volumes and sub-files, both of
which are typically used to subdivide files whiclght otherwise be unmanageably
large. However, Moreq2 does not mandate that thiglsdivisions be implemented; it
merely requires that MoOReq2 compliant software nvesable to provide them when
needed.

2793 | Sub-files were not recognised in the previous versi MoReq.

2794 | In summary:

e Each file contains one or many sub-files;

e Each sub-file contains one or many volumes;

* Volumes of different sub-files are created indeenily;

» All the sub-files of an open file are always opand all the sub-files of a closed file
are always closed;

¢ Only one volume can be open in each sub-file.

For more detail about sub-files and volumes, segme<insert reference here>.

3651 | Requirements

4201 1t must be possible for an administrative roledoftgure the ERMS to remove the Y
ability to create sub-files and/or volumes withiles across the classification scheme.

4199 | |t must be possible for an administrative role dofegure the ERMS to allow only sub-| Y
files to be created within files within an arealoé classification scheme.

4200 | It must be possible for an administrative role dofigure the ERMS to allow only Y
volumes to be created within files within an aré&he classification scheme.

3652 | When a file contains only one sub-file, it is adedybe for the file and sub-file to be N
indistinguishable to end users.

3653 | When a sub-file contains only one volume, it isegatable for the file and sub-file to be| N
indistinguishable to end users.

3654 | When a file contains only one sub-file which itseshtains only one volume, it is N
acceptable for all three to be indistinguishablerd users.

3655 | The intention of the three requirements above eniphasise that the ERMS must not
impose on users the structure of "file, sub-fildume". The ERMS should allow the use
of sub-files and volumes, while allowing usershiak in terms of files only if this suits
them.

4198 | The essence of this is that the user only seesiw/katential from a business process
point of view and in not encumbered by potentiedigfusing choices.

2104 The ERMS must support the concept of open and @lektronic volumes, as follows: Y
» only the most recently created volume within a §lgean be open;

» all other volumes within that file must be closed.

2107 | The ERMS must allow administrative roles to adakattronic volume to any electronicY
sub-file which is not closed.

2795 | The process of adding a new volume consists ofhgadke volume that is currently open
and creating a new open volume.

3650 | The ERMS must allow administrative roles to add-fl@ls to any electronic file which is Y
not closed.

2106

The ERMS must record the date of opening of a nelwme or sub-file in the metadata,
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261

3.3 Volumesand Sub-Files

2105

Whenever a new volume or sub-file is opened, th&1ERnust automatically include in
its metadata those attributes of its parent fiteeséadata which are common (as defined
the MoReq2 metadata model).

5 <

2685

Records in a volume can be accessed regardleskather the volume is open or close

d.

3671

Whenever a new volume is opened, the ERMS mustrattcally assign to it an
identifier that is unique within its parent sukefil

3672

The identifier could be a simple sequence numitertirsg at 1 for each sub-file.

2758

When classifying a record the user must be predenité the most recently created
volume in the chosen sub-file by default.

2670

The ERMS must allow the creation of multiple coment open sub-files within any file

<

2115

The ERMS must record the date of closing of a vasiand files in their metadata.

2103

The ERMS must prevent the user from adding electn@tords to a closed volume.

2102

The ERMS must allow an administrative role (notrusées) to add a record to a
previously-closed volume; and must require thaa@dministrative role adds a commen
to the metadata of both the volume and the re@ord to the audit trail, explaining why
this exception has taken place. This action mastipdate the date of closure stored i
the metadata.

[

4206

This applies only if the newly added record isyminger than the date of closure of th
volume.

e

2671

This facility is intended to be used to rectifyruseor, e.g. if a volume was closed
unintentionally. For this reason, it is important that the exceptaausing this action is
properly documented.

3658

MoReq2 does not mandate how this is achievedaythm achieved by temporarily re-
opening the closed volume, or by other means.

3659

The ERMS must allow an administrative role to delt empty volume.

3660

The ERMS must allow an administrative role to d=kt empty volume and re-open th
previous volume in the sub-file, in a single actitgtording the event in the audit trail.

eY

3661

This is intended to correct an error which has fesiiin the incorrect closure of a
volume.

2799

The ERMS should allow a “template” of sub-fileda® created for a specified class, su
that the template specifies the sub-files to batestautomatically for each new file tha
is subsequently created in that class.

ch

—

2800

This is intended primarily for case managementrm@mments. As an example, a
template in an insurance company might specifytHerclass dealing with client
insurance policies, the following sub-files: poleyyd amendments, internal
correspondence, correspondence with medical spstsabilling, other client
correspondence. Thereafter, every new file createdat class would automatically be
created with these sub-files.

2801

The ERMS must automatically close all sub-filesiifile when that file is closed.

3656

The ERMS must allow users to close volumes indiailyu

3.4

Maintaining the Classification Scheme

ID

Text, Requirement & Rationale

Testable

2658

3.4 Maintaining the Classification Scheme

2659

Requirement

Page 26



ID

Text, Requirement & Rationale

Testable

2658

3.4 Maintaining the Classification Scheme

2123

The ERMS must allow an administrative role (nosaruole) to relocate a class or file
a different position in the classification schenfes part of this relocation the ERMS
must ensure that all electronic records alreadcated remain allocated to the class (¢
file(s) and volume(s) and sub-file(s) being relecht

g

2S)

2673

This facility is intended for exceptional circumstas only, such as organisational
mergers or other re-organisation, or to correctratal errors. This requirement must
read together with <insert reference>.

€

2717

The ERMS should support the copying any class {@@miescendant classes) of a
classification scheme to another point in the digssion scheme.

3179

This facility is intended for use when replicatimgnches of a classification scheme, a
act that is sometimes required (for example) whesighing a part of the scheme is no
strictly functional.

Use of export followed by import will not be comsitl sufficiently easy to meet this
requirement.

Any conflicts of code should be handled in the sameas with an import (see <insert
reference>).

n
L

2122

The ERMS must allow an administrative role (nosaruole), to reclassify an electroni
record to a different class, volume or sub-file.

2688

This facility is intended for exceptional circumstas only, such as to correct user
errors. This requirement must be read togethenwliD2121>, <ID2120> and
<ID2119>.

2674

Upon reclassification or relocation of a class,fdub-file, volume or record the ERMS
must enable the optional inheritance of definedaah&tia according to its new position i
the hierarchy.

2120

When any classes, files, or records are relocateelctassified the ERMS must keep a
clear trace of their status prior to the relocatomeclassification in the audit trail.

3664

When any classes, files, or records are relocateelctassified the ERMS must record
the values of their metadata prior to the reclasgibn.

2675

Both of the above requirements are in support efréed to be able to determine the
history of classes, files etc. that have been gkt or reclassified.

2119

When any classes, files, volumes, sub-files orndcare relocated or reclassified the
ERMS must require an administrative role to ensematadata the reason for the
reclassification.

3665

Entry of a reason is mandatory, as these relocat@amd reclassifications are
exceptional, potentially endangering the integafythe records if not carefully manage

2707

The ERMS should enable an administrative role tckraaclass as inactive to prevent g
new files being added to that class.

ny

2708

The ERMS should allow an administrative role toetielan empty class.

2118

The ERMS must prevent the deletion of an electréld@wr any part of its contents at a
times, with the exceptions of: destruction in ademce with a retention and dispositio
schedule - see chapter 5; or deletion by an adtratiie role as part of an audited
procedure - see section 9.3.

=5 =
_<

2117

The ERMS must allow an electronic file to be clobgdiser roles.

3666

This is different than the corresponding requiretarMoReq, which limited this

function to administrators.
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2658 | 3.4 Maintaining the Classification Scheme

2116 | The ERMS should be able to close an electroniosbleme automatically on fulfilment| Y
of specified criteria to be defined at configurationcluding at least:

» volumes delineated by an annual cut-off date; kanaple, the end of the calendar
year, financial year or other defined annual cycle;

» the passage of time since a specified event; famgke, the most recent addition of
an electronic record to the volume;

» the number of electronic records which the volumetains.

2689 | Other criteria may be desirable in particular cinmistances, for example when the sizé of
the volume reaches the storage capacity of a retrievdisc.

2704| The ERMS must make the contents of closed clafikes,sub-files and volumes as Y
accessible for viewing as those that are openpowitimaking any differentiation between
open and closed.

3667 | In other words, users who are searching for brogdhrough information using the
ERMS must not have to be aware of whether filesaetcclosed or open; and the same
search facilities and access rules must apply.

2113| The ERMS should allow users to create cross-refee(that is, “see also” type links) | Y
between related files.

21111 The ERMS should support the ability to create rplédtientries for an electronic record,| Y
in several electronic classes, files, sub-files@umes, without duplication of the record
or of the document on which it is based.

2691 | MoReq2 does not specify how this is achieved. viaryeof supporting this requirement
would be to use pointers when capturing more thaarecord based on the same
document.

2110 | The ERMS must provide reporting tools for the pstm of statistics to administrative | Y
roles on aspects of activity within the classificatscheme, including the numbers ang
sizes of classes, files, volumes, sub-files ornméxareated, closed or deleted within a
given period. Reporting should be both overall Bpdny specified user or class.

3670 | The ERMS should provide ad hoc reporting capaésditin aspects of activity within the P
classification scheme.

2053 | Any user working with a class, file or record mhstable to discover easily and quickly Y
the context of that class, file or record, or ihestwords, the metadata and parent file or
class(es); and must be able to navigate to thesafgadrom the class, file or record.

2802 | |t must be possible to discover the context witthawing to leave the class or file, in a
way that allows work with the file to be continweithout interruption.

4 Controls and Security

fc

ID | Text, Requirement & Rationale 8

310 | 4 Controls and Security

311 | This chapter brings together requirements for aewéhge of controls which relate to the
security of the records. These requirements peofadtures needed to protect the
characteristics of records defined in ISO 15488t{se 7.2).

312 | |t is essential that organisations are able torobmtho is permitted to access records and

in what circumstances, as records may contain patscommercial or operationally

sensitive data.
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310

4 Controls and Security

3182

Restrictions on access may also need to be appliexternal users. For example, in
some countries where freedom of information legj@tapermits access to selected
public records, customers may wish to view recorliso some organisations may wis
to share parts of their ERMS repository with partmganisations. Requirements for
these controls are listed in section 4.1.

313

Any access to records and all other activities iming them and related documents or
data also need to be recorded in the audit trahgure legal admissibility and to assis
data recovery. Requirements for these audit¢amtrols are listed in section 4.2; thes
requirements address principally the record chartics of authenticity and integrity
defined in ISO 15489 (section 7.2).

n

D

314

Security of records also includes the ability totpct them from system failure by mea
of backup, and the ability to recover the recordenfbackups. These requirements ar
listed in section 4.3; these requirements areedltd the record characteristic of usabi
defined in ISO 15489 (section 7.2).

-

ity

3183

Vital records are mission-critical records thatchézbe recovered rapidly after a
disaster. These are addressed in section 4.4.

4.1

Access

ID
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318

4.1 Access

319

Organisations need to be able to control acceg®etorecords and typically this is
achieved by the specification and implementatiosemiurity policies, i.e. access to
records is granted based on the business roledandnal plays in the organisation.
Users are usually managed centrally and simultasig@uanted access rights to a
number of corporate systems, including but notiestl to the ERMS.

3184

It is not considered best practice to manage perams in an ERMS simply by allocatin
individual permissions on individual entities talividual users. Access rights will
therefore normally be granted to roles and/or gsdopallow them to save and refer to
records in specified classes or files within thesslfication scheme.

g

4455

In addition to the entitlement to access specifidpof the classification scheme,
permissions also restrict the actions that a wuebx,or group can perform on entities
within the ERMS, such as inspecting their metadatheir contents, modifying or
deleting them and creating or viewing entities paaticular type.

4456

For example, a user role can search for and rezid®, but role-based security
organisation may restrict the capability to seametl read to particular sub-sets of the
ERMS.

4457

Permissions can be applied to groups and be ielddoy the group members. Applying
permissions at the group level, rather than the lesel improves the management of t
ERMS over time as new users arrive, and existimgsushange and leave.

4458

Through the creation of roles in the ERMS multipggmissions can be granted to a us
or group automatically. Later, when the user augris removed from the role all the
permissions are automatically rescinded.

er

320

The ERMS must be able to limit the setting of tha@seess rights to certain roles. In th

table in 13.4, this is shown as belonging to adstiative roles.
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4.1 Access

3185

Note, however, that administrative roles are oniplementing, from a system

perspective, policy decisions taken by more semi@nagement. The security polices
and their allocation to individual end users, tgmcally based on the business needs
users to access information, the organisationsrdsgolicy and laws and regulations,
such as information laws, data security laws, aadiaws and industry regulations; the
are addressed in section 11.5.

of

se

4459

In some environments, ERMS access permissions anaged entirely within the
ERMS. In others, some permissions are managed gsparate software, such as a
network operating system utility. Either is acedgde for compliance with the following
requirements.

4460

The roles identified are “indicative” only. It shid be the organisation that sets the
number and the make-up of the roles that it usdsesan whether it uses roles at all,
according to its own requirements.

2124

Requirement

4391

The ERMS must not allow any person to carry outaction in the ERMS unless the
person is an authorised user who is successfidlytitied and authenticated.

4392

MoReg2 does not specify the nature of the authamiit mechanism. In many
situations, a user-id and password mechanism isidened to provide sufficient
authentication. Organisations using MoReq?2 forqun@ment purposes need to ensur
that an appropriate level of authentication is wméd.

(1%

2136

The ERMS must allow administrative roles to allecatcess to records, sub-files, files
classes and metadata to specified user roles ogusgps and for specified periods of
time.

4214

The ERMS must not place a limit on the number tdgahat can be configured.

2135

The ERMS must allow administrative roles to maimgaermissions for all roles. Theseg
determine the functionality, metadata elementsgnacor files to which the roles have
access, and the kinds of access allowed.

3186

The permissions will:

e prohibit access to the ERMS without identificateomd authentication;

« allocate access according to the organisationtsrgggolicies;

e restrict access to specific aggregations, fileseoords;

» restrict access to specific classes of the classifin scheme;

» restrict access according to the user's secuetrahce;

» restrict access to particular features and funst{erng. read, up-date and/or delete
specific metadata elements);

« deny access after a specified date.

3187

An example of an accepted authentication mechaisisnhiogon id and associated
password.

3226

The ERMS should allow configuration to enable asdgsmeans of an integrated
network log-on.

3202

The ERMS must allow administrative roles to add eerdove users to and from group
at any time.

<

4448

It is acceptable for administrative roles to manageups by means of separate directc
management software.

Dry

3229

The ERMS must allow the allocation of administratigghts over different sections of
the classification scheme to different administatioles.

3230

For example see the access control model in chdger.
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4.1 Access

3227

The ERMS must allow administrative roles to markradividual user as inactive,
without deleting the user from the system.

<

4164

It is acceptable for administrative roles to managers by means of separate director
management software.

Yy

2134

The ERMS must allow administrative roles to defime same control functions for use
roles as for users.

3203

This feature allows administrative roles to managd maintain a limited set of role
access rights rather than a larger number of indbal users. Examples of roles might
include Manager, Claims Processing Clerk, Secukitalyst, Database Administrator.

3239

The ERMS must be able to apply selections of aceegsrements across roles.

4450

For examples see chapter 13.4.

2133

The ERMS must allow an administrative role to gefand maintain groups of users.

3188

Examples of groups might be Human Resources, Nartaes team.

2132

The ERMS must allow a user to be a member of nf@e bne group.

3201

It is likely that some users will have differentass requirements for different parts of
the classification scheme.

3205

The ERMS must allow administrative roles to seadphoc lists of individual users in
order to control access to specified parts of thssification scheme or records.

2166

The ERMS must restrict systems functions and rélatents to administrative roles
only.

3197

This is needed to protect the authoritativenessaftronic records.

2131

The ERMS must allow only administrative roles toge user profiles and allocate use
to groups and roles.

'

=

3204

See also section 13.4.

2130

The ERMS must allow roles with ownership of recamspecify which other users or
groups can access those records.

3206

If the organisational policy allows, ownership skbbe with administrative roles.

2129

The ERMS must restrict the ability to make changesh as adding, amending and
deleting profiles for groups, roles or users to eustrative roles.

3207

This includes attributes such as access rightsjlpges, password allocation and
management.

2128

If a user requests access to, or searches foQlgaygt such as a record, volume, sub-fi

file or class which the user does not have the @sion to access, the ERMS must

provide one of the following responses (the respdase selected at configuration

time):

» display title and other metadata of the object;

« display title, type of entity (class, record etdafe of creation and owner only;

» confirm the existence and (optionally) the ownethaf object (display its file or
record identifier) but not its title or other metaal;

* provide no information about the object, thus pdawy no indication of whether the
object does or does not exist;

all the above being subject to <ch4 ID 2127>.

ey

3189

These options are presented in order of increasawurity and should be configured b
administrative roles. The requirement in the thogtion (i.e. the most stringent) implie
that the ERMS must not include such records incaamt of search results; this level o
security is normally appropriate for records de@iwith matters such as national

=) =

security or confidential medical records.
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4.1 Access

4393

The ERMS should allow the responses specified D24R8> to be selected at the obje
level as an alternative to a system-wide configanatime setting.

cY

2127

If a user performs a content search (typically,rmttnecessarily, a full text search or fi
text search, see <section 6.7 ID4490>), the ERMStmot include in the result list any
record which the user does not have the permisstowview the content.

e¥

3190

If the first option of <ch4 ID 2128> is chosen,ghgould be seen to conflict. This

apparent conflict is intentional, for if this reqament is not present users may be able
use text searches to investigate the contentsafrdents to which they are not allowec
access. Consequently this requirement must tad@edence over requirement <ch4 IL
2128>.

J ==

3268

The ERMS must allow administrative roles to seand manage rules to govern users
access to ERMS functions, so that different roegehaccess to different combinations
functions. The ERMS must allow such rules to deupewith at least the level of
granularity (i.e. the amount of breakdown) showthia illustrative access rights table i
section 13.4.

Y
of

=)

3269

Different organisations have different functionatass control requirements. Itis
therefore not appropriate to attempt to define agyec model. Accordingly, this
requirement specifies instead the level of detiadomtrol that an ERMS must offer.

3272

The ERMS must allow administrative roles to creatditional roles to those shown in
13.4.

3273

An organisation could define roles with specificess rights such as: case worker,
manager etc.

4.2

Audit trails

ID
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348

4.2 Audit trails

349

An audit trail is a record of actions taken whinkadlve the ERMS. This includes actio

taken by users or administrative roles, or actiaitated automatically by the ERMS as

a result of system parameters. See the Glossapctbn 13.1 for a formal definition.

D

3208

The audit trail for records can be viewed as a fofrmetadata of the individual records
(because it consists of information describing sespects of the records’ history),
though this is not essential; MoReg2 does not hisevtew.

350

The ERMS must be capable of management and cafteddctronic and physical
records according to legislative and regulatorymegnents. It must also be capable o
demonstrating this compliance.

=R

4209

The audit trail demonstrates that business ruledeing followed and ensures that
unauthorised activity can be identified and traced.

4205

In order to support accountability it is esseritiat the ERMS is able to record in the
audit trail any action where any degree of autochatemachine assisted processing is
implemented within the system. Chapter 10.6 Cadewavides examples of such an
interface.

3209

The audit trail is a key factor in enabling the ERRKb fulfil these requirements by
maintaining a complete record of all the actionswery record (within the constraints

the level of assurance of the technical environinent
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351 | The volume of audit trail information can becomegéif all actions are audited.
Consequently, in some implementations, managemantdacide that selected actions
need not be included in the audit trail (after dla¢e of the decision).

3210 | In many implementations, the on-line audit traip&riodically moved to off-line storage,
the off-line copy being subject to deletion if amden the relevant records are disposed
of, or if and when policies and legislation permit.

3199| These are matters of management policy and/or/tegalatory requirements. This
specification therefore includes system requiresnémallow these actions, but does not
establish the extent to which they are used.

2137| Requirement

2149| The ERMS must keep an unalterable audit trail ckpabautomatically capturing and | Y
storing information about:

e any action taken on any record, any aggregateeocltssification scheme;
» the user undertaking the action;
» the date and time of the action.

2144 | By way of illustration, the actions recorded in #nadit trail must include, but need not

be limited to:

» capture of all electronic records;

» re-classification of an electronic file within tletassification scheme (see <ID
2122>);

* any change to any Retention and Disposition Scleedul

* any disposition review actions carried out by adstnative roles;

» the placing or removal of a disposal hold on arcelenic file;

* any change made to any metadata associated wisiseta electronic files or
electronic records;

« amendment and deletion of metadata by a user;

» changes made to the access permissions;

» creation, amendment or deletion of a user or group;

e export or transfer;

» creation of a presentation;

» deletion / destruction of records.

4366 | The ERMS should be able to record automaticallh@audit trail any accessto any | Y
record or aggregation, whether the access wasath peint or otherwise present it.

4367 | This is normally only required in highly secure earments.

3211 The ERMS must not allow the audit trail to be madifby any user, including Y
administrative roles.

31921 The audit trail may, however, be subject to re-migation and copying to off-line
storage if required by, for example, database safitywso long as its integrity remains
intact.

3237 | The ERMS audit trail parameters must be configwabl that administrative roles can| Y
configure which actions are automatically recorded.

4210 | All changes to audit trail parameters must thenesehe audited in the audit trail.

42111 |1t should never be possible to turn off the auditii changes to audit trail parameters 50
that the ERMS does not record in the audit traibwehanged them and when.

2148 | Once the audit trail parameters have been seERMS must track actions automaticallyf

and must store information about them within thditmail.
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2147 | The ERMS must maintain the audit trail for as lasgrequired by the organisation’'s | N
records policy.

4368 | This often will be at least for the life of the oeds to which the audit trail refers.
However, there may be situations in which otherqued apply, for example periodic
scrutiny of the audit trail followed by its desttion and replacement by a certificate of
scrutiny.

2146 | The ERMS must log in an audit trail all actionsfpemed on records, volumes, sub-filesy
files, classes, disposition authorities, and metadasociated with any of these,
regardless of whether the action affects one oermbthem.

3223 | Any annotation of or amendment to a record mustberded within the record's audit| Y
trail.

2145 | The ERMS must automatically log in an audit trilichanges made to administrative | Y
parameters.

3193 | For example, if an administrative role changes arlssaccess permissions or
reconfigures the audit trail.

2806 | The ERMS must record in its audit trail the additaf any keyword to any file.

2142\ The ERMS must ensure that audit trail data is abéél for inspection on request, so thaty
a specific event can be identified and all relatath made accessible.

32121 The ERMS must include features that allow only atifed users, who have little or ng P
familiarity with the system, to search for infornaat in the audit trail.

3270 | This is an ease of use requirement. The users maxternal to the organisation, such
as external auditors. Nonetheless, from the ERBtSpective they will be users.

4363 | The ERMS must allow users to search audit trailsfecified events, objects (classes} Y
records etc.), users, groups, roles, times, or imezvals.

2141 The ERMS must be able to export audit trail datasfeecified records, volumes, sub- | Y
files, files and classes without affecting the atidiil stored by the ERMS.

3194 | This functionality is to enable, for example, entdrauditors to examine or analyse
system activity.

2140 | The ERMS must be able to capture and store, whuggkcable, any attempted violations Y
of access control mechanisms (i.e. a user’s attetoccess a record, volume, sub-file
or file to which he is denied access).

3195 | For an illustration of circumstances which can allattempts at violation, sedD
2128> This cannot apply when the system is configtoddde from a user all
knowledge of information to which the user doeshaoe access permissions.

4364 | Where the ERMS supports the transfer of audit ttai& to off-line storage, the ERMS | P
must support secure processes for managing tHsmeftlata and demonstrate how off-
line data can be brought back on-line as and wieuired; and the ERMS must ensure it
is not possible for this mechanism to be usedrasans of by-passing the controls
imposed by the ERMS (i.e. by simply moving audiiltdata out of the ERMS and
changing or deleting it externally to the system).

4.3 Backup and Recovery

3
<
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379

4.3 Backup and Recovery
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379 | 4.3 Backup and Recovery

380 | Business and regulatory demands require that an&EB&/provided with comprehensive
controls to provide regular backup of the recon$ metadata; and to be able rapidly to
recover records if any are lost because of sysédnré, accident, security breach etc.

381 | Regular automated backup and recovery can be oy the ERMS, or by integration
with the services or utilities of an Electronic Dowent Management System (EDMS), |by
a database management system operating with theSzBMY some other software
component application. In this section, refererioéshe ERMS” can mean any of these,
as appropriate to the setting.

382 | In practice, backup and recovery functions mayrlare with the organisation's IT
operations area than divided between ERMS admtiitr roles.

2150 | Requirement

2157| The ERMS must provide or allow automated backuprandvery procedures that allow Y
for regular backup of all or selected classess fitecords, metadata, administrative
parameters, and the audit trail of the ERMS; aed ttecovery when needed.

2156 | The ERMS must allow administrative roles to scheddckup routines by: Y
« specifying the frequency of backup;
« selecting classes, files or records to be backed up
« allocating storage media, system or location ferlihckup (e.g. off line storage,

separate system, remote site).

2155 The ERMS must allow only authorised roles to resfoom ERMS backups. Y

43701 When an ERMS restores from a backup, full integrftthe data including the audit trail P
must be maintained after the restore.

2154 | Where the ERMS features checkpoints and databddemeard facilities, the ERMS P
must allow only authorised administrative rolesath it forward.

4.4 Vital Records

g
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2054| 4.4 Vital Records

2055 Vital records are the records that are considelbsdlately essential to the organisation's
ability to carry out its business functions, in gtert term, in the long term or both. This
can be either mission-critical in terms of its dbito cope with emergency/ disaster
conditions or to protect its long-term financiabldegal interests.

3214| The identification and protection of such recolsfigreat importance to any
organisation and it is likely that it is these netthat will need to be recovered first in
the event of a disaster.

3217 | Records may be considered as vital records eitineh& organisation as a whole or part
of the organisation.

3271 Requirement

21521 The ERMS must allow administrative roles to indictitat selected files or records Y
contain, or are considered to be, “vital records”.

3196 | This indication should be included as a metadataneint.

2151| The ERMS must provide two separate back-up operstio Y

«  “full” backup, which backs up all (specified) ERMfata;
« ‘“vital” backup, which backs up only the ERMS configtion and files identified as

“vital”.
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4 .4 Vital Records

4371

Two back-up operations are used for the followiegsons to allow:

» ‘“vital” back-ups to be scheduled more often thanllf ERMS back-ups;

» ‘vital” back-ups to be taken onto different mediadastored separately from (and
possibly more securely than) “full” back-ups.

4372

It also provides for better managed ERMS restoratidere restoring from “vital”
back-ups can occur entirely independently of and different time to “full” restoration.

4373

The ERMS must provide for system recovery backitiooperation after recovering fror
a “vital” back-up.

4374

After restoring from a “vital” back-up many filesnd records will not be present. Othe
than this, however, the ERMS should not be in amylimited in its operation or the
functionality that it provides to users

-

4375

The ERMS should provide for two methods of restpfrom a “full” back-up:

* restoration to a “clean” environment, in which tteta from the “full” back-up
overwrites and replaces the ERMS during the regooperation;

* restoration over an existing environment, in whieh data from the “full” back-up is
merged back into an existing ERMS environment.

4376

The first method of restoration will be common ligamisations where “vital” back-ups
are not taken. The second method of restoratiohoedur when an ERMS has previou
been partially restored from a “vital” back-up amdturned to normal operation; it then
becomes necessary to merge in the “full” back-ughauat overwriting either the vital
files that were previously restored or any newtesgithat have been added, or change
that have been made, to the ERMS in the intermaksit was returned to full operation.

ﬂ
<

2S

4377

The “vital” back-up (if it exists) will always beestored first. There is no need to
consider the restoration of a “vital” back-up ovar‘full” back-up.

4378

When undertaking a two-part system restoratiorhia wvay it may be necessary for
administrative roles to resolve manually any candlithat arise. For example, the
classification scheme may be altered in one baclk4ugn compared to the other.

3218

The ERMS must allow administrative roles to indéctitat records are no longer
considered vital. This action must be recordetth@audit trail.

3219

For example a lease agreement or contract mighirex@nd therefore no longer be
considered vital.

5 Retention and Disposition

Note to reviewers: after considerable discussion, has been decided to adopt the term
“retention and disposition schedule” instead of “dsposition authority”. This decision is final.

o
E
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478 | Retention and Disposition

479

A fundamental aspect of records management isse@iretention and disposition

schedules to govern the retention and eventuabfatecords from ongoing operations.
Retention and disposition schedules define how tbegecords have to be kept by the
ERMS, and how they may be disposed of. Requiresrfentretention and disposition

schedules are listed in section 5.1; a formal dédmis in the glossary.
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478 | Retention and Disposition

480 | The processes that can take place at the datdisddny retention and disposition
schedules are described in subsequent sectioriirB@ents for review processes are
listed in section 5.2, and requirements for trangeport and destruction are listed in
section 5.3.

3696 | Note to reviewers: in the previous draft retentionand disposition schedules could
not be applied to sub-files. In response to numeus requests, that has been
changed. Retention and disposition schedules canw be applied to sub-files.

482 | As explained in section 2.2 under the heading Edeat File and Volume, records can pe
managed in classes, files, sub-files and volungeaparopriate to the business
requirement. According to circumstances, retenéiod disposition schedules apply to
classes, files and/or sub-files and/or volumeste®R®n and disposition schedules can
also be applied to record types, for example tdyagimort retention periods to sensitive
personal data, or to apply long retention periedsngineering drawings.

44541 MoReq2 includes the concept of “disposal holds”"iclhtwas not mentioned in the
previous version of MoReq. Disposal holds are usedsponse to unexpected events|to
ensure that specified records are not destroyé@. common example is to ensure tha
records that are, or that may be, required as ream legal proceedings are not
routinely destroyed as a result of a dispositiotisien.

5.1 Retention and Disposition Schedules

3
<
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483 | 5.1 Retention and Disposition Schedules

2182 | Requirement

2199 | The ERMS must allow administrative roles, and adyninistrative roles, to create and Y
maintain retention and disposition schedules.

2977 | The ERMS must not limit the number of retention digposition schedules.

3685 | The ERMS should be able to arrange retention asybdition schedules in a hierarchigal
structure resembling the structure of general agdrosation-specific retention and
disposition schedules authorised by appropriatedaizs.

3709| A hierarchical structure will facilitate the managent of numerous retention and
disposition schedules.

2953 | The ERMS must allocate a unique identifier to emténtion and disposition schedule | Y
when it is created.

4446 | The ERMS must allow a unique title be entered &mheretention and disposition Y
schedule when it is created.

2951| The ERMS must maintain an unalterable history @ingies and deletions (audit trail) | Y
that are made to retention and disposition schedotduding the date of change or
deletion, and user making the change.

2960 | The ERMS must ensure that any amendment to a i@tearid disposition schedule is | Y
immediately applied to all entities to which théergion and disposition schedule is
allocated.

3688 | The ERMS must require an administrative role chaggir deleting a retention and
disposition schedule to enter a reason, and mois #iat reason in the audit trail.

2978

Changes to, or deletions of, retention and dispmsischedules must be controlled

carefully to minimise the risk of records beingtdaged inappropriately.

Page 37




ID

Text, Requirement & Rationale

Testable

483

5.1 Retention and Disposition Schedules

2952

The ERMS must be capable of importing and expomatgntion and disposition
schedules.

-

2980

The ERMS must ensure that every class, file, sigbafid volume always has at least o
retention and disposition schedule.

n¥

2981

This requirement is included to ensure that notestiare created without a retention
and disposition schedule; and to improve usability.

3692

The retention and disposition schedule applieddfgult to every new class, file, sub-fi
or volume should be inherited from its parent.

leY

2982

Where this is not possible (for classes at thddwpl of the classification scheme and i
no inheritable retention and disposition schedyplaes - see <ID 2988>) a default
retention and disposition schedule should be agdplie

f

4625

Every record stored directly in a class must alwagge one retention and disposition
schedule assigned to it.

4626

The retention and disposition schedule applieddfgult to any new record stored
directly in a class (see <section 3.2 ID4218>) niasinherited from its parent class.

2197

The ERMS must allow an administrative role to apphgetention and disposition
schedule to any class, file, sub-file, volume @ore type at any time.

2983

The phrase “at any time” means that an administratiole can replace a retention and

disposition schedule or (if the system supportdiptelretention and disposition
schedules, see <ID2196>) apply an additional refamtand disposition schedule to an
class, file, sub-file, volume or record type. @wxeample will be the replacement of a
default retention and disposition schedule; anoikeghe application of an additional
retention and disposition schedule in response riegallatory investigation. This may
cause a conflict between retention and disposgidmedules: see <ID2192>.

<

2969

The ERMS should be able to apply a default reterdiod disposition schedule to recordY

types.

2985

This implies that record types can exist with nplegal retention and disposition
schedule. This is acceptable, as each individeebrd will have at least one retention
and disposition schedule applied to it, becauséneacord is held in a file and
requirement <ID29980> mandates that at least ortem&on and disposition schedule
applied to each file.

S

2196

The ERMS must allow more than one retention anpadigion schedule to be applied t
any class, file, sub-file or volume. That is formadhan one to be in force for the same
class, file, sub-file or volume at the same time.

Y

[®)

2914

This is required to manage real-life scenarios, eithinvolve retention requirements
arising from a range of mandates and business neé&ts is illustrated by one exampl
chosen from many possible.

In this example, a file has a single retention digposition schedule, assigned for
business reasons, as the records within it areempected to be subject to legal or
regulatory retention requirements. The retentiowl a@isposition schedule applying to
this file also applies to many other files. At ggpooint, it becomes apparent that it ma
be necessary to retain the file for a longer petioan the current retention and
disposition schedule allows, due to a busines®isslated to a safety case. At this po
it seems that the contents of the file may becaijed to a regulatory control related t
safety regulations; so a second retention and digjpm schedule is applied to the file,
taking this into account. At a later time, it mMagcome apparent that the safety issue
not exist; in that event the second retention asgasition schedule can be removed,
leaving the original one in place and active.

nt,
O

did
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5.1 Retention and Disposition Schedules

2195

The retention and disposition of every record nfagsgoverned by the retention and
disposition schedule (s) associated with the cléites, sub-file, volume and record type
to which the record belongs; and by any applicédal hold(s) (see <ID2971>).

<

2970

The ERMS must allow an administrative role to apgoly retention and disposition
schedule to any class, file, sub-file, volume @ord type.

2987

Once a retention and disposition schedule is agpliegoverns the retention and
disposition of records associated with the enttyhich it is applied (unless it is
overridden by a different retention and dispositsmmedule.

2988

The ERMS must allow any retention and dispositicmeslule to be inherited down the
hierarchy of the classification scheme, at thearptf an administrative role.

2989

Whether or not a retention and disposition schedlaherited can be selected by an
administrative role using any appropriate means.Réq2 does not prescribe how this
achieved. Possibilities include:

» the option is selected when the retention and disipo schedule is created (in whi¢

case it applies whenever the authority is applied);

» the option is selected whenever the retention asybgition schedule is applied (in
which case it applies to all descendant entities);

» the option is selected when an entity is created to inherit the retention and
disposition schedule (s) of its parent.

S

2194

Each retention and disposition schedule must irclud
. a trigger event;

. a disposition decision <ID 2191>;

. a retention period <ID 2190>;

. a reason.

3699

Each retention and disposition schedule shouldideh:
. a description;
. a mandate.

2991

The mandate specifies the justification for themébn and disposition schedule. This
often a reference to a law, regulation or corporpt#icy.

S

2193

When the retention period applicable to some rgedtuecause of a retention and
disposition schedule reaches its end, the ERMS auistatically initiate the processir
of the disposition decision. This may mean thatdacision is executed (subject to
<insert references for checking before deletion>) may mean that action is required
by an administrative role (see <ID2192>).

19

2192

When the ERMS is initiating a disposition decis{an in <ID2193>), if any other
retention and disposition schedule, with diffenegiention period end and/or different
disposition decision apply, then a conflict arisésa conflict arises the ERMS must be
able to automatically inform an administrative rtdeesolve the conflict by indicating
which retention and disposition schedule is to falezedence.

4449

The words “must be able to...” are included because mot required that
administrative roles intervene in all situationdt is acceptable for the ERMS to resoly
a conflict automatically; but it must be possibdeconfigure the ERMS to require
administrative intervention in the event of conflic

e

2992

A conflict can arise because

* some retention and disposition schedule(s) inditdaédisposition is to be initiated
while some other(s) indicate the opposite;

and/or

» different retention and disposition schedules iatBaifferent disposition decisions
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2993

If the administrative role's resolution resultstive records begin retained further, the
resolution will need to include changing the retentand disposition schedules applyir
to the records, to ensure there is no conflicthat time of this action.

Q

2994

Administrative intervention may be required wherie not practical to define rules that

correctly resolve these conflicts. For example:

» two retention and disposition schedules, derivedhfdifferent legal mandates may
specify different retention periods. Normally, trexision will be to retain the
records until the end of the later of the two eatkd;

* one retention and disposition schedule may speaifgte by which certain records
must be disposed of (typically because of datagptmin legislation mandate). If thi
date is earlier than the retention date of a cantitig retention and disposition
schedule, then the decision will depend on thdix&aveight of the two mandates.

2191

The ERMS must allow at least the following dispiesitdecisions (as defined in <ID
2194>) for each retention and disposition schedule:

* retain permanently;

* present for review;

» destroy automatically;

» destroy after approval from an administrative role;

» transfer (to an archive or another repository,giessary).

2190

The ERMS must allow at least the following combioias of trigger events and retentig
periods (as defined in <ID 2194>) to be specified:
* aspecified date;

e passage of a specified period of time after thes;lale, sulfile or volume is opened

e passage of a specified period of time after thes;lale, sub-file or volume is closed;

e passage of a specified period of time since thet neggnt record has been classifie
to the class, file, sub-file or volume;

» passage of a specified period of time since a delsas been retrieved from the clas
file, sub-file or volume;

e passage of a specified period of time after a Sipelagxternal event (which event is
described in the schedule, and will be notifiethis ERMS by an administrative rol
rather than being detected automatically by the BRWor example, “. after
contract signature”);

* “permanent” to indicate long term preservationhaf tecords.

DY

S,

D

2915

While the above is generally inclusive, it is pblesthat some organisations will want t
impose additional activating events and/or addiéibretention periods.

2959

Any number of external events can be linked teraifit disposition authorities.

3707

The ERMS should not limit the length of retentiaripds.

2189

The ERMS must support retention periods of timéaugt least one hundred years for
requirement <ID 2191>

2916

This maximum is suggested as an arbitrary peri¢einded to avoid any practical
limitation. While it is improbable that any ERM8lwxist for one hundred years, a

requirement of this nature will allow records to toensferred to future systems without

the need to revise retention and disposition sclesdu

2188

The ERMS must be able to restrict the managemethieodisposition process to
administrative roles.

2957

The ERMS must record in the audit trail and notifyan administrative role all automati

disposition actions
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40411 The ERMS must automatically notify an administratiele when any review action Y
becomes due.

40421 The ERMS must allow an administrative role to dategany notified review action to a Y
reviewer role for action.

2186 | The ERMS must allow an administrative role to amany retention and disposition Y
schedule (apart from its unique identifier, see 2061>).

2183 | When an administrative role moves electronic fdesecords between classes of the | Y
classification scheme, the ERMS must offer thearpto:

» allow the retention and disposition schedule ofdastination class to replace the
existing retention and disposition schedule(s); or

* enable an administrative role to select the appaitgretention and disposition
schedule(s).

4451| This refers to moving records, as is permitted nregception basis, in <IDxxxx>. On
the rare occasions this functionality is used, atstrative roles will need to take great
care over the assigning or changing of retentiod disposition schedules, especially for
vital records.

2971 | The ERMS must enable a disposal hold to be planaaldass, file, sub-file, or volume| Y
by an authorised user.

4452 | A disposal hold must not prevent any retentiongefiom running and completing,

4453 | However, see <ID2971>.

2972 | A disposal hold must prevent any entity subjed thisposal hold and any of its contents/
(descendant entities) from being deleted or beutgest to any disposition decision.

2997 | Deletion is described in section 9.3.

2973 | The ERMS must restrict the removal of a disposéd kman authorised user.

3712 | When an authorised user applies or lifts a disposil, the ERMS must capture and | Y
store the following information about it, at a rmmim in the audit trail and preferably as
metadata:

3713| «  the date the hold was applied:;

» the identity of the authorised user;
» the reason for the hold.

37141 The ERMS should allow an authorised user to appheral disposal holds, each Y
specifying the same reason, to a group of clasi$es, sub-files or volumes as a bulk
operation.

3715 | The ERMS should allow the lifting of multiple disga holds (citing the same reason) | Y
simultaneously, as a bulk operation, by an autbdrisser.

3716 | The ERMS should allow a class, file, sub-file oluroe to be subject to multiple disposat
holds simultaneously, either because they are eghpdi the entity and/or because they|are
applied to a higher-level entity. In either evdd restrictions on disposition and other
functionality imposed by disposal holds must remaiplace until the last disposal holg
affecting the entity is lifted.

3717| The ERMS should allow an authorised user to seancdhreport on all entities subject to Y
a disposal hold.

3718 | The ERMS may allow an authorised user to set aset @ “reminder” that notifies the | Y

user of the existence of a specified disposal bald specified date.
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523 | 5,2 Review of Disposition Actions

524 | In some environments, the retention and disposgaedules are used to govern
disposition without a review. In others howevetention and disposition schedules
trigger a review of the specified disposition actan a class or file etc. when the latter
has reached the date or event specified in a sthedhich applies to it. The review may
consider metadata, contents or both in deciding fumther retention period, transfer to
another system, destruction or combination of thebas audited functions.

525 | The disposition of certain records is subject tesland regulationsReviews of
disposition actions must be performed in a way Wiscconsistent with these laws and
regulations, with any appraisal policy and procedwset down for the organisation, and
where appropriate in co-operation with (and somesimxclusively by) responsible
archival authorities. Further discussion of thissees is beyond the scope of this
specification.

2201| Requirement

22111 The ERMS should automatically notify an administaatole of all retention and Y
disposition schedules which will come into forceaispecified period of time.

2209| The ERMS must support the review process by pregpolasses, files, sub-filesand | Y
volumes to be reviewed together with their metadathretention and disposition
schedule informatian

2998 | |n practice, this implies features for navigatimg\ard, back etc. within and between
files, and from/to the metadata for files and retor

2207 | The ERMS must allow the reviewer to take at leastaf the following actions for each Y
class, file, sub-file or volume during review:

* mark for destruction, immediately or at a futuréedesee 5.3>;
« mark for transfer <see 5.3>, immediately or attaridate;

« mark for a further review, immediately or at a fiitalate;

* mark for indefinite retention.

2999 | This may be achieved by the application of differetention and disposition schedules,
or by other means.

2963 | The ERMS must automatically record the date ofviere. Y

2206 | The ERMS must allow the reviewer to enter commanitsthe class, sub-file, volume, oryY
file's metadata to record the reasons for the vedecisions.

2203| The ERMS must keep an unalterable history of alsiens taken by the reviewer duringy
reviews, including reasons.

2208 | The ERMS should alert an administrative role ibaftict arises because a file that is du¥
for destruction is referred to in a link from anetliile. It must pause the destruction
process to allow the following remedial action #othken:

» confirmation by the administrative role to procedth or cancel the process;
» generation of a report detailing the files or rei§sy concerned and all references or
links for which it is a destination.

5.3 Transfer, Export and Destruction

3
<

ID | Text, Requirement & Rationale ks

551

5.3 Transfer, Export and Destruction
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5.3 Transfer, Export and Destruction

552

Organisations may need to move records from theWE to other locations or systems

for archival or other purposes. This is referreti¢re as “transfer”.

Reasons for transfer may include:

e permanent preservation of the records for legahiaitrative or research reasons;

« the use of devolved or external services for thdiome term or long term
management of the records.

\°4}

555

This action often results in the records beingdfamed to a different ERMS
environment.

3001

The term transfer is used even though, initialhly@ copy is sent to the other location
or system. The records originally residing in EfRRMS are be retained and only
destroyed upon verification that the transfer heenbsuccessful.

4646

The term export, on the other hand, refers to thegss of producing a copy of comple
aggregations, files and records for another systémie the records remain on the
originating system — the process does not delet® th

3002

In effect the transfer process takes place in ta&ges - export of a copy with all
associated metadata and audit trails with subseéa@estruction of the original.

557

In any event, the requirement is to execute thestes, export or destruction in a

controlled manner. In all cases, decisions musaken on the metadata and audit trails

at the same time as actions are carried out orettoeds they relate to.

558

In this context “destruction” is different from “ltion”. Deletion of records under othé
circumstances is covered in section 9.3.

D
-

2213

Requirement

2230

The ERMS must provide a well defined process tosfier records, together with their
associated metadata and audit trail informaticaniather system or to another
organisation.

2229

Whenever the ERMS transfers any class, file, siebefi volume, the transfer must
include:

e (for classes) all files in the class;

(for files) all volumes and sub-files in the file;

all records in all these files, sub-files or volusne

all or selected metadata associated with all oathwve;

all or selected audit trails for all of the above.

4472

Although the ERMS must be capable of exportinghathdata and audit trails, not all o
these are always required by every target transystem.

f

2922

The ERMS must be able to do either or both of glewing when exporting or
transferring any set of records:

e export or transfer with the records the dispositathorities applied to those records,

in a manner which allows the authorities to bepphad to the records in the
destination system;

* print one or several reports showing the dispasitiothorities to be applied to each
set of records, and the characteristics of theeoaties.

3003

The ERMS must be able to do either or both of gllewing when exporting or
transferring any set of records:

» export or transfer with the records the accessrotsitor those records, in a manner

which allows the controls to be re-applied to teeords in the destination system;
* print one or several reports showing the accessasrapplicable to each set of
records, and the characteristics of these controls.
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2228

The ERMS must be able to transfer or export adiilthe contents of a class in one

sequence of operations, such that:

» the content and structure of its electronic recamsnot degraded,;

» all components of an electronic record, (when #w®rd consists of more than one
component) are exported as one unit;

» all links between the record and its metadata aat &rails are retained;

« all links between classes, files, sub-files, volsraad records are retained so that
they can be reconstituted in the receiving ERMS.

-

3357

When the ERMS is exporting volumes and/or filegny of the volumes and/or files
include pointers to records stored in other filese(chapter 3 <ID2111>) then the ERM
must export the complete record, not a pointer.

1S

3358

This is required so as to make sure that therenardifficulties of pointer resolution
between the exporting system and the receivingrsyst

2967

The ERMS must be able to transfer and export reciorthe format in which they were
captured.

4627

The ERMS must be able to transfer and export reciordny format(s) into which
records have been rendered.

2226

The ERMS must also provide a utility or conversiool to support the migration of
records marked for transfer or export into appravadsfer format(s).

2918

For example, an approved xml or other open format.

4473

This requirement is to cover long retention periedgere records must be automatical
rendered into approved long-term preservation fasradter a defined period of time
without affecting the integrity and authenticitytbé records.

2224

The ERMS must retain all files, records and oth&rrimation that are being transferreg
at least until confirmation of a successful trangi®cess.

1Y

2919

This is a procedural safeguard, to ensure that rds@re not destroyed before
successful transfer-in is reported from the reaipie

4628

The ERMS must delete files, records and other métion that are being transferred
when it receives confirmation that the transfercpss is successful, save for metadata
that is retained as a stub.

|

4629

See <ID2217 below>.

2223

The ERMS should be able to export the entire cdateha class of the classification
scheme in one sequence of operations, ensuring that

P

* the relative location of each file in the classifion scheme is maintained, so that the

file structure can be reconstructed,;
» sufficient metadata to rebuild the whole parensglaranch is retained and moved
with the contents of the class.

2221

The ERMS should provide the ability to add uselirtef metadata elements required fo¥

archival management purposes to electronic filescted for transfer.

2975

The ERMS must ensure that all renditions of a ooarked for destruction are
destroyed.

Y

4474

Where the same record appears in more than on¢dil22111> in chapter 3.4) then th
record and its renditions should be removed fromfile when it is destroyed but shoul

o D

not be finally deleted until all occurrences of tieeord have been destroyed.
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2217

The ERMS must have the ability to retain a metatitteb” (see Glossary) for:
* classes;

o files;

e records stored directly in a class;

which have been destroyed or transferred.

<

3669

In some environments it is desirable to retainimfation about records which have be
destroyed. The metadata in question should inchtdeast the date of acquisition and
all the metadata relevant to identify uniquely eaetord and its relations to the
classification scheme and the filing plan. SeeMio®keg2 metadata model.

2216

The ERMS must allow an administrative role to sfyegisubset of class, file and recor

metadata which will be retained for files which destroyed or transferred, to constitute

the metadata stubs.

dY

2923

This is so that the organisation can still know weords it has held and the dates th
were destroyed or disposed of, without incurring dverhead of keeping all the detaile
metadata for files and records.

2%
d

2215

The ERMS must allow files and records to be expbnere than once.

6 Capturing Records

ID
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596

6 Capturing and Declaring Records

601

Overview

602

This chapter covers requirements relating to tloegss of capturing records into an
ERMS. The first section (6.1) covers the standauture process. The following
section (6.2) covers the bulk import of recordsrfrother systems. Section (6.3)
describes considerations for particular kinds géots; and this is followed by a sectio
devoted to e-mail because of its particular impurga(6.4). Section 6.5 concerns rec
types and section 6.6 covers integration with sicephand imaging systems.

=]

rd

597

Terminology

4645

Note to reviewers: the paragraphs about terminologyn this section of the last draft
generated many comments, some contradictory with bers. Plainly there is no
single formulation of the key terms here that willsatisfy everybody. We have
significantly revised terminology in this sectionaiming to clarify without
introducing unduly contentious definitions.

4466

The term “capture” is used in this and other chapté MoReg2. The term is used wit
its natural English language sense, in an informnathanagement/information
technology context. In this context, “capturingfdrmation means saving it in a
computer system. This is consistent with the adhmeaning of “capture”, given as
“the act of recording or saving a particular insi@ion of a digital object” in the
InterPares 2 Project Terminology Database (se@a@be).

598

Insert footnote: Seehttp://www.interpares.org/ip2/ip2_terminology_dlcf

4465

It follows that ERMSs can capture a range of infation. An ERMS can capture

records, metadata, and in some cases documentsganticers.
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6 Capturing and Declaring Records

4176

The fact that an ERMS can (in some cases) capaaendents as well as records lead
to the inevitable conclusion that the term “captisemprecise, because capturing a
record involves more processes than capturing ardent that is not a record. For
example, capturing a record includes the procesfsglassification, registration, and
locking against change whereas this is not nedéstae case for documents. Perhap
for this reason, for records the term “declarelised synonymously with “capture”;

however, the term “declare” can apply to a docunteait starts outside the ERMS, or {o

a document that has already been captured as anéatlby the ERMS.

1°2)

[72)

599

While this lack of precision is undesirable, it hi#ife or no negative impact on the
clarity of MoReq2.

600

More formal definitions are given in the Glossamysection 13.1.

6.1

Capture
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6.1 Capture

605

Electronic documents that are made or receivedarcourse of business processes
originate from both internal and external sourcéke electronic documents will be in
various formats, be produced by different authois may be received either as single
documents or as documents comprised of several @oemps (see glossary for definitig
of “component” in the context of MoReq2).

2827

Some records are created within the organisatiotihie course of its business processes.

Others are received through various communicati@mieels e.g. electronic mail,
facsimile, letter post (optionally to be scanndg)hand, and at variable arrival rates a
volumes. A flexible capture system with good mamagnt controls is required to
capture documents so that their diverse requiresrametaddressed.

2232

Requirement

2247

The ERMS capture process must provide the cordradsfunctionality to allow users to}

e capture electronic records regardless of file fdrmmethod of encoding or other
technological characteristics, with no alteratiémheir content;

* ensure that the records are associated with afatasisn scheme;

e ensure that the records are associated with omo o files.

3747

File format is defined in the Glossary. The reguient to be able to capture any file

format.
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2877 | The requirement to capture records in any file fariis not intended to be testable, and it
does not imply that the ERMS needs to be able k& mpieesentations (see Glossary) of
all possible formats. MoReq?2 therefore does mbtlhie kinds of formats that may be
captured, as formats vary over time with the evolubf software. However, for the
avoidance of doubt, the kinds of records to bduted can be diverse; they might
include, for example, the following kinds of recfrbquently used in office settings:

« output from desktop applications such as officéesui

* emalils (see section 6.x);

* audio;

» databases;

e portable document formats;

e scanned images;

* video;

* web pages.

2878 | In some situations, the ERMS may also need to mapther kinds of record such as:
2843 |« compressed files (sometimes referred to as “arcliivapplying an IT meaning of the

term);

» electronic calendars;

* electronic forms;

e geographical information system data;

* information from other computer applications eagcounting, payroll, computer
aided design;

* instant messaging systems;

* multimedia documents;

» records of web-based transactions;

» records which include links to other records;

« software source code and project documentation;

e structured data (e.g. EDI transactions);

* webcasts;

» wikis.

2879 | These lists are not complete.

2254 | The ERMS must not impose any practical limit onnlenber of records which can be| P
captured in any class, file, sub-file or volumer an the number of records which can pe
stored in the ERMS.

4486 | Large numbers of records in volumes etc. will tamthake the system difficult to use in
some settings, and so is not generally advisables requirement is intended to allow
for situations in which large numbers are unavoigalsuch as some transactional
environments.

2253 | When capturing a record made up of several compsrisee Glossary), the ERMS musP
capture all of its components.

2235 | When capturing electronic records that have maaa tine component, the ERMS must P
allow the record to be managed as a single unéiniag the relationship between the
components, and retaining the record’s structutagirity.

2725

Examples of such records are:
» web pages with embedded graphics;
* an e-mail with an attachment;

» aword-processed document with an embedded spreatdsh
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4635

In some cases, the components will be relatethky that do not work if simply copied
into the ERMS repository. For example, many wegepaontain links to graphics and
other objects with addresses (urls) that are exdeta the repository; and linked
spreadsheets typically contain links to addresspsf@ating system filenames) external
the repository. See next requirement.

—

4636

When capturing electronic records that have maaia ine component, and which are
a file formats required by the organisation, theMSRshould modify the record if
necessary to preserve the ability to presentig;ithlikely to mean that the ERMS
changes the internal references (links) within soifrthe components.

nY

4637

Making such changes is contrary to the general@pie of not changing the content of
records, but is unavoidable if records that incluaenponents etc. are to be stored in
their original formats without losing all functiohity and fidelity. The changes will

generally be acceptable so long as the changesem@ded in the ERMS audit trail (se
next requirement). An alternative approach invelwendering the record into some

other file format (such as PDF/A) that preserves shatic appearance; see <section 11.

requirement 1D4026>.

e

4638

When the ERMS changes references within recordsyst record automatically all
details of the changes made in its audit trail.

2881

The ERMS must automatically capture the file forifsae Glossary), including its
version of each component when it is captured amst store it in the metadata of the
component or record.

4492

This is required to support the digital preservatiof records — their accessibility over
time. See section <11.7>.

2828

Some information about file format is usually iroplin the component’s filename

extension, e.g. “.htm" or “.pdf”’; and on occasiohi$ ambiguous, e.g. “.doc” can specify

several unrelated formats. However, the extenalone frequently does not indicate t
file format version. This will be acceptable inmgacases, though it may not suffice in
cases where long-term preservation is needed, erevprecision is needed (for
example, precision of colour space).

ne

2882

File formats are numerous and are subject to frefjebange. It therefore is not

realistic to expect an ERMS to capture informationall file formats. It is therefore

acceptable for the ERMS to:

« specify a list of file formats that can be recoguis

« rely on reference to an established file formatsty — preferably one designed
specifically to support digital preservation.

In either case, the using organisation needs tsRaitself that the range of file formats

included is sufficient for its preservation requirents.

2880

The ERMS record capture process must validatedhees of metadata entered into the
ERMS when records are being captured, at a minimegording to the rules in the
MoReq2 metadata model.

4487

See also <ID2236> in this section.

2830

The ERMS must allow users to capture an electna@dord even if the generating
application is not present.

2831

For example a user may receive a project plan a@h®/CAM drawing as attachment
in an e-mail. If the user does not have acces$kda@roject plan or CAD/CAM
applications, then the user may not be able to vienattachments. Regardless of this

the user should be able to capture the attachmemtecords in the ERMS. The ERM$

may provide “viewer” software that allows the ugerview these records; this is not

D

required by MoReq?2.
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2832

The ERMS must be able to capture metadata abootd®consistent with the MoReq2
metadata model.

<

2833

The ERMS should be able to capture automaticallyesafrom fields defined by an
administrative role within the specified documerges, using these values automatica
to populate metadata elements as specified in thiedg2 metadata model.

< <

4493

The functionality needed for this requirement aggpbnly to specific kinds of electronig

objects, for example letters produced using a $geciemplate and a specified word
processor.

2760

Many documents including some office documentsgdfdiles include user-
configurable metadata elements. It should be pts$d configure the ERMS to captur
automatically the values of these elements andrréti@m with the record.

2245

The ERMS must allow the capture of all metadatenel@s specified at system
configuration, and must retain them with the elagic record in a persistently-linked
relationship at all times.

4494

The ERMS should allow users who wish to capturecand but who are unable to
provide all the mandatory metadata values for gttwe it temporarily in the ERMS.

4495

This implies exception reporting and progress nwimtg. MoReg2 does not specify h¢
this is achieved.

bW

2244

The ERMS must ensure that the values of some eksméthe metadata of the
electronic record can only be updated by authonseds and administrative roles,
consistent with the rules in chapter 12.

2845

The ERMS must ensure that all records are assignatleast one class, file (or its sub
file if appropriate), as appropriate, when it ipttaed.

2234

The ERMS should support automated assistance taroag electronic documents, by
automatically extracting as much metadata as ples$dr as many kinds of document &
possible.

2726

The rationales for this requirement are to minintise amount of data entry performed

by users and to increase the accuracy of metadéke metadata elements involved, and

the kinds of documents for which this is possibli,depend on the environment.

2242

The ERMS must support automated assistance irggpteie@ of outgoing and internal
office documents (e.g. memoranda or word-procekettats in a specified layout and fi
format) as records, by automatically extractingftiilowing metadata from them:

» document date (as in the body of the document);

* recipient(s);

* any copy recipient(s);

* subject line (title);

e author(s);

e internal reference;

to the extent that these are present.

Y
e

2886

MoReq2 does not specify the software or formatsffare documents or e-mail. The
metadata extraction may be achieved by locatin@datt within the record, by using &
template to identify the metadata and populateaamlbldocument, or by any other mear

1
NS.

2241

The ERMS must record the capture date and timeeéard both as metadata and in t
audit trail.

14

2723

If the date and time are part of the unique idestibf the record, and as long as they
can be explicitly extracted from this number, ihdt necessary to store the date and ti

me

separately.
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603 | 6.1 Capture

4497 | MoReq?2 does not specify the accuracy of the timdate Most ERMSs record time to
an accuracy of one second or better.

4498 | Some legislative frameworks call for time stampgoge performed against a certified
device or authority. Where this is the case itdtidbe accommodated in a chapter zefo.

2240 | For every captured record, the ERMS must be alyeasent on-screen a registry entry,Y
including the metadata specified at configuratiamet

2724 | The metadata specified at configuration time maysisi of any or all elements from the
relevant section of chapter 12.

2836 | The ERMS must ensure that all mandatory metadateesent for every captured recorg.

2835 | During capture of a record the ERMS must promptuther to enter any required Y
metadata that has not automatically been captured.

2807 | The ERMS must support the assignment of multiplenkeds (or key terms) to each | Y
class, file, sub-file and record.

4500 | MoReq?2 does not require the ability to assign kege/to volumes.

4499 | The ERMS should allow an administrative role tofgqure whether keywords are Y
mandatory or optional, at configuration time, fack of classes, files and sub-files.

2809 | The ERMS must allow more than one file to be cratgng the same combination of | Y
keywords.

42171 The ERMS must provide a capability for the keywaimbe picked from, or validated | Y
against, controlled vocabularies (or lists of peted terms).

4501 | For example, by means of a pick list.

2813 | Where a controlled vocabulary of keywords takesfoine of an ISO 2788-compliant or] Y
ISO 5964-compliant thesaurus, the ERMS should allsars who are creating metadata
values use the full features of the thesaurus, aadiroader, narrower and related terms
and synonyms in a manner that is fully integratéti the ERMS.

2239 | The ERMS must allow entry of further descriptivel ather metadata at the time of Y
capture and/or at a later stage of processing.

2837 | The ERMS must enable the user to assign a tigmtelectronic record upon registrationy
allowing this title to differ from the operatingstgm filename or subject line.

2842 | The ERMS must warn the user if an attempt is mada@pture an object with a title Y
which already exists in the same file or to reetdh object with a title which already
exists in the same file.

3875| See also <C11 ID4087>.

2838 | The ERMS must be able to reserve the ability toratrtke title of an electronic record | Y
for an administrative role or other authorised user

4503 | This facility can be used or not used, at the aptibthe organisation.

2238 | When a user is capturing a document that has rharedne version, the ERMS must | Y

allow the user to choose at least one of the fotigw
* declare all versions as one record;
« declare one specified version as a record;

+ declare each version as an individual record.
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6.1 Capture

2237

The ERMS should be able to provide automated suppodecisions on the

classification of electronic records to files byane of at least one of the following:

* making only a subset of a classification schemesxsible to a user or role;

e suggesting the files used most recently by that, use

* suggesting the files used most frequently by tisat;u

« suggesting files by inferences drawn from recordaaiaa elements (for example,
significant words used in the title or e-mail subjene);

» suggesting files by inferences drawn from the ré@antents.

-

2236

The ERMS should allow the process of capturingcaneg:to be completed by a more
than one user.

2887

The ERMS should allow the capture process to hdetibetween users; typically this
will mean that one user enters some metadata thesgs the electronic record to
another user, who enters the remaining metadatacéaskifies the record.

4394

The ERMS should provide simple workflow facilitiesenable simple routing for
checking and approving a document before captaoerding the decisions taken, who
took them, and allowing a reason to be enterecabii.e

4395

Note that this requires only basic workflow featurdt intentionally stops short of the
full workflow features described in chapter 10.

2889

Where possible, the ERMS should issue a warniaguger attempts to capture an e-m
record which has already been captured into the $den

alY

4506

MoReq2 does not define how the e-mail is identifiedvever, the internet message ID
may be suitable.

4504

There are several cases in which this is not ldgiqaossible, for example where the e+
mail record has been captured into a file to whicl user is denied access.

2233

Where possible, the ERMS should issue a warniaguger attempts to capture a recor

(other than an e-mail, as this is dealt with by 289 above>) that has the same vaIuEs

of identifying metadata as another record whichdlemsady been registered in the sam
file.

dY

2890

The identifying metadata for this requirement is:
o Title;

* Date;

e Author;

* Addressee.

2165

Where possible and appropriate, the ERMS shoulbheto provide a warning if an
attempt is made to capture a record which is indetapr inconsistent in a way which
will compromise its future apparent reliability.

3198

For example, a purchase order without a valid elegic signature or an invoice from a

unrecognised supplier.

6.2

Bulk importing

ID

Text, Requirement & Rationale

Testable

639

6.2 Bulk importing
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6.2 Bulk importing

640

Records may reach the ERMS in bulk in a numberayfsiv For example:

* abulk transfer from a compatible EDMS;

* as a single compatible data file containing a sesferecords of the same type (e.g.
daily invoices);

» from a compatible scanning or imaging system;

* records from a hierarchy of operating system fader

The ERMS needs to be able to accept these, andimeliiede features to manage the

capture process and maintain the content and steuof the imported records.

4507

During bulk import the ERMS needs to capture theesanformation as the normal
capture process — namely the records themselvethamdnetadata. It also needs to
classify the records — this may involve capturing definition of extensions to its
classification scheme (see <section 3.1 ID267 Md-iamay additionally involve
capturing audit trail information. Finally, bulknport needs to allow for the processing
of exceptions and errors.

2248

Requirement

2251

The ERMS must provide the ability to capture tratisaal records generated by other
systems. This must include:

e supporting predefined batch file transaction imgort

» providing editable rules to customise the automedjature of the records;

» validation to maintain data integrity.

2250

The ERMS must provide facilities to manage inpugups.

2846

The ERMS must be able to capture automaticallyribtadata associated with records
during a bulk import (allowing for manual input wissing or incorrect metadata).

2891

Where the ERMS captures the metadata of some r@yahdring import, it must validate
it using the same rules as would be used for theualacapture of the records(s). Wher
this validation process finds errors (such as atssefimandatory metadata, or format
errors) it must bring these to the attention ofuker performing the importation, in all
cases identifying the metadata involved, and rangrdrrors and actions in the audit
trail.

2892

In ideal cases, the record(s) being imported walV& metadata that complies fully with

the metadata model. In other cases, the metadayab@aon-compliant. In these cases

several outcomes are possible; MoReg2 does not ataatty one outcome. Possible

outcomes include:

* The entire importation is cancelled;

* Importation of the record that has non-compliantadata is cancelled:;

e The user is required to choose between correchiegetror and cancelling
importation of the affected class;

e The data is imported as a temporary incomplete mé¢this resembles the
requirement that capture can be divided betweensysee <section 6.2 1D2236>).

Py

2849

The ERMS must be able to import audit trail recdrdg show the history of the
imported record(s).

2893

The ERMS must not import audit trail records irt®audit trail; it must store imported
audit trail records separately.

3748

The imported audit trail records must be maintaise@arately so as to avoid producin
a mechanism that allows administrative roles torgeor compromise the integrity of

the audit trail. MoReg2 does not specify how ih&chieved; it may involve storing the

imported audit trail as a record alongside the imjed records, or as a separate entity

g

U

recognised as an audit trail imported from anotbgstem.
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639 | 6.2 Bulk importing

2850 | The ERMS must enable an administrative role toi¢opily) set the ERMS to close Y
classes, files and volumes automatically after theye been imported.

2851 | For example, on the merger of two organisatiomaaly be necessary to close down
branches of the structure so that records can mgéo be added to them.

6.3 Types of Document

Note to reviewers: all the requirements from this sction have been included elsewhere,
mainly 6.2. Accordingly this section has been dekl. This heading is retained in this draft
for numbering purposes only.

6.4

e-Mail Management

ID

Text, Requirement & Rationale

Testable

675

6.4 e-Mail Management

4508

Definitions

4512

As a verb, “e-mail” refers to a mechanism for traiting messages between “agents”
this context, the term” agent” has a precise tezdinmheaning; more detail is not requirg
for an understanding of MoReQq2).

—
=]

bd

4513

The standard protocol used for e-mailing is defingdhe Network Working Group
requests for comment RFC 2821 and RFC 2822. MoRsg2 RFC 2821/RFC 2822 a
the basis of its working definition of “e-mail”.

"2

4509

As a noun, “e-mail” is usually used to refer toccdment captured from an agent that
contains the complete data of a single e-mail trassion. However, although RFC 282
defines the syntax for e-mail transmissions, tla@eeno standards that define the data
format that should be used when e-mail transmissioa captured as documents.

2

4510

In other words, even though e-mail applications fobfferent suppliers can freely
transmit messages between one another (becauseltbewe the e-mail protocols
defined in RFC 2821/ RFC 2822) it is not possibledpture an e-mail transmission frg
one e-mail application as a document and guardhgéeanother e-mail application will
be able to read it back, as each e-mail supplisemes its own proprietary format(s) fq
capturing e-mail. Likewise, the automated extactf metadata from messages cann
be based on standards.

=

ot

4511

Use and issues

676

e-Mail is used for sending documents (in the fofrmessages and as attachments)
within and between organisations. The charactesisff e-mail management software
particular the lack of standardisation for formexplained above), combined with user
attitudes towards e-mail, can make it difficultegoply records management functionali
to e-mail. Organisations need to be able to erfprocedures and management contr
to:

« capture all inbound and outbound e-mails and att&cits;

and/or to:

e capture e-mails and attachments according to piraederules;

and/or to:

» provide users with the capability of capturing stde e-mails and attachments

n

Ly
ols

4175

In European member states the legal ownershipnodiéis unclear and in some cases
automatic capture of e-mails into an ERMS may lag@mmopriate. Where this is held tqg

be the case the latter two options should be cersidfor configuration.

Page 53




ID

Text, Requirement & Rationale

Testable

675

6.4 e-Mail Management

2860

Furthermore, e-mail has become the default meansromunication for many
organisations and an important means for othesssugh, much e-mail traffic is

ephemeral. Each organisation needs to decide valittte above approaches represemts

the most appropriate compromise for their situation

680

* The first option results in the capture of any eplrl e-mails as well as those thalt
are meaningful records;

» The second option relies on successfully configuappropriate rules and filters;

» The third option requires the users to assesstbgance and importance of items,
and there is a risk that they will not all do shatay.

2863

MoReqz2 allows for ERMS support for all three apptwes. The procedures and
management controls are beyond the scope of MoReq2.

2259

Requirement

4518

Whenever an e-mail is captured, the ERMS must ligultecapture it in a format that
retains its header information.

2894

The ERMS must support the capture of e-mails imtegrated way, such that the
capture can be performed by a user from withiretineail application, without the user
needing to switch to the ERMS.

2895

MoReq also permits, but does not require, the aapdfie-mails in other, less closely
integrated ways.

2262

It must be possible to configure the ERMS at canfijon time so that it operates in oné/

of the following ways when a user sends an e-mail:

* it automatically captures the e-mail;

» it determines whether to capture the e-mail acogrth pre-defined rules;

* it automatically prompts the user, giving the useioption to capture the message-
mail;

» it takes no action (and thus relies on the usearitiate a capture if appropriate).

2934

Regardless of which way is chosen, it is acceptiblthe ERMS to require the user to
classify records manually and enter some metadataually.

2935

It must be possible to configure the ERMS at canfijon time so that it operates in of

of the following ways when an ERMS user receiveg-amail:

* it automatically captures the message, unlesssiblr@ady been captured;

* it determines whether to capture the e-mail acogrth pre-defined rules;

» if the e-mail has not already been captured itmatecally prompts the user, giving
the user an option to capture it;

» it takes no action (and thus relies on the usearitiate a capture if appropriate).

2936

Regardless of which way is chosen, it is acceptiblthe ERMS to require the user to
classify the record manually and enter metadata unaéwp.

2261

The ERMS must be tightly integrated with the e-nsgdtem to enable users to capture
mails into the ERMS from within the e-mail client.

2862

Close integration is essential for effective usaroERMS. For example the user shoy
be able to "drag and drop" from the e-mail clienta the ERMS, or choose a "capture'
command from within the e-mail client. The ess@fdRis requirement is that the user
must not have to switch to the ERMS applicatiocefature e-mails.

Page 54




Testable

ID | Text, Requirement & Rationale

675 | 6.4 e-Mail Management

4415| The ERMS must support automated assistance imaghtere of outgoing and incoming eP
mails, with and without attachments, as recordsautpmatically extracting the
following metadata from them:

* e-mail date sent (and in some settings, time);
* recipient(s);

e any copy recipient(s);

* subject line (title);

* sender;

« embedded electronic signature;

» Certification Authority;

» to the extent that these are present.

4496 | This requirement specifies the capture of “sender’e-mail messages. This not always
the same as the author, for example when a segretards a message on behalf of an
executive. The capture of “sender” is specifiedeha@s a conscious compromise, it being
impossible to reliably capture the author automallic. Organisations should consider
the need for manual procedures to ensure the ctiress of the author metadata.

4075 | Users should be able to allocate an e-mail reamedgub-file, file or class by dragging it Y
from an e-mail client (technically, a Mail User Adgto a specified sub-file, file or class
in the ERMS.

4516 | The class, file or sub-file can be representedend-mail client window or in a separatg
window.

2739 | The ERMS must allow a user to choose how to ca@mre-mail message with Y
attachment(s) as:

» the e-mail message only, without attachments;
» the e-mail with its attachment(s), as one recorderd linked components;
» the attachment(s) only, each or any as individeebrds.

2937 | This applies to sent and received messages.

4517| The last of these three options results in attactimbeing captured without the context
of the e-mail with which they were transmitted.

2744 | Where an e-mail and its attachment(s) are captirédte same time but as separate | Y
records, the resultant records should be linkedmaatically by the ERMS.

2939 | The ERMS should allow a user to navigate the crefsence link between the records
so as to discover each of the attachment recots the e-mail record and the e-mail
record from any of the attachment records.

2938 | When capturing an e-mail message, the ERMS mudefault populate the Title Y
metadata with the “subject” field of the message.

2740| The ERMS must allow a user who is capturing an é-massage to edit the record title.

2940 | This is intended to allow users to correct inappiage or to clarify imprecise e-mail
titles, or to make the titles more meaningful.

4518 | The e-mail title is separate from the subject [itie) of the e-mail; the latter will
remain as part of the message regardless of theeobof the e-mail title.

2859

If a user captures an e-mail delivery status reaifon report (where these are support
for an e-mail which has been captured as a retioedRMS should be able to link the

two automatically.
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2941 | Examples of delivery status notifications are netfivetry reports and delivery
confirmations. The link should allow a user to mgate between the records so as to
discover each of the notifications from the e-medlord and the e-mail record from any
of the notifications.

2742\ The ERMS must enable the automatic capturing ohdwt belonging to e-mails and | Y
their attachments as outlined in chapter 12.

4470 | The ERMS must allow “date sent” and “date receivetadata to be entered manually.

44711 This is to allow for situations in which the datedd in the e-mail message are not
appropriate for the business setting.

2746 | A user must be able to capture into the ERMS,simgle operation, several manually- | Y
selected e-mails as:

* one record;

or as

* aset of records, one per e-mail;
at the user’s option.

45201 The ERMS should be able to identify automaticafig @apture all the e-mails related toY
an e-mail specified by a user, in a single openatiapturing them as:
* One record;
or as
* aset of records, one per e-mail;
at the user’s option.

4521 | RFC 2822 Section 3.6.4. “Identification fields” dedbes how the optional SMTP headgr
fields “References:” and “In-Reply-To:” can be usé@dconjunction with the “Messaget
ID:” field to identify related e-mail messages, stimes referred to as the ‘thread of the
discussion.’

37041 The ERMS must allow a user who is capturing an é-massage in a proprietary formatY
to save in multiple, including open, formats

3705 | It may be useful for an EDRMS to enforce savintgia on e-mails based on the
retention and disposition schedule. Folders wigthart retention period could be stored
in a proprietary format, but those with longer sdbkes could be saved into an open
format.

2260 | Whenever address fields captured from an e-maddreappear in the metadata of an e-Y
mail record, the ERMS must ensure that it capttireoptional “display name” (if
present) of any mailbox listed as well as the “addrspec” address;; for example, 'Jan
Schmidt' rather than 'jS97@xyz.int'.

6.5 Record Types

g

ID | Text, Requirement & Rationale 8

2050 | 6.5 Record Types

2051 t

Record Type describes characteristics of recoratsd#fines characteristics that are ng
(and usually cannot be) defined in the classifemaicheme. This can include specific
* metadata attributes;

* retention requirements;

* access controls;

» Kkind of document (e.g. contract, CV, disciplinaeport).
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4654 | A record’s record type usually corresponds to theudhent type of the document from
which the record was made.

3749 | Requirement

2709 | The ERMS must support the definition and mainteeasfaecord types.

2751 All records in the ERMS must have one record type. Y

2710 | The ERMS must restrict the definition and maintex@aof record types to an Y
administrative role.

2897 | The ERMS must allow an administrative role to iiesthe creation of records of Y
specified record types to specified groups of ysesed on their business needs.

27121 The ERMS must allow an administrative role to defime record type as the default | Y
record type, which can be used by all users whakllwered to capture records.

6.6 Scanning and Imaging

3
<

ID | Text, Requirement & Rationale ks

2056| 6.6 Scanning and Imaging

2057 | When planning for the implementation of an ERMSygital records in the form of
paper or microform often need to be considered.

2903 | There are two main issues:

» existing records that are held on paper or micrafand may need to be referred tg in
conjunction with electronic records;

* documents on paper that continue to be receivedeated by the organisation, but
which the organisation wishes to hold as electroedords in the ERMS.

2910| This section deals with the scanning (imaging) affer-based and microform,
documents, so that they can be captured into thdERSs electronic records.

2909 | Scanning can be organised in the following ways:

» centralised;

* local or workgroup;

» outsourced or subcontracted;

or in any combination. These ways are describedlpbelow.

2908 | Centralised scanning is most appropriate for highuwe capture, typically using fast
scanning equipment specifically designed for bafiuit, together with specialist scanner
operators.

2907 | Local or workgroup scanning takes place close éadiceiving users and is appropriate
for low-volume activity, or where the person dothg scanning needs a knowledge of
the business, or when dictated by the geographtdlalition of the organisation. This
typically uses scanners with lower capacity anadpe

2906 | Qutsourced or subcontracted scanning - this caiobsidered for a number of reasons|:

* where there is a large amount of scanning to be dsra one-off exercise;

» where sufficient human and/or equipment resourcesat available within the
organisation ;

» where the scanning is not site-dependent.

2905| The rest of this section sets out key requireminbe considered in provision of an
integrated ERMS and scanning solution. The requerémapply only where scanning
facilities are part of the ERMS; however, many bannterpreted for use when scanning

is outsourced.
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6.6 Scanning and Imaging

2904

Requirements

4117

The ERMS must be capable of integration with astileme scanning solution.

4118

The scanning solution provides the interface whéhgcanning equipment and allows tl
operator to perform several processes related emeig such as rotating, descreenin
and despeckling.

4119

The ERMS scanning feature must be capable of sawiages in standard formats,
including, but not limited to:

* TIFF;

» JPEG (only required if colour is supported);

«  PDF/A.

4120

The ERMS scanning feature must be capable of sawiages in monochrome at
different resolutions.

4121

Ideally the scanning feature should provide a mehoptions, programmable for the
input of different types of document.

4522

The ERMS scanning feature should be capable ohgamages in colour or greyscale
and at different resolutions.

4131

The ERMS scanning feature must be capable of hamndtandard paper sizes, includin
but not limited to:
« A4
« A3

gy

4122

The ERMS scanning feature should have Optical Gard&kecognition (OCR)
functionality.

4123

OCR functionality produces text from a scanned magome kinds of OCR are
sometimes referred to as Intelligent Character Redwons, or ICR. For simplicity,
MoReq?2 refers to both as OCR.

4138

Where the ERMS includes OCR functionality the ER8M8uld be capable of managingY

the scanned image and the text resulting from {B& @s a single record.

4488

In other words, the OCR text should be regardethatadata of the record rather than
as a record in its own right.

4489

MoReq2 does not require that users be able to thevDCR text, as its purpose is to
allow full text searching (see next requirement).

4490

Where the ERMS includes OCR functionality it shosigbport full text searching basec
on the text.

4124

The ERMS scanning feature should be capable ofyresimg and capturing individual
documents in a bulk scanning process.

4125

MoReq2 does not specify how this should be doweini®n solutions rely on the
recognition of patch codes, barcodes or blank shressrts.

4126

The ERMS scanning feature must be capable of autceiig sending scanned images
a queue for after scanning and in between eaclegsoc

4523

For example, indexing, quality assurance.

4132

The ERMS scanning feature should include a softwewer for inspection of the
scanned images.

4524

The ERMS should be able to display thumbnails ahsed images as an aid to

navigation and searching.
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41271 The ERMS scanning feature should log each scarg@gsgion with the following details| Y
e user login;

» workstation identifier;

e time and duration;

» session identifier;

* batch identifier(s);

e number of documents (if applicable);
« number of images.

4133| The ERMS scanning feature should be able autonfigticacapture relevant metadata | Y
when scanning zoned forms.

4525| A zoned form is one which includes areas defingbda@rscanning software as containing
data to be scanned. The information outside thméefzones is not scanned, thus
reducing image size and reducing storage and badiitiwequirements.

4128 | Where the ERMS scanning feature includes automapture of metadata it should be| Y
able to interpret this information for automateasslification.

4129 This feature is especially useful in Casework emrinents, where paper records
frequently bear case identifiers that contain sigfnt information to classify the record|-
see chapter 10.X <ID2058>.

4136 | The ERMS should be capable of the bulk import ehsed images and their metadata.

4137

See chapter 6.2 for further requirements regardatk import.

7 Referencing

3]
©
ID | Text, Requirement & Rationale ks
690 | 7 Referencing
691 | All of the entities stored in the ERMS repositorfelasses, files, sub-files, volumes,
records etc.) need identifiers. These identife@esneeded to:
* Allow the software to process the entities;
» Allow users to retrieve, refer to, and use, thétiest
3931 | MoReq?2 uses the following terminology to describese identifiers:
* Anidentifier required for software usage is calt&¢stem Identifier”. This can be
used by users as well as by software in some cases;
* Anidentifier applied to aggregations in the cléisation scheme hierarchy is called
“Classification Code”;
» Other Identifiers are named as needed, e.g. “Reteahd Disposal Schedule
Identifier”.
3941 | The difference between System Identifiers and @laaion Codes is illustrated in the
following three diagrams. These diagrams are i@B®ored to later in the chapter.
3940

It shows some of the classes; each class hasstitlagas required by <chapter 3

ID2665>).

The first diagram (<7.1>) shows a part of a fiotis, but realistic classification scheme.
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3939
Classification Scheme
Classification scheme
1
1 1
[ o] [ et ] [ e
1 1
Business Planning & Internal Quali
[ Continuity ] [ Reporti?]g J [ P;Iicies J [ Manager;yent J
—[ Strategy J etc. etc. |—etc.
—[ Planning J
—[ Disaster Recovery J
Key: Strategy Class title
Diagram <C7 ID3939>
3938 | Each class is allocated a System Identifier, asvahio diagram <7.2>.
3937
System Identifiers
Classification scheme
L 1
(1 oo ] (2 foer ] [ e ]
|
1 1 1 1
(o fwres ] [0 e ) (e e ] [ oy
—[10 Strategy ] |— etc. |— etc. |— etc.
—[11 Planning ]
—[12 Disaster Recovery ]
Key: Strategy Class title
109 System Identifier
Diagram <C7 ID3937>
3936 | Note that the System Identifiers shown here aretstmal simple, purely for illustration.
In reality they are likely to be longer and morengdicated in structure. By way of
illustration, an example of a System Identifierdzhsn the “Globally Unique Identifien”
algorithm is 0c7220e3-5646-44c4-82b0-67832clefalc.
3935 | Classes are also allocated a Classification Cédespecified in the requirements

below, this can take several forms; one exampé@dsvn in diagram <7.3>.
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7 Referencing

3934

Classification Codes

Classification scheme
|

T
Corporate Policies &
001
[ Direction ] [ 002 Practices ] [ etc. ]
I I
[ 1 [ 1
[001 Business ] [002 Planning & ] [001 Internal ] [002 Quality ]

Continuity Reporting Policies Management

—[001 Strategy ] |— etc. |— etc. |— etc.

—[002 Planning ]
—[003 Disaster Recovery ]

Key: Strategy Class title
003 Classification Code

Diagram <C7 ID 3934>

3933

Here also, the Classification Codes are shownlasuely simple, for illustration.

3932

Each class has a Classification Code that can imioed with the Classification Codes

of its parent classes to make a “Fully-Qualified<sification Code”. So, for example|

the Fully-Qualified Classification Code of the d&@isaster Recoveris 001-001-003.

It is constructed as follows:

» start with the Classification Code of its higheatgnt in the hierarchy (001, being
the Classification Code of the claSsrporate Directio);

* add the Classification Code of its next parent dawthe hierarchy (001, being the

Classification Code of the claBsisiness Continuiyymaking 001-001;

* repeat the previous step until the nearest patass$ ¢s reached (in this simple
example, there are no repeats);

» add the Classification Code of the class (003ndpéne Classification Code of the
classDisaster Recovejy producing the Fully-Qualified Classification Go@01-
001-003.

2269

The expected usage determines the degree of ugsieequired. System Identifiers
generally must be unique within one ERMS “instaname”network node” at a
minimum, and network-wide by preference. Fully-Qfied Classification Codes mus

t

be unique within a classification scheme, thougtahee they are built up hierarchically

the individual Classification Codes may be unigaéyavithin one node (e.g. a class @
sub-file) of the hierarchy.

r

4462

Where uniqueness across a network is requiresidiesirable that system identifiers
should be based on an acknowledged standard thedrgees global uniqueness (that
is, uniqueness across all systems at all timek)s i§ also desirable for standalone, o
non-networked, applications, so as to allow forgtae future growth and for potential
merger or acquisition activities. Several suchdtads have been proposed, none of
which has a dominant position; MoReq2 thereforesda® mandate the use of a
specific standard for this purpose.

3942

Section 7.1 below covers requirements concerniagsification Codes. Section 7.2

addresses System Identifiers.
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3943

7.1 Classification codes

2263

Requirement

2270

Whenever a new occurrence of any of the followsigreated in the ERMS, the ERM
must associate with it a Classification Code:

e class;

o file;

e sub-file;

e volume;

SY

3804

The ERMS must ensure that all Fully-Qualified Cifasation Codes are unique within
a classification scheme hierarchy.

2268

The ERMS must be able to store Classification Cedasnetadata elements of the
entities to which they refer.

2267

The ERMS should allow the formats of Classificatidodes and Fully-Qualified
Classification Codes to be specified by an adnmiaiiste role at configuration time. It
should allow the following features of ClassificatiCodes to be defined, for each le
of the hierarchy:

* numeric, alphabetic or alphanumeric;

* presence or absence of leading zeroes;

minimum length (in the case of leading zeroes);

starting value;

* increment.

el

3802

Fully-Qualified Classification Codes must consisd@oncatenation of Classification
Codes separated by a separator character.

3945

The ERMS should allow the separator charactersilyfualified Classification
Codes to be selected from, at a minimum:

« ““(space);

« ““(dash),

* /" (forward slash);

e “”(dot).

3946

The example Classification Code described abov&ldberefore be shown as any of
the following, depending on the choices made fadileg zeroes and separator at
configuration time;

1001 0083;

« 001-001-003;

o 1/1/3;

« 001.001.3.

2266

The ERMS must allow an administrative role to sfyeevhen a new class is created,

whether its descendant entities will have Classiit Codes generated automatically

by the ERMS or provided by the user/an externaliegion. The ERMS must either:

* generate each Classification Code automaticallypmaedent users from inputting it
manually, and from subsequently modifying it (faample, a sequential number,
in the example above);

or:

» allow an authorised user or an external applicaioprovide the Classification
Code, but subsequently prevent them from modifyting

as
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3943 | 7.1 Classification codes
3757 | An example of the first option is if a new clafiedi“Incident Management" is added
under the class “Business Continuity” in the exaenghown in diagram <C7 ID3934>;
in this example, it would be allocated the Clasatiion Code 004, as shown in diagram
<C71D3947>:
3947
Classification Codes
Classification scheme
L 1 1
(o Goome ] (o2 Pt ) [ e
1 1 1 1
(o1 Bubess ) ooz Pomnas ] fon emd ] o oy ]
—[001 Strategy J |— etc. |— etc. |— etc.
—[002 Planning ]
—E)OS Disaster Recovery ]
oot e vanagement
Diagram <C7 ID3947>
3948 | The second option is appropriate in case manageswdtings.
2265 | When the ERMS generates a new Classification Cattevaatically (the first optionin| Y
<ID2266), it must generate the next sequential remtking into account:
» the most recently used Classification Code atpbatt in the classification scheme,
or (for the first at that point) the starting value
» the increment specified, see <ID2267>).
3949 | See diagram <C7 ID3947> for an example.
3956 | When accepting a Classification Code from a uséroon an external application, the| Y
ERMS must validate it for uniqueness within itsqudr
7.2 System ldentifiers
g
ID | Text, Requirement & Rationale kS
3955| 7.2 System ldentifiers
4463

Requirement
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3955| 7.2 System Identifiers

3954 | Whenever a new occurrence of any of the followsgreated in the ERMS, the ERMS Y
must associate with it a System Identifier:

» classification scheme;

* class;

o file;

e sub-file;

* volume;

* record;

* record extract;

e retention and disposition schedule;
» document.

3953 | The ERMS must ensure that all System Identifieesuarique within a classification N
scheme hierarchy and within the ERMS instance.

3952 | Note that this requirement extends across geogcablocations where a distributed
classification scheme has been implemented andgaalassification schemes when
more than one classification scheme has been ingpitd.

3951 | The ERMS must be able to store System Identifienmatadata elements of the entities Y
to which they refer.

3950 | The ERMS should allocate System Identifiers whighglobally unique. N

3957 | Globally uniqgue means that the System Identifieesadlocated using an algorithm that
guarantees no other System Identifier can havedinge value, regardless of when it is
produced or by which ERMS.

3963 | This is desirable to allow for re-configurationsich as those caused by corporate re-
organisations, acquisitions and mergers etc. #rg\entity is not allocated a globally
unique System Identifier, the probability of difftees during re-configurations is high.

3962| The ERMS should use the UUID algorithm (as spetiirelSO/IEC 9834-8 and ITU-T | P
Rec. X.667) to generate globally unique Systemtitiers.

3961 | This algorithm, which in some implementations iswownly referred to as GUID
(Globally Unique ID), can be used to guarantee uRless.

3960 | Other approaches to the generation of unique idiensi may be used, including the
Digital Object Identifier System (D®) and the Uniform Resource Name (URN) scheme.

3959 | The ERMS must not require users to enter or usteByklentifiers for any ERMS P
function.

3958 | This requirement is included because globally uaigientifiers tend to be long and not
“user-friendly”. However, it is acceptable for useto be allowed to use System
Identifiers if they choose to.

8 Searching, Retrieval and Presentation

ID | Text, Requirement & Rationale ks

709 | 8 Searching, Retrieval and Presentation

4648

Note to reviewers: This draft uses the term “presetation” where the previous
version of MoReq used “rendition”. The change folbws many requests. Some
confusion is inevitable given that “rendition” hasnumerous meanings in English.
The present interpretation is final.

Page 64




ID

Text, Requirement & Rationale

Testable

709

8 Searching, Retrieval and Presentation

710

An integral feature of an ERMS is the ability fbetuser to retrieve files and records.
This includes searching for them, whether or netise details are not known, and
presenting them. Presentation is producing a septation on-screen (“displaying”) or
printing; it may also involve, as necessary, plgyaoudio and/or video (see Glossary).

711

Accessing files and records, and then viewing thexpires a flexible and broad range
of searching, retrieval and presentation functionseet the demands of different type
of user. Although some advanced search featurebe#hought of as being beyond
classical records management functions, the redjfurectionality is described here on
the grounds that an ERMS without good retrievaillifees is of limited value.

[

712

This chapter lists requirements for searching atgewval in section 8.1. Requirements
associated with presentation are divided into tes#ions: section 8.2 lists requireme
for display, section 8.3 deals with printing, aedtson 8.4 addresses the presentation
records which cannot be printed.

nts
of

714

All of the features and functionality in this chaptnust be subject to access controls as

described elsewhere in this specification, inclgdecurity controls. In other words, th
ERMS must never present information to any useckvthat user is not entitled to
receive. To avoid complexity, this is assumed iantbt repeated in each detailed
requirement.

e

8.1

Search and Retrieval
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715

8.1 Search and Retrieval

716

Searching is the process of identification of resaor files through user-defined
parameters for the purpose of locating, accessidgetrieving records, classes, files,
sub-files, volumes and/or their metadata.

717

The ERMS search and navigation tools are usedctidanetadata, records, volumes,
sub-files or files. These require a variety ofrshang techniques to support users
ranging from (for example) the sophisticated “reskauser to the “casual” and less
“computer literate”.

2271

Requirement

2300

No ERMS search or retrieval function must ever adve a user any information
(metadata or record content) where the accessesmuity controls (sections 4.1 and
10.16 respectively) prevent access by that user.

2289

The ERMS must allow users to search for and regriev

* records;

» every level of aggregation of records (class, Blgb-file, volume);
and their associated metadata at any level ofl#ssification system.

2286

The ERMS must allow users to specify any combimatibmetadata elements as searg
terms.

hy

4157

The search facility needs to be able to searchronad the metadata elements, for
example, Title.

3896

The ERMS must allow users to specify whether ackeigrto find records or a specifieg
level of aggregation of records.

2288

The ERMS search function should appear to usdns the same for all searches

specified in requirement <ID2289>.
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715 | 8.1 Search and Retrieval

3758 | In other words, users should see the same interfaaéures and options whether Y
searching for classes, files, sub-files, volumeseoords (though details of the
presentation of results may vary according to whdteing searched).

2285| The ERMS must allow users to search for the temtert of records. Y

4502 | This includes the text of records that are inhdgetextual in nature, such as e-mail
messages, andvfiere the ERMS includes OCR functionaliggords which have been
converted to text by OCR (se <section 6.7 ID4122>)

40741 The ERMS must allow the use of searches to locatass and/or file for the purpose of
declaration, as a part of the declaration process.

4526 | This is an ease of use requirement. It requiras $kearch functionality be readily
available to users who are in the process of captuone or more records; in other
words users must not be forced to quit a captuce@ss to initiate a search.

2284\ The ERMS must allow users to use any combinationethidata elements and/or textuayY
record content as search terms during a searclatoper

4158 | For example a search could combine a named autigather with a particular text
string in the record.

2281 | The ERMS should provide a search function whichraies in an integrated and Y
consistent manner across both record content atetate.

3897 | This means that the interface and its behaviouukhbe the same across these kinds of
searches.

2273 | The ERMS must display the total number of itemshfbas a result of the search (the “hiY
list”), and display (or allow the user to requeispthy of) the number of items in the hit
list.

2295| The ERMS should allow users to refine (i.e. narravgearch without having to re-enter Y
the search criteria.

3763 | A user should for example be able to start withhitdist from a search, and then
perform a further search within that list.

2283 | The ERMS must allow administrative roles to confegand subsequently change the | Y
specification of default search metadata elemerisiding:

* any element of record, volume, sub-file, file aass metadata, and
» optionally, text.

4529 | This refers to the default window that first apmeathen a search is initiated; it
generally contains a set of fields for metadatargets that are commonly used in
searches. This set comprises the default elenrettie requirement.

3787 | The ERMS must provide a search function that alldwesuse of all Boolean operators | Y
namely:

* AND;

* OR;

e EXCLUSIVE OR;

« NOT,

in any valid combination to combine an unlimitednher of search terms.

28121 The ERMS must allow users to search for objectthbiy keyword(s) Y

2811 | During any search involving keywords, the ERMS nalktw users to select keywords| Y
controlled vocabularies (or lists of permitted tejm

45321 Noting requirement <ID4074>, this could be duringapture process, or during any
other search.

2280 | The ERMS should incorporate the use of a thesdorasable users to search by Y

concept.
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715 | 8.1 Search and Retrieval

3792 | Where the ERMS incorporates the use of a thesdarasncept searching, it should be Y
compliant with at least one of the following starctia
* |SO 2788;

* SO 5964.

3759 | This will allow retrieval of documents with a braagdnarrower, or related term in their
content or metadata. For example, a search fortithyalmic services” might retrieve
“health services”, “eye test” or “ophthalmology”.

3789 | The former standard specifies a monolingual thessand the latter a multilingual
thesaurus(See<ID2093> and <ID3636>).

2817 | Where a controlled vocabulary of keywords takesfohe of an ISO 2788-compliant or| Y
ISO 5964-compliant thesaurus, the ERMS should allsers who are performing a
search to use the full features of the thesauucs) as broader, narrower and related
terms and synonyms in a manner that is fully irdesgg with the ERMS.

2816 | In other words, if a user is searching for a fillee user may enter a term that is not in thé
scheme’s controlled vocabulary, then use the thesafeatures to find the appropriate
preferred keyword. An example is if “budgets” ipr@ferred keyword: in this case, a
user might enter “estimates” and then be guidedsdroader term “budgets”; or a user
might enter “accounting records” and be presentdathva list of narrower terms, one of
which is “budgets”.

3794 | For ease of use, users must not have to leaveetiretsinterface to access the thesaunus
to search for related search terms.

3898 | Where the ERMS incorporates the use of a thesdorusncept searching, the ERMS | Y
must allow an administrative role to maintain thesaurus.

3899 | Maintenance is needed for the introduction of nenns and terms specific to the
business.

2815| The ERMS must restrict to authorised administratoles the ability to change the Y
keywords associated with a file.

2814 This facility is intended for exceptional circumstas only, such as to correct clerical
errors. Changing keywords inappropriately car seisty compromise the accessibility pf
records, even if recorded in an audit trail, andsswuld be avoided.

2819 | Whenever any keyword of any file is changed, th&/BRmust require an administrative Y
role to enter the reason for the change.

2825 | Whenever any keyword of any file is changed, th&/BRmust keep a clear trace of its| Y
status prior to the change so that its historybmdetermined easily.

2279 | The ERMS should provide for partial match and “wilttd” searching of metadata that Y
allows for forward, backward and embedded expansion

3760 | For example:

« the search term “proj*” might retrieve records caihing “project” and
“projection” and “PROJA”;

« the search term “psycho*s” might retrieve recordmtaining “psychosis”,
“psychotics” and “psychologists”

* the search term “*byte” might return “gigabyte” ah“terabyte”;

* The search term “organi?ation” might retrieve rect® containing “organisation”
and “organization”.

2278 | The ERMS should provide word proximity searching.

4533

A proximity search finds terms separated by no ntiwaie a specified number of words
for example:
« “International” and “Organisation” separated by nonore than one word.
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715 | 8.1 Search and Retrieval

2276 | The ERMS must allow users to limit the scope of s@grch to any file or aggregation
specified by the user at the time of the search.

2275| The ERMS must be able to search for, and retri@wemplete electronic file, sub-file of
volume, and all its contents and contextual metgdatd display a list of all, and only,
the entries in the context of that aggregation smale retrieval process.

3762 | This is needed when a user wishes to copy or ffrinéntire contents of a file to take tg a
meeting, or to facilitate temporary working, or f@my other reason.

2297 | The ERMS must behave in an identical manner whatradgwith physical or electronic| Y
records in searches, save that:

» the content of physical records cannot be presdinisttad, the ERMS displays its
location metadata, see below);
« different metadata may be shown for physical aedtednic records.

3797| The ERMS must behave in an identical manner wharchang regardless of whether they
objects being searched for are stored on-line -leawor off-line, save that:
the mechanism and performance for presenting el@ctobjects may vary.

45341 This requirement applies only when the ERMS usasslime and/or off-line storage in
addition to online storage.

2296 | The ERMS should allow users to save and re-uselséams. Y

3784| The ERMS should allow users to make saved seamatstavailable for use by other Y
users.

3764 | The ERMS should allow users to specify time inteswa search requests, e.g. calendarY
dates or number of days.

2294 | The ERMS should allow the use of time intervalscefeel either as dates (e.g. 24 Dec| Y
2008 - 5 Jan 2009) or in natural language as searats, e.g. “last week”, “this month”
allowing the use of at least the following wordsl&m their equivalents in other
languages:

e last;

e this;

* next;

* week;

e month;

e quarter,

* year,

« names of days of the week;
* names of months.

2292| The ERMS should allow users or administrativesdateconfigure display of the search Y

results, including:

« the order in which the search results are presgnted

» the number of hits displayed on the screen per fiem the search;
* the maximum number of hits for a search;

» which metadata elements are displayed in searcit fiss$s.

2291 | The ERMS should provide implicit or explicit relexae ranking of the search results.

23011 When a hit list contains an “extract” of an eleaiorecord, or a record for whichan | Y
extract exists, (see section 9.3), the ERMS shléde the two, so that retrieval of one
shows the existence of and allows retrieval ofdther, subject to access controls, whilst

retaining separate metadata for the two items.
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715 | 8.1 Search and Retrieval

3800 | The ERMS should allow the configuration of a seamubine other than the default N
search engine.

3801 |t may be desirable for an organisation to impletresearch engine other than that
which is supplied with the ERMS for system compi&ilor other reasons.

8.2 Presentation: Displaying Records

=

ID | Text, Requirement & Rationale 8

779 | 8.2 Presentation: Displaying Records

780 | An ERMS may contain records with different formatke user requires generic
presentation facilities that will accommodate tispthy of a range of formats.

2272 | The ERMS must be able to present the contentsyoélaetronic item in a hit list, and/or Y
the metadata of any item in a hit list, by a moelgek or keystroke.

2305| For example:

* the ERMS should display a list of the records coweid in a file;
» The ERMS should display the content of a record;
» The ERMS should display the metadata of a volume..

3768 | |If the ERMS is storing records in a proprietary &pation format, it may be acceptable
for the presentation to be performed by an appicabutside the ERMS.

2304 | The ERMS should be able to present records thagahrch request has retrieved without
loading a software application associated withrdoerd.

3769 | This is typically provided by integrating in the BB a viewer software package. This|is
frequently desirable to increase speed of presamtat

2303 | The ERMS should be able to present all the typedeattronic records specified by the| N
organisation in a manner that preserves the infoomaf the records (e.g. all the
features of visual presentation and layout produmethe generating application
package), and/hich presents all components of an electronionetogether.

3770 | The organisation needs to specify the applicatiackpges and formats required, and in
some cases acceptable levels of fidelity. In ncasegs (e.g. in typical office
environments) the fidelity need not be specifiedieitail; however rigorous specification
of fidelity may be need for applications which retydetailed interpretations, such as
records including high-resolution X-ray images.

8.3 Presentation: Printing

ID | Text, Requirement & Rationale 8

790 | 8.3 Presentation: Printing

791 | This section applies only to records and otherrmftion whose content can be printed
in a way that is understandable. It does not afiplfor example, audio or video files.

792 | The ERMS must provide printing facilities, to all@N users to obtain printed copies of
printable records, their metadata, and of otheriadtnative information.

3901 In all requirements, “printing” is understood telinde features normally associated with
report production, such as multi-page reports, pagebering, dated headings, and the
use of any configured printer. Sending screen a@rthgnps to a printer is not normally
considered sufficient for these requirements.

2306

Requirement
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790 | 8.3 Presentation: Printing

2319 | The ERMS must be able to print the content of rd@e@nd specified elements of their | Y
metadata.

2318 | The ERMS must allow the printing of all or spedifimetadata for any class, file, sub-| Y
file, volume or record.

2317 | The ERMS must allow all records in a class, fildy-§ile or volume to be printed in one Y
operation.

2316 | The ERMS must allow users to specify a subset dadata elements (such as Title, | Y
Author, Creation date) and print out a summarydfghese elements for selected
aggregations of records.

2315 | The ERMS should allow an administrative role tocsfyeat configuration time that all | Y
printouts of records contents have selected metadaments appended to them (e.g.
title, registration number, date, security cateytmydefault.

4535| This could be used, for example, to ensure thaheser a record is printed, its security
category is printed at the same time, as a secuarggsure.

4160| The ERMS should allow users, at the time of prigptito amend the default metadata | Y
elements that are appended to printouts.

23141 ERMS must allow users to print hit lists (see set8.1) resulting from a search.

2313 | The ERMS must allow an administrative role to peltor a selection of administrative| Y
parameters.

4161 | For example a list of all users with a specificigdty category.

23121 The ERMS must allow an administrative role to pritention and disposition schedules.

2311 | If a thesaurus is integrated (see <ID2280>) the BRitlould allow administrative roles| Y
to print the thesaurus.

2824\ The ERMS must be able to print out a list of eamhtilled vocabulary (a list of all Y
permitted terms).

2823 | |t is acceptable to print the list from thesauruarmagement software where this is
integrated with the ERMS.

4536 | The ERMS should be able to export a list of eacttrotied vocabulary (a list of all Y
permitted terms).

2822 | \Where a controlled vocabulary of keywords takesfoiem of an ISO 2788-compliant or] Y
ISO 5964-compliant thesaurus, the ERMS should betalprint out the thesaurus
entries, showing all terms and their relationships.

4537 Printing of ISO standards-based thesauri shouldd®mpatible with the representational
guidelines given in ISO 2788 and 1SO 5964.

2821 |t is acceptable to print this from separate thassumanagement software that is
integrated with the ERMS.

2310| The ERMS must allow authorised roles to print alpart of the classification scheme.

2309 | The ERMS must allow administrative roles to prithiba part of the file repertory (if Y
used; see <C3 1D2091>).

2308 | The ERMS must allow administrative roles to prithiba part of audit trails (see Y
<IDxxxx>).

2307 | The ERMS must be able to print the formats spetifig the organisation. Printing Y
must:

» preserve the layout produced by the generatingegtigin package(s);
» include all printable components of the electrawicord.
3771

The organisation needs to specify the formats requi
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822

8.4 Presentation: Other

823

This section applies only to records and otherrmgttion whose content cannot be
printed in a way that is understandable, such danr video files.

2320

Requirement

2321

The ERMS must include features for presenting aridudting to appropriate media
records which cannot be printed.

3772

Examples include audio, video, and some web-sités. organisation will need to
specify the nature of these records.

9 Administrative Functions
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829 | 9 Administrative Functions

830 | This section covers the maintenance and systenostujomctionality required by an
ERMS. These facilities allow administrative rolestianage change in the user
population and parameters affecting the behavibtheosystem.

3902 | This functionality must provide administrative relith the ability to manage events
such as maintaining the user base and, cruciakypérmissions assigned to users. The
system must also provide monitoring capabilitydgstem errors.

831 | Some of these facilities may be provided by an@ated EDMS, database management
system, operating system, or by other applications.

832 | Requirements are listed in this chapter for:

* general administration (section 9.1);
e system reporting (section 9.2); and for
» changing, deletion and redaction of records (se@i8).
3905 | Closely-related features are described in chaptearhely;
e Access permissions in section 4.1;
* backup and restore in section 4.3.
9.1 General Administration
3
<

ID | Text, Requirement & Rationale ks

833 | 9.1 General Administration

834 | This section includes requirements for managingesygparameters, system management
and configuration, and user administration.

4538 | In large organisations, the functionality descrilrethis section may be assigned to an
operations function rather than to an applicatiomiaistrator. However, in small
organisations, they may be assigned to an adnatostr

2322 | Requirement

2330| The ERMS must allow administrative roles, to reteiedisplay and re-configure systemsy
parameters and settings made at configuration time.

3903 | These settings include, for example, configuratibaccess rights.

3904 | The ERMS must allow administrative roles to Y

« allocate functions to users and roles;
» allocate one or more users to any role.
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833

9.1 General Administration

2327

The ERMS must monitor available storage spacenatitly administrative roles when
action is needed because available storage is l#elevwel set at configuration time, or
because of another error condition.

<

4178

It is acceptable for administrative roles to beifietl by means of separate system
management software.

2326

Where the storage supports error rate reportirgERRMS should monitor error rates
occurring on storage media, and report to admatist roles any medium or device on
which the error rate is exceeding a parametertsirdiguration time or at a later date.

3775

This applies particularly to optical media.

4179

It is acceptable for administrative roles to beifietl by means of separate system
management software.

2325

The ERMS must allow administrative roles to makkk lshhanges to the classification

scheme, ensuring all metadata and audit trail al@dandled correctly and completely

all times, in order (for example) to support restaing within the organisation. These
changes must include, but need not be limited to:

» the division of a class into two (i.e. dividing lags into two new classes, at the sar
level, including moving all the descendant classe$the information allocated to
them);

» the combination of two classes into one (i.e. mg\arclass into another existing
class, including moving all its descendant classekthe information allocated to
them);

* the movement of a class (including all descendkstses and the information
allocated to them);

« the re-naming of a class;

e changing access permissions to a class (and iten@ant classes and therefore all
information allocated to them);

» changing the retention and disposal schedule d@#dda a class (and its descendar
classes and therefore all information allocatethém), following the same logic for
inheritance and conflicts as in section 5.1 (esglgciequirements <ID2988> and
<|D2183>.

at

It

4010

When a classification scheme is designed alongifurad lines, most of these functions
are unlikely to be needed. However, they will beded when a classification scheme
a part of it, is designed to match an organisaticstaucture.

or

3906

When a bulk change is made:

» closed files must remain closed, retaining thefienences to the classification scher
before the change;

open files must either:

* be closed, retaining their references to the diaation scheme before the change,
and cross-referenced to a new file in the changkdree in metadata;

* be referenced to the changed scheme, but cledalynirey all prior references to the
classification scheme before the change in metadata

ne

3907

The term “bulk changes” implies that all classeked, sub-files, volumes and records
affected can be processed with a single transactather than needing to be processe
individually.

d

2324

The ERMS should allow administrative roles easilyrtove users between organisatio
units.

4539

In particular, it should be possible to move a uaghout having to delete the user fron
the ERMS and re-enter the user’s details.
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ID | Text, Requirement & Rationale ks

854 | 9.2 Reporting

4012 | Flexible reporting is an important feature in anNER It is required so that
administrative roles can manage the system; atlkdasananagement can monitor it to
ensure it is used appropriately.

3908 | An ERMS needs to be able to provide a number ofagament, statistical and ad hoc
reports so that administrative roles can monitstesy activity and status. This reporting
is required across the entire system, including:

» the classification scheme;

» files and records;

e user activity;

* access and security permissions;
» disposition activity.

3909 | The ERMS must provide a number of standard repafgable of being configured by
administrative roles and should be flexible to daal hoc reports to be produced on
demand.

855 | |deally the ERMS will include a report-writing system, with all the flexibility and
features that implies. However, it is not appragito attempt to reproduce here the
requirements for a comprehensive report writing-sygtem, so this section gives outline
requirements only. In any implementation, the amb@nd complexity of reporting will
be determined by organisational features includiegsize, complexity and levels of
change to the classification scheme, the amounhande of the records, and the user,
base.

2331| Requirement

2333 | The ERMS must allow administrative roles to prodpegodic reports (daily, weekly, | Y
monthly, quarterly) and to specify ad hoc reports.

3917 | The ERMS must include features for printing reportswing them on-screen and Y
storing them in electronic form online.

40131 As in section 8.3, “printing” is understood to incle features normally associated with
report production such as multi-page reports, pagebering, dated headings,
configurable page headers and footers, and us@&ypfcanfigured printer). Sending
screen image dumps to a printer is not normallyscdered sufficient for these
requirements.

3921 | For example, users may wish to work with the cdsteha report using spreadsheet
software. MoReq2 does not specify the format(betosed for such exports.

40141 The ERMS should allow time periods covered by aref be configured eitherasa | Y
date range (e.g. 24/12/2008 - 5/1/2008) or as a titerval specified in natural language
(as in <chapter 8 ID2294>).

2335 | The ERMS must include features for sorting andcsielg the information included in | Y
reports.

4015| For example, users should be able to specify wbidlimns of a columnar report are
used to sort the report contents.

2334| The ERMS should include features for totalling anchmarising report information.

4016 | The ERMS should include features for graphical répg. Y

40171 For example, trend-reports showing changes in reggbmformation over time, or
histograms.

3919 The ERMS must enable report requests to be savddttoe re-use.

3920

The ERMS must enable reports to be exported foirusther applications.
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ID | Text, Requirement & Rationale

854 | 9.2 Reporting

39111 The ERMS must be able to provide reports on tha tatmber and location of: Y
» files, sub-files and volumes;
e records, sorted by file format and version;
« files, sub-files and volumes, sorted by accessrobahd security markings;
» electronic files, sub-files and volumes, sortedizg;
» electronic files, sub-files and volumes, sortedstnyage location;
» vital records.

39121 The ERMS must be able to provide reports on: Y
e the rate of capture of records;
* rate of retrieval of records;
» rate of creation of new classes and files.

4018 | The ERMS should allow the reports described in €3> to be for any combination gf:Y
e across the entire system or for specified classes;
e specified user groups or users;
« a specified range of dates.

2138 | The ERMS should be able to provide reports foromstion files and records organised|by
user, by workstation and (where technically apgedpy by network address.

4019 The ERMS should allow the reports described in €DB> to cover a specified time | Y
interval within several days.

4020 | For example, showing hourly figures, to allow peakd troughs of activity to be
monitored.

2336 | The ERMS must be able to produce a report listieg,fsub-files and volumes, for all QrY
part of the classification scheme, structured fiecethe classification scheme.

3910 | The ERMS must be able to provide a report on theusrnof system storage space Y
currently in use and available.

2338 | The ERMS must allow administrative roles to prodraggorts on the audit trail. These| Y
reports must include, at a minimum, reporting basedny selected:
* class;
o file;
* sub-file;
* volume;
* record;
* user,
* time period.

2337 | The ERMS should allow administrative roles to engoin and produce audit trail report¥
based on selected:
e security categories;
e user groups;
» other metadata.

3915 | The ERMS must be able to report on the outcomedig@osal process listing the classey,
files, sub-files, volumes and records successfiifposed of and any failures.

3916 | The ERMS must be able to provide reports on theasaé of an export process listing | Y
the classes, files, sub-files, volumes and receudsessfully exported and any failures

3924| The ERMS must be able to provide administrativesabith reports on disposition Y
activity, including disposition actions that aresodue.

2332| The ERMS should allow administrative roles to riestisers’ access to selected reports.

Page 74




Testable

ID | Text, Requirement & Rationale

854 | 9.2 Reporting

3923 | The ERMS must be able to provide administrativesatith a report on attempted access
control and other security policy violations.

4021 | This requirement only applies when the ERMS (aniti®operating system) is
configured so as to allow an item’s existence t@ibible to a user even though the user
is not allowed access to it. It is not relevaniewhhe ERMS is configured to hide the
existence of an item which cannot be accessed.

2210 | Administrative roles should be able to specifyfileguency of a retention and Y
disposition schedule reporting, the informationor@d and highlighting exceptions such
as disposition overdue.

2962 | The ERMS should provide quantitative reports onviblemes and types of records to ey
reviewed within a specified period.

2204 | The ERMS should support reporting and analysisstéml the management of retention Y
and retention schedules by an administrative m@&uding the ability to:

» list all retention schedules;

» list all electronic files to which a specified ret®n schedule is assigned;

» list the retention schedule(s) applied to all files class;

» identify, compare and review retention schedulesl(iding their contents) across the
classification scheme;

» identify formal contradictions in retention schegiihcross the classification scheme.

2212 | The ERMS should be able to accumulate statisticevaoéw decisions in a given period Y
and provide tabular and graphical reports on thieigc

2225 | The ERMS must produce a report detailing any failluring a transfer, export or Y
deletion. The report must identify any recordstidesl for transfer which have generated
processing errors, and any files or records whiemat successfully transferred,
exported or deleted.

2220 | The ERMS should provide the ability to sort elentedfiles selected for transfer into | Y
ordered lists according to user-selected metadeamacats.

2219| The ERMS should provide the ability to generate-aedined forms to describe Y
electronic files that are being exported or tramsfi

9.3 Changing, Deleting and Redacting Records

3
<

ID | Text, Requirement & Rationale ks

884 | 9.3 Changing, Deleting and Redacting Records

885 | A basic principle of recordkeeping is that recazdanot normally be changed, and
(except at the end of their life cycle in the ERMi&s, sub-files, volumes and records
cannot normally be destroyed.

3926 | This section deals with the requirements for exoept situations where the content of|a
declared record may need to be amended, or a rdeteted and replaced.

886 | Administrative roles may need to “delete” recomlgdrrect errors to meet legal
requirements, for example, under data protectigisiation.

3927

The action of deletion may mean one of two things:

» destruction (see <ID2231> and <ID2217>);

* retention, accompanied by a notation in the recontetadata that the record is
considered removed from records management control.
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Testable

884

9.3 Changing, Deleting and Redacting Records

889

In either case, deletion is to be exceptional, smthe ability to delete must be tightly
controlled in order to protect the general intggot the records. In particular,
information about deletions must be stored in tinditarail.

4022

If local legislation or regulation imposes diffeteequirements, for example relating tg
the expunging of personal data, this should be @skid in a national chapter zero.

890

Administrative roles sometimes need to publishmake available, records containing
information which is still sensitive, without re\es the sensitive information. This can
result from data protection rules, security consitlens, commercial risk, etc. For this
reason, administrative roles need to be able t&itiessensitive information, without
affecting the underlying record.

3928

The process is referred to here as redaction. ilteeprocess of redaction is carried out,

the result is the original record (unchanged), adpy of the record which has been
masked in some way (the redacted copy, or “extrafcthe original record). The ERMS
stores both the original record and the extract.

4023

In principle, redaction can apply to any kind ofoed - text, image, audio, video etc.

891

Note that deletion and change are also discusselubjpter 5.

2340

Requirement

2354

The ERMS must allow a configuration option, as Beraative to <ID2353 below>,
which prevents any record, once captured, fromdyalaleted or moved by any
administrative or user role; see also <ID below>.

3777

This requirement does not affect transfer or dedtom of records in accordance with a
retention and disposition schedule, as describeskntion5.3. It is intended for

environments in which the deletion of records (@scdibed above) is either unnecessary

or not permitted.

2353

The ERMS should allow a configuration option, asafiarnative to <ID2354 above>,
that “deletion” of a record is implemented as degton of that record, and that
relocation of a record results in moving the record

4540

This is not regarded as good practice in recordsyageement. It is included here only
for situations in which it is considered unavoidabln most situations, the option
specified in <ID2354 above> should be preferred.

4595

If the option in <ID2354 above> is selected, theMERmust behave as follows:

e If an administrative role “deletes” a record (ax1D2348>) the record’s metadata
must be marked accordingly, and the ERMS must thideontent and metadata of
the record from all users save for suitably-auttemtiadministrative roles, as if it
were deleted.

« If an administrative role “re-locates” a record (@s1D2123>), exactly the same
behaviour as for a deletion but with the additieatta copy must be inserted
automatically at the new location.

3929

If the option in <ID2353 above> is selected, theMERmust behave as follows:

e If an administrative role “deletes” a record (ax1D2348>) the record’s metadata
must be marked accordingly, and the ERMS must thideontent and metadata of
the record from all users save for suitably-autteatiadministrative users, as if it
were deleted.

e If an administrative role “re-locates” a record (@s1D2123>) exactly the same
behaviour as for a deletion but with the additieatta copy must be inserted
automatically at the new location.
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ID | Text, Requirement & Rationale
884 | 9.3 Changing, Deleting and Redacting Records
2350 | Subject to support for <ID Security metadata elemnamd <ID2178>, an administrative Y
role must be able to change the security categotiasses, files, sub-files, volumes and
records.
2351 | An administrative role must be able to change dwristy category of all recordsina | Y
class, file, sub-file or volume in one operation.
3779 | This is routinely required to reduce the level oftpction given to records as their
sensitivity decreases over time.
41771 The ERMS must provide a warning to an administeatode if any records are having | Y
their security category lowered, and await conftiorabefore completing the operatior).
2349 | The ERMS must record the full history, i.e. dated details of any changes to security Y
category, in the metadata of the relevant clakes,dub-file, volume or record.
2348 | Subject to <ID 2354 above>, the ERMS must allow iaistrative roles to delete classesY
files, sub-files, volumes and records outside tispakition process.
3780 | This is intended for use only in the event of tteeptional circumstances described in
this section.
3930 In the event of any deletion as defined above HRMS must: Y
* record the deletion in the audit trail;
* produce a report for administrative roles;
» delete the entire contents of a class, file, sl&eii volume when it is deleted;
* ensure that no documents are deleted if theiridel@tould result in a change to
another record (for example if a document formsud of two records - see
<ID2884> - one of which is being deleted);
* highlight to administrative roles any links fromadher file, or record to a file, sub-
file or volume which is about to be deleted, redimgsconfirmation before
completing the deletion;
* maintain complete integrity of the metadata atiales.
2347 | Administrative roles must be able to change any-aetered metadata element.
3781 | This functionality is intended to allow administvat roles to correct user errors such as
data input errors, and to maintain user and growgesses. Good practice generally
will require that users correct their errors whemepossible; this requirement does nat
prevent users from doing so.
3968 | Information about all changes to all metadata efemmust be stored in the audit trail
2346 | The ERMS must allow administrative roles to create or more extract(s) of a record,| Y
for the purposes of redaction, while retaining @higinal record.
3782 |t may be necessary, in some cases, to providaastfor several parties in which
different parts of the record have been redacted.
2345 | The ERMS must provide a solution for removing alitg sensitive information within | P
the extract for all record formats required by dinganisation.
3970 | If the ERMS does not provide these facilities,ustallow for other software packages|to
integrate with it and do solt is acceptable for the ERMS to render a record to
different file format to permit the redaction otapy, provided that the rendition
maintains sufficient fidelity.
3783

It is essential that when the features in <ID39&@w2e> and <ID4345 above> or any

other redaction features are used, none of the vmt@r hidden information can ever be

retrieved from the extract, whether on screen, wirémted, played back or in any other
form of presentation. This is regardless of the ofsany presentation features such as
rotation, zooming or any other manipulation inclagiopening the extract in a different
software package.
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ID | Text, Requirement & Rationale

884 | 9.3 Changing, Deleting and Redacting Records

2344 When an extract is created, the ERMS must be abilecbrd, either automatically or by Y
manual input, its creation in the record’s metagdetcluding date, time, creator and
reason for creation.

2343 | Upon creation of an extract the ERMS should autarally declare extracts as records| Y
classifying them in the same file as the origireiard and prompting the creator of the
extract for:

e areason;
e security category (where applicable);
» optionally, a file into which a copy of the extragill be declared.

3972 | Upon creation of an extract the ERMS should alloev¢opying of metadata elements toY
the extract.

3973 | Subject to access control rights the ERMS shoustblenramendment of selected data | Y
items, for example, security category metadata.

2342 | The ERMS should store a cross reference (as in add¢h ID>) to an extract in the same&f
class, file, sub-file or volume as the originalaest; even if that class, file, sub-file or
volume is closed.

45441 This is in addition to the requirement to file ggpin <ID2343>, to allow for cross
referencing even in the same file, as the origaral extract may be separated by large
numbers of records in the file.

3971 | When a record is retrieved the ERMS must showllowahe user to see, the existence Y
of all extracts made from that record and, sulijeeiccess and security controls, make
them available for retrieval.

40241 When an extract is retrieved the ERMS must showaJlow the user to see, the existenc¥
of the original record and, subject to access aedrity controls, make it available for
retrieval.

2341 | The ERMS must store in the audit trail any changeeras a result of any requirement iM

this section.

10 Optional Modules

Testable

ID | Text, Requirement & Rationale

923 | 10 Optional Modules

924 | This chapter contains requirements functionalibsely allied to electronic records
management. It covers requirements to suppommtrgagement of physical (non-
electronic) records, document management, workfldegtronic signatures and other
functionality.

3549 | Each of the sections in this chapter correspondsiéooptional module of the MoReq2
Testing Framework. These modules are optiondiersense that the requirements
therein do not form a mandatory part of the corefionality of a MoReq2 compliant
ERMS.

3550

The requirements in this chapter are for functibyparhich may be integrated with an
ERMS. These optional requirements need to be tadgether with the core
requirements in the rest of MoReq2. Their appliihiill depend on whether the
organisation has a need to implement the optiamadtionality.
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ID | Text, Requirement & Rationale

923 | 10 Optional Modules

3442 | Compliance with the requirements in this chapterisrequired for MoReq2
compliance. Therefore mandatory requirementsigdhapter are mandatory only in the
context of the optional modules in which they areated — that is, they are mandatory
only when the optional module in which they areaked is included in a test.

926 | In each case, requirements are presented at delviglh As they do not define the core
functions of an ERMS, these requirements are nioaestive but rather provide an
indication of the appropriate activities.

927 | The sections in this chapter list requirementgHerfollowing areas:

* not used — retained in this draft for numberingpmses only (section 10.1);
« management of physical records (section 10.2);

« disposition of physical records (section 10.3);

* document management and collaborative working i(eed0.4);
» workflow (section 10.5);

» casework (section 10.6);

* integration with content systems (section 10.7);

» electronic signatures (section 10.8);

e encryption (section 10.9);

« digital rights management (section 10.10);

* interoperability and openness (section 10.11);

» distributed systems (section 10.12);

« offline and remote working (section 10.13);

» fax integration (section 10.14);

» security categories (section 10.15).

10.1 Non-hierarchical Classification Schemes

Note to reviewers: following careful consideratiorby the MoReq2 Editorial Board and
consultation with the MoReq2 Vendor Panel this se@n has been deleted. MoReq2 will not
contain requirements for non-hierarchical Classifiation Schemes. This heading is retained in
this draft for numbering purposes only.

10.2Management of  Physical (Non-electronic) Files and Records

Note to reviewers: following careful consideratiorby the MoReqg2 Editorial Board and
consultation with the MoReq2 Vendor Panel the cong# of hybrid files has been removed
from MoReg2. Refer to the revised entity-relationkip model for details.

Testable

ID | Text, Requirement & Rationale
936 | 10.2 Management of Physical (Non-electronic) Filend Records
937 | In addition to the electronic records, an orgamises records repository may contain

non-electronic records. These can include papsedeecords and records on other
analogue media, for example microfiche or audi@$afhey may also include digital
records stored on portable media, such as CDs, Davidsomputer tapes.
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Testable

936

10.2 Management of Physical (Non-electronic) Fileand Records

4165

The term physical records is used in MoReq2 to naggrrecord that is held in a

medium outside the ERMS. This includes not onlglague media but also digital medi

holding records that are not individually contrdlley the ERMS. For example:

* a CD-ROM containing 10,000 images which are noividdally recognised by the
ERMS as records is a physical record;

e« a CD-ROM containing 10,000 images, and locateddn\a or jukebox connected t
the ERMS, and with each of the images recognisetid¥RMS as a record is not
physical record — it is a removable medium on whalgttronic records are stored.

D

O

925

This specification does not address the businesd teemanage and maintain physical
records. Such a need may or may not exist, acugtdithe legislative and regulatory
environment. Where it does exist, care needs tak®n to preserve the integrity and
accessibility of electronic and physical recordetaas a whole. These issues should
addressed by appropriate organisational policies.

be

3338

The ERMS must be able to accommodate referendbgse physical records as well a
and together with electronic records; and provatetie management of aggregations

made up of both electronic and physical recordgsses, files, sub-files and volumes

may all contain any combination of electronic relsoand physical records. This differ|
from the entity-relationship model in the previaggsion of MoReq.

3561

Physical records can co-exist with electronic rdson several scenarios. The scenari

include:

» Afile, sub-file or volume contains only physicakords. In this case, the entity
represented in the ERMS represents a physical io@ntir the records, such as a
filing jacket;

» Afile, sub-file or volume contains both electromicd physical records. The physig
records are stored without a container relevané¢ords management — for examp
an engineering drawing stored along with unrela@avings in a drawing cabinet.

al
e,

3562

The ERMS must provide features to allow physicaitamers (as in the first option) to
be managed.

3565

In order to manage physical records the ERMS meisiidbe to capture and manage
metadata about them. This metadata enables adrativie and user roles to locate,
track, retrieve, review and dispose of physicabrds, and to allocate access controls
them in the same way as to electronic records.

[0

3566

Similarly, the ERMS must be able to capture andagarmetadata about physical
containers.

2355

Requirement

3569

The ERMS must allow an administrative role to idgrntlasses, files, sub-files and
volumes that exist as a physical container.

4479

The ERMS must allow administrative and user rabesriter and maintain metadata
about classes, files, sub-files and volumes thigt @s physical containers, as specifieg
the MoReq2 metadata model.

3570

The ERMS must allow user roles to enter and mairitdormation about physical
records in classes, files, sub-files and volumaiwing the same rules as when
declaring electronic records.

2363

The ERMS must allow classes, files, sub-files apldmes to contain electronic record
and physical records together, in any combination.

3326

The ERMS must allow physical records to be managdde same way as the electron

cP

records, including any inheritance of metadata.
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ID | Text, Requirement & Rationale

936 | 10.2 Management of Physical (Non-electronic) Filend Records

3327 | When a user is browsing, retrieving, or otherwiggking with a class, file, sub-file or | Y
volume, the ERMS should indicate the presence piptuysical file, sub-file, volume or
records in it with appropriate indicators.

3577 | A user needs to determine easily whether physittiles exist in order to ensure that all
records are managed in the same manner. MoReqR riuteprescribe the nature of
these indicators.

2361| The ERMS must allow a different set of metadataelets to be configured by an Y
administrative role for physical classes, filedy-$iles, volumes and records than for the
electronic equivalents. As an example, physidalfietadata must include (but not be
limited to) additional metadata for:

« information on its physical location (see chapt2x1D2586>);
» information regarding the format of the physicéd fi

2359 | The ERMS must ensure that retrieval of any clakes,dub-file or volume simultaneous|yY
retrieves the metadata for both electronic and iphl/entities associated with it in a
single operation.

2360 | The ERMS should support tracking of physical filesh-files or volumes by the Y
provision of check-out and check-in to record theation, custodian and the date of
check-in/check-out.

2357 | The ERMS must ensure that the metadata for physies) sub-files, volumes and Y
records is always subject to the same access t®asavould be the case if they were
purely electronic.

2161 | The ERMS should provide a tracking function to wallesers to record information aboutY
the location and movement of physical files, suésfand volumes.

4480 | The ERMS tracking function should allow for locatsoof physical entities to be selectedy
from or validated against a list (such as a pulixddist).

4481 | Where the ERMS does not support a list of locatinos-validated free text is
acceptable.

4482 | The ERMS tracking function must allow users to ettie checking out and checking in Y
of physical entities.

4483 | |In other words, the ERMS must provide facilitiesgicord whether a physical entity is in
its home location or has been checked out.

2160 | The ERMS tracking function must record informataiyout movements which includes:Y
e unique identifier;

e current location;

* an administrator-defined number of previous log&i{the number to be defined at
configuration time);

» date moved from location;

» date received at location;

» user responsible for the move (where appropriate).

3329| The ERMS must allow a user role to see the cutomattion of a checked-out physical | Y
entity, its custodian, and the date upon whichctieck out occurred, subject to access
control rights.

3330| The ERMS must record all check in and check ouvigies and dates within the audit | Y
trail.

2371 | The ERMS must be able to record in the audit athithanges made to the metadata | Y
values of physical entities.

3336

For example the location metadata element.
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ID | Text, Requirement & Rationale

936 | 10.2 Management of Physical (Non-electronic) Filend Records

2356 | The ERMS should support the printing and recognitibbar codes for files, sub-files | Y
volumes and records; or alternative tracking systeuth as Radio Frequency
Identification (RFID) technology.

3333 | This enables the ERMS to track the location andem@nts of physical records.

3578 | The ERMS should support the printing of labelsgbysical files, sub-files and volumes.

3579 | This enables a label to be produced containingr@gdemetadata which can then be
attached to the physical entity. This could in€lublut is not limited to, such metadatg
as:

o Title;

* Identifier - System;

» Classification Code;

» Date of Opening;

e Security Category (if used);
» Normal storage location.

4467 | The ERMS should be able to notify administrativiesmf any events in the Retention | Y
and Disposition Schedule relating to non-electreaaords and aggregations scheduled
since a restore was executed.

4468

Chapter 4.3 Backup and Recovery sets out the reopgints for restoring an ERMS.
When the system is used for managing non-electrenards a disparity may arise
following a restore whereby disposition actionsé@een carried out on the physical
objects, but this is not shown in the ERMS. Tédgiirement enables administrative
roles to apply remedial action.

10.3Disposition of Physical Records

Note to reviewers: following careful consideratiorby the MoReqg2 Editorial Board and
consultation with the MoReq2 Vendor Panel, the corepts of physical and hybrid files, sub-
files etc. have been removed from MoReq?2.

3]
©

ID | Text, Requirement & Rationale ks

959 | 10.3 Disposition of Physical Records

2366 | Requirement

3964 | When the retention period for a retention and digm schedule ends, if that retention Y
and disposition schedule applies to any physited fsub-files, volumes or records the
ERMS must notify an administrative role.

2372 | The ERMS must alert an administrative role to thistence and location of any physicaly
file, sub-file, volume or record associated witly afass, file, sub-file volume or record
that is to be transferred, exported or destroyed.

44851 This may be either when the retention period fogtantion and disposition schedule
ends, or when a transfer or export is initiated.

2369 | Whenever any physical entities are exported osfeared, the ERMS musiport or Y
transfer the metadata for them in the same waljeametadata for the electronic entitigs.

2222 | On transfer, export or destruction of physical teegithe ERMS must require an Y
administrative role to confirm the physical trams&xport or destruction before the
transfer, export or destruction is completed.

3444 | This normally will require an administrative role enter manually a confirmation that

the physical records have been transferred or dgsil.
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ID

Text, Requirement & Rationale

Testable

981

10.4 Document Managemenand Collaborative Working

982

Electronic Document Management Systems - EDMSe wately used in organisations
to provide management and control over electroaauchents. Many EDMS functions
and facilities overlap with ERMS. EDMSs typicaihclude indexing of documents,
storage management, version control, close integratith desktop applications and
retrieval tools to access the documents. Some ERM&/ide full EDMS capability,
others a subset. Conversely some EDMSs have io@igad core record management
functions.

3414

EDMSs often form part of a wider system implemeantatind contain collaborative
working tools to enable a number of users to padte in document drafting.

3647

Collaborative working is also an integral elemeint@antent management systems. See
chapter 10.7 for further requirements regardinge¢hHeatures.

983

By way of clarification, the following table showgpical differentiators between an
EDMS and an ERMS.

3410

An EDMS... An ERMS...

» allows documents to be modified; | = prevents records from being
modified;

» allows documents to exist in severak allows a single final version of a
versions; record to exist;

* may allow documents to be deleteds prevents records from being deleted
by their owners; except in certain strictly controlled
circumstances;

* may include some retention control®; must include rigorous retention
controls;

* may include a document storage | mustinclude a rigorous record
structure, which may be under the arrangement structure (the
control of users; classification scheme) which is

maintained by an administrative rolg;

S
—

* isintended primarily to support day-- may support day-to-day working, b
to-day use of documents for ongoing is primarily intended to provide a
business. secure repository for business

records.

1003

The rest of this section sets out key requireminke considered in provision of an
integrated ERMS/EDMS solution. The requirementdyapply where EDMS facilities
are part of the ERMS. A central feature of thespiirements is the concept that
documents can be stored in (that is, classifietht®)same classes and files as records,
though this is optional. This supports the ides traft documents can be filed in the
same files as the final versions, which will beorels.

3581

Note that the word ‘document’ is used here spealiffdo describe information or an
object that has not been declared as a recoreiERMS.

2376

Requirement

2382

The ERMS should be able to manage electronic dootst@nd records in the context of Y

the same classification scheme, using the samascoatrol mechanisms.

4566

The intention of this requirement is to allow userstore documents that are drafts in
the files that the eventual record will be clagsifto. This is optional.
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ID | Text, Requirement & Rationale

981 | 10.4 Document Managemenand Collaborative Working

3421 | Where the ERMS manages both documents and recdtta the same classification | Y
scheme it must clearly indicate which items areudoents and which are records.

3590 | MoReq?2 does not specify how this is achieved.

3424 | Where the ERMS manages both documents and recdtta the same classification | Y
scheme it must allow user roles to perform thifaihg tasks for any specified class gr
file:

» declare all documents as records;
e delete all documents, leaving only the records;
» delete all documents that are older than a spdcdiiie.

3423 | Where the ERMS manages both documents and recdttda the same classification | Y
scheme it must notify an administrative role if downts exist within a class or file
being exported and provide options to:

* enable the documents to be deleted;
» declare them as records;
« export them with the records.

2388 | Where an EDMS is part of an ERMS, or is tighthegrated with an ERMS, the EDMS| P
must be able to capture automatically electronmudtents arising in the course of
business and pass electronic documents automgtioghe ERMS.

2387 | The ERMS must allow users to: Y
e capture an electronic document and declare itras@d in one process;
or
» capture an electronic document, store it, and cetaghe capture by declaring it as a

record at a later time.

2377 | The ERMS must be able to copy the contents of ectreinic record, in order to create aY
new and separate electronic document without atttoally creating a new record, while
ensuring retention of the original record intact.

3325 | For example, a user may copy a record in ordergiodsa copy to a recipient who is not a
user of the ERMS. This copy may or may not beceths a fresh record according to
the context.

3582 | The ERMS must allow user roles to check out (s€8584 below> any documentto | Y
which they have appropriate access rights.

4549 The ERMS must allow user roles to check in any dumt that they have checked out| Y
giving the user the option of checking it in aseavrversion or not (see <ID3595
below>).

3597| The ERMS should allow a user who checks in a doatiteeenter, optionally, a textual | Y
explanation of the changes made while it was cheboke.

35841 When a document is checked out by a user, the ERMS prevent any other user fromY
checking it out or changing it (subject to <ID4630>

3583 | When a document is checked out, only the user whalhecked it out can edit it.

3585 | This applies to documents only. As a matter ahifiefn, the ERMS must not allow any
record to be checked out and amended.

3586 | When a document is checked out, if any other usemats to check it out, the ERMS | Y

must prevent the user from checking it out a se¢oné, must inform the user that it is
checked out, and must either:

* show the identity of the user who performed theckbat;

or

» conceal the identity of the user who performeddeckout;

the option being specified at configuration time.
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981

10.4 Document Managemenand Collaborative Working

4630

The ERMS must allow an administrative role to catioe check out of a document.

4631

This is intended to allow for situations where tiser who checked out the document is

unable to check it back in. This situation carsarior several reasons, for example:
» the user checked it out to a PC that has failetlas been stolen;

» the checked out document has become corrupted;

» the user has forgotten to check it back in beftaeting a period of leave.

4632

A user must not be able to check in a versiondd@ment that has had its check out
cancelled (as in <ID4630>) as the same document.

3657

If an attempt is made to close an aggregation wite ERMS that includes a checkedt

out document, it must report this as an exceptaantadministrative role.

2386

Users should be able to capture a document frommihe EDMS.

2385

Users must be able to transfer smoothly to and fteERMS to declare the document N

as a record from within the EDMS.

3323

This requirement is especially important whereERMS/ERMS is used in a general
office environment.

3418

Where there are multiple versions of a documenERBS must be able to capture the
document as a record in all of the following waygh one being selected as default at
configuration time and the user being able to $elee during capture::
» the most recent version;

* one version that is specified by the user;

« all versions stored, held as a single record;

« all versions stored, held as separate but linkedrds.

3594

The ERMS must maintain a version number for eaclugh@nt, and must make it clear
visible when the document is retrieved or seardbed

yY

3595

The ERMS must automatically increment the documergion number when a
document is checked in as a new version.

3596

The ERMS should allow the version numbering schemiee defined at configuration

time, allowing at least the following options;

* simple sequential version numbering, that is nusmbéthe form 1, 2, 3;

* major and minor version numbering, that is thatumbers of the form x.y., where X
is a major version and y a minor version, with tiser deciding whether to increme
the major or the minor version, and the minor \@rdieing reset automatically to 0
when the major version is incremented.

4590

Other numbering schemes are acceptable.

3700

The ERMS must allow document version storage tododigurable by an administrativ

role, at configuration time or later, at class &tellevel within the classification scheme

with at least the following default options for badass and file:

» all versions of all documents are stored in theslar file;

» only the most recent version (where an administeatdle has the ability to specify
major or minor versions) of each document is stamettie class or file;

* anumber of versions of each document are stor#teiclass or file, the number
being specified by an administrative role.

DD
-<

3701

This is to enable version control to be used wizehéstory of document development i
required. In areas where this history is not regdi the number of versions stored - &
hence the storage required - can be reduced.

U7

3702

The ERMS should allow users who are storing a desurto override the default value

for the number of versions (as defined by <ID370@>)e stored for that document.
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ID | Text, Requirement & Rationale

981 | 10.4 Document Managemenand Collaborative Working

3324 | For example, the time of creation and author obauiment, also metadata identifiable
from structured fields within documents if thesistesuch as date and subject.

3415| The ERMS allow a user to enter metadata valuea fecord at the time of capture.

3416 | The ERMS must ensure that any metadata that isi@apts managed in accordance wijth'
the MoReq2 metadata model.

3419 | Where there is any conflict in the metadata betwberERMS and the document- Y
generating system, the ERMS must alert the user.

3648 | This can arise when the ERMS does not have coowrrlthe metadata elements in the
document.

2383 | The ERMS should be capable of integration with BEWMS versions or systems as N
these are brought into use by the organisation.

3588 | MoReq?2 does not specify how this is achieved. sgtons should consider specifying
this capability in more detail.

2380 | The ERMS must be capable of version control, thatanaging different versions of an Y
electronic document as a single entity.

3417| This supports the drafting process of a documedtarables collaborative working

2379 | The ERMS should be able to restrict users to vigwin Y
e only the latest version of a document;
» selected versions of a document;
« all versions of a document;
e versions that have been captured or registereecasds,
the choice to be made at configuration or a latee ty an administrative role.

2378 | The ERMS should be able to interface with relatackpges, including image processindg
and scanning systems (see section 6.7), and warlsiystems (see section <10.5>).

3422| The ERMS should allow users to have a ‘personatkamace for documents. Y

3593 | This can be used by users to store personal dodismdnich are not expectedt to be
captured as records, for example, early drafts Wwhaoe not suitable for corporate
access, or other documents. The use of this wacksghould be optional

4658 | Where the ERMS includes personal workspace, anrastimative role must be ableto | Y
limit the size of this on a per user basis.

4659 | Where the ERMS includes personal workspace, acfahis must be restricted to the | Y
owner.

10.5Workflow

3
o

ID | Text, Requirement & Rationale ks

1031| 10.5 Workflow

1032 | The Workflow Management Coalition (WfMC) - an imational association for
developing workflow standards and interworking dfeslent workflow systems - defines
workflow as “The automation of a business processhole or part, during which
documents, information or tasks are passed fronpaneipant to another for action,
according to a set of procedural rules.” In trefimition, a “participant” can be a user, a
work group (i.e. a team), or a software application

4352

As stated in <ID4351 in section 6.1>, the ERMS $thquovide basic workflow facilities
to enable simple routing for checking and approdrdpcument before registration ang

recording who took the decision, when and for wikaton.
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1031

10.5 Workflow

1033

The requirements in this section cover both bamitimg functions, as described above
and more sophisticated workflow facilities inclugihandling high volume transactions
with exception cases, and reporting on system adigidual performance. The latter
may be provided by integrating a third party wookflproduct with the ERMS.

1034

Workflow technologies transfer electronic objeattvizen participants under the

automated control of a program. In the conteXR®MS, workflow is used to move

electronic files and/or documents and records betwesers, departments and applicat

programs. It is commonly used for:

* managing critical processes such as registratidrdaposition procedures of files @
records;

e checking and approval of records before registnatio

* routing records or files in a controlled way froseuto user for specific actions e.g|

check document, approve new version;
* notifying users of the availability of records;
» distribution of records;
* to manage records through case work processes.

ion

-

2390

Requirement

2412

The ERMS must allow workflows which consist of amher of procedural steps, each
step being (for example) movement of a documengrceor file from one participant to
another for action or decision.

2408

The ERMS must allow pre-programmed workflows tadb&ned by administrative roles.

3599

The ERMS must allow administrative roles to savekflows for future use.

3600

This implies that each saved workflow is assignadigue identifier.

2407

The ERMS must restrict amendment of pre-programwatdtflows to administrative
roles, or authorised users.

3598

The ERMS should allow the automatic declaratioa dbcument to be a step in a
workflow.

3601

The ERMS should allow the administrative role stgrihe workflow to assign a unique
textual title to it.

3602

Whenever an administrative role changes and stovaskflow, the ERMS should storg
a copy of the workflow before the changes as arce@nd should automatically assign
new version number to the changed workflow, witiadata specifying the date/time
interval during which it was in effect.

2403

The ERMS must not limit the number of workflows wihican be defined and stored.

3604

The ERMS should allow user roles to define, usesawé immediately new, personal,
workflows (sometimes callead hocworkflows).

3438

The ERMS should include a graphical interface tabé® administrative and user roles
define, maintain and edit workflows.

2411

The ERMS should not limit the number of steps icheaorkflow.

3435

The ERMS must support the definition of distinctrigdtow roles to different users.

4354

Examples of these roles include:

* aworkflow administrative role (having permissidogeassign tasks or actions to
another user or workgroup);

e asupervisor role (having permissions to desigrateorkflow for exception handlin
in a specific case);

» ordinary workflow users or workgroups.

3436

These workflow roles are distinct from the ERM®&sdet out in chapter 13.4.
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1031 10.5 Workflow

3437| The ERMS should enable an administrative role fmdehe maximum number of steps Y
in a workflow at configuration time.

2393 | The ERMS should allow the administrative role diefina workflow to associate time | Y
limits with individual steps, and report items winiare overdue according to these limits
to a nominated user or administrative role.

4353| The ERMS should allow the administrative role diefina workflow to choose froma | Y
pre-defined list which actions shall be taken kg plarticipants of the workflow.

4355| The ERMS should allow the administrative role diefina workflow to choose the Y
participants:

* by name;
e Dbyroles;
* by organisational units.

3603 | The ERMS must allow user roles to initiate (i.ee)usorkflows defined by Y
administrative roles.

2410 | The ERMS must alert a user participant when aofileecord(s) has been received in theY
user’s electronic “in tray” for attention.

3605 | MoReq?2 does not specify whether this in tray igpiréicipant’s e-mail account in tray,
or separate from it.

3328 | The ERMS should support tracking of files and rdsdvy the provision of bring forward Y
(also referred to as “tickler”) facilities which @lple a user to request a reminder to access
the file or record on a future date.

2409 | The ERMS must provide a mechanism to allow usermtify other users of records Y
requiring their attention.

3425| This may use an existing e-mail system or a stamgabr proprietary messaging system.

2406 | Administrative roles should be able to allocateniesions to individual users so that | Y
they are able to reassign tasks/actions in a wawktb a different user or group.

3426 | A user may wish to send a file or record to anotis=r because of the record content,
because the assigned user is on leave, or for odesons.

2405 | The ERMS must record all creation of, and changepre-programmed workflows in | Y
the audit trail.

2404| The ERMS must allow users to monitor the progrésgaskflows they initiate and in Y
which they are participants.

3430 | The ERMS must ensure that all records and filesimetny links during a workflow P
process.

2402 | The ERMS should manage the files and records inegieshich can be examined and | Y
controlled by administrative roles.

2401 The ERMS should enable participants to view quediegrk addressed to them and | Y
either should
» select items for action;
or
* present items for attention on a first-in-first-tatsis;
the option to be specified when the workflow isigesd.

2400 | The ERMS should provide conditional flows dependinguser input or system data to| Y

determine the direction of the flow.
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1031

10.5 Workflow

3427

In other words, flows which take the record or fideone of a number of participants
depending on a condition decided by one of the@pants. For example, a flow may
take a record to either a credit control particigaor an order consolidation section,
depending on input from a sales supervisor; orfitbe may depend on the value of an
order, as computed by the system.

2398

The ERMS should allow users to suspend a flow tearpy in order to be able to attendY

to other work, and to resume it later (includingeafogging off from the system).

2397

The ERMS must recognise as “participants” bothsuaed work groups.

2396

Where the participant is a work group, the ERMSkilow feature should include a
facility to distribute incoming items to group meenb in rotation, or on a member's
completion of the current task, to balance team bersi workloads.

2395

The ERMS should be able to prioritise items in qaseu

2394

The ERMS should include “rendezvous” processing.

3428

This requires the workflow to be paused to awastdlrival of a related electronic

document or record. When the awaited item is k@xkithe flow resumes automatically.

4656

The ERMS should include the ability to trigger astance of a specified workflow
automatically when a record of a specified recgpebtis received.

4657

For example, a loan application workflow can bggered automatically by the receipt
of a record with record type “loan application fofm

2392

The ERMS should allow the receipt, in specifiediésk, of electronic documents or
records to trigger workflows automatically (the witow being determined by the
document type or other metadata value).

2391

The ERMS must provide comprehensive reporting ifeesl to allow management to
monitor quantities, performance and exceptions.

3439

The ERMS should support the capture of a workfleacpss as a record.

3608

When file(s) or record(s) have been processed wsiegpr more workflows, the ERMS
must allow users to determine the identifier(s) Hredversion(s) of the workflow(s) use

2202

The ERMS should support the disposition, review exybrt/transfer process, by
tracking and reporting on:

* progress/status of the review, such as awaiting-progress, details of reviewer and

date;
e records awaiting disposition as a result of a ievdecision;
» progress of the transfer process.

3433

The ERMS must notify an administrative role if aosd or file within a workflow is
scheduled for review or disposition.

3431

The ERMS must ensure that all access controls ametamned at all times.

3609

In other words, it must not be possible to confegany workflow to grant any access tg
any user that the user would not otherwise have.

3434

The ERMS should be compatible with the Workflow Mgament Coalition Reference
Model.

3441

The ERMS should support the export of a standandkfleav process or any of its
constituent parts according to any standard XMLlestd(s).

3610

The workflow audit trail should be integrated witle ERMS audit trail.

3750

The workflow audit trail must be unalterable.
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2058

10.6 Casework

2059

This section specifies requirements for the hagdhh“case files” in a MoReq2-
compliant ERMS.

3469

There is no universally-accepted definition of ‘edide”, nor of the distinction between
case files and the other kinds of files often mawaigy an ERMS. The following is
therefore developed for, and intended to faciljtdte understanding of MoReq2; its
applicability in other situations is not guaranteed

3484

The term “case file” is defined in the MoReq2 glnssasa file relating to one or more

transactions performed in a structured wanm. this context, “structured” means that the

transactions follow rules that are (or that couddl focumented, that they follow a
consistent process (they do not allow for userawent completely new parts of the
process), and that they are repeated across mstayaes of similar transactions. The
contents of the records in a case file may be s&tred (e.g. completed online forms) or,
unstructured (e.g. e-mail messages or scanned stdgeaper forms), in any
combination; the key distinguishing characterisficase files is that they result from
processes which are structured, at least in part.

3483

Examples of case files can include files containmgprds pertaining to:

* regulatory monitoring: each case file containsréeords relating to the process of
monitoring an incident or company;

e query and complaint management: each case filadesl all the records relating to
one query or complaint, and its resolution;

» applications for permits, jobs, benefits, passes eaich case file contains the recor
relating to one application and the processes pifaming the permit, paying the
benefit, issuing the pass, etc.;

* investigation of an incident: each case file cargdhe records relating to the
investigation and resolution of an incident;

* human resources: each case file contains the recelating to the recruitment,
employment, and termination of an employee;

» other transactions supported by a pre-programmekfioer (but not an ad hoc
workflow created for a single use).

ds

3884

Typically, case files feature a predictable streetior the arrangement of the records

they contain, albeit sometimes with numerous viamat For example, a Refund Request

case file might always contain completed applicafarms, then either requests for

clarification or approval documentation, and so @ase files are often divided into su
files (see Glossary) in a way that reflects thistire. Case management processes
normally rely on business rules (implicit or exglievhich state that specified documer

must automatically be considered as records.
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2058| 10.6 Casework

4567 | By contrast, the content of non-case files is udistable, and is determined solely by the
users who declare the records. Non-case filesttendntain records collected during a
business process which does not follow formalisgeist which may be unique, and
which can vary from file to file, and which can ydioth according to the preferences of
the individuals involves and the nature of the sabmatter. Users who are working
with non-case file documentation tend to decidetiwrea document should or should
not be a record based on their experience and uelge as opposed to the business rules
that apply for case file documentation. Examplesam-case files might include records
pertaining to:

e an unexpected issue, that has to be resolvedmigaeimanner and for which there|is
no precedent;
» collection and analysis of intelligence (whethdated to a market or to security
matters);
» collaborative development of a new policy.
3482 | Typically, though not necessarily, other charastas of case files are that:
» they are numerous;
« they are structured or partly structured;
» they are used and managed within a known and medigted process;
« they need to be retained for specified periods, @Esult of legislation or regulation;
» they have similar content and/or structure;
« they can be opened and (in many cases) closedskeyvearkers (practitioners,
clerical staff or data processing systems) withbatneed for management approval.
3885| Because case files often are structured, they eftkontain several sub-files, usually
configured by means of a template. They may adswain volumes. See section <3.3»
for details of relevant functionality, all of whi@pplies to case files as it does to other
files.

3481 | Case management frequently involves another buseggdication system which is
external to the ERMS (sometimes called a “line usibess” system) but which interfaces
with it.

3480 | Examples of such systems include:

e alicence application processing system;
* an enquiry tracking system;

* ahuman resources management system;
* an order processing system.

3478 | A final differentiator is that casework files dotmmequire a highly structured
classification scheme. In most situations an d@sdbnflat structure is appropriate for
the case files of each kind of case. In thesatitns, the case files for a specific kind pf
case all are allocated to a single case work clasigh itself is positioned in the
classification scheme; each different kind of dgpécally is allocated to a different case
work class, allocated elsewhere in the classificaticheme.

3886 | Case working often depends on workflows. Requirgmfor the integration of
workflows are described in section <10.x>.

3477 | Requirement

3495 Y

An administrative role must be capable of configgrihe ERMS to allow at least one
“case worker” role (see Glossary), with the sped#iature that case worker roles can

have different access permissions for case wodsekand non-case work classes.
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2058

10.6 Casework

3496

In many cases case workers will be able to cregten and close case filas part of
their day-to-day business, but they will not hagenssions to create, open and close
non-case files. In non-case files this level adhatity may be granted only to
administrative roles.

2094

The ERMS should support an optional file titingehanism, to be configured by an

administrative role, which includes names (e.gspes' names) and/or dates (e.g. dates
of birth) or unique file identifiers as file nameigrived and automatically validated from

external lists.

4640

The metadata used for automatically constructilegtiies must be mandatory metadat

aYy

or suitable defaults should be provided when tiiegimechanism is defined. Where the

underlying metadata (i.e. names, dates, etc.) wishbeen used to create the file title
modified, the ERMS should not automatically updaeefile’s title.

is

2669

This requirement is appropriate for transaction pessing environments. Any list used

for validation may be managed within the ERMS oy ilma external to it.

4227

Where a file title has been allocated automaticalljng a mechanism that incorporate
metadata such as person’s names, dates of bikthites possible for this original
metadata on which the title is based to be updateat. example, a person’s name may
change, a date of birth may have been recordediactly, etc. In these circumstance
the file title based on the metadata should nadltematically modified to reflect the
change as the file title may already have been (sed in correspondence, registered
another system, etc. Apart from the requirement that the file title istmutomatically
modified, MoReg2 does not mandate the possibl®mds.

)

1°2)

on

4228

Several different outcomes are possible, including:
* the metadata change is ignored and the file tiidgs the same;

« an administrative role is alerted that the metadia#s been changed, and the role|i

able to (optionally) update the file title;

» the user making the change is warned that the ratdaths been used in the file titl
and asked to confirm the metadata change;

» the user making the change is prevented from upgdtie metadata and advised tg
forward the desired changes to an administrativie keho is able to edit the
metadata.

3476

The ERMS must allow the creation of case files by @ser authorised as a case work

3497

The ERMS must allow entry of a case-specific filentifier.

3474

In most case files the file identifier, i.e. tidereference number will be provided by an
external system. An interface should enable tlee tasvalidate a manually entered
identifier against this.

2748

The ERMS must provide an Application Programmintgiface (or comparable

capabilities) to enable integration with other besis applications. This must include &

least the following functionality:

» the other business application to create, opercknsg ERMS case files;

» the other business application to provide the ERlsl& file title;

« the classification code of a newly-created casetfilbe passed to the other busine
application;

» the other business application to pass records tieblared into the ERMS case file

» the other business application to apply a reterdimh disposition schedule to an
existing closed file;
« error handling in case either system initiatesaioa which is considered invalid by

)S;

the other system.
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ID | Text, Requirement & Rationale

2058| 10.6 Casework

4356 | |t is as if the business application should actasrmal user - the ERMS should not
differentiate between the two.

3493| «  MoReq2 does not specify the nature of the errocgssing. However, specific

outcomes are identified in the following two reguirents.

4568 | The ERMS must, upon receipt of an apparently idva&guest from an external business
application:

* not complete any invalid action;
* notresult in a software failure in either the EREIShe external application.

4569 | The ERMS should, upon receipt of an apparentlylidvaquest from an external
business application alert an authorised user s torrective action can be taken.

3887 | Where the ERMS interfaces with another businesicapion it must be possible for an| Y
administrative role to limit the other applicatisréctions to one or more specified classes
within the ERMS classification scheme.

3888 | |n other words, it must not be possible for thesotipplication to take any actions that
affect class, files or records beyond the clasd@sthe case files.

3499 | Where the ERMS interfaces with another businesiapion it should be possible for 3 N
user to switch easily between the related filesath applications.

3889 | In other words, a user that has used the featufeélseoother business application to
locate or identify a case or case file (for exampl&ing the application’s postal address
look-up features to identify a specific case) ningsable to open that case file in the
ERMS easily, that is without having to re-type dhse file identifier. Likewise, a user
who has opened a case file in the ERMS (by browkmglassification scheme, by
searching or by any other means) must be able iizlswo the corresponding case
information in the other business application ie #ame way.

3491 Where the ERMS allows another business applicatiameate new case files it must beY
able to receive relevant file metadata from thep#pplication.

3490 | The ERMS must allow case files to be configurechwiietadata elements that are Y
specific to case files.

3489 | For example, a case file may need one or more ratdagements to indicate “status” qr
“progress”.

3890 | The ERMS must allow users to retrieve, declarendcmmto, and carry out all other validP
actions on case files by using a case file idatifistead of a classification code.

3891| Most case files are identified by a unique casatifier such as an account number or @
complaint number. Users must be able to work thigise files simply by specifying this
identifier, and without the need to use the ERMSsification code (though use of the
code will remain possible).

3892 | When the ERMS receives records with structurederdritom another business Y
application, it should be able to extract metadati@mmatically from the records.

4163 | When the ERMS receives records with structuredesdritom another business Y
application, it should be able to use the extrantethdata to declare the records into the
appropriate file.

3893 | For example, if an ERMS receives electronic claarmk from a benefits claim
processing application, it should be able to extithe claimant identifier and form type,
then use these to classify the forms to the cooase file (using the claimant identifier
and sub-folder (using the form type).

3894 -

3487 | The ERMS must ensure that all actions performedronclass, file, or record, whether| Y

by an authorised user or by another business apipli; are recorded in the audit trail.
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ID | Text, Requirement & Rationale

2058| 10.6 Casework

3486 | The ERMS must be capable of producing reports loaictibns performed on any Y
specified file(s), whether by an authorised usdryanother business system.

3895 | The ERMS must be able to produce reports for adinative roles, showing at a Y
minimum:

» the numbers of records declared into case filesnaatically from other business
systems per time period;

« the numbers of records declared into case filesuadfnper time period;

« the numbers of case files opened and closed autmityaby other business systems
per time period,;

« the numbers of case files opened and closed mgmeitime period.

10.7 Integration with Content Management Systems
g

ID | Text, Requirement & Rationale 8

2060 | 10.7 Integration with Content Management Systems

4282 | This section addresses the requirements for tegration of “Content Management
Systems” (CMSs) with ERMSs. Modern content managemystems include most or
all of electronic document management system (EDM®&Jtionality. Integration with
EDMS is addressed in section <10.4>; this sectduresses only the CMS-specific
requirements. It describes the functional requireisiéor an ERMS only - it does not
describe the functional requirements for CMSs, does not include sufficient
functionality to make the ERMS perform tasks notgnassociated with CMSs.

45741 While CMS includes EDMS functionality, it extendgther. The choice of the word
“content” indicates that CMS aims to extend acedsforms of information (content),
not just records.

2061 | There are many definitions of CMS. Most or altleém involve the management of
digital information using a software system. CMSagally deal with different aspects of
managing information than ERMSs. Frequent charaties of CMSs are:

* publishing information, often to websites or patand sometimes to several
channels using different renditions;

* managing information that originates from seveaairses;

» reformatting information and/or migrating it to serdifferent rendition(s);

« relating different versions, renditions and tratistes of documents to each other;

* managing components of documents.

4289 | At the time of writing, the most frequent use of term CMS, and the most frequent
need for integration with an ERMS, is likely to &ptm web publishing. However, this
section is intended to allow for both web publighand other sorts of CMS.

4288 | Content management functionality may be provided IBMS separate from the ERMS,
or by an integrated package that provides both GRMelectronic records management
functionality. For ease of explanation, this sattilescribes MoReq2 requirements as| if
the CMS and ERMS are separate; this separatioot ia requirement.

4287 | The relationship between an ERMS and a CMS is showmghly simplified form, in

the following figure.
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2060

10.7 Integration with Content Management Systems

4286

Records to be processed by CMS

ERMS

A A 4

Records processed and/or CMS
published by CMS T

Information from

Figure <C10 1D4286> other sources

4284

This figure shows that:

» Copies of records can be passed from the ERMSt&MS for processing (the
processing usually involves editing, migrating iffedent renditions, and
publication).

* Documents can be passed from the CMS to the ERM&fdure. This can happen

while information is being processed by the CMSafter it has been processed and

published by the CMS. These may take many forntdiding (though not limited
to) web pages, web sites, and new renditions atiexj records.

e« The CMS can also receive information from otherrses, so the documents it pass
back to the ERMS can consist of a combination farmation that originated from
the ERMS and information from elsewhere.

5ES

4290

Note that the words “ can be passed to...” coverrs¢ypossibilities:

e copies of the documents or records are transnisdgdeen applications;

» they are stored in a repository that is commomé&QdMS and the ERMS, and only
messages identifying the documents or recordsamernitted between the
applications;

» possibly other scenarios.

4283

For simplicity, this figure shows only the relatsimps that are relevant to these
requirements. Thus it does not show other inpUtse@ERMS, publication outputs of
the CMS, etc.

4267

CMS technology is evolving rapidly, so organisatidhat require CMS integration mus
specify their individual requirements; reliancethis section alone is not likely to
suffice. This section should be viewed as a sigpioint, to prompt further analysis.

—*

4270

Requirement

4291

The ERMS must allow users to initiate the passingppies of specified records,
together with at least some of their metadata, filoenERMS to the CMS.

4292

The metadata to be passed can be specified agooation time.

4294

The ERMS must be able to receive as input fromkkS documents, including some

metadata, and must either:

» automatically declare the records into the appetefriile(s) based on their metadat
or

» allow a user to specify the appropriate file(s).

4265

The ERMS must accommodate metadata required b@ Mt in addition to the records
management metadata specified by MoReq?2.
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2060 | 10.7 Integration with Content Management Systems

42721 For example, a CMS may use metadata elementsrmiaformation needed for content
management, such as:

. IP address;

. status;

. language;

. publication date;

. effective date;

. reason for change.

The ERMS must be able to store these elementsthenayh they are not required for
records management. It is not necessary for thRI&® be able to store all the

metadata produced or used by the CMS; only theezi&srspecified at configuration time
need be stored. The elements to be stored ndemddetermined based on business need.

4296 | Note that this is a highly general requirementallows for a wide variety of functions to
be carried out by the CMS then recorded as metastated in the ERMS.

4297 | When a user is selecting records to copy from tRME to the CMS, the ERMS must | Y
allow the user to use the CMS metadata valueshasia for selecting the records to be
passed.

4298 | Continuing the example in <ID 4272 above>, a useayrselect records in a specified
class with specified values of “effective date” dsthtus”.

4299 | When a document is being passed from the CMS t&RMS for capture, if that Y
document is related to an existing record storatieénrERMS (for example, itis a
different rendition or a translation of the exigtirecord), the ERMS must not delete or
change the existing record, but must instead shar@ew record.

4273 | When a document related to an existing recordn(a$®4299 above>) is being passed Y
from the CMS to the ERMS for capture, the ERMS naugbmatically link the existing
and the new records (as in <IDxxxx on linking retotogether>).

4300 | This will only be possible if the CMS passes, Withdocument, the identifier of the
existing record, as a metadata value. If the CM8schot pass back this value, then the
ERMS cannot fail a MoReq2 compliance test by netinmgethis requirement.

4259 When a document related to an existing recordn(a$®4299 above>) is passed from | N
the CMS to the ERMS and then captured as a rettteedzRMS should ensure that the
metadata of the new record is as far as possiblgimhl to that of the original record by
binding it to the same metadata, with only suchvaht differences in the metadata as|are
required to record the changes and actions of M8.C

4253 | When documents are being passed from the CMS taRiMS in the form of web pages,Y
the ERMS should be able to capture a web pageser af web pages, declaring them as
a single record.

4302 | The ability to capture a set of pages as a singt®rd may be useful in several
circumstances, such as storing “snapshot” copiea wfeb site periodically.

4303 | Capturing web pages is likely to require changethtoreferences (hyperlinks within the
pages, hyperlinks to other web pages, and refesetacgraphical or other components
etc.) so as to allow the pages to appear corred taretain as much as possible of thei
original functionality. This is contrary to the igeral principle of not changing the
content of records, but is unavoidable if web pageasinclude graphical elements, style
sheets, hyperlinks etc. are to be stored in thegimal formats without losing all
functionality and fidelity. See requirements <smt6.2 1D4636 and ID4638>.

r

4305 When records are being passed from the ERMS t€h8, this must be recorded
automatically in the ERMS audit trail and in theorls’ metadata.
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2060

10.7 Integration with Content Management Systems

4301

<

When documents are being received by the ERMS then€CMS, this must be recorde
automatically in the ERMS audit trail and in theorls’ metadata.

10.8Electronic signatures

ID

Testable

Text, Requirement & Rationale

1089

10.8 Electronic signatures

1090

Electronic signatures (sometimes referred to asadligignatures) are sequences of
characters which are used with secure algorithmegalures and “keys” (a long string of
digits analogous to a password) to confirm thegntg of a record, or to authenticate th
identity of the sender or the source of a recdttctronic signatures should not be

confused with a bitmap, or scanned image, of a mlidpen and ink” signature on paper —
this is not considered secure, and so is unlikeedd to the evidence about authenticity
of a record.

D

4582

O

An electronic signature, as the term is used in R is a form of “advanced electroni
signature” as defined in the European “Directiveaddommunity Framework for
Electronic Signatures” 1999/93/EC. The most comimnaerognised standard for such
frameworks is X.509 (see appendix 7.1).

4575

Examples of widely-recognised electronic signatlgerithms are the Secure Hash
Algorithms such as SHA-1 which have largely supdesethe earlier MD5 (Message-
Digest algorithm 5).

1091

e-Mail has become the default means of communicdiomany organisations and this
has resulted in the widespread movement of docwsvaerd records in relatively
uncontrolled environments. The use of electroignatures for authentication and
integrity confirmation is therefore becoming widelgopted, especially where records ¢f
business transactions are involved.

3411

Electronic signatures are also used to providerspndiation. For example, the sender|of
an electronically signed e-mail cannot refute theats the originator of the message
provided his electronic signature can be proveuoktoalid at the moment of signing.

1092

The requirements in this section apply only wheezd is a requirement to manage
records bearing electronic signatures. At the tfneriting, electronic signatures are still
subject to change and uncertainty as new infrastres and algorithms are tested and
introduced. This state of affairs is likely to tiomnie to evolve for the foreseeable future.
Users of MoReq2 should therefore confirm requiretsi@nd implications for long-term
storage with appropriate authorities.

3412

There are no requirements in this section relabrigdividual countries’ legislation on
electronic signatures. By way of illustration, sotaws require that a signature be

retained complete to have value, while others requmly the retention of metadata about
a signature. Where these are relevant they malgak with in a country-specific chapter
zero.

2413

Requirement

2420

The ERMS must be able to capture, and store, dtrtleeof record capture, electronic | Y
signatures, associated electronic certificatesdatalils of related verification agencies.

3614

This is essential as it will not always be posstbleecreate this information at later
times.
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1089 | 10.8 Electronic signatures

3305 | The ERMS must enable administrative roles to caméghe system, either at Y
configuration time, or at a later date, to storafication metadata for electronically
signed records, including public keys, with theorelcat time of capture in one of the
following ways:

» the fact of successful verification;
» specified information regarding the verificatioropess;
» all verification data.

3615 | This is essential as it will not always be posstbleecreate this information at later
times.

2419| The ERMS should have a standards-based interfaimdn whrmits the introduction of newN
electronic signature technologies as they aredioiced.

46421 An example of a suitable standard basis is the Xz Management Spec (XKMS, see€
Appendix 7.1).

3302 | This is especially valuable given the changes aauogiin this area.

2418 | The ERMS should be capable of checking the validiitgn electronic signature, Y
including checking the certificate against a Dig@artificate revocation list, of a record
at the time of capture and storing.

3616 | This is valuable as it may not always be possibleerform this check on the information
at later times.

2417 | When capturing e-mail messages the ERMS must leetalgiapture automatically and | Y
preserve as metadata, details about the processibtation for an electronic signature,
including:

» the fact that the validity of the signature wasabesl;

» the serial number of the digital certificate, veirig the signature;

» the Certification Authority with which the signa&uhas been validated;
» the date and time that the checking occurred.

3617 | This is essential as it may not always be possibtecreate this information at later
times. Because software changes, because cagsdiexpire, and because external
authorities can cease to exist, electronic signasurannot be relied on over long periods;
hence this requirement to record the fact thatgmature was successfully verified.

2415 | The ERMS should include features which demonsthatethe integrity of records bearindN
electronic signatures has been maintained.

3306 | An example of this would be the verification oftettronic signature. This
demonstration of integrity should apply even ifaaiministrative role has made
authorised changes to the metadata of the record.

3303 | The way in which this might be achieved is notgibed.

2414| The ERMS should be able to store with the electrogtord: Y
* the electronic signature(s) associated with theatnek
» the digital certificate(s) verifying the signature;

* any confirming counter-signatures appended by dntfication authority
in such a way that they are capable of being retdan conjunction with the record.

33141 The ERMS should enable administrative roles toyapplelectronic signature to a file or Y
record during an export process so that the fileeoord's integrity and origin can
subsequently be verified.

3315 | An electronic signature applied during export (s#23314>) should be capable of Y

external validation so that the file or record®grity and origin can subsequently be

verified.
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1089

10.8 Electronic signatures

4357

To do this the ERMS must be capable of exportinglectronic certificate with the
organisation’s public key, with the record.

10.9Encryption

ID

Text, Requirement & Rationale

Testable

1110

10.9 Encryption

1111

Encryption is the process of applying a complerdfarmation to an electronic object g
that it cannot be rendered by an application ieamable or understandable form unles
the corresponding decryption transformation is iggpl This can be used to secure
electronic objects, by use of transformations whexuire the use of secure electronic
key codes.

o

1112

The requirements in this section apply only wheerd is a requirement to manage
records which are encrypted.

2421

Requirement

2426

Where an electronic record has been sent or ret@ivencrypted form by a software

application which interfaces with the ERMS, the ERIust be capable of restricting
access to that record to users listed as holdmgetlevant decryption key, in addition tg
any other access control allocated to that record.

)

4095

The ERMS must be able to capture and store, atrtteeof record capture, information
relating to encryption and details of related veaifion agencies.

2425

Where an electronic record has been transmitteddnypted form by a software
application which interfaces with the ERMS, the ERBhould be able to keep as
metadata with that record:

» the fact of encrypted transmission;

» the serial number of a digital certificate (whepp@priate);

* the type of algorithm;

» the level of encryption used,;

« the date and time of the encryption and/or decoyppirocess, where applicable.

2424

The ERMS should be able to ensure the captureafpted records from a software
application which has an encrypting capability.

2423

The ERMS should allow encryption to be removed waeecord is imported or
captured. This feature should be configured bgdministrative role at configuration
time or later.

3304

This feature may be desired in some large scalercearchives which have a
requirement for long-term access (because encrymto. is likely to reduce the ability
to read records in the long term). In this cases dbrganisation would rely on audit trai
or similar information to prove that the encryptiett. had been present but has been
removed. In other environments, this feature neyridesirable from a legal point of
view. See <insert reference here> for more dstait Transfer and Importing.

2422

The ERMS should have a structure which permits eegvyption technologies to be

introduced.

10.10Digital Rights Management

ID

Text, Requirement & Rationale

Testable
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10.10 Digital Rights Management

3619

—

This optional module does not contain any requirgsthat are testable in their curren
form. As explained below, testing will be meanulginly when the requirements are
adapted to specified technologies.

1127

Digital Rights Management (DRM) and Enterprise RipRights Management
(sometimes abbreviated to E-DRM) constitute a motsyandardised set of technologie
used to protect intellectual property and/or tdrretsthe distribution of information.
DRM is generally associated with the protectioméédllectual property (especially in the
music, electronic publishing and film industries}ile E-DRM is generally associated
with placing restrictions on the distribution ofdiess information, for reasons of
security or commercial sensitivity. However, tlmibdaries are not firm and either may
be encountered in the context of an ERMS. Accdlglinn the remainder of this sectio
these technologies are referred to as DRM/E-DRM.

[%2)

=)

3620

Examples of DRM/E-DRM include:

» Electronic watermarking (also referred to as dlgitatermarking), which imposes
visible information about intellectual rights ovaectronic documents or records. The
information is imposed in a complex manner that @saks removal difficult without
the correct algorithm and key.

e Steganography, which similarly imposes informatanout intellectual rights, but inja
way that is invisible or, in the case of an aud® inaudible. Special software is
required to read the intellectual rights informatio

» Copy protection schemes, which use a variety of@gahes to prevent copying.

» Features built into documents or records that atloem to be viewed on-screen but
not to be printed.

» Expiry features built into documents or recordg giravent them from being
rendered in any way after a specified date hasegass

3621

DRM/E-DRM technologies are at a relatively earlygst of development. They are likely
to change significantly during the expected lifetiof MoReq?2.

3311

These, and similar technologies, can be appligddords in many formats, including
digitised sounds and moving pictures.

3312

These technologies provide a particular challengec¢ords management as they may

make future presentation of records difficult orsbme cases impossible. For exampl

* Some forms of watermark rely on the presence afgph” software in the viewing
application to be wholly effective. A record wihich a watermark may be viewable
without the plug-in, but it will not be possible dbtain all the watermark informatio
if the plug-in is not available. As time passes likelihood increases that the plug-in
will not be available.

* An e-mail message contains an expiry feature, angilsno longer be readable after
a specified date. This problem is particularlydi®us as it may not be apparent at
the time the record is captured.

D

=)

3622

At a minimum, user and administrative roles resgmeagor capturing and managing
electronic records should be aware of any DRM/E-Die&tures affecting records in the
ERMS. Additionally, potential records managemesfitadilties caused by these
technologies can be minimised if the DRM/E-DRM teat are removed from records jat
(or around) the time of their capture. Howevetthbaf these points are procedural
issues, and therefore beyond the scope of MoReq2.
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1128

The applicable technologies vary widely, and tle#fiect on records varies equally
widely. For this reason, it is not feasible tonfielate generic requirements that apply t
all the technologies. Therefore this section dpEcsome high-level requirements that
must be made more specific by users of MoReq2i tire to be used for specification
and procurement. So, for example, if time-relaegiry features are expected, the
requirements must be adapted to give specific requénts for dealing with the expiry
features.

o

2427

Requirement

2428

The ERMS must be capable of capturing and stoengrds bearing DRM/E-DRM
features.

4359

The ERMS should be able to identify the presendeR¥/E-DRM features in a record
at the time of capture. Where DRM/E-DRM featuresidentified, the ERMS should
inform the user and provide the following options;

* keep the DRM/E-DRM features;

« remove DRM/E-DRM features if possible;

» stop the capture process.

3626

The ERMS should be able to remove DRM/E-DRM featdrem records during captur

3627

This may be mandatory in some environments, butatdse mandatory in the general
case as it would require an arbitrary ability tao@umvent security features. If DRM/E-
DRM features are removed this should be recordederaudit trail.

2299

The ERMS should include the ability to control aaxéo records based on intellectual
property restrictions, and generate charging dataudch accesses.

3767

This brief statement encompasses a wide rangenofifuality which is beyond the sco
of MoReq2. This requirement may be satisfied byiging the ability to link to a
separate application.

3623

The ERMS must be capable of correctly presentingrds with DRM/E-DRM features,
to the extent that the DRM/E-DRM features permit.

2429

The ERMS should be able to retrieve and storeeatithe of declarationpformation
stored in the DRM/E-DRM features, to the extent tha DRM/E-DRM features permit

3624

For example, the identities of the owners of theliectual property, as encoded in a
watermark; or an expiry date.

3625

This may be mandatory in some environments, butatdse mandatory in the general
case as it would require an arbitrary ability tao@imvent security features.

2430

The ERMS should allow new DRM/E-DRM technologieb#introduced.

3316

The ERMS should be able to apply DRM/E-DRM featuoegecords during export.

3317

This is especially desirable if a DRM/E-DRM feathes been removed.

10.11Interoperability and Openness

Note to reviewers: The expected contents of thisa@n have been absorbed into other
sections, notably those on capture, metadata, andse work. Also, the requirements are not
optional in the sense of constituting an optional mdule. We therefore expect to delete this
section in future drafts. This heading is retainedn this draft for numbering purposes only.

10.12Distributed Systems

o
E
ID | Text, Requirement & Rationale ks
2062| 10.12 Distributed Systems
2063 | This section comprises requirements for organisattbat require an ERMS to operate in

multiple locations.
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2062

10.12 Distributed Systems

4140

Many organisations operate from several sites. ré/thee sites are relatively close to

each other geographically, or when the network eotion between all the sites is good

(with sufficient capacity) then it may be that agde “instance” of an ERMS is most

appropriate to cope with all sites; in this casiehe sites operate as if they were co-
located, and the requirements of this section me¢apply. However, if the sites are
widely separated, and/or if the connectivity betwdeem is not good, then it may be
necessary to implement a distributed ERMS; in thaae the requirements in this sectig

apply.

4316

There are several different architectural approsithelistributed systems. These incly
one instance of an ERMS controlling multiple reparses; several instances of an
ERMS, each with its repository(ies), communicatvith each other; and other

approaches. MoReg2 does not specify an archia@pproach; it specifies only the key

requirements for such distributed environmentssés the term “distributed ERMS” to
refer to any such architecture.

de

3177

Requirement

4145

The ERMS must be capable of being configured bgdministrative role for use across N

multiple locations.

2083

The ERMS should support a distributed classificaioheme across a network of
electronic record repositories.

3529

The ERMS must allow an administrative role to maimtlasses, files, sub-files,

volumes and records and their associated metaddtawalit trails across the distributed

ERMS such that maintenance operations can be daieonce to apply to the entire
distributed ERMS.

4317

Maintenance means performing transactions as dpedaifi chapter 3, section 9.1 and
elsewhere.

4318

Where the ERMS supports multiple repositorieshatidd allow an administrative role t
specify which repository stores the ‘master’ copgach class (and its descendant
classes, records classified to it, etc).

4319

For example, an organisation may decide to impleéroee repository for each of its
locations, with each location’s records being stbne the location’s repository (this
assumes that the classification scheme design sispihas configuration).

4320

Where the ERMS supports multiple repositorieshatidd allow an administrative role t
specify which repository(ies) automatically storeopy of each class (and its descend
classes, records classified to it, etc.).

DY
ant

4321

For example, an organisation may decide that:
« all repositories have to be copied to the heacteffepository;
* in one territory, all repositories must be copiedeach other.

4322

Note that this implicitly means that repositorie=ed to be synchronised automatically
This includes the repositories’:

* records and documents;

* metadata.

4323

Where the ERMS supports multiple repositorieshatdd allow an administrative role t

specify which repository(ies) the users at eachtioo can access.
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2062

10.12 Distributed Systems

4324

For example, an organisation may decide that:

» all users can access only the repository for th&sation;

» all users can access the repository for their lamatand the head office repository;

« all head office users can access any repositoryendii other users can access only
the repository for their location;

e all users can access all repositories within therritory (i.e. within a specified set @
repositories; this is not intended to imply thag tBRMS has to recognise the conce
of ‘territory’).

4325

Where the ERMS supports multiple repositorieshatudd allow an administrative role t
specify that all audit trails will be copied to orepository.

3531

The ERMS must prevent or resolve any conflicts edusy changes made in different
locations.

4327

For example, a potential conflict may arise if ta@gministrative roles in different
locations make a different change to the metadatheosame class which is stored in
third location.

oL

3530

The ERMS must allow an administrative role to monkoth the entire distributed
ERMS as a single entity and individual repositqrgeviding the same facilities as
described in section <9.2>.

4148

The ERMS should be able to produce reports (asfsgggbm section <9.2>) that cover
multiple repositories.

3532

The ERMS should support caching of frequently awbntly used files, sub-files,
volumes and records accessed from locations usingte repositories.

3534

The following two requirements relate to the perfance of the distributed ERMS. They

use the convention of expressing variable quastitieangle brackets (for example <xx|
minutes/hours>) as explained in the introductiorchapter 11.

3535

Where the ERMS synchronises repositories, they fmistynchronised withinxx
minutes/hours> of any change (subject to availghili network connections).

3533

The ERMS must be capable of propagating any adtratise change across all
repositories within xx minutes/hours>.

4152

Requirements <ID3535 above> and <ID3533 above> example requirements.
MoReg2 does not specify response times as thddeevgiystem dependant. See chapt
11.2 for a full description.

er

4146

It is critical that the system architecture alloasceptable response times across all
locations. Users of MoReq2 should consider spegfiesponse times for many of the
requirements specified in section 11.2 separatglyransactions involving information
held in remote repositories.

4143

Where the ERMS is capable of creating workflowasmdistributed systems, it must [
able to interchange data across these systemsitimkthe workflow process.

ey

4329

Where the ERMS supports multiple repositories, &hdre “master” copies are stored
specified repositories (see <ID4318 above>, it ghallow an administrative role to
change which repository stores the ‘master’ copgawh class (and its descendant
classes, records classified to it, etc); when suchange is made, the ERMS must mo
the contents from the old location to the new lmrat

ny

4330

This will be useful when creating or removing rafmges, or when moving records to ¢
different repository following geographical movasalving business functions

=

4331

Where the ERMS supports multiple repositories,ustrallow an administrative role to

add a new repository.
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43321 Where the ERMS supports multiple repositories,listallow an administrative role to | Y
remove a repository.
10.130ffline and Remote Working
g
ID | Text, Requirement & Rationale ks

2064] 10.13 Offline and Remote Working

2065 | The requirements in this section cover all typemobile and offline usage of the ERMS
by users who are not permanently connected to RM3 (or to the network hosting it).

3548 | There are several possible scenarios including:

e users who access the ERMS using portable comp(stech as mobile, laptop, or
notebook computers) or PCs that are connectecetBRMS intermittently;

» users who connect to the ERMS remotely througlabugli connection, or any othe
connection with low bandwidth connection (e.g.tElecommuting or in a temporar
location);

» users who access the ERMS using other mobile desgiceh as PDASs or
smartphones.

KL

3543 | Portable computers can be used as normal workssatiben connected to the ERMS.
However users may need to be able to download yarmzhsonise records and data so that
they can work on them whilst offline.

4043 | To enable this functionality the ERMS needs to doad not only records and
aggregations but also their metadata. The ERMSalgib need to synchronise all of th
modified data when the user is next connecteddsyistem.

D

4044 |n a similar way, portable computers can be coretkirttermittently to the ERMS, for

example when they are used by telecommuters. Wiegnare connected, the portable
computer will need to synchronise with the ERMSc®again there will be the need tg
download records etc, with the downloaded datagoeianaged on the portable compuyter
in between synchronisations.

4045 | PDAs, smartphones and other handheld devices casdukto view and access records,
in many cases using a browser interface. Inhdiraitations, such as a small screen and
restricted performance, mean that in many casdsadevice cannot offer the full
functionality of a portable or fixed computer. Hewer, such devices are often used fqg
mobile e-mail, notes and calendar applicationsthack is therefore a necessity to
synchronise these types of document with the cesystem.

-

4306 | MoReq2 does not specify requirements to allow neobil offline users to maintain the
classification scheme (e.g. the creation of newsda) and files (e.g. closing a file). It
may be possible to develop systems that suppolt maintenance, and MoReg2 does
not prevent this.

3544 Requirement

4307 | The ERMS should allow an administrative role tocsiyeclasses containing information Y
that cannot be downloaded by any user.

4308 | This is a security provision to protect sensitivrmation from being downloaded and
hence placed beyond the control of the ERMS.

3545| The ERMS must enable a user to download any agipegar record(s) with Y
accompanying metadata for the user to work on whds attached to the
network.
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4223

The ERMS must track in its audit trail all activitp downloaded aggregations, record
and documents.

l.l)
<

3546

The ERMS should note in the aggregation, recomboument metadata that the item |
been downloaded for offline use.

&

3547

The ERMS must enable the synchronisation of dowdddaaggregations and records
upon connection to the system.

<

4309

That is, it must update the metadata.

4224

The ERMS must update the audit trail with informaton offline activity upon
connection to the system.

4107

The ERMS must allow a user to create records wbifBhe and to register them later,
when connected to the ERMS.

4108

If the record has been created offline then the BRMust either:

* when re-connected, prompt the user in the synchatioin dialogue to file it within
the appropriate file, sub-file or volume;

or:

* when re-connected, file it automatically, using thass, file or sub-file specified by
the user while disconnected (subject to validation)

4106

The ERMS must apply all access and security cantmiemotely connected devices.

4310

The ERMS must not provide any opportunity for dudalevices to breach the security
rules of the ERMS. For example, a user must natteto download any information
which he or she could not access online. HoweévMeReqg2 recognises that once
information has been downloaded to a device the ERides control of it, and that
security breaches in this scenario cannot be priacgthy the ERMS.

4311

The following four requirements apply only where ERMS supports electronic
document management, as defined in section 1(hdy Use terminology defined in tha
section.

4312

The ERMS must allow a user to download documentis acompanying metadata for
the user to work on whilst not attached to the oetw

4313

The ERMS must allow users the option of checkingudeents out when they are
downloaded.

4314

If a user checks out a document and works on itearfot connected to the ERMS, the
system must allow version numbering to be applieithé document.

4315

If a user checks out a document and changes sowenumber while not connected to
the ERMS, when the user reconnects to the ERMSist mllow the user to upload the
revised document, and must at that time automaticheck it in and record the change

S

and the new version number.

10.14Fax Integration
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2068

10.14 Fax Integration

4097

While e-mail has taken over from facsimile as marganisations' preferred method of
rapid communication, there are still some occasantssome locations for which fax is
required.
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4098

This can be, for example, where the original doauneenot in electronic format and a
copy needs to be sent to another organisationherena visible representation of, e.g.
signature is required.

a

4100

Some fax servers integrate with e-mail system&ablioth incoming and outgoing faxe
are dealt with as e-mail attachments. In this thseequirements in <section 6.4>

apply.

S

4099

Where an organisation’s ERMS is integrated witexadervice the following
requirements apply.

3540

Requirement

3536

The ERMS should provide application programming interface (API) to enabl®i
interface with a fax server.

3537

The ERMS must be capable of storing faxes in stahfdeimats, for example TIFF v6
image format with Group IV compression.

3541

The ERMS must support the capture of faxes in tagmated way, so that the capture ¢

be performed by a user from within the fax integféi€ user an interface exists), withoy
the user needing to switch to the ERMS.

—

3539

The ERMS must be tightly integrated with the fateiface to enable users to fax any
electronic record that they currently are viewimgworking with in the ERMS, from
within the ERMS (so long as the record can be miteskas a two-dimensional image).

4096

It must be possible for an administrative role dafegure the ERMS so that it operates

one of the following ways when an ERMS user senidgsa

e it automatically captures the fax as a record;

* it automatically prompts the user, giving the useioption to declare the fax as a
record;

« jt takes no action (and thus relies on the useritiate declaration if appropriate).

iy

4101

Regardless of which way is chosen, it is acceptiablthe ERMS to require the user to
classify the record manually and enter metadata uaéy.

4102

It must be possible for administrative role to ¢gafe the ERMS so that it operates in
one of the following ways when an ERMS user receavéax:

e it automatically prompts the user, giving the useioption to declare it;

« jt takes no action (and thus relies on the useritiate declaration if appropriate).

4103

Regardless of which way is chosen, it is acceptiablthe ERMS to require the user to
classify the record manually and enter metadata uaéy.

3542

The ERMS should be capable of automatically extigdiax metadata elements from
incoming faxes, as specified in chapter 12, fomeple:

o title;

* sender;

e time and date;

e recipient.

4221

This may be accomplished by means of a fax temalatkeis only relevant where faxes
have a predictable internal structure.

4112

The ERMS should be capable of automatically pomdditx metadata elements for
outgoing faxes, as specified in chapter 12, fongpa:

o title;

e sender;

e time and date;
* recipient.
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4222

This may be accomplished by means of a fax temaliateis only relevant where faxes
have a predictable internal structure.

4104

The ERMS must allow a user who is capturing a fa&dit the title metadata element,
order to reflect the content of the fax.

nY

3538

The ERMS should be capable of providing a fax réd¢gpe for both inbound and
outbound faxes to enable a user to enter metadata.

10.15Security Categories

Testable

ID | Text, Requirement & Rationale
424 1 10.15 Security Categories
425 | Chapter 4 describes requirements for controllingeas to aggregations and records by
role and group. In some environments, such aetimy®lving national security,
healthcare, etc, there is a need to limit acce$kdy using a scheme of security
categories and security clearances.
4113| These clearances take precedence over any acgesswhich might be granted using
the features defined in chapter 4. The requiremaritss section apply only in
organisations which have this need.
426 | This is achieved by allocating one or more “Segu@iategories” to classes, files, sub-
files, volumes and/or records.
4115] The term “Security Category” is used in this speaiion to mean “One or several terms
associated with a recowvehich defines rules governing access to it.” Nbt this term
is used expressly for this specification; it is geherally employed.
427 | Users can be allocated a single security clearathaeh prevents access to all
aggregations or records which have been placela¢hsecurity categories.
428 | Security categories can be made up of sub-catego8eme sub-categories are
hierarchic in nature. Other sub-categories magrienged differently, typically in a way
which is unique to an organisation or sector.
4116 | MoReq?2 describes in detail only the requirementsafhierarchic sub-category.
3523 | The examples given here are based on nationalisemarkings but the same principles
apply to markings used in other sectors.
4114| There can also be country-specific national segatéssification requirements. Where
appropriate these can be addressed in chapter zero.
2167 | Requirement
2178 | The ERMS must allow one of the following options selected at configuration time: Y
» security categories are assigned to classes, $ildsfiles and/or volumes (and not tp
individual records);

e security categories are assigned to individualnadss¢and not to classes, files, sub-
files and/or volumes);

* security categories are assigned both to individe@drds and to classes, files, sub
files and/or volumes.

3504 | Some organisations will wish to control sensitigeards individually, while others will
wish to control them at the class, file etc. level.

43331 The ERMS must allow an administrative role to sfyeet configuration time, which Y

roles can specify and change the security categfamcords, classes etc.
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4334

In some organisations, only the information owneilshave this privilege. In others,
different roles, such asecurity reviewers or line managers (if such ragst) will have
these privileges.

2176

The ERMS must allow, but not necessarily requieeusity categories to be made up 0
one or more “sub-categories”.

3505

For example, a security category may be made upreé sub-categories, as in the
following fictitious example:

4335

. Security Class;
. Caveat;
. Descriptor.

4598

Each sub-category can be thought of as one dimemgéning the security of
information. So, in this example, any valid comabion of the three sub-categories
security class, caveat and descriptor can be appierecord.

4336

The ERMS must require controlled vocabularies tadined and maintained by an
administrative role, these vocabularies limiting #lowable values for each sub-
category

4337

For example, the sub-categories might be as irfdhewing fictitious example:

3506

Sub-category Allowable values

Class Top Secret
Secret
Confidential
Restricted
Unclassified

Caveat NATO Eyes Only
WEU Eyes Only

Descriptor Commercial
Personnel
Management

Audit and Accounts

Figure <C10 ID 3506>

3507

In this fictitious example, the sub-category “Setyu€lass” is hierarchic (see
<ID2174> while the other sub-categories are not. Requéets for hierarchic sub-
categories are common; these are specified below.

4153

Requirements for non-hierarchic sub-categories lsamomplex and are specific to the
sector in which they are employed; with the exoeptf requirementsiD2175>and
<ID4338> they are not detailed here.

2175

The ERMS should allow specific implementations afinplex or unique security rules.

3508

These may be provided by suitable application progimterfaces. Examples of the ne
for these include a need to manage records usimgingaconventions not covered heré
such as IDO (International Defence Organisation)kirags, or access restrictions for
medical records.

ed

1%

2174

For at least one sub-category, the ERMS must supgdaerarchy of at least five levels,
from unrestricted access at the lowest level thlijigestricted access at the highest le

el.

3509

The sub-category “security class” in requiremetiD2176>is an example of this.
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4338

Where a sub-category and the corresponding cleasare not hierarchical, the ERMS
must allow one of the following options to be sébelcat configuration time:

* the ERMS must require a valid clearance to be edtfr each new user;

* the ERMS must apply a default clearance for newsuse

An administrative role must be able to redefinedbfault clearance at configuration
time or any other time.”

<

4339

In other words, the clearances must be mandatarygers.

4155

Where the ERMS applies a default hierarchicalraleee to new users (as in <ID4338
above>) it must apply a default clearance for neersithat is the lowest clearance in t
hierarchy that is, the most restricted)

he

2172

The ERMS must restrict access to records (andedafites, sub-files and volumes
depending on the selection made for <ID2178>) tsé¢husers who have a security
clearance equal to, or higher than, the securtiggoay.

3511

Note that a clearance may not be sufficient to inbéacess. Access to the electronic
records may in addition be restricted to specifiseérs, roles and/or groups, using
features described in chapter 4

2171

Where a sub-category is hierarchical, the ERMS msistone of the following modes of Y

operation to assign a sub-category to new classesrds etc., selectable at by an
administrative role at configuration time (or aayer time):

* the ERMS must apply a default value that is setebiean administrative role;
« the ERMS must use the parent aggregation’s valaedafault;

» the ERMS must require an administrative role teeatvalue.

4647

Where a sub-category is non-hierarchical, the ERMSt use one of the following
modes of operation to assign a sub-category toal@sges, records etc., selectable at
an administrative role at configuration time (oy dater time):

* the ERMS must apply a default value that is setebiean administrative role;

* the ERMS must use the parent aggregation’s valaedasault;

* the ERMS must allow but not require an administatple to enter a value.

4360

When a new hierarchical security category or sudgaly is defined, the ERMS must
apply a default value for all existing classesprds etc. that is the lowest value, i.e. m
restricted, in the hierarchy.

ost

4361

The ERMS should allow security clearance to becalied to a role and inherited by
users. Where a security clearance is inherited fxonle, the ERMS must allow a
different security clearance to be applied at tiividual user level.

2170

If the ERMS supports security categories for bettords and classes etc. (see
<ID2178>), it should be capable of preventing &|dile, sub-file or volume from
having a lower security category than any recortthiwiit.

2169

An administrative role must be able to determireehighest security category of any
record in any class, file, sub-file or volume byang of one simple enquiry.

3513

In some environments, this will be an importantdeato aid manageability.

3518

An administrative role must be able to amend tleisey category of a class, file, sub-
file, volume or record at any time.

2168

The ERMS should support routine, periodic, schediuleview of security categories,

where a review consists of:

» allowing a user (with appropriate clearance andngssions) to view specified
records and their security categories;

» allowing the user to change the security categories

4340

MoReq2 does not prescribe how this is achieved.
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3519

The ERMS must automatically hold a history of sédguwrategory values, in the metada
of the records, classes etc. to which they apply.

4341

When a user changes the value of a security catégiiner during a review as in
<ID2168> or otherwise), the ERMS must allow theruseenter a reason for the chang
and must store the reason with the history (ad8519>) as metadata.

4342

The ERMS must allow users who have clearance amdiggions that allow them to set
a record to see the current value(s) of its secaategory(ies) and any history (as in
<ID3519>).

3522

The ERMS should support the allocation of a segwategory to a class, file, sub-file @
volume, which is valid for a defined period of tin@d should automatically downgrad
the marking to the lowest level security categdrtha end of that period.

3520

The ERMS should support the allocation of a segaategory to a class, file, sub-file g
volume, which is valid for a defined period of tinaad should automatically downgrad
the marking to a lower, pre-selected, securitygatg at the end of that period.

3521

The ERMS should support notification to an admmaiste role of the expiry of a
selected time period for which a security cateday been allocated to a class, file, su
file or volume, and allow the security marking ® fieassessed and amended.

4154

For example the ERMS should send a notificaticibate of Birth + x years.” This is
for use in medical records or for other data prdiec purposes.

4343

The ERMS must automatically record all change®tmsty category and sub-category
values in the audit trail.

4344

The ERMS must not allow a user to apply a seceatggory to a class, file, sub-file or
volume that the user does not have access to.

11 Non-Functional Requirements
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11 Non-Functional Requirements

1152

Some of the attributes of a successful ERMS impieai®n cannot be defined in terms
of functionality. In practice, non-functional regeiments are important to success.

\"2J

3997

These non-functional requirements are often diffitudefine and, and difficult to
measure objectively; it is nevertheless valuablieentify them so that they can be
considered, at least at a high level. Some arefspto EDRM, but several are generic
to many kinds of IT system.

1153

In addition to this chapter, users of this speatiian will need to consider organisationg
needs in relation to current technical and openatistandards, and in relation to the
ERMS supplier’s support services including docuragon, customisation, training and
consultancy.

1154

Organisations will need to add their own requireta@mthese areas, depending on thei

size and structure, physical characteristics angkotitechnical operating environment,
This section is intended as a checklist of asp&btsh users will need to consider whe
developing their specific requirements. These makd to be added to the generic
requirements given in earlier sections.

D

r

1155

Some of the Example Requirements in this chaptraagled brackets to indicate that
user of the specification needs to enter a quadtialue or some other application-
specific information. For example,

a

1156

<xXX minutes/hours>
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1157

means that a user of the specification should entength of time, probably measured
minutes or hours, to suit the specific requirement.

in

4055

Similarly,

1158

<4 seconds>

1159

means that the specification user should spediiy@ interval; 4 seconds is here
suggested as a starting point, for consideration.

4056

In the same way, alternative phrases are also fouadgled brackets. So for example
the phrase

4059

<every day/on all weekdays/days per year>

4058

should be taken to mean “every day, or every wegkataon a specified number of day
per year or similar” as appropriate for the orgatics.

4057

In all cases, XX’ may mean any number, no matter how large or small

4655

Because the requirements are generic, and becHigernt organisations will have
widely differing requirements and priorities, thenafunctional requirements in this
chapter are not tested in the MoReq?2 testing framnewOrganisations will need to
analyse their requirements, set their prioritiesl @onduct their own tests in these areg

1S,

1160

The sections in this chapter list requirementgtierfollowing areas:
» ease of use (section 11.1);

» performance and scalability (section 11.2);

» system availability (section 11.3);

* technical standards (section 11.4);

* legislative and regulatory requirements (sectiorb )1

* outsourcing and third party management of datdi(set1.6);

e preservation and technology obsolescence (secliof);1

* business processes (section 11.8).

11.1Ease of Use

ID

Text, Requirement & Rationale

Testable

1168

11.1 Ease of Use

1170

When considering non-functional requirements inedigging an ERMS specification,
these must include the degree of ease of use egfj@nd how it is to be specified. Thi
will depend on the kinds of user for whom the syste intended, and the amount of
training that is to be undertaken. Examples of reguents for ease of use are listed
below.

2436

Example Requirement

4202

The ERMS must allow an administrative role to cgafe how much of the classificatio
scheme a user role or group of users sees.

n

4216

For example a user or group of users, e.g. casesrsrknay be limited to viewing a
single class of the classification scheme or eypetific files or sub-files.

2457

The ERMS must provide online help throughout thiéresystem.

2453

The online help in the ERMS should be context-dsm@si

2456

The ERMS should include help on use of the classtifon scheme, including at a
minimumeasy access to the description metadata for clagtes sub-files and
volumes.
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4583 | The ERMS should include a thesaurus to assist useedecting terms for keywords,
descriptions etc.

1%

2452 | All error messages produced by the ERMS must benimefal, so that users can decids
how to correct the error or to cancel the process.

3976 | |deally, each error message will be accompanieéiplanatory text and an indication pf
the action(s) which the user can take in respoogbd error.

2448 | The ERMS user interface should be suitable foramgth the widest range of needs and
abilities; that is, designed according to suitaaeessibility standards and guidelines, and
compatible with common specialised accessibilifjveare.

3673 | See Appendix 7 section 3 for appropriate standarasguidelines.

3675 | The ERMS documentation should be provided in aul$efmat such that users with
widest range of needs and abilities have the gseakance of using it.

3676 | See Appendix 7 section 2 for appropriate standarasguidelines.

2447 | The ERMS must be easy to use and intuitive througho

3998 | Ease of use may be assessed by a panel of tygiesad.u

2451 | The ERMS user interface rules and behaviour musbhsistent across all aspects of the
system including windows, menus and commands. elhesst also be consistent with
the operating system environment in which the ERM&rates.

3977| The rules should be consistent with other mainstragplications already installed.

2450 | The ERMS must be able to display simultaneouslytipialrecords and files.

4061 | The ERMS must support a graphical user interface.

2446 | The ERMS must allow users to move, re-size and fnolaé appearance of the windows,
and to save modifications into their user profietisat they take effect automatically
each time the users logs on to the ERMS.

2440 | The ERMS must allow users to customise aspectseaftaphical user interface.
Customisation should include, but need not be &dhto the following changes:
* menu and toolbar contents;

e screen layout;

» use of function keys;

* on-screen colours, fonts and font sizes;

* audible alerts.

2445 | The ERMS should allow users to select sound angiwvelof audio alerts, and to save
modifications into their user profile.

2444 | The ERMS must allow persistent defaults for datayemhere desirable. These defaulis
should include:

» user-definable values; values same as previomms ite

e values derived from context, e.g. date, file rafess user identifier;
as appropriate.

4000| The ERMS must allow configurable drop down menu$pak lists” for metadata
elements.

4001 | The content of these lists should be configuraplarbadministrative role.

2443 | Frequently-executed ERMS transactions must be negigo that they can be completed
with a small number of interactions (e.g. mousekslior keystrokes).

2442 | The ERMS should be tightly integrated with the migation’s e-mail system in order to
allow users to send records and files electronjaaithout leaving the ERMS.
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2942

For example the user should be able to send frenERMS mail client. The essence of

this requirement is that the user must not haveatibch to the e-mail application to sen
the record.

2441

Where requirement <ID2442> is met, the ERMS shputwide this by sending pointer

1°2)

or links to files and records rather than copidsemever a file or record is sent to another

user of the ERMS.

3978

There may be exceptions to this, for example, atemser who does not have consistent

access to the central repository.

2745

The ERMS should indicate whether an e-mail meskagen attachment.

2861

For example, by means of an icon.

2439

The ERMS should support user-programmable functions

3979

For example, user-definable macros.

2438

Where users have to enter metadata from recordshveine images of printed documen
(e.g. scanned images), the ERMS should providerfesito allow the use of optical
character recognition to capture metadata frommiage (zoned optical character
recognition).

4062

For example, the user should be able to selecttang)le of the image that contains
metadata such as a date or a title, then convettithage to a metadata value and ins
it into the desired metadata element, all in oneoac

2437

The ERMS should allow users to define cross-refeasinetween related records, both

within the same file and in different files, allowg easy navigation between the records.

2290

When viewing or working with a record or aggregat{e.g. class, file, sub-file or

volume) of records, whether as the result of ackear not, a user should be able to us
ERMS features to find information about the nexgHar level of aggregation of records
easily and without leaving or closing the record.

\*ZJ

3766

For example, when reading a record, the user shbeldble to find out what class, file
sub-file or volume it is in; if viewing file metadathe user should be able to find out
information about the class in which it is located.

4063

The ERMS should allow a user who has access te arfrecord to check whether
another specified user, group or role has access to

4064

This is to permit users to specify a user, groupobe explicitly. Thus a user can enqui
about the rights of another user, in the contexa oécord or file, without needing to
know that user’s group or role memberships.

4065

The ERMS should allow a user to mitigate the ris&iag from an error in filing a recor¢
by allowing users to place a temporary lock oncame or file with a single click. This
temporary lock should bar access to that file ooré to all users save for administrativ
roles; and the ERMS should automatically informadministrative role that the
temporary lock has been applied, allowing the adtrative role (and nobody else) to
remove the temporary lock.

S

e

4066

This is to allow users to correct an error - sucghaccidentally placing a sensitive reco
into an unsecured file, perhaps as part of a “deagd drop” operation. Because users
are not able to delete, remove or change recotds,requires administrative action.

rd

4067

Users should be able to copy records from the ERl#tSother working environments,
such as a “desktop” folder, using “drag and dr@g’Jong as the record remains
unchanged in the ERMS.

4068

When a record is dropped into any other environmiémtill be acceptable for it to lose
its metadata (on the basis that most other envienmtsdo not support the MoReg2

metadata model).
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1168| 11.1 Ease of Use

4070 | The ERMS should provide help which provides viggatance.

4071| For example, including partial screen shots andinimations showing users how to use
system features.

4072| The ERMS should allow users to mark areas of tig $yestem as “favourite” areas or
similar, so that they can find them easily on latecasions.

2820 | A user working with a file must be able to discoeasily and quickly the keywords
associated with that file.

2826 | |t must be possible to discover the keywords withauing to leave the file, in a way that
allows work with the file to be continued withouiieirruption.

11.2Performance and Scalability

Testable

ID | Text, Requirement & Rationale

1212| 11.2 Performance and Scalability

1213 | Users of this specification should consider theeto which the ERMS provides rapid
response times (in line with user expectations),iarcapable of serving the size of user
population for which it is intended. Some consadiens and example requirements are
given below.

1214 | The response times experienced by users will deperidctors outside the ERMS,
including:

* network bandwidth;

* network utilisation;

* network latency;

» configuration and utilisation of various servera@ses.

1218 | This specification cannot address such externédfacother than to point out that they
must not be ignored. Usually, tests in the liveiemment are needed to obtain a reliable
view of performance.

1219 | Accordingly, these requirements should be integutetith a standardised understanding
of “response time”. This standardised understapdiii vary from environment to
environment, depending on the status of the infnasire.

4038 | For example, if the ERMS is being specified foreaisting infrastructure, it may be
appropriate to specify response time in terms etitne between receipt of a keystroke
at the server, and the sending of the responsznattvely, if the ERMS is being
specified for a new network it may be more appmtprio specify response time in terms
of the time between keying a request at the wotikstand receiving the response at the
workstation.

14

4039 Specific requirements for offline and remote wogkare covered in chapter <10.13> and
these example requirements will need to be funtihadified in these environments.

4040| The ERMS must be able to perform all functions apédrate consistently to meet
business and user needs as defined in the exaatplgements below.

2458 | Example Requirement
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1212

11.2 Performance and Scalability

2466

The ERMS must provide adequate response times ¢b lbosiness needs for commonly
performed functions under standard conditionsef@mple:

* <100%> of the total anticipated user populatiorgkedjon and active;

e <100%> of the anticipated total volume of documenénaged by the system;
» users performing a typical mix of transaction typesarious rates;

with consistency of performance over at least tengaction attempts.

2465

The ERMS must be able to return the results ofrgka search (the hit list) within <3
seconds> and of a complex search (combining foordewithin <10 seconds>
regardless of the storage capacity or number s fihd records on the system.

3980

In this context, performing a search means retugrarit list (see section <x.x>). It
does not include retrieving the records themselves.

2464

The ERMS must be able to retrieve and display witt# seconds> the first page of a
record which has been accessed within the prewigxs months, regardless of storage
capacity or number of files/records on the system.

4584

This requirement, and the next, apply only to dasithat can be presented in the fgrm

of pages. If the document are unusually largmay be necessary to extend the
acceptable response time.

4076

The inclusion of tithin the previous xx> month$ implies the use of a staged or
“hierarchical” physical storage mechanism. See alse next requirement.

3981

This requirement is intended to allow for rapidrietal of frequently-used records, on
the understanding that frequency of use is typyaadirrelated with recent use. The
timescale is to be inserted by the organisatiorselolaon an evaluation of the time after
which the heavy usage of records decreases.

2463

The ERMS must be able to retrieve and display wi###0 seconds> the first page of a
record which has not been accessed within the puevixx> months, regardless of
storage capacity or number of files/records orstfstem.

3982

This requirement is intended to allow for casesrel@eform of hierarchical storage
management is used, where records used infrequarmtigtored on slower media than
more active records, or stored near-line. The Hoate is to be inserted by the
organisation, based on an evaluation of the timerafhich the heavy usage of record
decreases.

\*2

4077

For both this and the preceding requirement, ifta# electronic records are stored using

a single physical mechanism (i.e. without stageHbierarchic storage) then the phrase
“within the previous xx> month$ is irrelevant and should be deleted.

2462

The ERMS must allow a single implementation of¢listem to have an electronic
record store of at leaskxgigabytes/terabytes/petabytes> ax <
thousand/million/billion> records, and to servéeaist «x hundred/thousand> users
simultaneously with the performance levels spegiiiethis section.

3983

Estimates of storage requirements and record aed pgpulation to be inserted by the
organisation. Note that in large organisations, large volumesemfords may accumulate
- in some cases this will extend into the billiohsecords.

4559

The ERMS must provide the performance levels sigekih this section with volumes up

to At least:

e <XX> classes;

e <xx> files per class;

e <xx> volumes per file;

e <xx> records per volume.

Page 115




Testable

ID | Text, Requirement & Rationale

1212| 11.2 Performance and Scalability

4560 | These are indicative metrics only. Organisationgwd consider whether other similar
metrics apply to their circumstances.

2461 |t must be possible to expand the ERMS, in a ctlettananner, to meet organisationa
growth up to at leaste hundred /thousand> users while providing continaftservice.

4561| The intention of this requirement is that expansbauld be possible with only
“routine” upgrades that do not result in major inteptions in availability.

2460 | The ERMS must support the above performance levayding routine maintenance of;
* roles, users and user groups;
* security categories;
» access profiles;
» classification schemes;
» (databases;
e retention and disposition schedules;
in the face of the anticipated levels of organ@@l change, without imposing undue
systems down time or account administration ovaeth€see also chapter 9).

3984 |n cases where performance requirements are sitiotay be necessary to quantify the
anticipated levels of organisational change.

2459 | The ERMS must be scaleable and must be able tedwzkin small or large organisations,

with varying numbers of differently-sized organisatl units and across different
geographical locations.

11.3System Availability

Testable

ID | Text, Requirement & Rationale

1240| 11.3 System Availability

1241 | In many organisations the introduction of an ERNM8 BEDMS together will increase
users’ dependence on the IT network to the extarttthey will be unable to continue
working if the ERMS and EDMS become unavailable.

4025 | Accordingly, users of this specification who arequring a system should make every
effort to identify user requirements for availatyiliand then to specify these for the
procurement. Example requirements for availabdiy given below.

2467 | Example Requirement

2472 The ERMS must be available to users: froxax80> to <xx00> <every day/on all
weekdaysi{x days per year>.

2471 | Planned downtime for the ERMS must not exceed>$ours per <rolling three month
period>.

3985 | The definition of “downtime” may depend on the asfiructure and architecture. For
example, in some environments, a failure causeskbyer hardware will be considered
as a failure of the ERMS; in other environmentshsabreakdown will be considered as
a different kind of failure, not attributable toglERMS.

4003 | A suitable definition needs to be agreed; as atstgipoint the following is proposed:
“The ERMS is considered to be down if more than%>oof users are unable to perform
any normal ERMS function and if this failure igistited to any component of the ERMS
other than the user’s workstation.”

2470

Unplanned downtime for the ERMS must not exceednours/minutes> per <rolling

three month period>.
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1240

11.3 System Availability

2469

The number of incidents of unplanned downtime lier ERMS must not exceedx per
<rolling three month period>.

2468

In the event of any software or hardware failureust be possible to restore the ERM
to a known state (no older than <the previous dbagitskup>) within no more tharxx>
hours of working hardware being available.

S

11.4Technical Standards

ID

Text, Requirement & Rationale

Testable

1255

11.4 Technical Standards

1256

The ERMS should comply with relevant de facto aadule standards. Where possibl

it is desirable that the ERMS should make use ehapther than proprietary interfaces.

1257

Users of this specification may need to specifyunegnents for standards covering:

* hardware environment (for server platforms and wt@tkon environments);

* operating system environment (for server platfoamd workstation environments);
* workstation (client) software architecture;

* user interface;

» relational database and interface;

* network protocol and network operating system;

* interchange standards;

» application program interface and developer kits.

1266

When using this specification for procurement, iit toe necessary to add further detalil
of the technical environment, including all ERM$eirfiaces (e.g. legacy systems, offic
systems) and any plans for change.

[CANY]

1267

Additionally, users of this specification will ne&al consider their individual
requirements for standards:

4005

See Appendix 7.1 for a definitive list of the stadd used in this specification.

2473

Example Requirement

2484

If a monolingual thesaurus is implemented withERMS, it should comply with
standard ISO 2788, Guidelines for the establishrardtdevelopment of monolingual
thesauri.

2483

If a multilingual thesaurus is implemented with RMS, it should comply with
standard ISO 5964, Guidelines for the establishrardtdevelopment of multilingual
thesauri.

2481

The ERMS must support the storage of records udgenfprmats and encoding which a
either de jure standards or which are fully docuteeén

re

4004

Users may wish to specify file format and encodargirements for their organisation.

2478

The ERMS should store all dates in a format comphkath ISO 8601, Data elements
and interchange formats - Information interchanBepresentation of dates and times

2477

The ERMS should store all country names in a forcoatpliant with ISO 3166, Codes
for the representation of names of countries.

2476

The ERMS should store all language names in a focorapliant with ISO 639, Codes
for the representation of names of languages.

2474

If the ERMS is to manage records in multiple larggsaor using non-English characte

'S,

it should be capable of handling ISO 10646 encodigcode).
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ID | Text, Requirement & Rationale ks

1293| 11.5 Legislative and Regulatory Requirements

12941 The ERMS must conform to legislative and regulateguirements, which typically
vary from region to region and between industries.

1295 | MoRe@2 does not address the need to maintain @iysicords. Such a need may or
may not exist, according to the legislative andufapry environment; where there is
such a need, care needs to be taken to preseeggiintand usability of electronic and
physical records taken as a whole. These isswesdshe addressed by appropriate
organisational policies.

1296 | The following requirements will require localisatidn a “chapter zero”.

4585 |n addition, users of MoReg2 will need to considgruirements that are specific to their
industry, market sector, etc.

2485| Example Requirement

2489 | The ERMS must conform to locally-applicable staddaor legal admissibility and
evidential weight of electronic records.

2488 | The ERMS must comply with locally-applicable recordanagement legislation.

2487 | The ERMS must not include any features which arenmpatible with locally-applicable
data protection, freedom of information or otheyiséation.

2486 | The ERMS must comply with any locally-applicabler&uean, national or local
regulatory requirements, guidelines or codes oftpra for the industry, business
function or sector.

11.6Outsourcing and Third Party Management of Data

g

ID | Text, Requirement & Rationale 8

1310| 11.6 Outsourcing and Third Party Management of Data

1311 | Many organisations use external service providestdre and manage records. In some
cases, these are records that are no longer gotitxave low recall requirements) but
which need to be retained for a legislative pedethanded by legal/government
stipulation, industry regulators or for long ternegervation.

1312 | Other organisations use Application Service Pra@dASPs) to manage active records
as well as those that have been archived. Orag@oms send their documents or records
- invoices, customer correspondence, mortgagegiin documents etc. - to be
indexed and stored by the ASP. The documenthareavailable for retrieval and
presentation by the organisation’s staff over tiiernet or through a wide area network.

1313 | The management of electronic records by a thirtypaguires that the contract with the
service provider has clearly defined procedurescamdrols in place in order to meet
regulatory requirements, adhere to best practicke@al admissibility of electronic
records, and meet the business demands of the fdresccess and availability.

13141 The contract will need to include provisions that:

» the service provider's management must be to alatdrat least as good as that of
the client’'s management of its records internally;

» the client will be able to recover the records fribva service provider in the future,
and still be able to continue the management ofgherds to the organisation’s
standards and meet legal admissibility requirements

1317 | This sub-section draws heavily on ISO 15801 (segeffix 1).

2491

Requirement
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1310

11.6 Outsourcing and Third Party Management of Data

2505

A contract or Service Level Agreement (SLA) mustlgeeed with the service provider
detailing the services that are to be used.

4008

An SLA is a formal negotiated agreement betweenlidat and the service provider. It
records the agreed position regarding servicespities, responsibilities, etc.

2504

Details of the procedures for the transfer of rdsdrom the client to the service
provider, and from the service provider to therdljenust be documented.

3990

This may use communication links between the tsiteansfer files and records
automatically on a daily or regular basis. The olienust be satisfied that the link
between the two sites is secure and the protogelglace to check all records are
received, and reports produced listing any discrepa

2503

The service provider must be able to provide thentlwith copies of the audit trail of th
processes for logging and storing of the records/fi

e

2502

The service provider must demonstrate that the/féeords and metadata stored can be

easily transferred back to the client's ERMS withany loss of structure, context,
metadata or content of the records.

4006

The service provider must have procedures in glaedow the client to transfer
individual files and records.

2501

The service provider must be able to provide resambess to the managed records by {
client. The service provider must either delivgrasentation of the record, or the
original record to the client to a contracted adrdme and price.

he

2500

The service provider should be able to providectlent with the ability to request, view
and print records and or files from the client'Sad.

3991

This can be achieved, for example, by a networkection.

2499

The service provider should be able to providectient with the ability to request on-
line the downloading or transmitting of records amndiles between the client's ERMS
and service provider’s storage facility.

2498

The client should be able to request reports omaberds held by the service provider
and details of retention and disposition schededes This facility should be provided
on-line from the client’s offices.

2497

Services specified in <ID2500>, <ID 2499> and <IB&# should:
* have contracted response and/or turnaround times;
e operate in a secure environment.

2496

The client should check that the proposed locatidhe work is acceptable and that th
location meets security criteria appropriate todlent’s needs.

2495

The client should check that the proposed procedame storage management proces
involve no greater risk to the records than thentls own procedures.

5€es

3992

The service provider will need to demonstrate #ibthe client’s records are backed uy
and in the event of system failure they can bewa®al to a contracted timescale.

2494

The client should check that the service providérpeovide suitable operational staff
where the security of the records is important.

3993

It is an advantage if all employees of the serpicavider sign a confidentiality
agreement as part of their conditions of employment

2493

Each shipment of records to/from the client andségv@ice provider should be

accompanied by a control document stating the iyesmdtd number of records and files.

2492

Third parties providing transportation servicesutide organisations that meet the

guality and reliability criteria of the client.

Page 119




11.7Long Term Preservation and Technology Obsolesc  ence

Note to reviewers: This section has not been fullevised. A new draft will be published
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1349

11.7 Long Term Preservation and Technology Obsolesace

1350

This section addresses long term preservationnglterm” is not defined precisely; but

it is understood here to mean “for a period of ntbemn ten years or so”. In any
organisation, the retention period of any particaéeord should be determined by
legislation and business needs. In some envirotangs will mean several decades;
some archives it may extend to centuries. In eithse, the time period is sufficiently
long that approaches used routinely for shorteiodercannot be assumed to be
appropriate.

in

1351

Electronic records held for the long term facesiflom three directions:
. media degradation;

. hardware obsolescence;

. format obsolescence.

1355

These are discussed below. The discussions doevéal by specific requirements. Useg
of this specification should note, however, thatded requirements for all aspects of
this issue are not provided; each organisationldhievelop and implement a strategy
for the long-term preservation of its electronicarls, much as is often the case for
paper-based records.

1356

In the discussion which follows, preservation afaels includes the preservation of all
metadata and audit trail information which acconmgsithem.

1357

Media Degradation

1358

The risk from media degradation arises becaus#igithl storage media have a limited
lifetime. The lifetime varies from media to med#ad varies also according to storage
conditions (temperature, humidity and rates of gean As media reach, or exceed, thg
expected lifetime, the likelihood of read errofsaftis, bits read incorrectly) increases
dramatically. Most storage hardware has autonesta@ correction built into it; this can
cope with a certain level of bit errors, effectivebmpensating for them. But eventual
the read errors become so numerous that the autoenedr correction cannot cope; at
this stage, records become irretrievably corrdpte effect of this corruption depends ¢
many factors, but can lead to individual records/bole discs, tapes etc. becoming
unreadable.

Dir

Y,

n

1359

The following precautions can be taken to avoi@ losinformation due to media

degradation:

* ensure all media is stored, used and handled ialdeienvironmental conditions. A
a general rule, the cleaner, cooler, dryer and retatgle the environment, the longe
the expected life. However, for specific medi& thanufacturer's specifications
must be followed (e.g. the environment must notddder than a certain temperatu
the media must, or must not, be periodically clelgne

» routinely replace media (by copying informationnfréthem to fresh media) before
the expected end of life;

« keep several copies of each record, and systerthattcanpare copies according to
schedule; then replace any copy of a record whiclws an unrecoverable error, an
replace any piece of media which shows an unreableerror. This approach is
typically used in specialist long-term data arckiverequires automated systems 3
retrieval hardware, further description of whicle &eyond the scope of this
specification.

S

=

e

d

nd

1363

Hardware Obsolescence
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11.7 Long Term Preservation and Technology Obsolesace

1364

Storage peripherals - tape drives, disc drives/e lzalimited life expectancy. As they
exceed this life, they typically require more maimdnce, while at the same time
becoming expensive to maintain and repair; evelyttizdéy become unrepairable for
practical purposes. In some cases, sharing agresman be reached with other users
similar or compatible equipment; but this is nadtainable indefinitely. At some point,
information stored on obsolete devices will be jmstmanently if the device fails unles
it has been copied onto other media.

)

of

1365

The same problem arises with the computers whiahagethe applications and storag

1366

Clearly the strategy to avoid this risk is to monihe status of the hardware, and to

migrate the information to new, current media befolbsolescence puts the information

at risk. In all cases, media and hardware shoeldnosen which have a good life
expectancy; in other words, popular or “market iegtimay be a better choice than ne
and state-of-the-art.

W

1367

Format Obsolescence

1368

Format obsolescence presents the most difficultlpro for any period longer than a
handful of decades.

1369

The problem arises because the many software canpomvolved in the processing
“chain” between media and rendered informationcargstantly evolving. The
components include:

* encoding standards;

file formats;

application software;

database and other utility software;

e operating system software.

1375

Their evolution is rapid, and different compones¥slive in different ways, at different
rates. Some evolution retains compatibility wittopformats. However, some
evolution does not retain compatibility - and tisi®specially true over periods longer
than a handful of decades. It is not possiblesticathe evolution by “freezing” the
configuration, because of the need to migrate tceot hardware, as described above,;
new hardware frequently requires new software dsivehich in turn require a new
operating system, and so on.

1376

Currently, the following techniques are recognised:

* migration (converting information to new formatsiaican be accessed by curren
hardware and software);

* emulation (moving the information to new hardwane Wwith a additional software
component which emulates the old hardware, thesvalg execution of the old
application software);

« technology preservation (continual maintenancdefariginal hardware; not
practical in the long term);

* encapsulation of data and software (a theoretmalaach which is involves
packaging together records, metadata, ERMS and sdtifievare in standard softwar
“‘wrapper”).

=

1381

Although much research work is under way to minarilse risk, there is at time of
writing no simple, generic method which will guatee long term access to electronic
records. The consensus is that migration and/aiarmn are likely to be the safest

options; in practice, both will require attentiangreservation metadata - see below.
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11.7 Long Term Preservation and Technology Obsolesace

1382

However, large-scale migrations are rarely freproblems; they can result in the loss
individual items, and they sometimes result in lok&inctionality, detail, or some other
characteristic.

=%

0o

1383

Likewise, large-scale, long-term emulation is netlvanderstood. It also has risks of
loss of functionality and other characteristics.

1384

The difficulties are compounded by the prospecepeated migrations or emulations.

Nobody can predict the nature of the migrationsraulations which may be required,

and nobody can predict the consequences of repeaggdtions or of several “layers” o
emulation.

—h

1385

The most appropriate strategy is to hold informabaly in widely-accepted, stable,
open formats (i.e. formats which are comprehengigetumented in publicly-available
specifications) which have a long expected lifes with hardware, this suggests “mark
leading” rather than unproven or state-of-the-ang it suggests proprietary formats
should be avoided where their specifications atguablicly available. Examples of
suitable formats include XML files and PDF/A. Thes also an implication that the
organisation will need some expertise when selgdormats.

et

1386

The volatility of the multimedia market, and of theprietary formats it uses, makes
multimedia an area of particular concern.

1387

As this problem requires an organisation-specédgponse, more detailed discussion at

the generic level of this specification would nethelpful. However, it is appropriate t
point out that each approach involves expensdardware, software, data preparatior
and conversion, and management - and yet non@meslerve access unless a strategy
long-term preservation is implemented before adb#isg becomes problematic. In
other words, long-term preservation requires tlewg@ntive expenditure of amounts
which may grow to be large; this is similar in ceptto the preservation of paper
archives, save that in some cases the expendiilitgewarger. Where long term
preservation is required, it is therefore essethil senior management is committed {
the ongoing effort and expense required to safebaecess. Further sources of
information are given in Appendix 7 part 4.

D

for

o

1388

Preservation Metadata

1389

It is essential that preservation metadata be ¢wwith the records when long term
storage is needed. This metadata provides infeembaeyond the scope of the metada
outlined in this specification, such as informataout the technical environment, abo
the software used to create a record and abowtaatneeded to present a record - an
all its components. Where the preservation pasadhlimited, the number of metadata
elements required becomes large. Several respasjdtts in Europe, North America
and Australia have developed metadata framewdfFke complex nature of the
preservation metadata has led to the developmehedB50 14721 OAIS Open Archive
System reference model (see Appendix 7), whichbeansed to structure metadata for
preservation purposes.

ut
d
!

1390

Specific Requirements

1391

The requirements in this section are proposednamianum technical requirement whe
long-term storage is envisaged. However, as itelicabove, management commitme
Is equally important.

[€

2506

Requirement

2513

The ERMS storage media must be used and stored/iroements which are compatib
with desired/expected lifespan, and which are withe tolerance of the media

manufacturer's specification.
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4029

The ERMS must support the monitoring and replacemistorage media to guard
against media degradation.

2512

The ERMS should include features for the automptdic comparison of copies of
information, and the replacement of any copy fotmbde faulty, to guard against media
degradation.

=2

2511

The ERMS must allow the bulk conversion of recqtdgether with their metadata and
audit trail information) to new media and/or syssemline with the standards relevant
for their format(s).

2510

The ERMS supplier must have a system upgrade progeain place to ensure that the
existing information can continue to be accessdbout changes to the content.

4009

Any system modifications that have been made t&fRBIS for organisational
requirements must remain in place following a systggrade.

4586

The ERMS should be able to report on file formagisl hfor both records and their
components.

4587

For example, the ERMS should be able to produtedisrecord and components in
specified file formats. This facility would be d$e conjunction with a software
intelligence, or preservation monitoring, functithrat aims to identify file formats that
are at risk of obsolescence.

4026

The ERMS should be able to render (see Glossargyae from their original format to
any specified long-term preservation file formagsjhe time of capture, on a subsequ
occasion, or on export.

ent

4027

It is acceptable for the rendering process to bdartaken by a program external to the

ERMS so long as the context and links are mainteaiell times.

4588

Wherever possible without compromising the intggoit the records, the ERMS shoulg
be able to render components from their originaehfat to a any specified long-term
preservation file format(s) at the time of captune,a subsequent occasion, or on expg

!

DIt.

4589

It is acceptable for the rendering process to bdartaken by a program external to the
ERMS so long as the context and links are maintbaiell times.

4590

Where components are migrated, it is essentialtti@integrity of the records that they
form is maintained. The feasibility of this apprbagenerally will depend on the
capabilities of both the migration process andhaf software application or viewer use
to present the records. For example, if the resa@rke web pages that include(say) Gl

image files, it would be acceptable to migrate @€ images only if the following are al

true:

» the GIF components are migrated to a file formait ttan be presented by the
application used to access the web pages; in ttasgle, it is likely that JPEG
would be suitable;

» the references to the GIF images in the web pagesmended as part of the
migration process so that they refer instead tortee JPEG images;

« the original components (the unamended web pagésiamigrated GIF componen
are retained alongside the new components.

This example is chosen solely for illustration @ogs no indicate that there is any

reason to migrate GIF images at the time of writing

= T

[S

4591

In many cases it will be difficult or unfeasibleachieve this, and alternative
preservation approaches will be needed.

4028

The ERMS must be able to maintain links betweefediht renditions of the same

records and enable disposition actions to be chaug on them simultaneously.
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1349

11.7 Long Term Preservation and Technology Obsolesace

4592

When a record has been rendered into a presenfdédarmat, the ERMS must provid
suitable facilities to retrieve the original forneatd/or renditions, as appropriate.

D

4593

The ERMS should be able to export records and thetadata in the form of a
Dissemination Information Packages as defined byGAIS standard, ISO 12654, (se€
Appendix 7.1).

4030

The ERMS should hold at a minimum the following atitta items for a rendered
record:

» the original format;

» date of conversion.

2508

If the ERMS uses any proprietary encoding or stem@gdatabase structures, these my
be fully documented, with the documentation beinglable to administrative roles.

st

3995

This implies it may not be sufficient for the sigipio retain a copy of the

documentation; in the timescale being considerteel stability of the supplier is not
certain. It may therefore be desirable for a copyhis documentation to be lodged wit
the user organisation or with a neutral third party

h

2514

The ERMS should be able to manage a range of padgmr metadata elements for the
records and their component parts.

3996

See <Appendix 9>.

11.8Business Processes
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4049

11.8 Business Processes

4050

Experience has shown that the success of ERMSlaigias depends, among other
factors, on how easy or difficult it is to perfofonctions. If an ERMS contains all the
features needed for records management, documersg®aent etc., an implementatig
will only succeed if users find it easy to useysers find it difficult to use, it will be
rejected despite its capabilities.

n

4051

In recognition of this finding, this section des@s requirements intended to promote
ease of use. Accordingly, most of the requiremargsdesirable rather than mandator
The requirements may be met by workflow softwagd th integrated with the ERMS, s
long as they are fully configured and working.

(0

4078

Some of the requirements below call for the abtlityperform a specified function “...as

an integrated part of a process”. In all casas,itteans that a user who is performing

process should:

* have the option of performing the process, or afpgsforming it;

* be able to initiate the function easily, preferabith a single click, and without
needing to re-enter information that has alreadyntentered;

* be able to choose, at the end of the functioneeiit cancel the original process or
return to it at the same point and with the saratustas before the function was

initiated (i.e. without needing to re-enter infotma that has already been entered).

4079

This is illustrated in diagram <C11 ID4080> below.
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4049

11.8 Business Processes

4080

User initiates
process

| Process step 1 |

| Process step 2 | etc.

chooses | Function

function

chooses to
continue

A 4
| Process step n |

|Process step n+1| etc.

Process Process
complete abandoned

Figure <C11 ID4080>

4597

All of the following requirements are to be intezfed as being dependent on user acg
rights.

€SS

4081

Requirement

4082

The ERMS should allow a user who is allowed to ¢geatine security category of any

record, file or class to check its existing catggamd permissions as an integrated part of

the process of changing it.

4083

When a user is warned about the lowering of a #gatategory of a record (see chapterY

9 <ID2351>) the user should be able to examinedgberd and/or its metadata as an
integrated part of the process.

4084

Whenever a new file or sub-file or volume is creaend where a physical container
exists for it, the ERMS should allow the user tmpan appropriate label for the physig
container, as an integrated part of the process.

4594

This enables a label to be produced containingrdgsanetadata which can then be
attached to the physical entity. This could in€lulut is not limited to, such metadata
as:

o Title;

* Identifier - System;

» Classification Code;

» Date of Opening;

» Security Category (if used);
* Normal storage location.

4085

Whenever a user deleting any information receiveaming about existing links (see
section 9.3) the user should be able to examinértke and the linked information

and/or its metadata as an integral part of theqa®.c
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4049 11.8 Business Processes

4086 | The ERMS should allow a user who is redacting angdo achieve the followingina | Y
single integrated process:

* redact the record,

* create an extract;

» decide where in the classification scheme the e$taould be filed, and declare it as
a record,

» link the extract to the original record;

» link the original record to the extract.

4087 | When a user is declaring a record, the ERMS shalldv the user to check whether a| Y
document has already been declared as a recaad,iategrated part of the process.

4088 | This should apply to any kind of document.

4089 | The ERMS should warn a user who is declaring a ehecu as a record if that documentY
has already been declared, informing the user efevh is allocated (class, file etc.) and
giving the user the option to continue with or at@mthe declaration.

4090 | When a user is declaring a record, the ERMS shalidel the user to: Y
» browse the classification scheme (to find the @esalass, file etc);

* |ook at the metadata (permissions, keywords, dasanis etc) of any classes and
files;
» before the declaration is completed, as an intedrpart of the process.

40911 When a user is declaring a record that has a $goategory higher than the default, theY
ERMS should allow the user to check who (which otisers, groups, roles) has access
to the record before the declaration is compledasdin integrated part of the process.

4596 | The intent of this requirement is to allow a usecheck who will be able to see a record
before it is irrevocably stored. For example, amager may wish to capture a sensitive
record, without being sure which of her staff hagi granted access to the security sub-
category that she intends to use; this requirenadlotvs her to ensure that she chooses
the correct sub-category. Requirement <ID 406S5antion 11.1> is closely related.

40921 Whenever a user sees any class, file, record etecreen, as the result of a search, whik
browsing the classification scheme or in any ottuetext, the user should be able to
perform any valid action on it directly, withouteding to navigate to another part of the
ERMS, including at least:

e opening it;
» determining its parents in the classification scegm
* viewing its metadata or audit trail;
* viewing and following its links;
* sending it by e-mail;
e changing its security category;
e viewing users and roles allowed access to it;
* printing (or presenting) it;
* redacting it;
* relocating or deleting it.
4093 | The ERMS should allow a user to change the sececaitggory of any record, file or Y

5S.

class, including the updating of all affected matacelement values, in a single proces
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1417

12 Metadata Requirements

1418

This chapter presents functional requirements fanaging metadata. The MoReq2
metadata “model” is presented in Appendix 9.

3371

Metadata includes, in the context of this spediitcg indexing information and other

data needed for effective records management, aualscess restriction information. A

formal definition is given in the Glossary. A matetailed explanation of the role of
metadata in records management is found in ISO 2833 Appendix 7.1).

12.1Principles

3]
©
ID | Text, Requirement & Rationale 8
14201 12.1 Principles
1422 Scope
14231 |t is not possible to define all the metadata rezaients for all possible kinds of ERMS
implementation. Different kinds of organisatiomglapplications have particular needs
and traditions which vary enormously. For exampteame organisations will need
indexing, which is focussed on account names am$action dates, while others will
need strict hierarchical numbering; some will neellimes, which relate to financial
years, while others will not; some will need acassstrols for security reasons, others
for intellectual property reasons, and so on.
3376 | This chapter of MoReq2 therefore suggests minimeguirements which are intended [as

the starting point for customisation and expansidrese minimum requirements are

closely related to lists of specific metadata “edes” which the ERMS must be able to
capture and process. These elements make up tRed2ametadata model in Appendix

9.

12.2 General Metadata Requirements
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3384

12.2 General Metadata Requirements

2539

The ERMS must not present any practical limitaborthe number of metadata element®

allowed for each entity (e.g. class, file, sub;filtelume, record).

3385

The definition of “practical limitation” will varyaccording to the application. For

example, small organisations with a small clasatimn scheme may not need as many

metadata elements as large organisations with aptexnclassification scheme.

2538

Where the contents of a metadata element can &teddb the functional behaviour of
the ERMS, then the ERMS must use the contentsabfllement to determine the
functionality.

3386

For example, where the ERMS stores file openirtg nheetadata, it must populate that
metadata automatically whenever a file is opendbeathan requiring a user to
populate it. Note that this is a general requiretnehich stretches across many
metadata elements. MoReq2 does not attempt tafidafitcases in which this is
relevant.

2537

The ERMS must allow different sets of metadata elsihto be defined for different

record types at configuration time.
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3384 | 12.2 General Metadata Requirements

3387 | For example:

* invoices may need account number metadata;

» correspondence needs multi-value recipient metaelkaents;

» records which are scanned images will need metadd#ing the scanning and
indexing processes.

2536 | The ERMS must allow an administrative role to defit configuration time whether Y
each metadata element is mandatory or optional.

2540 | The ERMS must support at least the following met@métement formats: Y
» alphabetic;

» alphanumeric;

* numeric;

* date;

* Jlogical (i.e. YES/NO, TRUE/FALSE).

2535 | The ERMS should support metadata element formafs)able by an administrative role)Y
which consist of combinations of the formats in <AB40>.

3388 | For example, a case might have a reference nunmbbrei format nnnnn/aa-n.

2534| The ERMS must support date formats defined in 18Q1&or all dates. Y

2533 | At time of configuration, the ERMS should allow ihition of the source of data for eachy
metadata element.

3389 | Possible sources are described in requiremeti®532>, <ID2531>, <ID2530>,
<|D2529>.

2531 | The ERMS must allow an administrative role to sfyeahich metadata element values Y
are to be entered and maintained by manual entirpior selection from a controlled
vocabulary.

2530 | The ERMS should allow for the values of metadaganeints to be inherited Y
automatically by default from the next higher leirethe classification scheme hierarchy.

3391| For example, for a volume, the value of some ofrieadata elements must be inherited
from its parent sub-file; and for a record, the walof some metadata may be inheriteg
from the volume into which it is stored.

2529 | The ERMS should allow values of metadata to beindtbfrom lookup tables or from | Y
calls to other software applications.

3392 | For example, the ERMS might provide name and pomi to an addressing applicatiorn
which then returns a street name to be used asdatta

4599 | Where the metadata element is populated by lockbied, if the selection of avalue | Y
excludes other values in subsequent lookup tathissshould reflected in the values
available in those subsequent tables.

2521 The ERMS should be able to acquire metadata véilaes Y

e adocument-creating software application (see <8323,

e oOperating system;

e network software;

e the user at the time of capture or declaration;

» rules defined at configuration time for generatbddmetadata by the ERMS at the
time of declaration.
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3384 | 12.2 General Metadata Requirements

2528 | The ERMS must validate metadata when it is enteyeasers, and when it is imported| Y
The validation must use at least the following naettms:

* Format of the element contents;
* Range of values;
» Validation against a list of values maintained hyaaministrative role.

3393 | An example of format validation is that the condearie all numeric, or are in a date
format (consistent witklD2540>. An example of range format validation is tHa t
contents fall in the range between 1 January 19893l December 2001. An example
of validation against a list of values is verifyitigat an export destination is present on a
list.

2527 | The ERMS must be capable of validating metadatagusalls to another application (elgY
to a personnel system to check whether a personmatber has been assigned, or to a
post code database system) or using an internielUpdable.

2541| For metadata element values that are entered nignih@ ERMS must support Y
persistent default values which are user-definable.

3394 | A persistent default appears as the default inddua entry field for each item in
succession until it is changed by a user. Oncengbd, the new value remains, i.e.
becomes persistent.

2526 | The ERMS should allow configuration such that argtadata element value can be used
as a search field in a free text search.

2525 | Where a metadata element value is stored in datgatpthe ERMS should allow Y
searches which recognise the value of the date.

3396 | For example, the ERMS should support searchesdamt@range. It is not sufficient for
the date to be stored as a text field.

2524 | Where a metadata element value is stored in nurfa@ritat, the ERMS should allow | Y
searches which recognise the value of the number.

2523 | The ERMS must allow administrative roles to restiie ability to make changes to Y
metadata values as defined in the access contméini®ection <13.4>).

2522| The ERMS must allow reconfiguration of the ERMS adeita model by an P
administrative role, and must record such in thditaail.

3397 | For example, it may be necessary to add a new&lataent such as “Department
Identifier” to some document types following anamgsational change.

2520 | The ERMS must allow metadata elements to be cordeyat configuration time such | Y
that values generated from other application paekatipe operating system or the ERMS
(for example, e-mail transmission data) cannot bdified by users once they have begn
captured.

2519 | The ERMS must allow metadata elements to be cordiyat configuration time such | Y

that their values cannot be modified by users @heg have been captured.

13 Reference model

13.1Glossary

ID

Text

1779

13.1 Glossary

1780

This glossary defines key terms used in the MoR&ggXification (i.e. in the requirements :

well as in the reference model).

1S
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1781 | Some significant definitions are taken from, orselly adapted from, glossaries presented jn
reference publications listed in Appendix 1; thesarces are acknowledged below each
definition.

1782 | Terms defined within this glossary are showitaifics.

3245| administrative role

3246 | A set of functional permissions allocatedusersallowed to perform administrative actions

3247| Note: In MoReq2 this term is used also to spetigy/people with these permissions.

1783 | administrator

17841 A role responsible for the day to day operatiothefcorporate records management policy
within the organisation.

1785 | Note: this represents a simplification. Especiailiarge organisations, the tasks attributed in
this specification to Administrators may be divideztween several roles, with titles such as
Records Manager, Records Officer, Archivist etc.

4606 | gggregation

4607 | A class, file, sub-file or volume.

1786 | gudit trail

1787 | Information about transactions or other activitigch have affected or changed entities (¢.g.
metadataelements), held in sufficient detail to allow tteeonstruction of a previous activity.

1788 | Note: an audit trail generally consists of one orerlists or a database which can be viewed
in that form. The lists can be generated by a adgersystem (for computer system
transactions) or manually (usually for manual atés); but the former are the focus of thig
specification.

1789 | authenticity

1790 (in the context of records management only) Thdityuaf being genuine.

1791 | Source: Adapted and abbreviated from the definitibtrecord authenticity” in the UBC-
MAS Glossary (Appendix 1 reference [8]).

4600 | An authentic record is one that can be proven td'@e what it purports to be, - b) to have
been created or sent by the person purported ® ¢r@ated or sent it, and - ¢) to have been
created or sent at the time purported.” - Sour8& 15489.

1792 | Note: in the context of ecord this quality implies that a record is what it paorts to be; it
does not address the trustworthiness of the regaalitent as a statement of fact.

4617 | authorised user

4618 | A userwho has permission to carry out the action be riteesd.

4619 Note: the details depend on the context. Diffetesatrs will have different permissions.
MoReg2 does not assume anything about which usevkioh roles have which permissions.
The permissions that authorise a user to carrnaowction are granted by the organisation
according to its policies and business requirements

1794 capture

4649 | (1) The act of recording or saving a particulatangation of a digital object (source:
InterPares 2 Project Terminology Database).

4650 | (2) Saving information in a computer system.

1795 | Note: in the context of MoReq2, capturiregordsis used to mean all of the processes
involved in getting a record into an ERMS, namelgistration, classification, addition of
metadata, and freezing the contents. The terrsad more generally to mean inputting to the
ERMS and storing other information such as metadalizes.

3248 | case file

3249 | A file relating to one or more transactions perfechin a structured or partly-structured waly.

3732

Source: adapted from PRO Functional Specificaticicase file” (Appendix 1 reference [2]).
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3736 | Note: there is no universally-accepted definitibthese terms, nor of the distinction betwe
case files and the other kinds of files often mawaidgy an ERMS. The following is therefor
developed for, and intended to facilitate the usterding of, MoReqz2; its applicability in
other situations is not guaranteed.

3735 | Note: the records in a case file may be structorathstructured. The key distinguishing
characteristic of case files is that they resulbfiprocesses which are at least partly
structured. Examples include files about:

. applications for permits, etc.;

. enquiriesabout a routine service;

. investigation of an incident;

. regulatory monitoring.

3734 | Note: typically, other characteristics of casedihre that they often:
« feature a predictable structure for their content;
e are numerous;
e are structured or partly structured;
e are used and managed within a known and predetediprocess;
* need to be retained for specific periods, as dtretlegislation or regulation;
* can be opened and closed by practitioners, end-os@hata processing systems
without the need for management approval.

3733 | case worker

4345 | A userwho works withcase files

1796 | class

1797 | (in this specification only) The portion of a hieghy represented by a line running from an
point in theclassification schemleierarchy to all the files below it.

1798 | Note: this can correspond, in classical terminojdgya “primary class”, “group” or “series”
(or sub-class, sub-group, sub-series etc.) atarg} In the classification scheme.

1799 classification

1800 | In records management, the systematic identifinadind arrangement of business activitie
and/orrecordsinto categories according to logically structucedventions, methods, and
procedural rules represented in a classificati@besy.

1801 | Source: ISO 15489 (see Appendix 1 reference [9]).

4169 | classification code

4563 | An identifier given to eachlassin aclassification schemeWithin each class, the
classification codes of its descendant classesrageie.

1802 | classification scheme

1803 | See classification.

1804 | Source: definition of “Classification System” in@SL5489 (see Appendix 1 reference [9]).

1806 | clearance

1807 | See security clearance.

1808 | close(verb)

1809 | The process of changing the attributes fifea sub-file or volumeo that it is no longer able
to accept the addition oécords

1810 | closed

1811 | Describes dile, sub-file or volumevhich has been closed and so cannot accept thecsddi
of records

2873 | component

2874 | A distinct byte stream that, along with other bgteeams, makes upracordor document

2876

Note: This term is not in general use.
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2875

Note: The phrase “distinct byte stream” is useddscribe what is usually called a “file” in

information technology; the word “file” is avoidéatre to prevent confusion with the recor

management meaning of “file”. The key concephit & “component” is an integral part o

the content of a record, despite the fact thaant loe handled and managed separately.

Note: Examples of components include:

¢ An html document and JPEG images that make up goagé;

* A word processing document and a spreadsheet, \ilinerecord consists of the word
processing document that contains an embeddeddihlperlink) to the spreadsheet.

ds

3812

Note: components have to be distinct, i.e. sepdrate each other. If a word processed
document contains an embedded spreadsheet (asedpposn embedded link to a
spreadsheet) then the spreadsheet is not consittbelbeda component; in this case, the wo
processed document complete with its embeddeddgireat is a record made up of one
component.

1812

configuration time

1813

The point in the lifecycle of the ERMS at whichgtinstalled and its parameters are
established.

4615

custodian

4616

(of a record or aggregation) the person or orgénisal unit having possession of the
record(s).

1814

destruction

1815

Process of eliminating [...] records, beyond any fbeseconstruction.

1816

Source: ISO 15489 (see Appendix 1 reference [9]).

1817

digital

4601

Describes information expressed in binary notation.

1818

Note: this term is not used in MoReq2. Althouglgitl record” is more accurate than
“electronic record”, the former is rarely used nagice. Seelectronic.

3004

disposition

3005

Range of processes associated with implementiogrdsretention destructionor transfer

decisions which are documented in retention anglodision schedules or other instruments.

3006

Source: ISO 15489 (see Appendix 1 reference [9]).

1819

document(noun)

1820

Recorded information or object which can be treai®d unit.

1821

Source: ISO 15489 (see Appendix 1 reference [9]).

1822

Note: a document may be on paper, microform, magoeany other electronic medium.
may include any combination of text, data, graplsosind, moving pictures or any other
forms of information. A single document may conhsisone or several data objects.

1823

Note: documents differ fromecordsin several important respects. MoReq2 uses the ter
document to mean information that is not a record.

4620

document type

4621

Describesiocumentshat share common characteristics.

4622

Note: for example, documents with common layounhtent, retention and disposition
requirements, and/onetadata Document types could include, for example:

* application form;

» correspondence (includes letters and faxes and nagiaia);

* curriculum vitae;

* e-mail message;

e invoice;
« medical report;
« web page.
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4623 | Note: in this example, e-mail messages are tradiffstently than other correspondence, as
they may have different metadata requirementsyhisiot be the case in every organisation.

4624 | Note: each organisation needs to define its doctitgpas, according to its business needs;
the above are purely illustrative.

1824| EDMS

1825 | Electronic Document Management System.

4602 | Computer-based application dealing with the managgmf documents throughout the
document life cycle

4603 | Source: IEC 82045-1 Document Management.

1826 | Note: the functionality required for EDMS is natluded in this specification. However, an
EDMS is often used in tight integration with BRMS See section 10.3 for more detalils.

1827 | electronic

1828 | For the purposes of this specification, the world¢onic” is used to mean the same as
“digital”.

1829 | Note: analogue recordings, though they may berdegleas electronic, are not considered as
“electronic” for the purposes of this specificatias they cannot be stored within a computer
system unless they are converted to digital folinfollows that, in the terminology of this
specification, analogue records can only be stasgdhysical records.

1830 | electronic document

1831 | A documentvhich is in electronic form.

1832 | Note: use of the termlectronic documerns not limited to the text-based documents typjcall
generated by word processors. It also includesignressages, spreadsheets, graphics and
images, HTML/XML documents, multimedia and compouaileduments, and other types of
office document.

1837 electronic record

1838 | A recordwhich is inelectronicform.

1839 | Note: it can be in electronic form as a resulh@a¥ing been created by application software
or as a result of digitisation, e.g. by scanning.

1840 | ERMS

1841 | Electronic Record Management System.

18421 Note: ERMS differ fronrEDMSin several important respects. See section 10.81¢we
details.

1843 | export (noun)

1844 | The process of producing a copy of electrarmords along with theimetadatafor another
system.

1845 | Note: the records remain on the ERMS after expmitke transfer.

1846 | extract

18471 (of arecord) A copy of arecordto which some changes have been applied to removesk
but not to add to or meaningfully amend existingteat.

1848 | Source: definition of “instance” in PRO Functiosgecification (Appendix 1 reference [2]).

1849 | Note: the changes usually result from restrictionglisclosure of information. For example,
arecord may be made available only after individuals' naiawe masked or removed from |t;
in this case, aextractof the record is created in which the names haes lmade illegible.
The process of masking is sometimes referred tedection

1850 | file (noun)

41741 An organised unit ofecordsgrouped together because they relate to the salojecs,
activity or transaction.

4604 | Source: shortened and adapted from ISAD(G) (seeAgig 7.1).

4564

Note: this is the Records Management usage ottinefle. It differs from the IT usage, for

which MoReq?2 uses the temistinct byte stream.
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3743 | file format

3744 | The internal structure and/or encoding of a filaalirallows it to be interpreted or rendered
into human-accessible form.

Note: examples include:

e HTML v3.2 (a file format for web pages);

« PDF/A vl (an archival file format for portable docents);

e TXT (ASCII plain text file format);

XML v1.0 (a file format for extensible markup larage which itself relies on ASCII
plain text).

* Many proprietary formats produced by desktop apgibnis such as office suites.

3745 | format

3746 | Seefile format

3250 | group (noun)

3251| A set ofusers

1856 | metadata

1857 | (in the context of records management) Data dgisgricontext, content and structure of
records and their management through time.

1858 | Source: ISO 15489 (see Appendix 1 reference [9]).

1859 | Note: the distinction between data and its metackatabe unclear. For example, it is usually
clear that the essential indexing data for a retittd, date etc.) is part of that record's
metadata. However, the audit trail for a recordhe Retention and Disposition Schedule for
a record, can validly be considered to be eithta dametadata, depending on the context
Different types of metadata can be defined, fomgxa, for indexing, for preservation, for
rendering etc. These details of metadata usageegond the scope of MoReq?2.

4570 | metadata stub

4571| The subset of the metadata for an item that isnedeafter the item has been disposed of, to
act as evidence that the item used to be held andéen properly disposed of.

3252| non-case file

3253 | Any file that is not acase file

1860 open

1861 | (verb) The process of creating a ni#e, sub-file or volumeuch that it can accept the
addition of records.

1862 | (adjective) Describesfie, sub-file or volume&vhich has not yet beatiosed and so is able to
accept the addition eecords

4611 | owner

4612 | The person or role responsible for a record orexgggion.

4613 | Note: this is the usage in MoReq2; the legal ovaiexrrecordis the organisation that holds
the record.

4614| Note: se als@ustodian

1863 | paper file

1864 A device for holding physicalocumentsndphysical records

1865 | Source: Adapted from PRO Functional Specificatidppendix 1 reference [2]).

1866 | Note: examples of physical files include, amontieas, envelopes, box files and ring binders.

1867 | PDF

1868 | Portable Document Formatfiee formatfor the representation of two-dimensional
information.

1869 | Note: this file format is proprietary to Adobe Inbut is widely used. Its inclusion in this
glossary does not represent any form of endorsement

3010 | PDF/A
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3011 | A subset oPDF designed for archival use, as defined in the 19005 series of standards.

4545 | physical record

4548 | A recordthat is held in a medium outside tBRMS such that the record itself is not under
the management of the ERMS.

4546 | Note: examples include paper records, microforconds, and electronic records held on
removable media so long as the records are notithdilly managed by the ERMS.

4547 | presentation

1886 | The manifestation of aglectronic recordpresented by the ERMS to whiclusercan refer.

1887 | Note: this may include on-screen display, printaed audio and multimedia presentations.

1888 | Note: the exact nature of the presentation carffbetad by the software and hardware
environment. Typically different renditions of teemerecordcan vary in details of font
metrics, line endings and pagination, resolutiongdépth, colour space etc. In most cases
these differences are acceptable. However, in s@ases their potential effects have to be
considered separately; these considerations amntdiie scope of this specification.

3752 | Note: In the previous version of MoReq the teanditionwas used with this meaning.

4207 | profile

4208 | The set of permissions allocated tosgror grouporrole.

1870 record (noun)

1871 | Information created, received, and maintained &eece and information by an organisation
or person, in pursuance of legal obligations dhatransaction of business.

1872 | Source: ISO 15489 (see Appendix 1 reference [9]).

1873 | Note: Local national definitions may also apply.

1874 | Note: a record may incorporate one or sev@oalimentge.g. when one document has
attachments), and may be on any medium in any foritnaaddition to the content of the
document(s), a record should include contextualrmétion and, if applicable, structural
information (i.e. information which describes th@ponents of the record). A key feature
a record is that it cannot be changed.

4605 | Note: bothelectronic recordandphysical recordean be managed by &RMS

4186 | record type

4187 | Describes aecord made from alocumentvith the correspondindocument type

1875 | redaction

1876 | The process of hiding sensitive information ireeord

1877 | Note: this can include applying opaque rectangiesbscure names etc. (the electronic
equivalent of censoring paper documents with imlQre secure methods of obscuring
information, or removing individual pages.

1878 | Note: in all cases the totality of the origimdéctronic records not affected. Redaction is
carried out on a copy of the electronic records ttupy is called aaxtract

1879 registration

1880 | The act of giving aecorda unique identifier on its entry into a system.

1881 | Source: ISO 15489 (see Appendix 1 reference [9]).

1882 | Note: registration usually implies the recordintpia “register” of important metadata, e.g.
“all the data necessary to identify the personsautsinvolved and the documentary conte
of the records” (UBC-MAS Glossary, Appendix 1 refiece [x]).

1883 | render

1884 | The process of producingandition

1885 | rendition

3835 | A manifestation of @aecordin afile formatdifferent from the record’s nativfde format
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3836 | Note: Renditions are usually produced to preselegtrenic records, that is to minimise thg
risk of loss of access to their content over tirker example, records produced in a
proprietary file format may be stored as renditiona standard format such as PDF/A or
xml.

3837 | Note: Rendition was used with a different meanmthie original version of MoReq,.

1889 | repertory

1890 | A list of existindfile titles within each of the lowest levels of thesslidication scheme.

1891 | retention and disposition schedule

3009 | A formal instrument that defines the retention pési and consequent disposition actions
authorised forecordsdescribed in the schedule.

3008 | Source: adapted from National Archives of Austredieordkeeping glossary.

1892 | Note: in the previous version of MoReq this wagmnefd to as a retention schedule.

1894 | role

1895 | The aggregation of functional permissions grantea predefined subset of users.

1896 | Source: PRO Functional Specification (Appendixfénence [2]).

1897 | security category

1898 | One or several terms associated witke@ord or aggregationwhich define rules governing
access to it.

1899 | Note: security categories are usually assigneah atrganisational or national level.
Examples of security categories used in governmeganisations throughout most of Euro
are: “Top Secret”, “Secret”, “Confidential”, “Regtted”, “Unclassified”. These are
sometimes supplemented by other terms such as “BAfeld Only” or “Personnel”.

1900 | Note: this term is not in general use. It hasmtedopted in MoReq2 instead of the term
“classification” that is often used by the secuagbmmunity to avoid confusion with the
records management meaninglafssification

1901 | security clearance

1902 | One or several terms associated witlsarwhich define thesecurity categorieto which the
useris granted access.

4572 stub

4573 | Seemetadata stub

3012 sub-file

3013 Intellectual subdivision of a file.

3014| Note: Sub-files are usually used in case file gen@ent environments. Typically, each su
file is named, and each sub-file is used to st@pegified kind or kinds of records, such as
“invoices”, “assessments” or “correspondence”.

1906 | transfer (verb)

1907 | The process of moving complatkectronic files along with theimetadatato another
system.

1908 | Source: adapted from PRO Functional Specificathppéndix 1 reference [2]).

1909 | Note: the files are often transferred together \aittother files in alassof theclassification
schemeavhen the purpose of transfer is to move the fiteart archive for permanent
preservation.

1910 | Note: see alsexport

19111 user

1912| Any person utilising thERMS

1913 | Note: this may include (among others) Administrataffice staff, members of the general
public and external personnel such as auditors.

3254 | Note: a user may both haxaesand be a member gfoups

4608 | yser profile

4609

Theprofile of auser.
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3255

user role

3257

A set of functional permissions allocatedusersallowed to perform actions that manage
records.

4610

A usermay have severaiser rolesbut has only one user profile.

3258

Note: In MoReg? this term is used also to spedig/people with these permissions.

1914

version

1915

(of adocumentThe state of a document at some point durindetelopment.

1916

Source: PRO Functional Specification (Appendixfémence [2]).

1917

Note: a version is usually one of the drafts dbaumentor the final document. In some
cases, however, finished documents exist in severalons, e.g. technical manuals. In other
cases, the versions are translations. By comeastdscannot exist in more than one
version; see alsextract

1918

volume

1919

A subdivision of dile.

1920

Source: Definition of “part” in PRO Functional Sifesation (Appendix 1 reference [2]).

1921

Note: the subdivisions are created to improve meahility of the file contents by creating
units which are not too large to manage succegsfilhe subdivisions are mechanical (e.g.
based on number of records or ranges of numbensierspans) rather than intellectual.

13.2 Entity-Relationship Model

ID

Text

1922

13.2 Entity-Relationship Model

1923

This section repeats part of section 2.3, for ehseference.

1924

It contains an entity-relationship model which ¢@nused as an aid to understanding the
specification. Section 13.3 contains a narraty@amnation that describes and explains the
model.

1925

An important aspect of this diagram is that it neetrepresent actual structures stored in the
ERMS. It represents a theoretical view of thetestiassociated with records. An ERMS
uses these relationships to produce behaviour algumt/to the structures in the diagram. See
section 2.2 for further explanation of this point.

1926

The relationships between files, volumes, recordsather important entities are depicted |n
the following entity-relationship diagram. Thisadormal representation of selected
structures which can be used to describe the betagf an ERMS.

1927

In the diagram, entities - files, records and se are represented by rectangles. The lineg
connecting them represent the relationships betweeantities. Each relationship is
described by text in the middle of the line; ang #hould be read in the direction of the
arrow. Each end of the relationship has a numlhéchwepresents the number of
occurrences (strictly, the cardinality); the nunsbare explained in the key. So, for example,
the following extract:

2944

| Record |
1

VIS MADE

1-%
Component
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1928 | means “one record is made up of one or more commpsgh@ote the direction of the
relationship arrow).

1929 | Note also that the entity Class is related tofitsglthe relationship “is made up of”. This
relationship describes, in formal terms, the relaghip between classes in a hierarchical
classification scheme, where a Class may be maaé aipe or more other Classes. If this
relationship (sometimes called a recursive relatigp) is removed, the model applies equg
to non-hierarchical relationships.

2931| Note to reviewers: the entity-relationship diagramthat follows is significantly different
to the corresponding diagram in MoReg,.

2945
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1930| 13. 3 Entity Relationship Narrative

1933 | The preceding diagram shows a simplified modelpiés not attempt to represent all possi
entities or relationships. Rather, it shows ohly most significant ones for this application,
For example, it does not show users, roles etc.

1934 | The remainder of this narrative describes theiestit the diagram, and their inter-
relationships.

1935| Classification Scheme

1936 | In order to practice records management princiglegrganisation must have at least one
classification scheme. This sets out the filimgaure (typically consisting of hierarchy) fo
a defined part of the organisation.

1939] Class

1940 | Hierarchical classification schemes can be viewsed hierarchy made up of a number of
classes, much as a tree is made up of branche$ diess is connected to the hierarchy at
one level; can extend over several levels; andcoatain smaller classes. Several classes
start at any single level; but each class statigairone level.

19411 File

1942 | Files occur within classes, at any point in thedmehy. At any point, there can be no files,
one file or several.

1943 | Sub-file

2927 | Each file is viewed as being made up of at leastsub-file. In practice, some files are not
divided into sub-files. Where there is only onbe-$ile, the concept of sub-file is transparer
to users, for all practical purposes. Sub-fileswged mainly in case files.

2928 | Volume

1944 | Sub-files can be divided into volumes, accordingpecific rules. In practice, most sub-filg
are not divided into volumes. Where there is anig volume, the concept of volume is
transparent to users, for all practical purposése rules may depend on size or number of
records, or may depend on transactions or timeg@eri This practice originated with
physical files, in order to restrict them to a mgaable size and weight. The practice is,
where appropriate, continued with electronic fikeslimit them to a manageable length for
review, transfer, etc.

1945 | The terms file, sub-file and volume are, in pragtsometimes used loosely or
interchangeably - because of the above requirefoettansparency. For example, a user
typically ask for “a file” rather than (more acctely) asking for “a volume.” This is
especially apparent in the case of a physicatliiée consists only of a single one-volume s
file. In this case, although the file analyticatignsists of one sub-file which is made up of
one volume, the sub-file and the volume are noagbdAabelled as such (often, the label is
only applied when the second sub-file or volumepened). Strictly, all end users interact
with volumes, but this is often simplified to files

1946 | Retention and Disposition Schedule

1948 | A retention and disposition schedule specifiesrtives for keeping and disposing of records.
The ERMS can contain several retention and dispossichedules, one or more of which a
applied to each class, file, sub-file and volurheytcan also be applied to records, and on
retention and disposition schedule may be apptiezhth record type.

1949 | Record

1950 | At the heart of the system lies the most imporéamity, the records. These are the reason
the entire records management infrastructure,&sftirm the account of the organisation’s
activities.

1951 | Records are made from documents. Each record caprise one or several documents; ai
each document can appear in several records.

2929

Record Type
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2930 | Records are assigned a record type. This is wseditate, and to allow the ERMS to
manage, the records in certain ways. Examplesaaird type might include “invoice” and
“web page”.

2932| Component

2933

Each record and document is made up of at least@m@onent; some are made up of mot
than one. For example, a simple web page may stoofsonly one component - an HTML
“file™ in IT terms - while a more complex web pageay consist of dozens - an HTML “file”

e

GIF “files”, JPEG “files” and so on.

13.4 Access Control Model
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1959

13.3 Access Control Model

1960

This section contains a simple model of exampleg@lithin an ERMS.

3278

The matrix recognises two main roles, which arengeves divided into roles. The main
roles are user roles and administrative roles.s@&laee defined in terms of access to ERM
functionality.

)

The number of roles shown in this model is onlystrative. It is not meant to indicate that
any organisation should implement these rolesthaitany organisation should implement
this number of roles. Each organisation shoulthdehe roles it needs; and these needs V
tend to vary over time.

vill

3279

The below roles illustrate an example of accessrobnghts for specific aspects of system
functionality according to organisational respoiigies.

3242

There are four example roles defined in the examaix:

» Central Administrator - this role has control ottee configuration of the entire ERMS
and the management of the aggregations and rett@nhselves.

* Local Administrator - this is a role with admingstive rights over a sub-set of the ERM
or its classification scheme. These roles uswakyuseful in geographically dispersed
organisations.

* Reviewer - this is a specialist role which is priityaconcerned with the application of
disposition actions defined by Retention and DigpmsSchedules.

* End User - the end user role is the standard Evatcess to the ERMS and comprises
those who need to save records into, and accessissitom, the ERMS for their routine
work.

1961

Administrative roles are here divided into two tmly as an example; responsibilities ca
be divided in other ways. For some small orgamsatthis division might be needlessly
complicated, as only one person, with a single, md@ manage all the administration. For
large organisations it might be an over-simplificatbecause more than two roles are nee
(such as Records Manager, Records Officer, Archandg Data Manager or IT Manager).
MoReq2 does not attempt to specify how many adnnatige roles would be needed in any
real organisation.

ded

3243

The role of Local Administrator is given here aseaample of one of these. This role can
also have several titles in different organisatiolmssome cases this may be a Local Reco
Officer, or a Super-user etc.

rds

1962

In any event, administrative roles are only implatmg, from a system perspective,
decisions taken by more senior management. Sugbiaes are typically based on the
organisation's business requirements and recotatypdhe decisions also are informed b
laws and regulations, such as information lawsa daturity laws, archival laws and indust
regulations; these are addressed in section <11.5>.

ry

3280

This matrix is not intended to imply that admiraggive roles must take management

decisions, though in some environments that mahé®dease.
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1963

Administrative roles take actions related to thenagement of records themselves; their
interest is in managing records as entities ré&tiear their content or business context. Th¢
may also manage the ERMS hardware, software anaggtoensure backups are taken ang
manage the performance of the ERMS.

3
I

4185

Many organisations also need to integrate the nme&nagt of business processes with the
management of records. In this case there is dcopéocate a particular set of
administrative permissions to individual businessagers. This could include the ability t
monitor and manage a specific group of users @ af¢he classification scheme.

3285

Although MoReq?2 refers to a user role there willibehe majority of organisations, a
number of different user roles and the ERMS shaoolkdimit the number of roles that can b
configured.

4184

One example of this could be that of a case wdoBlesr chapter 10.6 Casework). Such a rg
would have specific permissions within a particldeanch of the classification scheme.

e

3281

Unlike administrative roles, user roles have acteg$acilities which an office worker or
researcher needs when using records. This inchuidiag documents, searching for and
retrieving records. Their interest is primarilytire contents, properties or business contex
records rather than their management — in othedsydhey are interested in the business
processes evidenced by the records.

t of

3282

In the matrix, the role of end user shows the acdgbts that typically are appropriate for t
majority of users in an organisation to carry it business functions.

3283

A further example of a user role is given: review&his shows a level of access control th
may be allocated to a sub-set of users for theqeep of reviewing records.

1969

This matrix is best viewed as a starting point, asdhe formal basis for assigning rights.
Users of this specification will need to considddiional requirements which are specific 1
their environment.

3286

The formal requirements dealing with this tablearthe end of chapter 4; they confirm tha
the requirement is not for an ERMS to incorporate he sample access matrix shown
here, but to be capable of being configured to aeast this level of detailfor an
unrestricted number and type of roles and functitimaust be possible to configure each ¢
of the matrix as “yes” or “no”, but with the talll@aving as many columns as the organisat
needs..

ell
on

Other possible roles that might be implementedrgganisations include but are not limited
to:

* assistant;

* auditor,

» freedom of information manager;

* manager;

* records creator,;

* records manager

e supervisor.

1968

This matrix is divided into sections. These seatwigroup, for convenience, the functions
normally associated with files, records, recordsaggment and administration.

3241

Example Access Matrix illustrating Level of Detall

Users

User Roles Administrative Roles
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Add new classes No No Yes Yes
Create new files Yes No Yes Yes
Change file metadata No Yes Yes Yes
Maintain classification scheme and files No No Yes Yes
Delete files No No Yes Yes
Capture records Yes No Yes Yes
Relocate a record to a different file Yes No Yes Yes
Search for and read records Yes Yes Yes Yes
Change content of records No No No No
Change record metadata No Yes Yes Yes
Delete records No No Yes Yes
Place and remove disposal holds No Yes Yes Yes
Retention and disposition schedule and No Yes Yes Yes
disposal transactions
Export and import files and records No Yes Yes Yes
View audit trails No Yes Yes Yes
Configure and manage audit trail No No No Yes
Change audit trail data No No No No
Move audit trail data to off-line storage No No Yes Yes
media
Perform all transactions related to users No No Yes Yes
and their access privileges
Allocate access controls to local No No No Yes
administrators
Allocate own access controls also to Yes Yes Yes Yes
other users
Maintain database and storage No No Yes Yes
Maintain other system parameters No No No Yes
Define and view other system reports No Yes Yes Yes

Figure <C13.4 ID3241>
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3143

Appendix 7.1 - Standards

3613

This annex lists standards and other resourcererefed in the specification or applicable
electronic records management.

—

(0]

4527

The standards include those that are particulatgvant to ERMSs; they omit generic
standards such as those dealing with storage hezdma database languages.

4528

The standards include international standards, eflare and de facto. National standar
are omitted from this list. They may be added thapter zero by the authority for a
member state. Only standards that have a direcirigeon systems design are included;
standards that address organisation and ongoinggearent are not included.

ds

3143

Appendix 7.1 — Standards

3681

EAD Encoded Archival Description.

ISAAR(CPF) | International Standard Archival Authority Record for Corporate
Bodies, Persons, and Families (International Council on Archives).

ISAD(G) General International Standard Archival Description, Second Edition
(International Council on Archives).

IETF  RFC | Simple Mail Transfer Protocol.

2821 (http:/ /www.ietf.org/rfc/rfc2821.txt)

IETF  RFC | Internet Message Format.

2822 (http:/ /www.ietf.org/rfc/rfc2822.txt)

ISO 216 Writing paper and certain classes of printed matter -- Trimmed sizes --
A and B series

ISO 639 Codes for the representation of names of languages.

ISO 3166 Codes for the representation of names of countries.

ISO 2788 Guidelines for the establishment and development of monolingual
thesauri.

ISO 5964 Guidelines for the establishment and development of multilingual
thesauri.

ISO 8601 Representation of dates and times.

ISO 9834-8 | Generation and registration of Universally Unique Identifiers (UUIDs)
and their use as ASN.1 Object Identifier components.

(see also ITU X.667)

ISO 10196 Document imaging applications -- Recommendations for the creation of
original documents

ISO 12033 Guidance for selection of document image compression methods.

ISO 12037 Recommendations for the expungement of information recorded on
write-once optical media.

ISO 12142 Medjia error monitoring and reporting techniques for verification of
stored data on optical digital data disks.

ISO 12654 Recommendations for the management of electronic recording systems
for the recording of documents that may be required as evidence, on
WORM optical disk.

ISO 14721 Space data and information transfer systems - Open archival
information system - Reference model (OAIS).
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ISO 15444

JPEG 2000 image coding system: Core coding system.

ISO 15489 Records Management.
ISO 15801 Information stored electronically -- Recommendations for
trustworthiness and reliability.
ISO 15836 The Dublin Core metadata element set.
ISO/IEC Guidelines for the design and preparation of user documentation for
18019 application software (see especially clause 4.2.6). (Due to be replaced by
ISO/IEC 26514.)
ISO 18492 Long-term preservation of electronic document-based information.
ISO 19005-1 | Electronic document file format for long-term preservation - Part 1: Use
of PDF 1.4 (PDF/A-1).
ISO/DIS Electronic content/ document management data interchange format.
22938
ISO 23081 Metadata for records.
ISO 23950 Information retrieval - application service definition and protocol
specification.
ISO 26300 Open Document Format for Office Applications (OpenDocument) v1.0.
ISO/IEC User documentation requirements for documentation designers and
26514 developers.
(Under development.)
ITU X.667 Generation and registration of Universally Unique Identifiers (UUIDs)
and their use as ASN.1 object identifier components.
(http:/ /www.itu.int/ITU-T/studygroups/com17/oid/X.667-E.pdf).
TIFF Tagged Image File Format.
(http:/ /partners.adobe.com/public/developer/tiff /index.html)
X.509 ITU-T Recommendation X.509: Open systems interconnection - The
Directory: Public-key and attribute certificate frameworks.
(http:/ /www.itu.int/rec/ T-REC-X.509-200003-1/ en).
XKMS XML Key Management Spec.
(http:/ /www.w3.org/TR/xkms/).
XML W3C Extensible Markup Language

(XML)(http:/ /www.w3.org/TR/REC-xml/).

7.2 - Other Guidelines

ID Text
3720 | Appendix 7.2 - Other Guidelines
3721

ISO 9241- Ergonomics of human-system interaction - Part 171: Guidance on
171 software accessibility

ISO/TS Guidance on accessibility for human-computer interfaces (due to be
16071 superseded in 2007 by ISO 9241).

WEMC Workflow Management Coalition Terminology & Glossary.

(http:/ /www.wfmc.org/standards/referencemodel.htm).

7.3 - Accessibility Guidelines and Resources

ID

Text

3722

Appendix 7.3 - Accessibility Guidelines and Resoues

This section lists guidelines and resources foehbpers and purchasers of
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ERMSs. Whereas other sections of this Appendixaioronly open and
international publications, this section includeformation that is originally
national and that originates from the supplier camity. This is because no
internationally-accepted documentation has beemtified; these may be
added in any later editions of MoReq.

3723

For developers

W3C Web Content Accessibility Guidelines (for websites and web applications)
http:/ /www.w3.org/WAI/

RNIB Web Access Centre
http:/ /www.rnib.org.uk/webaccesscentre

RNIB Software Access Centre
http:/ /www.rnib.org.uk/softwareaccesscentre

IBM Human Ability and Accessibility Centre
http:/ /www-03.ibm.com/able/ guidelines/

For procurement

ACCENT - Accessibility in ICT Procurement: EU project
http:/ /www.verva.se/web/t/Page 2936.aspx

"7

(note: there are four “_" underscore characters in the above url)

PAS 78:2006
Publicly Available Specification for commissioning accessible websites
http:/ /www.drc-gb.org/library /website_accessibility_guidance.aspx

RNIB Software Access Centre
http:/ /www.rnib.org.uk/softwareaccesscentre

Appendix 9: Metadata Model
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Appendix 9: Metadata Model

4445

This appendix describes the MoReg2 metadata mhdeksignificantly different from the
model in MoReq. Accordingly there is no cross-refice between the two models.

4444

The purpose of the MoReq2 metadata model is tme¢fie metadata needed to allow
exchange of records between ERMSs with no lossaR®&dj2-related mandatory
functionality (with one exclusion, explained below)

4443

This metadata model excludes the metadata necdssagjine the user access rights modé

This is because;

* MoReg2 does not mandate an access control modetait it specifies a general
framework within which a specific model should lmmstructed (section 12.4);

» User identities are not generally transportablesgsystems, and so cannot be
meaningfully included here.

4442

The metadata model is described in terms of a mimraet of metadata “elements” These
“elements” are those that the ERMS must be abéxport, import, and process. An
“element”, referred to as “field” in the past, ietvariable used to hold a metadata “value”
So examples of elements and metadata values are:

4441
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Example of metadata element | Examples of possible metadata values

Title Request for permission to release ABC

or

Report on failure of DEF system

or

Complaint about GFI

Identifier N1128A

or
3F2504E0-4F89-11D3-9A0C-0305E82C3301
or

7QDBkvCA1+B9K/U0vrQx1A

Keyword Records, Archives, Information
or

Air travel

or

Recreational activity, sport, field events, javelin

4440

Almost any ERMS can be configured with sufficielelds to support the metadata elemen

listed below; however, this alone is insufficiefitis important that:

« the ERMS must use the metadata elements to enadbleugport the functionality define
in the remainder of this specification (see <MoRegfflirement 12.1.2>);

» the ERMS must include features supporting valiggtioheritance and default value rul
when capturing the metadata elements.

[S

[®X

1%
(2]

4439

This model stops short of being a complete schenagplication profile for ERMS metadat
An xml schema is the subject of a separate, relakeelopment <insert footnote reference
similar to xml schema>.

or

Audit Trail

ID

Text

4438

Audit Trail

4437

For the purposes of this model, audit trail infotima is not considered to be metadata.

Implicit and Explicit Metadata

D

ID | Text

4436 | Implicit and Explicit Metadata

44351 The MoReg2 Metadata Model specifies minimum metadatded for compliance with
MoReq2. This is intended to represent the mininmetadata required for good records
management. However, MoReq2 compliance doe non itz values for all the elements
specified in this model must be stored explicitlyai metadata database. It does mean that the
ERMS must be capable of exporting, importing, aratessing the values. Therefore, it is
acceptable for metadata values to be stored irtiglly the ERMS. This is illustrated in tw
examples.

4434

* The identifier of the retention and dispositionexthile that applies to a file can be store

explicitly as a metadata value in a metadata daglses a value associated with the file.

However, it is acceptable for the identifier todtered in the database as a value
associated with the file’s parent class, in otherds as a value implicitly associated wit

d

h

the file through inheritance.
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4433

« The title of a record can be stored explicitly anetadata value in a metadata databas
a value associated with the record. However,atceptable for ERMS not to store the
title explicitly if the title is stored as a paifftthe record itself (so long as the ERMS is

U

=

able to process the title).

Principles

ID

Text

4432

Principles

4431

The MoReg2 metadata model is intended to be camgjdb the extent possible, with the
following international standards:

4430

« SO 23081 — Records management processes — Mefadatgords;

4429

* [SO 15489 — Records management;

4428

¢ |SO 15836 — The Dublin Core metadata element set.

4427

For several reasons, the MoReg2 metadata modelndbe®mply fully with these three
standards. Reasons include:

4426

* The scope of ISO 23081 is greater than the scopto&feq?2; it therefore describes mor
metadata than is defined in the MoReg2 metadataenod

e

4425

* The metadata elements specified in ISO 15836 drsufficient for records managemer
and are not all well-suited to records managemsaf u

4424

» |SO 23081-2 was published after the MoReq2 prgjeoted;

4423

* MoReq2 extends the management of records to acta®wered by these standards,
notably in its inclusion of sub-files and volumes.

4422

ISO 23081 defines six “types” of metadata, as feip

4421

“a) Metadata about the record itself;

b) Metadata about the business rules or policidshandates;
c) Metadata about agents;

d) Metadata about business activities or processes;

e) Metadata about records management processes; and
f) Metadata about the metadata record.”

4420

The MoReg2 metadata model covers most of a), &), @and part of f).

4419

ISO 23081 partially represents the six “types” @tadata in a diagram; this is reproduced
below, with the addition of shading that represéinésparts of the model covered by
MoReq?2.

4418

Mandates

l Govern

Business

Estabjish Establish

compefency T compgtency
Records
management
business | Record,
o ____T> IManage,
Enal Se
Create .
People
Records
(Agents) | Used by

Figure <A9 1D4418>
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4417

Insert footnote: ISO 23081 attributes this diagram as follows: et from Figure 2 Recordkeeping
and Figure 3 The Business Context, included in ‘t@ptual and Relationship models: Records in
Business and Socio-legal Contexts”, a deliveratdmfthe 1998-1999 Monash University research
project, called “Recordkeeping Metadata Standavddtaanaging and Accessing Information
Resources in Networked Environments Over Time fovéenment, Commerce, Social and Cultura
Purposes”. Chief Investigators: Sue McKemmish, Redersen and Steve Stuckey.
http://www.sims.monash.edu.au/research/rcrg/rebéspict/reports.html.

4416

In omitting some of the metadata types identified/5O 23081, an MoReq2-compliant
ERMS is at risk of compromising some aspects ofritegrity of records. For example, 1S(¢
23081-1 requires (in clause 9.3.1) that metadatarded at the time a record is captured
should:

4415

O

“a) identify the specific metadata scheme or schesaal in organisational business systems,

b) capture the business rules or other systemalsritrat regulate record creation and
management,

c) capture the business rules or other systemalsritrat regulate metadata creation and
management,

d) capture the business rules or other systemaisritrat regulate records management
operations,

e) capture the business rules or other systematsrilrat regulate access, and rights to
records,

f) document the mandate or other regulatory requarg for record creation and/or
management,

g) document the mandate or other regulatory remerd for record retention, security or
destruction requirements, and

h) capture the links between the mandate or regylaformation and the records or
records management processes to which it relates.”

4414

However, the effort required to implement all th@®ae completely is large. Users of
MoReq2 are advised to evaluate the level of riskHeir organisation. Where such risks a
deemed unacceptable, ISO 23081 should be condattgdidance on how to extend the

metadata model. However, in most ERMS implemeortatihe risks involved are likely to e

acceptably low.

Presentational Conventions

€

ns,
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4413 | Presentational Conventions

4412 Strictly for the presentational reasons, the matadkements are divided into several sectiq
as follows:

44111« Section A9.2 covers metadata for classificatioresubs;

44101« Section A9.3 covers metadata for classes, fildsfiges, volumes and records;

4409| «  Section A9.4 covers metadata for retention andodigion schedules.

4408| «  Section A9.5 covers metadata that is unique torceextracts;

» Section A9.6 covers metadata stubs.

4407 | Considerations for preservation metadata are itiosed9.6. Notes on customisation of thi
model follow in A9.7.

4406 | The metadata elements for classes, files, suh-fitHames and records are brought togeth
in one section, despite the fact that they arerdesg different sorts of entities. This is only
for brevity and ease of presentation. In thisieadhe noun “entity” is used to mean “any (
class, file, sub-file, volume and record, as appabe’.

4405

Every metadata element is shown as one table,ths ifollowing figure:
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4404

Name
Number Obligation: | | Occurs: |
Definition:
Applies to: class | file | sub-file | volume record
Populated:
Use
conditions:
Comment:
Requirements
A9 <ID4404>

4403

Each table provides the following information abooe metadata element:

* Name:the name given to the metadata element in MoReq2.

* Number: A unique three-digit number, preceded by the lditéfor example, M012).
This can be used to refer to the element. The euaiskarbitrary.

* Obligation: whether a value for the element is mandatory ¢ionpl for compliance with
MoReq?2.

* Occurs: whether more than one value is allowed for thenela (for example, a “title”
element must have only one value, whereas “auttmaly have many. This is technically
referred to as “cardinality.”

» Definition: a short description of the element.

* Applies to: (section 12.4 only): to which of the entities slaile, sub-file, volume and
record the element applies. A ticK)(indicates that the element applies to the entity
shown by the tick.

* Populated: the source of the value(s) for this element. &edetvent associated with the
initial population of the element.

» Use conditions:conditions and rules that govern the value(shefdlement.

* Comment: additional information (for some elements only).

* Requirements: references to formal requirements from other tdrapf MoReq?2 that

require the metadata element. In some casessthaf iequirements may not be complete.

Naming Conventions

ID | Text

4402 | Naming conventions

4401 | Most of the elements have names formed in a wagiwisi consistent with ISO 15836
(Dublin Core) principles.

4400 | The first part of the name is a Dublin Core elenmarhe (e.g. ldentifier, Subject). So, for
example, the following Dublin Core names are usellaReq2 metadata element names:

« Title: atextual name or identifier, which can be uniquaan-unique;
* Subject: a topic.

4399 | Note that in this model (as in others) an elemamais unique within one section, but is not
always unique across the entire model. This, fangle, elements named “identifier” are
found in the section on classification schemesiaride section on classes, files, sub-files,
volumes and records.

4398 | The second part refines the name, differentiatifiggim related elements. Complete
consistency with Dublin Core is not possible, aadld be seen as undesirable since Dublin

Core metadata is largely concerned with discovattyar than with ongoing information

management.
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a part of the name contains more than one Englh they are separated by an undersc

4397 | Where an element name has two parts, they areade@ddy a full stop (the delimiter “.”). If
re
(the delimiter “ ).

Metadata Elements
<Metadata elements to be inserted here>
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