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Preface: MoReq2

Update and extension of the
Model Requirements for the Management of Electronic Records

Since it was first published in 2001, the origiMdReq — Model Requirements for the management
of electronic records — has been used widely throug Europe and beyond. Throughout the
European Union, prospective users of electroniordec management have recognised the value of
using a model specification such as MoReq as thaisbfor procuring Electronic Records
Management Systems and software suppliers havendsed by using MoReq to guide their
development process.

MoReq is now regarded as an unqualified succebgaslbeen cited many times on many continents
and it has a central role on the electronic recardeagement scene.

However, information technology has changed sif#12There has been growth and evolutionary
change in many technology areas that affect thatiore capture and management of electronic
records. This new version of MoReq, called MoRexffjresses the impacts of the technological
change. It also takes account of new standarddestdpractice that have been developed over the
last several years. Accordingly, it is written aseaolutionary update of the original MoReq.

MoReq?2 for the first time also allows for a softe/desting regime to be implemented. It is written
specifically to support the execution of indeperdmmpliance testing and a suite of compliance
tests has been developed and published in pavellelthe model requirements themselves. The
need for rigorously-worded, testable, requirememas led to many changes of wording and
expression in MoReq2.

Finally, the years of experience in using and apglMoReq has pointed out the need for national
variations, to take into account different natioteiguages, legislation, regulations, and record
keeping traditions. For this reason, MoReq2 intaedufor the first time a moderated mechanism —
called ‘Chapter Zero’ — to allow member statesdd #heir unique national requirements.

MoReq2 was made possible with financing from theopaan Union's IDABC programme. The
development process was overseen by the Europeammi@sion working closely with the DLM
Forum and drafts were reviewed by DLM Forum expeattgey stages in the development. These
reviews were in addition to input and review by eloz of users, consultants, suppliers, academics
and professional bodies from around the globengiWloReq2 an unprecedented level of authority.

The European Commission and the DLM Forum are cmed that MoReq2 will prove to be of

great value to all those involved in the manageroéetectronic records in Europe and around the
world.
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1 Introduction
1.1 Background

ID Text

44 Introduction

2048 Background

46 The need for a comprehensive specification of requénts for electronic records
management was first articulated by the DLM-Foram996 as one of its ten action
points. Subsequently, the European Commissionss(IBterchange of Data between
Administrations) programme commissioned the devalant of a model specification for
electronic records management systems (ERMS).r&hét, MoReq, the Model
Requirements for the management of electronic dscavas published in 2001.

3300 Footnote
DLM is an acronym for “Document Lifecycle Managertigiit formerly was an acronym
for the French “Données Lisibles par Machine,” mghsh: “machine-readable data.”)
The DLM-Forum is based on the conclusions of theogean Council (94/C 235/03) of 17
June 1994 concerning greater cooperation in the diearchives.

3301 Footnote
MoReq is available from <insert permanent url hereis also published in paper form,
with ISBN 92-894-1290-9.

3287 MoReq was widely used in throughout the Europeaiotyand beyond. However, there
was no maintenance regime for MoReq; and therenemaxheme to test software
compliance against the MoReq specification.

47 Demand for both updates to MoReq and a complisestny scheme grew. The DLM
Forum entered into discussions with the Europeamr@igsion. This culminated in the
Commission’s Secretariat-General (Directorate BoeaBc and archives) launching an
open competition for the development of this docotn®loReq2, in 2006. Development
was carried out during 2007 by a small team of isfist consultants from Serco
Consulting (formerly Cornwell Management Consukgpit), supported by an Editorial
Board of experts drawn from several countries, mmerous volunteer reviewers from
both the private and public sectors.

48 Appendix 2 contains further detail on the methodglased, and appendix 4 acknowledges
the contributions of the review panel members windll volunteered their time, intellect,
and experience.

1.2 Relationship between MoReq and MoReq2

ID Text

3288 Relationship between MoReq and MoReq2

3289 MoReq2 is intended to replace MoReq.

3290 The specification for MoReq?2 is contained in thedfing Report” for MoReg2. It
describes the aims of MoReq?2 as follows:

3201 Footnote

Insert a persistent URL here when known
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ID

Text

3288

Relationship between MoReq and MoReq2

3292

“The overall aims for the MoReqg2 development arddwelop extended functional

requirements within a European context, and to sigpcompliance scheme by:

» Strengthening from MoReq what have in the intergndme key areas and covering
important new areas of requirements with clarity;

» Ensuring that the functional requirements are bdstand developing test materials to
enable products to be tested for compliance wighrélgiuirements;

» Making the requirements modular to assist appbeaith the various environments in
which they will be used.”

3293

“To provide compatibility, MOReq?2 is to be an euvidmary update to the original MoReq
not a radically different product.”

3294

=y

The concept of “evolutionary upgrade” is key. MoRés almost entirely compatible wit
MoReq (minor incompatibilities are clearly indicd}git is based on the same concepts,
and as a document it uses a similar structure.

1.3

Purpose and Scope of this Specification

ID

Text

49

Purpose and Scope of this Specification

50

This specification is the second version of the Bld®equirements for the Management of
Electronic Records. (MoReq?2). It focuses mainhtlmfunctional requirements for the
management of electronic records by an ElectropitoRls Management System (ERMS).

51

This specification is written to be equally applitato public and private sector
organisations which wish to introduce an ERMS, bicly wish to assess the ERMS
capability they currently have in place.

52

While the specification focuses on functional regoients, it recognises that non-functional
attributes are central to the success of an ERMI®jth any information system. However,
these non-functional attributes vary enormouslyieen environments. Accordingly, they
are identified but described only in outline.

53

Other closely-related requirements, such as documanagement and the electronic
management of physical records (e.g. paper fildsnaiorofilm) are also addressed, but in
less detail. Related issues such as digitisatiohogher means of creating electronic records
are outside the scope of this specification. Siry| it makes no attempt to cover the
practical implementation of an ERMS.

54

This specification is written with the assumptibiatt ERMS users include not only
administrators, records managers or archivistsalsat general office and operational staff
who use ERMS as part of their everyday work whitating, receiving and retrieving
records.

55

As this specification contains “model” requiremerittés designed to be entirely generic.
does not consider any platform-specific or secpmetfic issues. Because it is modular, user
communities can add to it additional functionafipecific to their own business
requirements (see section 1.6 and appendix 3 fdaguae on using and customising this
specification).

—

1.4

What

is an ERMS?

ID

Text

56

What is an ERMS?

4697

An ERMS is primarily an application for managing@tonic records, though it may also be
used to manage physical records. The emphadissadgecification is firmly on the
management of electronic records.

Page 3



ID

Text

56

What is an ERMS?

57

The management of electronic records is compleyireg a large range of functionality,
meeting business needs, to be implemented wepic@ly, a system to meet these needs —
an ERMS - requires specialised software, thougteasingly records management
functionality is being built into operating systeswftware and other applications. Specialist
software may consist of a single package, a numibietegrated packages, custom-designed
software or some combination; and in all casesgthél be a need for complementary
manual procedures and management policies. Theenattan ERMS will vary from
organisation to organisation. This specificatioskes no assumption about the nature of
individual ERMS solutions. Users of this specifica will need to determine how the
functionality of an ERMS can be implemented to nibeir requirements.

4180

MoReq2 is written primarily to describe applicatieoftware that is designed expressly to
manage records. However, it may also be usedstement of outcomes together
constituting electronic records management. Thastatements in MoReq?2 saying “The
ERMS must or should...” may also be read as shortfarfthe using organisation’s
application system and/or the supplier platform haushould...” Readers of MoReq2 negd
to decide which requirements are necessary in gmgiironment.

4461

The full set of MoReq2 requirements may be appeadefior integrated application system
However, a subset may be more appropriate in thatgin, for example, where records
management features are needed as part of a casgenaent or line of business
application.

v

4182

The optional modules 10.5 Workflow and 10.6 Casedfgment, specifically apply to line
of business applications. However much of the tionality described in the requirements
throughout MoReq2 can also be applicable and shmulkcbnsidered when implementing
these business systems.

1.5 For what can this specification be used?

ID Text
58 For what can this specification be used?
59 The MoReq2 specification is intended to be used:
< by potential ERMS users:as a basis for preparing an invitation to tender;
* by ERMS users:as a basis for auditing or checking an existing/isiR
< by training organisations: as a reference document for preparing records geanent
training, and as course material,
< by academic institutions:as a teaching resource;
* by ERMS suppliers and developersto guide product development by highlighting
functionality required;
* by record management service providersto guide the nature of the services to be
provided;
« by potential users of outsourced record managemeservices:as an aid in specifying
the services to be procured.
4651

In addition, when used with the testing framewookwmentation developed in parallel with
MoReq2, it is intended to be used:
« by ERMS suppliers and developersto test ERMS solutions for MoReq2 compliance;
* by ERMS users: to test ERMS implementations for MoReq2 complanc

67

The specification is written with an emphasis oahility. Throughout, the intention has
been to develop a specification which is usefyiractice.

1.6 Intellectual property rights

| ID

| Text
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4379

Intellectual property rights

4380

All intellectual property rights in MoReq2, includj use of the name MoReq2, lie with the

European Commission. Accordingly, permission ningsgiven before any chapter zero ta
MoReq2 is published — see the formal notice ortitleepage. Applications for permission
should be addressed to <dim-forum@cec.eu.int?>.

1.7

Emphasis and Limitations of this Specification

ID

Text

68

Emphasis and Limitations of this Specification

69

The MoReq?2 specification is designed explicitlyhyiragmatism and usability in mind. It

is primarily intended to serve as a practical todielping organisations meet their business

needs for the management of both computer-basegdapet-based records. While its
development has taken traditional archival sciear@records management disciplines in
account, these have been interpreted in a manpeo@jnate to electronic environments.
Thus, MoReq was developed with the needs of masaxjdroth electronic and physical
records in mind.

70

The requirements in MoReq2 should, if implementedult in a system which will manage
electronic records with the desired levels of aderfice and integrity, by combining both th
advantages of electronic ways of working with diessecords management theory.
Examples of this pragmatic approach include theriparation of requirements for docume
management, workflow, metadata and other relathtdogies.

72

Although MoReq2 covers a wide range of types obrés, it is important to understand th
ERMS solutions address mainly records that arenatéerred to as “unstructured” records
<insert footnote>. In simple terms, unstructurecbrds are those that contain informatior
presented in a form primarily intended to be usgtidiman users. Examples of unstructu
records are letters, memoranda, e-mail messagistas, photocopies, scanned images,
audio recordings and video recordings. Structueedrds by contrast contain information
a form intended to be used primarily by computgiiaptions (examples include accounti
system records, manufacturing scheduling systeordecand air traffic control system
records). While an ERMS can, in principle be uestore such structured records, it rare
is; in the vast majority of situations, structudata is stored under the management of a
processing application (in the examples above threght be a general ledger system, a
manufacturing scheduling system, and an air traffiatrol system). ERMS solutions are
used almost universally to store and manage ungtecrecords. The instances in which
ERMS is used for structured records occur mainkyaise management environments — s¢
section <10.5>.

3869

<Footnote>It can be held that all properly managledtronic records are structured, as th
all are linked to metadata, audit trail data et@ structured manner. On this basis it wou
be more accurate to refer to unstructured recasdeegords containing unstructured
content”; however, this usage is not common anid sot adopted in MoReq?2.

3297

MoReqg2 does not cover the practical aspects afndn@agement of records. Intentionally,
the specification addresses only the capabiligesired for the management of electronic
records by software. The specification avoidsubson of records management

philosophy, archival theory, decision taking, masragnt control etc.; these issues are we

covered in other literature, some of which is lisie appendix 1. As a particular example
the specification mentions in several places teaba functions must be limited to
administrative roles. This is not to say that atstiative roles have to take policy
decisions, merely that they must be the only usemgowered by the organisation to exec
them through the ERMS.
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ID

Text

68

Emphasis and Limitations of this Specification

4183

It is important to note that records managemeritpohust be integrated with the
organisation’s business and technical requirerreamisthat an administrative role can only
implement, from a records management and systespgetive, decisions taken by more
senior management.

73

Finally, this specification is intentionally usegstric; it uses, as far as possible, the type
terminology commonly used by those working withciienic records. For example, the
specification describes electronic files as “camtag” records, for ease of understanding,
even though electronic files strictly do not contanything. See section <2.2> for further
details.

1.8 Considerations for individual Member States

ID

Text

4381

Considerations for individual Member States

71

As explained in the section on scope <section 1l8% specification attempts to cover a
wide range of requirements — for different courstria different industries and with differe
types of records. The wide scope is intentionat;itleads to a significant limitation,
namely that this single specification cannot repnéa requirement which precisely maps
onto existing requirements without modificationiffErent countries have their differing
traditions, views and regulatory demands for mamggécords. In some cases these will
have to be taken into account when applying thisid&equirements Specification,
especially when using it to specify a new systétar this reason, MoReq2 allows for

individual European Union countries to add a “nagiochapter”, or “chapter zero,” that sets

out national requirements such as:

3868

« Translations of key terminology and key concepts;
< National legislative and regulatory requirements;

» National standards and guidance on accessibility;
« Potentially, other national requirements;

» National resources for further information.

nt

1.9 Using this Specification

ID

Text

74

Using this Specification

75

The requirements in this specification are intenteskrve only as a model. They are not
prescriptive for all possible ERMS implementatiossme requirements will not apply in
some environments. Different business sectorterdifit sizes of implementation, differen
organisation types and other factors will alsoddtrce additional specific requirements.

3298

As a resultthis specification must be customised before userfprocurement purposes

The customisation for procurement should:

< add or remove requirements as specifically requisethe organisation;

« adjust requirements that can be made more spéfiexample, requirements that
specify one of several possible outcomes can begeuhto specify a single required
outcome; or requirements for volumes and perforrmpnc

< include details specific to the organisation, sashhe software environment;

« indicate clearly which requirements are:

o unchanged from MoReq2,
0 new,

o deleted,

0 adjusted.
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74 Using this Specification

76 This specification has been prepared so that ibeamsed in paper or electronic form. It has
been prepared using Microsoft Word 2003, and idighexd in <insert Word format details
here when known>. Use in electronic form has abemof benefits; details are given in
appendix 3.

1.100rganisation of this Specification

ID Text

7 Organisation of this Specification

78 The specification is organised into chapters wihghdivided into sections.

79 The next chapter (chapter 2) provides an overviesome of the key requirements, starting
with terminology which is central to this specifiicen.

80 Chapters 3 to 10 contain the ERMS functional rezmaents in detail. Each chapter contains
a logical grouping of functional requirements. Hxer, given the nature of the subject
matter there is inevitably some overlap betweemisra.

3737 | Chapter 10 is divided into several sections, edebhich represents requirements for an
optional module of an ERMS. Some of these secfjemns the section on distributed
systems) will be essential for some organisatibosunnecessary for others.

3738 | Chapter 11 contains non-functional requirements. __— { Formatted: French (France) |

+___[3739 | Inresponse to demand from many sources, testineriais have been developed to - - { Formatted: French (France) |
complement these requirements. The testing maeaial published alongside the electronic

copies of the requirements. The structure of MoReg@esigned to support testing of
compliance with the requirements, e.g. each sedia@hapter 10 represents one optional
test module. For more detail on MoReg?2 testingvaswr. DLM-Network.org.

8l Each requirement is presented in a standard foasallustrated below.

82 The requirements are presented in the form of saléh one requirement per table row.
This is illustrated below.

3299

Ref. Requirement
13.1.1 The ERMS must provide ...

t _t

NUMBER REQUIREMENT

u Figure <C1 1D3299>

103 | Each requirement bears a number, and each is eggré@snatural language.

1.11Compliance Testing

ID Text

3554 | Compliance testing

4551 | Testability
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3554

Compliance testing

3555

Each requirement is followed by an attribute caftedtable”. This indicates whether it wi
be possible to test compliance with the requirem@ussible values of the “testable”
attribute are described below, with examples:

e Y —The requirement can be tested formally.An example isThe ERMS must allow
at least three hierarchical levels in the classifion scheme” This can be tested by
attempting to set up a hierarchy with three levels.

¢ N - The requirement cannot be tested formally.An example i§SThe ERMS must
support the organisation’s business classificasoheme’ There is no way to test this
in the general case.

P -Therequirement can be tested but the coverage die test is partial, and/or it
is possible that lack of compliance can be discowed. An example isthe ERMS
should not limit the number of levels in the hietar.” There is no way, formally, to te
for the absence of a limit. However, the requiretig considered testable with partial
coverage, for example by testing for a large nunolbégvels; and during the testing it i
possible that a limitation on the number of levalght be noticed, indicating that the
ERMS does not comply with the requirement.

4552

Systems beyond the ERMS

4652

This specification is accompanied by the MoReq2imgd-ramework. The framework
provides documentation that allows the compliarfcncERMS against MoReq?2 to be
tested.

4553

Several MoReg2 requirements rely on hardware afteae that is beyond the boundarie

of the ERMS. For example, MoReq2 includes:

e requirements about e-mail integration that relffeatures of e-mail software;

< scalability and integrity requirements that relyfeatures of database management
software;

e scanning requirements that rely on scanning hamwar

o

4554

Clearly it is not possible to test any ERMS withpadssible hardware and software that
might be used. Therefore, and as a matter of iiefin such requirements will be tested
with a combination of software and hardware spedifiy the ERMS supplier. The resulti
compliance test certificate will specify the softer@and hardware that has been used for t
test; compliance will extend to that environmeniyorPotential users of the ERMS wishin
to know the compliance with any other software antdardware will need to assess it on
case by case basis.

104

Chapter 12 identifies requirements for managingacheta; definitions of the metadata
elements needed to support MoReg?2 are in appendix 9

105

Chapter 13 contains a formal reference model of BERig understood in this specification|

This model can be used to understand key aspette specification, such as formal
definitions of terms (e.qg. class, sub-file, voluraey the relationships which exist betweel
them (e.g. “what can be stored in an electron@&?f).

106

The appendices contain details of reference doctsnadministrative and other
information.

1.12

Mandatory and Desirable Requirements

ID

Text

107

Mandatory and Desirable Requirements

108

MoReg?2 contains both mandatory and optional requérgts. This level of mandation is
indicated as follows:
< the word “must” indicates that a requirement is dsary;

» the word “should” indicates that a requirementesithble.
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107 | Mandatory and Desirable Requirements

3680 | In all cases, the level of mandation is dependentsocontext. So, for example, a
mandatory requirement in an optional module is ratony only in the context of that
optional module.

4698 | In some cases, a requirement is mandatory onlgésirable requirement is met. This is
always clear from the context; for example thedwihg:

4699 |«  <|D2696>: The ERMS should support the export obalpart of a classification schem
« <|D2697>: Where the ERMS supports the export obafpart of a classification schem

(as in <ID2696>) this must include associated natafl..]

4700 | means that the functionality required by <ID2693 rnandatory if and only if the desirable

functionality required by <ID2696> is provided.

1.13Comments on this Specification

ID Text
111 | Comments on this Specification
112 Information on how to submit comments and obs@maatcan be found on the DLM Forum

website: www.DLM-Network.org.

2 Overview of ERMS Requirements

ID Text

114 12 Overview of ERMS Requirements

115 | This chapter starts by defining some key termsti@®®.1). This is followed by a narrative
description of some key concepts (section 2.2),aandntity-relationship diagram of the
model on which this specification is based (sec#@).

2.1 Key Terminology

ID Text

116 121 Key Terminology

118 | MoReg2 requires certain terms to have precise mganiWherever possible, the meanings
align with common usage, or usage generally agneéthih the records management
community. However, in some cases the usage @fgp® MoReq2. All the terms are
defined in the glossary (section 13.1); selectgddedinitions from the glossary are
reproduced here for ease of reference.

119 | In the definitions below, terms italics are defined in the glossary, section 13.1.

120 | capture

4556 | (1) The act of recording or saving a particulatansation of a digital object (source:
InterPares 2 Project Terminology Database).

4557 | (2) Saving information in a computer system.

121 | Note: in the context of MoReq2, capturiregordsis used to mean all of the processes
involved in getting a record into an ERMS, namegistration, classification, addition of
metadata, and freezing the content of the sourcerdent. The term is used more generglly
to mean inputting to the ERMS and storing otheorimiation such as metadata values.

3726 | case file

3727 | Afile relating to one or more transactions perfedhtotally or partly in a structured or
partly-structured way, as a result of a concrete@ss or activity.

3730

Note: there is no universally-accepted definitidnhese terms, nor of the distinction
between case files and the other kinds of filesrofhanaged by an ERMS. This definition
is therefore developed for, and intended to fatdithe understanding of, MoReq2; its
applicability in other situations is not guaranteed
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116 121 Key Terminology

3729 | Note: the records in a case file may be structorashstructured. The key distinguishing
characteristic of case files is that they reswltrfiprocesses which are at least partly
structured and repeatable. Examples include ditesit:

. applications for permits;

. enquiries about a routine service;

. investigation of an incident;

. regulatory monitoring.

3728 | Note: typically, other characteristics of casediare that they often:
« feature a predictable structure for their content;
* are numerous;
e are structured or partly structured;
< are used and managed within a known and predetednpirocess;
* need to be retained for specific periods, as dtreglegislation or regulation;
e can be opened and closed by practitioners, end-osetata processing systems
without the need for management approval.

4916 | Note: where national requirements dictate furtlistinctions, these may be addressed inja
chapter zero.

122 | class

123 | (in MoReqg2 only) The portion of a hierarchy represe by a line running from any point in
the classification schemkierarchy to all the files below it.

124 | Note: this can correspond, in classical terminojdgya “primary class”, “group” or “series’
(or sub-class, sub-group, sub-series etc.) atarsl In the classification scheme.

4917 | Note: In MoReq? class is also used to mean alteéberds allocated to a class.

125 | classification

126 | In records management, the systematic identifinaditd arrangement of business activities
and/orrecordsinto categories according to logically structucediventions, methods, and
procedural rules represented in a classificaticesy.

127 | Source: 1ISO 15489 (see Appendix 1 reference [9]).

128 | classification scheme

129 | (In MoReg2) A hierarchic arrangement of classéss fisub-files, volumes and records.

3339 | component

3340 | A distinct byte stream that, alone or with othetebstreams, makes upecord or document

3341 | Note: This term is not in general use.

3343 | Note: The phrase “distinct byte stream” is usedédscribe what is usually called a “file” in
information technology; the word “file” is avoidérre to prevent confusion with the
records management meaning of “file”. The key emids that a “component” is an integral
part of the content of a record, despite the faat it can be handled and managed separately.
Note: Examples of components include:
¢ An html document and JPEG images that make up gpagé;

» A word processing document and a spreadsheet, wierecord consists of the word
processing document that contains an embeddeddihiperlink) to the spreadsheet.

3344

Note: components have to be distinct, i.e. sepdrate each other. If a word processed
document contains an embedded spreadsheet (asedpposn embedded link to a

spreadsheet) then the spreadsheet is not consibelbedh component; in this case, the wg
processed document complete with its embeddeddsgireat is a record made up of one

component.
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116 121 Key Terminology

4558 | Note: an e-mail message with attachments may bea@m@onent, as several components, or
as several records, depending on the format intwihis stored.

» If the message is stored in a format that inclubdesody and all its attachments, then
there is only one component.

< If the attachments are stored separately fromJiakdd internally to, the body of the e
mail message, then each attachment and the bdtig afiessage is a component.

< If the attachments are stored separately from dialy of the e-mail message but they are
not linked internally, then each attachment andotbdy of the message is a separate
record; good practice suggests that these rechmigdsbe linked to each other
manually.

132 | document(noun)

133 | Recorded information or object which can be treat®d unit.

134 | Source: ISO 15489 (see Appendix 1).

135 | Note: a document may be on paper, microform, ntagoeany other electronic medium. |1t
may include any combination of text, data, graptscsind, moving pictures or any other
forms of information. A single document may cohsisone or severalomponents

136 | Note: documents differ fromecordsin several important respects. MoReq2 uses tine ter
document to mean information that is not a recdrde word “recorded” in the definition
does not imply the characteristics afeaord

141 | electronic record

142 | A recordwhich is inelectronicform.

143 | Note: it can be in electronic form as a resula¥ing been created by application software
or as a result of digitisation, e.g. by scanning.

144 | ERMS

145 | Electronic Record Management System.

146 | Note: ERMS differ frodEDMSin several important respects. See sectiqf fbd.more - { Deleted: 3
details.

4929 | file (noun)

4930 | An organised unit ofecordsgrouped together because they relate to the saljrecs
activity or transaction.

4931 | Source: shortened and adapted from ISAD(G) (seeAgig 7.1).

4932 | Note: this is the Records Management usage oktefile. It differs from the IT usage, far
which MoReq2 uses the teromponent.

147 | metadata

148 | (In the context of records management) Data dasgricontext, content and structure of
records and their management through time.

149 | Source: ISO 15489 (see Appendix 1 reference [9]).

150 © | Note: some models are based on a different conaleyigw of metadata. For example, they
may treat audit trail information as being entirglgtadata. These alternative views are
valid and valuable in their contexts, but are redpful in specifying the functionality of
systems, and so are not considered here.

151 | record (noun)

152 | Information created, received, and maintained @deece and information by an
organisation or person, in pursuance of legal aliigs or in the transaction of business.

153 | Source: ISO 15489 (see Appendix 1 reference [9]).

154

Note: local national definitions may also apply.
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116 121 Key Terminology

155 | Note: arecord may incorporate one or sevdnalmentge.g. when one document has
attachments), and may be on any medium in any fords a consequence, it may be made
up of one or moreomponents.In addition to the content of the document(sgeord
should include contextual information and, if appble, structural information (i.e.
information which describes the components of doerd). A key feature of a record is that
it cannot be changed.

4641 | Note: bothelectronic recordsindphysical recordsan be managed by &RMS

3346 | sub-file

3347 | Intellectual subdivision of a file.

3348 | Note: Sub-files are usually used in case file gan@ent environments. Typically, each
sub-file is named, and each sub-file is used tesicpecified kind or kinds of records for
one instance of a case, such as “invoices”, “aps@ss” or “correspondence”.

156 | yolume

157 A subdivision of @ubﬁle. - [ Formatted: Font: Italic

159 | Note: the subdivisions are created to improve maahility of the file contents by creating
units which are not too large to manage succegsfilhe subdivisions are mechanical (e.g.
based on number of records or ranges of numbdmnerspans) rather than intellectual.

Key Concepts

ID Text

160 | 2.2  Key Concepts

161 | The key concepts required to understand this spatidn are:
» record and electronic record;

« authoritative record;

» electronic file, sub-file and volume;

» classification scheme;

* class;

* ERMS;

e capturing records;

* user roles.

169 Record and electronic record

170 | As explained in the DLM Forum Guidelines (Appendixeference [6] section 2.4), records
can be viewed as consisting of:

e content;
» structure;
e context;

e presentation.

D

175 | The content is present in one or more physicalareléctronic documents that convey the
message (the informational content) of the recdridese are stored in such a way as to

allow future users to understand them and theitecdn This implies that a record consists
of, in addition to the content of its document{gjpormation about its structure and metadata
that provides information on its context. The praation depends on a combination of the
record’s contents, structure and (in the caseesftenic records) the software used to render
it.

176 | In the world of physical records, the vast majodfyecords are on paper and are included in
files, physically constituted of one or more volnad records inserted within paper folders.
Procedural controls should prevent users from cingrthe records, or their positions with|n
the file.
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2.2 Key Concepts

177

Similar concepts apply to electronic records. €ore is made from one or more electroni
documents. These documents can be word procedsimgnents, e-mail messages,
spreadsheets, moving or still images, audio fitesny other type of digital object. The
documents become records when they are set dsadest“captured” into the ERMS.
Upon capture, the records are “classified”, thaihéy are assigned codes corresponding
the classification scheme class to which they lglatiowing the ERMS to manage them.
The records usually are assigned to a file — thawgjtalways, see below.

3349

For preservation purposes, it is necessary to ajgtecthat many electronic records are al
made up of several components (the word “comporientsed in MoReq?2 to avoid the IT
word “file”, so as to reduce the likelihood of casfon with records management “files”).
Each component is an object managed by a comppégating system, and they may be i
different formats; but they are all needed togetbenake up a record. Not all records ha
more than one component; for example, most wordgaging documents are made of on
one component. An example of a record with sevaraiponents is a web page with text,
graphics and style sheets; it is not unusual fwel page to contain one HTML compone
dozens of JPEG image components, and a handfubsf(€ascading style sheet)
components.

4382

Authoritative Records

4383

ISO 15489 describes an “authoritative record” asda record that has the characteristic
of:

4384

e authenticity;
 reliability;

e integrity;

« usability.

4385

As explained in ISO 15489, the aim of all recordmagement systems should be to ensu
that records stored within them are authoritati@&@mmarising, an authoritative record:

ire

4386

* can be proven to be what it purports to be;

< can be proven to have been created or sent byetisemppurported to have created or
sent it;

* can be proven to have been created or sent atriieetirported;

« can be depended on because its contents can tegltassa full and accurate
representation of the transactions, activitiesaots to which it attests;

e is complete and unaltered;

e can be located, retrieved, presented and inteprete

4387

The requirements in MoReq2 are designed to enbatedcords stored in a MoReq2-
compliant ERMS are authoritative. However, commiawith these requirements alone i
not sufficient; the existence of, and compliancthyw¢orporate policies is also required.

D

178

Electronic File, Sub-file and Volume
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160 122  Key Concepts

179 | Paper records generally are accumulated in papsr fiontained in paper folders. The
paper files are aggregated into a structure, @siflaation scheme. In an ERMS electronic
records can be managed as if they are accumulatdddtronic files and stored in electrorjic
folders. Strictly, electronic files and foldersaglenot have a real existence; they are virtual,
in the sense that they do not really “contain” &img; in fact they consist of the metadata
attributes of the records assigned to them. Fyrihenany cases, there need be no real
distinction in the electronic system between fitel folder. However, these details are not
generally visible to ERMS users; ERMS applicatioftwgare allows users to view and
manage folders as if they physically containeddtheuments logically assigned to the file
This user-centred view is carried forward into #ecification. The rest of this
specification therefore describes electronic fdescontaining” records, for ease of
understanding. Note however, that while this dpetion provides functional requiremen
for the management of electronic files, it doesprescribe the manner in which the concept
of electronic files is implemented.

o

(72]

3350 | In some environments it is useful to divide filatoi sub-files. The division into sub-files is
an “intellectual” one; that is it (generally) reqgg human input to decide into which sub-file
a record should be stored. Sub-files are moshaféed in case processing environment. | An
example would be a file for the sale of land, véitlb-files for each of the business activities
involved in the sale (such as advertising; congragealing with lawyers, etc.).

4197 | A sub-file is therefore a division of a file by &pf content rather than, as in the case of
volume, a division by date of the record or bynlnber of records in the file. As a result,
a sub-file can be used to permit the applicatioa different retention and disposition
schedule to a set of records within the file.

180 | Regardless of whether sub-files are used or reg &ire sometimes divided “mechanically
into file volumes, according to predetermined cariians. The term “mechanically”
implies simple adherence to such conventions, waiemot based on the intellectual
content of the files, but on size, number of resardntained in them, or time spans. This
practice originated with paper files, in order éstrict then to a manageable size and weig
It can be continued with electronic files, to lirtliem to a manageable length for appraisal
transfer, or other management purpose. It is ésheappropriate for the management of
files which are open for long periods and/or whicbw to contain a large number of
records.

181 | While the distinction between files and file volwsris clear, the implications are less clear.
This is because the implications of choosing tadgéiviles into volumes vary according to
implementation needs. The variation arises as:

» some files are closed within a limited time, andrsounit used for management
purposes is the file (even though a file may cdrdiseveral volumes). Examples are|a
file of a specific small procurement, or a filearfe project;

« some files have an unlimited life span (or nearjraited life span), and so the unit
used for management purposes is the volume. Exanapé a file of records about a
geographic region, or a file dealing with a subjebich is not sensitive to time, such as
some policies, or an invoice file where a new vaumstarted every year.

4388 | In relatively rare cases, records may be storesiadeibf files — by being assigned to a class.

This is explained ip <ID4218>. __— { Deleted: <section 3.2

184 | Classification scheme

185 | Records management aggregates files in a structn@eder, and good practice dictates that
this structure should reflect business functiohke representation of this aggregation is
referred to as a “classification scheme”. Thegifasmtion scheme is commonly a hierarchy.
The remainder of MoReq?2 focuses on the hierarchieaV; other approaches are outside the
scope of MoReq2, and a hierarchical arrangemempigrequisite for MoReq2 compliance.
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160 122  Key Concepts

186 | Just as files appear to exist even though theyeally no more than aggregations of records,
so higher levels of the classification scheme hadmaseem to exist, though they are no

more than aggregations of files and/or lower levéis with files, this specification states
requirements for the hierarchy without mandatirgyritanner in which it is implemented.

187 | Files can appear at any level of the hierarchyis Ehillustrated in the following figure,
which represents a fictitious classification schesi®wing its classes and the files allocated
to the lowest level classes. This fictitious sceasnmuch simpler than would be a real
classification scheme.

3351
l Classification Scheme I
I
[Class
l Classl l Classl l Classl l Classl [ Class] l Classl l CIassI

O r‘j
l File L] l File m l File L] lCIassI lCIassI lCIassl [ File ]J lCIassI l File

'_H r [_l-l ’[_]'_ #ﬁ"'
[Recs. [Recs. [Recs. | Fim [ File | [ File lRecs.]J [class| [Recs.

rLd ré%l o
l Recs. [ Recs.l l Recs. File

I
Recs. |-|
Key: Records Figure <C02 ID3351>

v2

188 | Note that this figure is intended only to show stdd possible relationships between levels,
files and records. It does not show all possiélels or all possible arrangements.

189 | Class

190 | MoReq?2 uses the term “class” to describe the pouioa hierarchy represented by a line
running from any point of the hierarchy to all files below it. The term class therefore
corresponds to a “group” or “series” (or sub-grosiyh-series etc.) in some texts.

191 | Vjsualy, a class of a hierarchy corresponds to a branehtrefe. A class may thus contd Deleted: inv

other classes, just as a series contains sub-seniesub-sub-series. Continuing the abd peleted: terms

example, the shaded boxes and thick lines in theWimg diagram are one example of a
class.
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3352

Classification Scheme

Class

l Classl l Classl l Classl

l Classl l Class I l Class I

ll File l.] ll:ilel_u" llFiItle L] Class II_Flﬂ lCIass] [ﬁ?

Recs. Recs. Mﬂ | Fiﬂ [ File | [ File lRecs.]J [cClass| [Recs.

rLd ré%l |
l Recs. l Recs.l l Recs. File‘

I
Recs. |-|
Key: Records Figure <C02 ID3352>

V2

l Class I l Class I

4639

MoReq?2 also uses the term “class” to mean alliths, frecords etc. assigned to a class —
much as the word “bottle” can be used to descrdib b container and that container full ¢
a liquid. This double usage is intentional, areldppropriate interpretation of the term is
always clear from the context.

MoReg2 uses the terms “child” and “parent” to didscthe relationships between entities
A “child” of one entity is an entity that is belotin the hierarchy (in other words, is a
descendant entity). A “parent” of one entity iseatity that is above it in the hierarchy. S
for example, the children of classes can be otlasises, files, or (in rare cases) records.

4802

MoReq2 allows for records to be assigned to, aesttdirectly in, a class without being in
file. This is intended for relatively rare circutasces, as described in the body of MoRe(
This has the result that MoReq2 allows for a ctasntain a mixture of classes, records
and files; however, although this is permitted éud represent poor practice if
implemented.

193

Electronic Record Management System (ERMS)

194

An ERMS is primarily an application for managing@tonic records, though it may also
used to manage physical records.

nf

[s¥)

N2.

pe

195

An ERMS is often closely integrated with an ElentooDocument Management System
(EDMS) or a business application. TechnicallyEMS manages records, while an EDN
manages documents (which are not records). Howespecially when used to support d
to-day working, it can be difficult to separateitffanctionality. This is explored further in
section 10.3 which deals with Document Managenssuss.

MS

196

Capturing Records

197

Documents made or received in the course of businesome records when they are set

aside, that is, “captured” into the ERMS. Durirapture, the records are “classified”, that]i

they are assigned codes corresponding to thetclagisich they belong, allowing the ERM

7]

to manage them; and they are also assigned a uiieqifier.
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198

In many cases, documents that are set aside, turedpbecome records by being bound
a business process, as often happens in a workfimvexample, when an invoice is raise
it should automatically cause a record to be captutn other cases there may be a polic
that every document relating to a business mattest imecome a record, even if it does ng
formally participate in a business process. Inogeéer circumstances however, the proces
of capture will be initiated selectively by a useetermination of which documents shoulg
be captured into a records system should be basad analysis of the regulatory
environment, business and accountability requirésnand the risk of not capturing the
records. An example is a memorandum in an orgamisehich deals with policy issues;
the organisation may define that only memorandangeeto be significant will become
records (i.e. insignificant memoranda, such asghlekting to meeting arrangements, will
generally not form records). In some situatiohs,drafts will be deemed to be significant
and will become records, whereas in other situatamafts will not become records.
MoReq?2 is intended to cater for any of these séesain other words, MoReg2 describes
an office system for general use, not simply amgEoanagement system for particular
kinds of application or for the exclusive use aflavists or administrators.

g =<asw

199

User and Administrative Roles

4803

MoReq2 uses the concept of “user” to mean any pessth valid permissions to work usin
the ERMS. Therefore anyone who is allows to logathe ERMS is a user, including
administrators. However, the distinction betwedmaistrators and other users can be
complex and is sometimes unclear. MoReq?2 therefses the concepts of “roles” in
defining many requirements.

4389

Different organisations will implement an ERMS diféntly. For example, a small
organisation may implement an ERMS with a singlmiaéstrator, while a large
organisation may need several different adminisegiositions, each with different acces
permissions. For this reason, it is not helpfubientify specific access profiles in this
generic specification; instead, MoReg2 uses theauatnof “roles”.

200

MoReq?2 identifies two kinds of roles: “user rolesid “administrative roles”. In practice,
most organisations will have more than one pemdhese roles; and many organisations
will define further roles. Example roles with pilds access permissions are outlined in t

he

matrix atsection13.4. _ - { Deleted: chapter

3697

In brief, however, a “role” in MoReq?2 is somethiliige a user profile — it is not a job or a
position, but a set of responsibilities and funeiopermissions shared by several users.
MoReq?2 recognises examples of two administrativeteso user roles.

203

Administrative roles take actions related to thaenatgement of records themselves; their
interest is in managing records as entities ratian their content or business context. Th
also manage the ERMS hardware, software and stogagare backups are taken and
manage the performance of the ERMS.

3694

Unlike administrative roles, user roles have acteg$acilities which an office worker or
researcher needs when using records. This inchdidiag documents, searching for and
retrieving records; their interest is primarilythre contents of records rather than their
management — in other words, they are interest#tkibusiness processes evidenced by

the

records.

2.3 Entity-Relationship Model

ID Text
204 | 2.3 Entity-Relationship Model
205

This section contains an entity-relationship maodeich can be used as an aid to
understanding the specification. Section 13.3aiosta narrative explanation.
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204 | 2.3 Entity-Relationship Model

206 | An important aspect of this diagram is that it naetirepresent actual structures stored in
the ERMS. It represents a theoretical view ofahtities associated with records. An
ERMS uses these relationships to produce behagtpuivalent to the structures in the
diagram. See section 2.2 for further explanatibthis point.

207 | The relationships between files, volumes, recordsaher important entities are depicted in
the following entity-relationship diagram. Thisagormal representation of selected

structures which can be used to describe the betnaef an ERMS.

208 | In the diagram, entities — files, records and se-@ame represented by rectangles. The lings
connecting them represent the relationships betweepantities. Each relationship is
described by text in the middle of the line; anid #hould be read in the direction of the
arrow. Each end of the relationship has a numibéchwrepresents the number of
occurrences (strictly, the cardinality); the nunsbare explained in the key. So, for examp
the following extract:

e,

3353

| Record I

1

VIS MADE
UP OF

1-%

| Coméonent I

209 | means “one record is made up of one or more compongmi& the direction of the
relationship arrow).

210 | Note that the entitglass is related to itself by the relationship “iade up of”. This __ - { Deleted:

relationship (sometimes called a recursive relationsgipemoved, the model applies™ - { Deleted:

equally to non-hierarchical relationships. |
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3354

Document
Type

1

NHAS

1-%

1

VIS MADE
UP OF

| Classification Scheme |
1

J CONTAINS

€ IS MADE UP OF

1-%

0-% 1

-k
0-1

¥ CONTAINS

1-%
File
1

UMAY BE
DIVIDED
INTO

1-%

Sub-file

1
VMAY BE

DIVIDED
INTO

1-%
1 1-%
Volume

1 1
1

w8 Retention &

APRLIES Disposition
TO Schedule
< 0-1

APPLIES
TO

CONTAINS]
EN

0 - % 1-%

- % - % 1-% 1
| Document L L RecLI—
IS FORMED Hf\)S

oF !

VIS MADE
UP OF

1-%
1-* [~

Component

1-%

Record
Type

Key:

1 Exactly one

0-1 Zero or one

0-* Zero or more

1-*0One or more

%

1D2945 & 3354
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3 Classification Schemend file organisation

213

This chapter lists requirements for management ofldssification scheme and of the

organisation of files. It first lists requirements fettsg up the classification scheme
in section 3.1. It then lists requirements relatmglasses and files (section 3.2) and
volumes and sub-files (section 3.3). Section 314 tisquirements associated with
maintenance of the classification scheme and seBtnovers navigation issues.

212

A classification scheme is the foundation of any ElRMs described in detail in secti
2.2. It allows an electronic record to be stored togyettith other records that providg
its context, by defining the way in which the eteaic records will be organised into

electronic files, and the relationships between tles fi

4192

A significant difference between MoReq2 and its peedsor is that MoReq2 allows
the declaring of a record directly into a class, as aglhto a file. The original MoRe
did not allow declaration into directly into a clagsllowed only declaration into a
file.

4193

MoReg2 thus allows a record to be captured into &nlyeofollowing:
+ Class;

* File;

* Sub-File;

*  Volume.

4633

This is illustrated in the following diagram, whictds such records (shaded in grey
the illustrations in section 2.1.

4634

[ Classification Scheme I

[
Class Class Class
is F

l Classl l Classl l Class I l Classl l Classl l Classl l Classl

r — =
l File L] l Flle‘_u" l Fille L] lCIassI lCIassI lCIassI l Fiﬂ lCIassI l Fiﬁ'|

= 5P B oo =
[Re lRecs [Recs. | Fim [ File ] [ File lRecs.]J [cClass| [Recs.

|
rLd re% o
lRecs. lRecs.I lRecs. File‘

Key: Records Figure <C02 4634>

L=
Recs. & tRejﬂcs.
v2

4194

This change has been introduced primarily to refleetrequirements of high-volume
case management type systems. For example a langgen of records such as licen
applications can be allocated directly to a clasthout the need to open and managg

ce

one or more files.
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4195

This change is, however, not meant to remove thessigdor a hierarchical

classification scheme, or (in most cases) for the @&xist of files. Rather it is meant for

special circumstances (such as high volumes of sicgde documentation).
Inappropriate use of this feature will introduce thek of later difficulties in managing
records, and users of MoReq2 are advised to uséutiiionality only after careful
analysis. Most users of MoReqg2 are unlikely to nexytinis functionality, and so
MoReq?2 includes the requirement that this functiapalan be disabled.

2780

MoReq2 compliance requires support for hierarchicalsifization. This is because:

2782

» hierarchical schemes are able to ensure an effestafele and clear organisation pf

records;
» hierarchical schemes are the most widely used ingeuro

4653

It also maintains compatibility with the previougsien of MoReq. Many
requirements use the concept of class. In many dasesy be possible to apply the
requirement to non-hierarchical classification scheretthis may not always
possible.

4188

It is essential that the classification scheme (teettlly, a records classification
scheme) is closely aligned with the business nektte@rganisation. Good practice
suggests that the organisation first identifies sirmss classification scheme before
designing a records classification scheme.

3.1 Configuring the Classification Scheme

(]
©

ID Text, Requirement & Rationale 8

214 | 3.1 Configuring the Classification Scheme

2080 | Requirement

2089 | The ERMS must support and be compatible with thamisgtion’s business N
classification scheme.

2762 | This requirement is not testable in the generakcdss included as a reminder to
users of MoReq2 of the need to align the classifinescheme used by an ERMS with
the business needs of the organisation. Thesesrsedild be reflected by the
arrangement of records external to the ERMS.

2112 | The ERMS must maintain internal integrity (relatiomd&grity or otherwise) at all P
times, regardless of:
e maintenance activities;
« other user actions;
« failure of system components.

2690 | In other words, it must be impossible for a sitoatio arise where any user action of
any software failure results in an inconsistencthimi the ERMS or its database.

3355 | The ERMS should allow administrative roles to lagmth classification scheme with| Y
an ldentifier, Title, and Description.

3356 | This metadata will support functions such as expbthe classification scheme and of
records.

2088 | The ERMS must be able to support a classificatarese which can represent files| Y
and records as being organised in a hierarchy ofedass

2763 | The use of a hierarchical classification scheme@ndatory for compliance with
MoReq?2.
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214 | 3.1 Configuring the Classification Scheme

2660 | Support for at least three levels is the minimugquieement; more levels will be
needed in many environments.

2715 | The ERMS must allow management of the classificasicheme by an administrativg Y
role only, subject to requiremertD2765>. | - { Deleted: <ip

2764 | |n this requirement, “management” refers to the @imns described in section 3.1
and section 3.4.

2765 | The ERMS should allow management of individual @adsy specified user roles Y
and/or by a specified group of users.

2766 | In the above requirement, “management” has the samaaning as in the preceding
requirement. This is intended for two settings:
< large classification schemes which are too largbeéamaintained centrally (and

which therefore have central management for thédrigevels and distributed
management for the lower levels);

» classification schemes that include classes fontaeagement of case files, whigh
need to be managed in the business unit dealiffgthét cases on allocation of
authorised user privileges.

2081 | The ERMS should not limit the number of levels ia thassification scheme P
hierarchy.

2767 | In most settings, it is unlikely that the numbelestls needed could be more than ten.

2087 | The ERMS must support the preparation of a classifinattheme at configuration | Y
time in readiness for the capture and/or importatioresftienic records.

2768 | This requirement is intended to allow a classifizatscheme to be prepared while the
ERMS is being configured, and before it is usedHermanagement of records.

2082 | The ERMS must allow the titling mechanism(s) to biingel at configuration time by| Y
an administrative role

2692 | The ERMS should allow the input of textual scopeeadtlso known as descriptions) Y
to all classes and all files.

3674 | Scope notes are narrative intended to clarify titended contents and/or exclusions of
classes and files for the benefit of users.

4921 | If a formal MoReg2 XML schema has been publishedEfR®¥S must be able to Y
import and export records etc. in a form compliant it schema.

2677 | The ERMS should support the importing of all or pafta classification scheme, at | Y
configuration time or at any other time.

2769 | This requirement is intended to allow a classifizatscheme to be prepared while the
ERMS is being configured implemented, and befdseused for the management of
records. Where any part(s) is (are) imported, thay be to add to an existing scheme,
or to create a new classification scheme if nornstex

2693 | Where the ERMS supports the import of all or part ofaasification scheme it must | Y
allow the import of the associated metadata, redargnd disposition schedules and
audit trails if these exist.

2770 | In ideal cases, the classification scheme thaeiadpimported will have class
metadata and retention and disposition schedulesther cases, these may be absent
or incomplete.

2771 | Where the ERMS imports the metadata of a classific@cheme, it must reject any | Y
class that does not have a title, and create arptaneeport for an administrative role
listing the classes that were rejected.
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3.1 Configuring the Classification Scheme

2772

In an ERMS that is not MoReg2 compliant it may @sjble for a class to have no
title (a null value); but such a class would be gagible to use within a MoReq2-
compliant ERMS.

2773

Where the ERMS imports the metadata of a classificatcheme, the ERMS must

assign to each imported class a hierarchical codaerof the following ways,

according to an option set by an administrative role:

« following the same rules as would be used for the mlacreation of the
classification scheme;

< keeping the original codes in their entirety (onlggible if the structures are
compatible);

» appending the original codes to the codes in theiveng scheme.

2774

If a hierarchy that is being imported already ind&s hierarchical class codes (for
example 4/6/4) it may not be possible to use thesmdes in the ERMS, as consiste
and uniqueness cannot be guaranteed.

ncy

3753

There are many possible scenarios for such an itmpath different kinds of
incompatibility between hierarchical numbering setes. MoReg2 does not prescril
the outcome of an attempt to select an optionithimigically impossible because the
schemes are incompatible.

pe

3754

If the existing codes cannot be used, they candaged as appropriate to the situatio
e.g. copied to a metadata element called “old clasde”.

2775

Where the ERMS imports the metadata and retentidrdeposition schedules of a
classification scheme, it must validate them ugimgsame rules as would be used fq
the manual creation of the classification schemedbapter 12). Where this
validation process finds errors (for example the abseho@ndatory metadata, or
format errors) it must bring these to the attention ofttministrative role performing
the importation, identifying the metadata involved.

D

=

2776

In ideal cases, the classification scheme thatiadpimported will have metadata (e.g.

metadata for its classes) that complies fully wlith MoReq2 metadata model. In otk

cases, the metadata may be non-compliant. In tteses, several outcomes are

possible; MoReg2 does not mandate any one outc®wossible outcomes include:

« The entire importation is cancelled and the adntiatsse role is informed of the
reason for the cancellation;

» Importation of the class that has non-compliantadata is cancelled and the
administrative role is informed of the reason foe tancellation;

¢ The administrative role is required to choose betweorrecting the error and
cancelling importation of the affected class;

< Importation continues even though part of the matiads non-compliant, with
non-compliant data being replaced by default vakmescified for the affected
elements and an error report produced.

ner

3755

Informing the administrative role does not requinat the importation process be a
foreground, or real-time process; it will be accalple for the process to be a
background, or batch, process.

2696

The ERMS should support the export of all or part ofasification scheme.

2697

Where the ERMS supports the export of all or partdéssification scheme this mus
include associated metadata, an administrative eitglable to select which metada

tY
ta

is exported.
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214 | 3.1 Configuring the Classification Scheme

2699 | Where the ERMS supports the export of all or partdéassification scheme this must Y
include all associated retention and dispositioredakes at the option of an
administrative role.

2777 | Where the ERMS supports the export of all or partdéassification scheme, this mustY
include all or selected audit trail data, the setecto be made by an administrative
role.

3175 | Where the ERMS supports export (for any of the altegairements) it mustusea | Y
fully-documented format to relate the entities to eattier.

4701 | The documentation of the format must define howeberds, files, classes etc., and
their relationships to each other, are express8de also <ID3176>.

3176 | Where the ERMS supports export (for any of the alvegairements) it should export Y
the information in XML or equivalent open standardigmunat.

2718 | Where the ERMS supports the copying of all or partdaasification scheme this Y
must include all associated metadata.

2720 | Where the ERMS supports the copying of all or partdaasification scheme this Y
must include all associated retention and dispmsichedules.

2086 | The ERMS must allow administrative roles to add weéagses at any point within any Y
class, so long as files are not stored at that point

3628 | MoReq2 does not allow files and classes to exigteasame level within a class (in
other words, files and classes cannot be mixedsittgle node in the classification
scheme hierarchy). This is for reasons of goodms management practice.

2084 | The ERMS should support the definition and simultaisagsse of multiple Y
classification schemes.

2662 | Most organisations will mandate that a single cifisation scheme be used for the
primary classification of all the files in the ERM$his requirement allows some of
the files in the ERMS to belong to one classiftcascheme while other files belong to
another. This may be required, for example, fal@ahe merger of two
organisations, or when different collections ofasts in a single organisation require
different management regimes.

3.2 Classes and Files
3
8

ID Text, Requirement & Rationale 3

236 | 3.2 Classes and Files

237 | This section lists requirements which apply to @asand files.

Classes and files are different kinds of construass§#s provide an intellectual
framework for classification, while files aggregate relsg classes are building blocks
of classification schemes, while files are not. Dtesimese major differences, it is
helpful to list some requirements together, as thieycammon to both constructs.

2090 | Requirement

2100 | The ERMS must support the capture, maintenance asdregion of metadata for | Y
files and classes in the classification scheme, ¢iantpwvith the MoReg2 metadata
model.

2664 | The ERMS must restrict the ability to add to fitedaclass metadata as set out in the| N

MoReq2 metadata model.
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236 | 3.2 Classes and Files

2099 | The ERMS must provide a mechanism for allocatingraatecally a hierarchical Y
classification code (where such a code does notlresist — see <ID2773>) to each
class, file, sub-file and volume in the classificaticheme.

4923 | See also <ID2270>.

2665 | The ERMS must allow user roles to allocate a titleexh electronic class, file, sub-| Y
file and volume.

2786 | This requirement applies to non-case file environtsie Where case file management
is needed, an alternative naming approach is needéts is specified in section $0. | - { Deleted: 6

2666 | |t must be possible to use both the classificatiadeand textual file title separately or Y
together.

2700 | The ERMS must allow an administrative role to confégtive classification code at | Y
configuration time or later.

3740 | Configuration of the classification code shouldlire:

» the format of the identifier associated with eaebtelof the hierarchy, e.g.
numeric, alphabetic;

< the first value of this identifier at each clasg.€l, 1000;

» theinterval to be used between successive classed,, 10;

< the presence or absence of leading zeroes;

e any global prefix, e.g. “corporate/”;

< any global extension, e.g. country suffix;

< the separator between each identifier, e.g. “/"} .-

2789 | The ERMS must record the date of opening and theafaclosing of a class or file Y
within the class’ or file’'s metadata.

2790 | The date of opening and closing of a class orditevide important context for the
records classified within it. See also <ID2106>.

3632 | When a class or file is open, it is possible totaeprecords into it. When a class or
file is closed, it is not possible to capture regt®into it.

2701 | The ERMS must record the date of creation of a nasscffile, sub-file or volume in | Y
the metadata of the class or file.

2791 | In the case of physical files, it is possible foe tlate of opening to be earlier than the
date of creation recorded in the ERMS. This caseaif a physical file is created and
opened, in physical form only, before it is createthe ERMS.

In the case of electronic files, it is possibletloe date of opening to be earlier than the
date of creation recorded in the ERMS. This cdseawhen an electronic file is
imported into the ERMS from another system.

209 | Whenever a new class or file is opened, the ERMS eutematically include in its Y
metadata those attributes which are inherited dits fsition in the classification
scheme.

2676 | For example, if a file titled “Public meetings” is a hierarchical path titled:

Regional plan development : Public consultatiorublt meetings

and an administrative role adds a new file titled/titten consultations” at the same
level as the “Public meetings” file then the nele fnust automatically inherit the
prefix Regional plan development : Public consiidiat

2667 | The ERMS must allow an administrative role to modlifyerited metadata values, to| Y
the extent permitted by the MoReq2 metadata model.

2680 | Inherited values often provide a default, or stagtposition. This can be changed, so
long as the change is compatible with the metadaidel.
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236 | 3.2 Classes and Files

2668 | Any addition to this inherited metadaifa classhould be inherited by default by all| 'Y
Jts child classes and files. _ - { Deleted: descendant

2093 | The ERMS should support the allocation of controlledabulary terms compliant o| Y
ISO 2788 as descriptive class or file metadata sutgetts, in addition to the other
requirements in this section.

3635 | The ERMS should support the allocation of controlledabulary terms compliantto| Y
ISO 5964 as descriptive class or file metadata sutgetts, in addition to the other
requirements in this section.

3636 | Requirements <ID2093> and <ID3636> are identicalvsathat the former specifies a
monolingual thesaurus and the latter a multilingtia@saurus.

2092 | The ERMS must not impose any practical limit onribenber of classes or files which P
can be defined.

2091 | The ERMS must be able to print a list (sometimesrefeto as a repertory) of all files Y
or of files classified against a specific class (agglitld classes). - { Deleted: descendant

3639 | A user printing a list of files (as in <ID2091>) shddde able to specify the sequence, Y
content and format of the list.

3640 | For example, the user should be able to sort ireading or descending order, on title
or code, and preferably on any attribute; and shido# able to specify the metadata
elements to be printed.

2681 | The ERMS should be able to export a list, or repertwirgll files or of files classified| P
against a specific class (andgtsild classes) in XML format and/or in a human- | - { Deleted: descendant
readable format.

2682 | The ERMS must allow the classification scheme tptied, both as a complete Y
scheme and as any class selected from the scheme.

3641 | A user printing a classification scheme (as in <ID2g&hould be able to specify the Y
content and format of the resulting printed output.

3642 | For example, the user should be able to shoulddie @ specify the metadata
elements to be printed, and preferably choosetadisndented, or graphical
representation.

4218 | The ERMS must allow an administrative role to configarclass so that it can, or so| Y
that it cannot, store records directly.

4219 | In other words the system must be able to be aarefigso that records do not have to
be held in files, sub-files or volumes.

3.3 Volumes and Sub-Files
3
I}

ID Text, Requirement & Rationale 8

261 | 3.3 Volumesand Sub-Files

2797 | In a system that keeps paper records, subdivisiongs fies is essential for reasons
of ergonomics and the physical survival of foldéiaders, jackets etc. Typically, for
example, paper files are limited to 2cm in thicknéysthe establishment of volumes
When the file (which is in reality the first volumetbk file, despite being referred to
as a “file”) reaches the size limit — 2cm thick lmstexample — it is considered to be a

closed volume and a new volume is opened. Thistisrne of electronic files — an

electronic file can usually grow to almost any sidthaut such difficulties.
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3.3 Volumesand Sub-Files

2798

However, in practice, there can be benefits intapdjtlarge electronic files into

volumes. These benefits are, for example:

< when users need to work remotely (that is, over londédth connections, or
after downloading records to a portable PC, or ontorage device with limited
capacity);

< when files are never closed, because they are (for egaggbgraphically linked.

3645

Similarly, paper files are often divided into suke$i— especially in case manageme
environments. The sub-files are used to organisél¢heontents, often according to
document type.

3646

Correspondingly, there are sometimes benefitsviditig electronic files into sub-

files, for example:

« improving the ease of navigation through a file;

« providing a means to manage records that have ratengipiirements that differ
from others in the file, such as those covered by pyilegislation.

262

This section includes requirements relating to e ef volumes and sub-files, both
which are typically used to subdivide files whichghii otherwise be unmanageably
large. However, Moreg2 does not mandate that thési#ésions be implemented,; it
merely requires that MoReq2 compliant software masiltie to provide them when
needed.

2793

Sub-files were not recognised in the previous versf MoReq.

2794

In summary:

« Each file contains one or many sub-files;

e Each sub-file contains one or many volumes;

* Volumes of different sub-files are created indepetigen

< All the sub-files of an open file are always operd at the sub-files of a closed
file are always closed;

¢ Only one volume can be open in each sub-file.

For more detail about sub-files and volumes, seease2tl <ID178>.

3651

Requirements

4201

It must be possible for an administrative role to @k the ERMS at configuration
time or later to remove the ability to create subsfé@d/or volumes within files acros
the classification scheme.

7]

4199

It must be possible for an administrative role to @pe the ERMS at configuration
time or later to allow only sub-files to be creatdthim files within an area of the
classification scheme.

4200

It must be possible for an administrative role to @pe the ERMS at configuration
time or later to allow only volumes to be createchiniffiles within an area of the
classification scheme.

4702

The intention of the three requirements above @ltw organisations to allow or
prevent the use of sub-files and/or volumes irdifft parts of the classification
scheme. While the use of both brings the maxirtexibifity, but this flexibility brings
complexity and possible confusion for users.

3652

When a file contains only one sub-file, it is acedyi for the file and sub-file to be
indistinguishable to end users.

3653

When a sub-file contains only one volume, it isegitable for the sub-file and volume

to be indistinguishable to end users.

3654

When a file contains only one sub-file which itsedhtains only one volume, it is

acceptable for all three to be indistinguishablen esers.
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261 | 3.3 Volumesand Sub-Files

3655 | The intention of the three requirements above amphasise that the ERMS need npt
impose on users the structure of “file, sub-filelwne”. The ERMS must allow the use
of sub-files and volumes, while allowing usershiak in terms of files only if this suits
them.

4198 | The essence of this is that the user only seesiskatential from a business process
point of view and is not encumbered by potentiedigfusing choices.

2104 | The ERMS must support the concept of open and clelsetronic volumes, as Y
follows:
< only the most recently created volume within a siébefan be open;
 all other volumes within that sub-file must be chbse

2103 | The ERMS must prevent the user from adding electronardsdo a closed volume. | Y

2107 | The ERMS must allow administrative roles to add laateonic volume to any Y
electronic sub-file which is not closed.

2795 | The process of adding a new volume consists ofigidise volume that is currently
open and creating a new open volume.

3650 | The ERMS must allow administrative roles to add flgs-to any electronic file which Y
is not closed.

2106 | The ERMS must record the date of opening of a ndume or sub-file in the Y
metadata.

2105 | Whenever a new volume or sub-file is opened, the ERMSt automatically include | Y
in its metadata those values of its parent file'sagiata which are common (as defingd
in the MoReq2 metadata model).

2685 | Records in a volume can be accessed regardlesheather the volume is open or
closed.

3671 | Whenever a new volume is opened, the ERMS must aitoaily assign to it an P
identifier that is unique within its parent sub-file.

3672 | The identifier could be a simple sequence numlbertjrey at 1 for each sub-file.

2115 | The ERMS must record the date of closing of voluarefiles in their metadata. Y

2758 | When classifying a record the user must be preseritadive most recently created | Y
volume in the chosen sub-file by default.

2670 | The ERMS must allow the creation of multiple concuri@ren sub-files within any | Y
file.

2102 | The ERMS must allow an administrative role (not usexgloto add a record to a Y
previously-closed volume; when this takes place:

« the ERMS must require that an administrative rolesadteason to the metadata of
both the volume and the record, to explain why tkeeption has taken place;

» the ERMS must automatically record this in the atrdit.

This action must not update the date of closunedtm the metadata.

4206 | This applies only if the newly added record isyminger than the date of closure of
the volume.

2671 | This facility is intended to be used to rectifyruseor, e.g. if a volume was closed
unintentionally. For this reason, it is important that the except@ausing this action
is properly documented.

3658 | MoReq2 does not mandate how this is achievedaytlma achieved by temporarily re-
opening the closed volume, or by other means.

3659 Y

The ERMS must allow an administrative role to detetempty volume.

Page 28




ID

Text, Requirement & Rationale

Testable

261

3.3 Volumesand Sub-Files

3660

The ERMS must allow an administrative role to deteteempty volume and re-open
the previous volume in the sub-file, in a singléagt recording the event in the audit
trail.

<

3661

This is intended to correct an error which has tesiin the incorrect closure of a
volume.

2799

The ERMS should allow a “template” of sub-filest® created by an administrative
role for a specified class, such that the templa¢eips the sub-files to be created
automatically for each new file that is subsequecitbated in that class.

2800

This is intended primarily for case managementremments. As an example, a
template in an insurance company might specifythferclass dealing with client
insurance policies, the following sub-files: poliyd amendments, internal
correspondence, correspondence with medical spstsabilling, other client
correspondence. Thereafter, every new file createdat class would automatically
be created with these sub-files.

2801

The ERMS must automatically close all sub-filesifile whenever their parent file ig
closed.

3656

The ERMS must allow users to close volumes indiviglua

3.4

Maintaining the Classification Scheme

ID

Text, Requirement & Rationale

Testable

2658

3.4 Maintaining the Classification Scheme

2659

Requirement

2123

The ERMS must allow an administrative role (not a usk) to relocate a class or fil
to a different position in the classification scheme. part of this relocation the ERM
must ensure that all electronic records already alldaamain allocated to the
class(es), file(s), sub-file(s) and volume(s) being reéxta

U)‘U
<

2673

This facility is intended for exceptional circumstas only, such as organisational
mergers or other re-organisation, or to correctradal errors. This requirement mus
be read together with <ID4595 and 1D3929>.

t

2717

The ERMS should support the copying any class (@nchild classes) of a
classification scheme to another point in the di@ssion scheme.

3179

This facility is intended for use when replicatimgnches of a classification scheme
an act that is sometimes required (for example)nndesigning a part of the scheme
that is not designed on a functional basis.

Use of export followed by import will not be corsill sufficiently easy to meet this
requirement.

Any conflicts of classification code detected dgitine copying should be handled in
the same way as with an import (see <ID2775>).

2122

The ERMS must allow an administrative role (not a ugle), to reclassify an
electronic record to a different class, file, sub-fileyolume.

2688

This facility is intended for exceptional circunstas only, such as to correct user
errors. This requirement must be read togetheh wlD2674>, <ID2120>,
<|D3664> and <1D2119>,

2674

Upon reclassification or relocation of a class, fieb-file, volume or record the ERM
must enable the optional inheritance of metadataigtdefined as inheritable (in the
MoReg2 metadata model) according to its new positidhe hierarchy.

SY
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2658 | 3.4 Maintaining the Classification Scheme
2120 | When any classes, files, or records are relocated lassified the ERMS must keep anY
identifiable trace of their status prior to the retoma or reclassification in the audit
trail.
3664 | When any classes, files, or records are relocated laissified the ERMS must record Y
the values of their metadata prior to the relocatioreclassification.
2675 | Both of the above requirements are in support efrtéed to be able to determine the
history of classes, files etc. that have been et or reclassified.
2119 | When any classes, files, volumes, sub-files or recarelselocated or reclassified the Y
ERMS must require an administrative role to enteanatdata the reason for the
relocation or reclassification.
3665 | Entry of a reason is mandatory, as these relocatimd reclassifications are
exceptional, potentially endangering the integdfythe records if not carefully
managed.
2707 | The ERMS should enable an administrative role to raarlass or file as inactiveto | Y
prevent any new files being added to that classaurds being added to that file.
2708 | The ERMS should allow an administrative role to tleebn empty class.
2118 | The ERMS must prevent the deletion of an electrofeadii any part of its contents at Y
all times.
4707 | This requirement is subject to the exceptionsdefstruction in accordance with a
retention and disposition schedule — see chapter Bleletion by an administrative
role as part of an audited procedure — see sedi@n
2117 | The ERMS must allow an electronic file to be clobgdiser roles.
3666 | This is different than the corresponding requiretrisMoReq, which limited this
function to administrators.
2116 | The ERMS should be able to close an electronicsfilame automatically on Y
fulfilment of specified criteria to be defined at €ignration, including at least:
< volumes delineated by an annual cut-off date; formgta, the end of the calendar
year, financial year or other defined annual cycle;

< the passage of time since a specified event; for pkarihe most recent addition of
an electronic record to the volume;

» the number of electronic records which the volume éosta

2689 | Other criteria may be desirable in particular cintistances, for example when the sjze
of the volume reaches the storage capacity of avaivle disc.

2704 | The ERMS must make the contents of closed clastes, Sub-files and volumes as | Y
accessible for viewing as those that are open, withmaking any differentiation
between open and closed.

3667 | In other words, users who are searching for or bsimg through information using the
ERMS must not have to be aware of whether filesaedcclosed or open; and the same
search facilities and access rules must apply.

2113 | The ERMS should allow users to create cross-referdtizasis, “see also” type links) Y
between related files.

2111 | The ERMS should support the ability to create mldtgntries for an electronic record,Y
in several electronic classes, files, sub-files ournads, without duplication of the
record or of the document on which it is based.

2691 | MoReq2 does not specify how this is achieved. v@ryeof supporting this requirement

would be to use pointers when capturing more thaarecord based on the same
document.
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2658 | 3.4 Maintaining the Classification Scheme

2110 | The ERMS must provide reporting tools for the provisid statistics to administrative Y
roles on aspects of activity within the classifioatscheme, including the numbers and
sizes of classes, files, volumes, sub-files or recaetsted, closed or deleted within a
given period.

4740 | Reporting should be both overall and by any spetifiser or class.

3670 | The ERMS should provide ad hoc reporting capalslitie aspects of activity within | P
the classification scheme.

2053 | Any user working with a class, file or record mustbée to discover the context of | Y
that class, file or record, or in other words, theéadata and parent file or class (es);
and must be able to navigate to these parents froxlahs, file or record.

2802 | |t must be possible to discover the context withhawing to leave the class or file, inja

way that allows work with the file to be continueithout interruption.

4 Controls and Security

(]
©

ID Text, Requirement & Rationale 3

310 | 4 Controls and Security

311 | This chapter brings together requirements for a widgeaf controls which relate to
the security of the records. These requirements prdeatares needed to protect the
characteristics of records defined in ISO 15489 (secti®n 7

312 | It is essential that organisations are able to comthal is permitted to access records
and in what circumstances, as records may contagopal, commercial or
operationally sensitive data.

3182 | Restrictions on access may also need to be appliexternal users. For example, in
some countries where freedom of information legistagiermits access to selected
public records, customers may wish to view recordso A&ome organisations may
wish to share parts of their ERMS repository withtipar organisations. Requirements
for these controls are listed in section 4.1.

313 | Any access to records and all other activities invithem and related documents or
data also need to be recorded in the audit trahsure legal admissibility and to assjist
in data recovery. Requirements for these auditdamtrols are listed in section 4.2;
these requirements address principally the record deaistics of authenticity and
integrity defined in ISO 15489 (section 7.2).

314 | Security of records also includes the ability to pcothem from system failure by
means of backup, and the ability to recover the recfsooin backups. These
requirements are listed in section 4.3; these requitenage related to the record
characteristic of usability defined in ISO 15489 (setcii®).

3183 | Vital records are mission-critical records that neede@ecovered rapidly after a
disaster. These are addressed in section 4.4.

4.1 Access
8
ID Text, Requirement & Rationale 3
318 | 4.1 Access
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318

4.1 Access

319

Organisations need to be able to control accessetorecords and typically this is
achieved by the specification and implementatiogeaiurity policies, i.e. access to
records is granted based on the business role andoédivplays in the organisation.
Users are usually managed centrally and simultangguahted access rights to a
number of corporate systems, including but not &stlito the ERMS.

3184

It is not considered best practice to manage peromssh an ERMS simply by
allocating individual permissions on individual ities to individual users. Access
rights will therefore normally be granted to roles andfmups to allow them to save
and refer to records in specified classes or files withé classification scheme.

4455

In addition to the entitlement to access specifitspaf the classification scheme,
permissions also restrict the actions that a usex,aogroup can perform on entities
within the ERMS, such as inspecting their metadataeir contents, modifying or
deleting them and creating or viewing entities ofetipular type.

4456

For example, a user role can search for and read reboitd®|e-based security
organisation may restrict the capability to searuth Bead to particular sub-sets of the
classification scheme.

4457

Permissions can be applied to groups and be intdritéhe group members. Applying

permissions at the group level, rather than the usel improves the management of
the ERMS over time as new users arrive, and exissegsichange and leave.

4458

Through the assignment of roles in the ERMS multii@emissions can be granted ta
user or group automatically. Later, when the user armi® removed from the role,
all the permissions are automatically rescinded.

320

The ERMS must be able to limit the setting of th@seess rights to certain roles. In
the table in 13.4, this is shown as belonging tmiadtrative roles.

3185

Note, however, that administrative roles are only inmgeting, from a system
perspective, policy decisions taken by more senioragament. The security polices
and their allocation to individual end users, apdglly based on the business need
of users to access information, the organisation'sroscpolicy and laws and
regulations, such as information laws, data seclaits, archival laws and industry
regulations; these are addressed in section 11.5.

n

4459

In some environments, ERMS access permissions aragedrentirely within the
ERMS. In others, some permissions are managed sspayate software, such as a
network operating system utility. Either is accepgdbr compliance with the
following requirements.

4460

The roles identified are “indicative” only. It shdube the organisation that sets the
number and the make-up of the roles that it use®aed whether it uses roles at all,
according to its own requirements.

2124

Requirement

4391

The ERMS must not allow any person to carry out anipa in the ERMS unless the
person is an authorised user who is successfullyifgehand authenticated.

4392

MoReq2 does not specify the nature of the autreidit mechanism. In many
situations, a user-id and password mechanism isidened to provide sufficient

authentication. Organisations using MoReg2 forqum@ment purposes need to ensure

that an appropriate level of authentication is indéd.

2136

The ERMS must allow administrative roles to alloateess to records, sub-files,
files, classes and metadata to specified user rot¥sramser groups and for specified
periods of time.

4214

The ERMS must not place a limit on the number ofs¢ihat can be configured.
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318 | 4.1 Access
2135 | The ERMS must allow administrative roles to maingg@nmissions for all roles and | Y
groups. These determine the functionality, metael@iaments, records or files to which
the roles and groups have access, and the kindsegsaattowed.
3186 | The permissions are to: P
« allocate access according to the organisation'srggquolicies;
e restrict access to specific files or records;
« restrict access to specific classes of the clas8ditacheme;
 restrict access according to the user’s security clear@vizere applicable);
e restrict access to particular features and functiogs (ead, update and/or delete
specific metadata elements);
« deny access after a specified date;
< allow access after a specified date.
4926 | The level of granularity required is indicated icton 13.4.. _| - { Formatted: Font color: Auto |
3226

The ERMS should allow configuration to enable asdgsmeans of an integrated
network log-on.

) ‘Y‘[ Formatted: Font: Italic

)

3202 | The ERMS must allow administrative roles to add erdove users to and from roles Y
and groups at any time.

4448 | |t is acceptable for administrative roles to manageups by means of separate
directory management software.

3229 | The ERMS must allow the allocation of administratights over different sections of Y
the classification scheme to different administratles.

3230 | For example see the access control model in se&foh

3227 | The ERMS must allow administrative roles to markratividual user as inactive, Y
without deleting the user from the system.

4164 | |tis acceptable for administrative roles to manaers by means of separate
directory management software.

2134 | The ERMS must allow administrative roles to define $ame control functions for | Y
user roles as for users.

3203 | This feature allows administrative roles to manage maintain a limited set of role
access rights rather than a larger number of indidal users. Examples of roles might
include Manager, Claims Processing Clerk, Secukitalyst, Database Administrator.

3239 | The ERMS must be able to apply selections of aceegsrements across roles. Y

4450 | For examples see section 13.4.

2133 | The ERMS must allow an administrative role to seang maintain groups of users. Y

3188 | Examples of groups might be Human Resources, Nartfades team.

2132 | The ERMS must allow a user to be a member of moredhargroup. Y

3201 | It is likely that some users will have differentess requirements for different parts pf
the classification scheme. In all cases, usesaasigned to groups by administrative
roles in response to business needs and policies.

3205 | The ERMS must allow administrative roles to set djnac lists of individual users in| Y
order to control access to specified parts of the ifilzestson scheme or records.

2166 | The ERMS must restrict systems functions and relawedts to administrative roles | Y
only.

3197 | This is needed to protect the authoritativenessaxtronic records.

2131 | The ERMS must allow only administrative roles towgeuser profiles and allocate | Y
users to groups and roles.

3204 | See also section 13.4.
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318

4.1 Access

2130

The ERMS must allow roles with ownership of recordspecify which other users o
groups can access those records.

<

[

3206

See glossary for the MoReg?2 usage of the term “Cwrgthe organisational policy
allows, ownership should be with administrativeesol

2129

The ERMS must restrict the ability to make changash as adding, amending and
deleting profiles for groups, roles or users to admiisie roles.

3207

This includes attributes such as access rightsijlpges, password allocation and
management.

2128

If a user requests access to, navigates to, or sedochesthout searching for conten

any object such as a record, volume, sub-file dilelass which the user does not ha

the permission to access, the ERMS must provideobtiee following responses (the

response to be selected at configuration time):

« display title and other metadata of the object;

« display title, type of entity (class, record etc.) edat creation and owner only;

< confirm the existence and (optionally) the owner ofdhpect (display its file or
record identifier) but not its title or other metadata;

< provide no information about the object, thus prawidno indication of whether
the object does or does not exist;

all the above being subject to <ID2127>.

<

Ve

4703

This requirement applies to access attempts thatadénvolve searching on record
content. Searches on record content are addreisselD2127>, with which this
requirement should be read.

3189

These options are presented in order of increasegmyrity and should be configured
by administrative roles. The requirement in th& laption (i.e. the most stringent)
implies that the ERMS must not include such recor@sy count of search results;
this level of security is normally appropriate fecords dealing with matters such as
national security or confidential medical records.

4393

The ERMS should allow the responses specified in £l82 to be selected at the
object level as an alternative to a system-wideigardtion time setting.

Y

2127

list any record for which the user does not have thenigsions to view the content.

_ /Y{ Deleted: (

- {Deleted: 7

3190

If the first option of <ID2128> is chosen, this ddie seen to conflict. This apparer
conflict is intentional, for, if this requiremerst not present, users may be able to us
text searches to investigate the contents of doatse which they are not allowed
access. Consequently this requirement must tadeedence over requirement
<ID2128>.

—

N
e

3268

The ERMS must allow administrative roles to set ngh emanage rules to govern use
access to ERMS functions, so that different roles laaeess to different combinatior]
of functions. The ERMS must allow such rules to dteup with at least the level of

granularity (i.e. the amount of breakdown) showrhimitlustrative access rights table

in section 13.4.

rsY

3269

Different organisations have different functionatass control requirements. It is
therefore not appropriate to attempt to define aagyec model. Accordingly, this
requirement specifies instead the level of detadomtrol that an ERMS must offer.

3272

The ERMS must allow administrative roles to creawditamhal roles to those shown i
13.4.
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318 | 4.1 Access

3273 | An organisation could define roles with specificess rights such as: case worker,
manager etc.

_ | Deleted: t

4.2 Audit Trails L

Testable

ID Text, Requirement & Rationale

348 4.2 Audit Trails _ {Deleted: t

\

349 | An audit trail is a record of actions taken whichdive the ERMS. This includes
actions taken by users or administrative roles, ooastinitiated automatically by the
ERMS as a result of system parameters. See theagyastssection 13.1 for a formal
definition.

3208 | The audit trail for records can be viewed as a form dadsa of the individual
records (because it consists of information describamgesaspects of the records’
history), though this is not essential; MoReq?2 duasuse this view.

350 | The ERMS must be capable of management and coffitetéctronic and physical
records according to legislative and regulatory requirgselt must also be capable |of
demonstrating this compliance. MoReq2 does notem3degislative and regulatory
requirements as these vary from state to state giistdoReq2 allows for the
development of a chapter to contain national requéires, known as chapter zero.

4209 | The audit trail shows whether business rules are Hellmyved and ensures that
unauthorised activity can be identified and traced.

4205 | In order to support accountability it is essentiat tha ERMS is able to record in the
audit trail any action where any degree of automatedachine assisted processing s

implemented within the system. Section3l0asework provides examples of such an- { beleted: 6

interface.

3209 | The audit trail is a key factor in enabling the ERM3ulfil these requirements by
maintaining a complete record of all the actiongwery record (subject to the
constraint of the level of security of the techheavironment).

351 | The volume of audit trail information can becomeyéif all actions are audited.
Consequently, in some implementations, managemantdecide that selected actions
need not be included in the audit trail (after theedbf the decision).

3210 | In many implementations, the on-line audit trail isigaically moved to off-line
storage, the off-line copy being subject to deletfand when the relevant records are
disposed of, or if and when policies and legislapermit.

3199 | These are matters of management policy and/or legalategy requirements. MoReq?2
therefore includes system requirements to allow thetsens, but does not establish
the extent to which they are used.

2137 | Requirement

2149 | The ERMS must keep an unalterable audit trail capabautomatically capturing and Y
storing information about:

* any action taken on any record, any aggregate or éissification scheme;
< the user undertaking the action;

« the date and time of the action.

Page 35



ID

Text, Requirement & Rationale

Testable

348

4.2 Audit Trails _

\

_ { Deleted: t

2144

By way of illustration, the actions recorded in @ingdit trail must include, but need n

be limited to:

< capture of all electronic records;

« re-classification of an electronic file within tlstassification scheme (see
<ID2122>);

e any change to any Retention and Disposition Scleedul

< any disposition review actions carried out by adstnative roles;

« the placing or removal of a disposal hold on arcefenic file;

< any change made to any metadata associated witlseta electronic files or
electronic records;

< amendment and deletion of metadata by a user;

« changes made to the access permissions;

e creation, amendment or deletion of a user or group;

e export or transfer;

e creation of a presentation;

» deletion / destruction of records.

Dt

- { Deleted: |

)

The term “unalterable” in this requirement meansilt must be impossible for any | -

user or administrator to change or delete any gHrthe audit trail. The level of
assurance needed will depend on the organisatlosjeével of assurance that can be
achieved will depend on the level of security efuhderlying operating system and
system software.

[ Formatted: Font: Not Italic

)

3192

The audit trail may, however, be subject to re-migation andor copying to off-line
storage if required by, for example, database saféwso long as its integrity remain
intact.

1°2J

4664

Where the ERMS supports the transfer of audit trad tiabff-line storage, the ERMS
must support secure processes for managing the effiata and demonstrate how o
line data can be brought back on-line as and wherregfjand the ERMS must ensu
it is not possible for this mechanism to be used a®ans of by-passing the controls
imposed by the ERMS (for example, by simply movindiatrail data out of the
ERMS and changing or deleting it externally to thstam).

5 P
ff-

4366

The ERMS should be able to record automatically énaiadit trail any access to any
record or aggregation and whether the access was topréadr otherwise present it

4367

This is normally only required in highly secure momments.

3211

_ /| Deleted: The ERMS must not

3237

The ERMS audit trail parameters must be configurablénat administrative roles ca

configure which actions are automatically recorded.

Y allow the audit trail to be modifie:
by any user, including
< | administrative roles.

4210

All changes to audit trail parameters must be auditede audit trail.

Y‘{ Deleted: Y

4211

It should never be possible to turn off the auditii changes to audit trail parameter,
so that the ERMS does not record in the audit tkib changed them and when.

S { Deleted: themselves

L

2148

Once the audit trail parameters have been set,RMSEmust track actions
automatically and must store information about thvdthin the audit trail.

Y

2147

The ERMS must maintain the audit trail for as longsagquired by the organisation’
records policy.

s N

4368

This often will be at least for the life of the oeds to which the audit trail refers.
However, there may be situations in which otherges apply, for example periodic
scrutiny of the audit trail followed by its desttion and replacement by a certificate
scrutiny.
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348 4.2 Audit Trails |- {Deleted: t

2146 | The ERMS must log in an audit trail all actions parfed on records, volumes, sub-| Y
files, files, classes and retention and disposgitredules, regardless of whether the
action affects one or more of them.

4924 | The ERMS must log in an audit trail all changes &iadata values that apply to the
metadata elements listed in the MoReg2 metadatainod

3223 | Any annotation of or amendment to a record must bededowithin the record’s audjt Y
trail.

2145 | The ERMS must automatically log in an audit trilichanges made to administrative Y
parameters.

3193 | For example, if an administrative role changes arissaccess permissions or
reconfigures the audit trail.

2142 | The ERMS must ensure that audit trail data is altléor inspection on request, so | Y
that a specific event can be identified and allteglalata made accessible.

3212 | The ERMS must include features that allow only atitfed users, who have little or noP
familiarity with the system, to search for informatiarthe audit trail.

3270 | This is an ease of use requirement. The users maxternal to the organisation, such
as external auditors. Nonetheless, from the ER&tSpective, they will be users.

4363 | The ERMS must allow users to search audit trails fecifigd events, objects (classgs,Y
records etc.), users, groups, roles, times, or time giterv

2141 | The ERMS must be able to export audit trail datssfmcified records, volumes, subt Y
files, files and classes without affecting the atrdil stored by the ERMS.

3194 | This functionality is to enable, for example, em#drauditors to examine or analyse
system activity.

2140 | The ERMS must be able to capture and store, wheteaple, any attempted Y
violations of access control mechanisms (i.e. a usgtesnpts to access a record,
volume, sub-file or file to which he is denied a®es

3195 | For an illustration of circumstances which can allattempts at violation, see
<ID2128> This cannot apply when the system is configtoddde from a user all
knowledge of information to which the user doeshaekt access permissions.

4.3 Backup and Recovery
g

ID Text, Requirement & Rationale 8

379 | 4.3 Backup and Recovery

380 | Business and regulatory demands require that an ERMSBdvided with
comprehensive controls to provide regular backup ofgberds and metadata; and to
be able rapidly to recover records if any are losahbse of system failure, accident,
security breach etc..

381 | Regular automated backup and recovery can be probigldie ERMS, or by
integration with the services or utilities of an Eteaic Document Management
System (EDMS), by a database management system opendtih the ERMS, or by
some other software. In this section, referenceshtw ERMS” can mean any of thesg,
as appropriate to the setting.

382 | |n practice, backup and recovery functions may lieewaith the organisation’s IT
operations area than by being divided between ERNS8rastrative roles.

2150

Requirement
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379

4.3 Backup and Recovery

2157

The ERMS must provide or allow automated backup acmvery procedures that
allow for regular backup of all or selected classessfitecords, metadata,
administrative parameters, and the audit trail olERMS; and their recovery when
needed.

<

2156

The ERMS must allow administrative roles to schedhalekup routines by:

< specifying the frequency of backup;

« selecting classes, files or records to be backed up;

» allocating storage media, system or location forbidekup (e.g. off line storage,
separate system, remote site).

2155

The ERMS must allow only authorised administrativies to restore from ERMS
backups.

4370

When an ERMS restores from a backup, full integritthefdata including the audit
trail must be maintained after the restore.

2154

Where the ERMS features checkpoints and databas®nathrd facilities, the ERMS
must allow only authorised administrative rolesd it forward.

4.4

Vital Records

ID
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Testable

2054

4.4 Vital Records

2055

Vital records are the records that are considered abspkgsential to the
organisation’s ability to carry out its business fumas, in the short term, in the long
term or both (see also the glossary). This can berefhission-critical in terms of its
ability to cope with emergency/ disaster condition$o protect its long-term financia
and legal interests.

3214

The identification and protection of such recordsfigreat importance to any
organisation and it is likely that it is these recdids will need to be recovered first
the event of a disaster.

=

3217

Records may be considered as vital records eitméhéoorganisation as a whole or
part of the organisation.

3271

Requirement

2152

The ERMS must allow administrative roles to indici&t selected files or records
contain, or are considered to be, “vital records”.

3196

This indication should be included as a metadagsneint.

2151

The ERMS must provide two separate back-up operations
e “full” backup, which backs up all (specified) ERMStaa
< ‘vital” backup, which backs up only the ERMS conlfiigtion and files and records

identified as “vital”.

4371

Two back-up operations are used for the followiegsons to allow:

« “vital” back-ups to be scheduled more often thanll'f ERMS back-ups;

< ‘vital” back-ups to be taken onto different mediadastored separately from (and
possibly more securely than) “full” back-ups.

4372

It also provides for better managed ERMS restoratitnere restoring from “vital”
back-ups can occur entirely independently of, ainal different time to, “full”
restoration.

As specified in section 4.3, backup can be perfdreither by the ERMS or by
integration some other software.
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4.4 Vital Records

4373

After recovering from a “vital” back-up the ERMS mi fully operational.

4374

After restoring from a “vital” back-up many filesd records will not be present.
Other than this, however, the ERMS must not b&ymveay limited in its operation or
the functionality that it provides to users.

4375

The ERMS should provide for two methods of restoriogfa “full” back-up:

* restoration to a “clean” environment, in which théad@om the “full” back-up
overwrites and replaces the ERMS during the recovpeyation;

* restoration over an existing environment, in whichdhta from the “full” back-up
is merged back into an existing ERMS environment.

4376

The first method of restoration will be common ligamisations where “vital” back-
ups are not taken. The second method of restoratiboccur when an ERMS has
previously been partially restored from a “vital'algk-up and returned to normal
operation; it then becomes necessary to mergeeirifthl” back-up without
overwriting either the vital files and records thagre previously restored or any new
entities that have been added, or changes that bega made, to the ERMS in the
interval since it was returned to full operation.

=

4377

If the ERMS supports two methods of restoring factiull” back-up as outlined in
<ID4375>, the “vital” back-up (if it exists) will &ways be restored first. There is no
need to consider the restoration of a “vital” bacl-over a “full” back-up.

4378

When undertaking a two-part system restoratiornis tvay it may be necessary for
administrative roles to resolve manually any catdlithat arise. For example, the
classification scheme may be altered in one backdugn compared to the other.

3218

The ERMS must allow administrative roles to indici@t records are no longer
considered vital. This action must be recorded iratldit trail.

3219

For example a lease agreement or contract mighirex@nd therefore no longer be
considered vital.

5 Retention and Disposition

ID
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478

5 Retention and Disposition

479

This chapter lists requirements for the use of reteratfahdisposition schedules to
govern the retention and eventual fate of records rngoing operations. Retention
and disposition schedules define how long the rexbade to be kept by the ERMS,
and how they may be disposed of. Requirements fentieh and disposition
schedules are listed in section 5.1; a formal didimiis in the glossary.

480

The processes that can take place at the date ispdnyfretention and disposition
schedules are described in subsequent sectiortglirBments for review processes 3
listed in section 5.2, and requirements for transbepprt and destruction are listed in

re

section 5.3.
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478

5 Retention and Disposition

482

As explained in section 2.2 under the heading BeatrFile and Volume, records can

be managed in classes, files, sub-files and voluaseappropriate to the business
requirement. According to circumstances, retentiahdisposition schedules apply 1
classes, files and/or sub-files and/or volumes. Rieteand disposition schedules c3

also be applied to record types, for example to agipdyt retention periods to sensitive

personal data, or to apply long retention periods)gpreering drawings. The

resolution of conflicts between retention and dispasigchedules is also allowed for.

4454

MoReqz2 includes the concept of “disposal holds”ichitwas not mentioned in the
previous version of MoReq. Disposal holds are usedsponse to unexpected ever
to ensure that specified records are not destroyed.cdmmon example is to ensure
that records that are, or that may be, required asreéda legal proceedings are no
routinely destroyed as a result of a disposition datis

5.1 Retention and Disposition Schedules

©

ID Text, Requirement & Rationale 8

483 | 5.1 Retention and Disposition Schedules

2182 | Requirement

2199 | The ERMS must allow administrative roles, and omlgnanistrative roles, to create | Y
and maintain retention and disposition schedules.

2977 | The ERMS must not limit the number of retention aisgphasition schedules.

3685 | The ERMS should be able to arrange retention ambsiison schedules in a N
hierarchical structure resembling the structure obgarand organisation-specific
retention and disposition schedules authorised pyogpiate mandates.

3709 | A hierarchical structure facilitates the managemehbumerous retention and
disposition schedules.

29583 | The ERMS must allocate a unique identifier to eaténtén and disposition schedule Y
when it is created.

4446 | The ERMS must allow a unique title be entered for eatdmtion and disposition Y
schedule when it is created.

2951 | The ERMS must maintain an unalterable history ohgea and deletions (audit trail)| Y
that are made to retention and disposition schedhutdsding the date of change or
deletion, and user making the change.

2960 | The ERMS must ensure that any amendment to a retestid disposition schedule is Y
immediately applied to all entities to which théargion and disposition schedule is
allocated.

3688 | The ERMS must require an administrative role changimggleting a retentionand | Y
disposition schedule to enter a reason, and must #tat reason in the audit trail.

2978 | Changes to, or deletions of, retention and dispmsischedules must be controlled
carefully to minimise the risk of records beingtd®ged inappropriately.

2952 | The ERMS must be capable of importing and exportatgntion and disposition P
schedules.

2980 | The ERMS must ensure that every class, file, sukafitt volume always has at least] Y
one retention and disposition schedule.

2981 | This requirement is included to ensure that notiestiare created without a retention
and disposition schedule; and to improve usability.
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483

5.1 Retention and Disposition Schedules

3692

<

The retention and disposition schedule applieddfgult to every new class, file, sub
file or volume should be inherited from its parent.

2982

15

Where this is not possible (for classes at thddwpl of the classification scheme an
if no inheritable retention and disposition schedapplies — see <ID2988>) a defaul
retention and disposition schedule should be applie

—

4625

Every record stored directly in a class must alwsgge one retention and disposition
schedule assigned to it.

4626

The retention and disposition schedule applieddfault to any new record stored
directly in a class (see <section 3.2 ID4218>) mushberited from its parent class.

2197

The ERMS must allow an administrative role to appigtantion and disposition
schedule to any class, file, sub-file, volume or rddgpe at any time.

2983

The phrase “at any time” means that an administratrole can replace a retention
and disposition schedule or (if the system supputkiple retention and disposition
schedules, see <ID2196>) apply an additional reimaind disposition schedule to

any class, file, sub-file, volume or record tyfgne example will be the replacement of

a default retention and disposition schedule; aroib the application of an additional
retention and disposition schedule in responseregalatory investigation. This may
cause a conflict between retention and disposisicimedules: see <1D2192>,

2969

The ERMS should be able to apply a default reterdgimhdisposition schedule to
record types.

2985

This implies that record types can exist with nplegal retention and disposition
schedule. This is acceptable, as each individeaebrd will have at least one retentian
and disposition schedule applied to it, becausd@acord is held in a file and
requirement <ID29980> mandates that at least orteméon and disposition schedule
is applied to each file.

2196

The ERMS must allow more than one retention and diipa schedule to be in force
for any class, file, sub-file or volume.

Y

2914

This is required to manage real-life scenarios,ahhinvolve retention requirements
arising from a range of mandates and business ne&tls is illustrated by one
example, chosen from many possible.

In this example, a file has a single retention disposition schedule, assigned for
business reasons, as the records within it areepected to be subject to legal or
regulatory retention requirements. The retentiowl a@isposition schedule applying t
this file also applies to many other files. At sopoint, it becomes apparent that it
may be necessary to retain the file for a longeaiqaethan the current retention and
disposition schedule allows, due to a busines®isslated to a safety case. At this
point, it seems that the contents of the file megome subject to a regulatory contro
related to safety regulations; so a second retengind disposition schedule is applie
to the file, taking this into account. At a lateme, it may become apparent that the
safety issue did not exist; in that event the sécetention and disposition schedule
can be removed, leaving the original one in pland active.

O

o

2195

The retention and disposition of every record measgdverned by the retention and
disposition schedule(s) associated with the class,dilb-file, volume and record typ
to which the record belongs; and by any applicaldpas$al hold(s) (see <ID2971>).

1]

2987

Once a retention and disposition schedule is applitegoverns the retention and
disposition of records associated with the enttyhich it is applied (unless it is
overridden by a different retention and dispositemhedule).

2988

The ERMS must allow any retention and dispositicimesiule to be inherited down the
hierarchy of the classification scheme, at the optioan administrative role.
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483 | 5,1 Retention and Disposition Schedules
2989 | Whether or not a retention and disposition schedsleherited can be selected by an
administrative role using any appropriate means.Réq2 does not prescribe how thjs
is achieved. Possibilities include:
< the option is selected when the retention and disipa schedule is created (in
which case it applies whenever the authority isligpl;
» the option is selected whenever the retention asgbdition schedule is applied (jn
which case it applies to gthild entites); - { Deleted: descendant )
» the option is selected when an entity is createdt to inherit the retention and
disposition schedule(s) of its parent.
2194 | Each retention and disposition schedule must inchitther: Y
. a retention period <ID2190> and a trigger event;
or
. a disposition date.
4761 | Each retention and disposition schedule must include Y
. a disposition action <ID2191>;
. a reason.
3699 | Each retention and disposition schedule should dechu Y
. a description;
. a mandate.
2991 | The mandate specifies the justification for themébn and disposition schedule. This
is often a reference to a law, regulation or corgiar policy.
2193 | When the retention period applicable to some recor@&use of a retention and Y
disposition schedule reaches its end, the ERMS auistnatically initiate the
processing of the disposition decisign. _ - | Deleted: This may mean that th
44| This may mean that the decision is executed (SLGieGD2207>) Or it may Mean that | $i55ss o may wees et
action is required by an administrative role (se®2192>). N action is required by an
2192 | When the ERMS is initiating a disposition decis{as in <ID2193>), if any other ~ [\Y 2?3;?53‘_"’6 role (see
retention and d_nsposmon'schedule, with @ffergntrrem p'erlod'end and/or different \{Formaued: Font: Ttalic
disposition decision applies, then a conflict arisés conflict arises the ERMS must
be able to automatically inform an administrativie to resolve the conflict by
indicating which retention and disposition schedsild take precedence.
4449 | The words “must be able to...” are included because mot required that
administrative roles intervene in all situationdt is acceptable for the ERMS to
resolve a conflict automatically; but it must bespible to configure the ERMS to
require administrative intervention in the eventofflict.
2992 | A conflict can arise because
e some retention and disposition schedule(s) indittzé disposition is to be
initiated while some other(s) indicate the oppgsite
and/or
« different retention and disposition schedules iatédifferent disposition
decisions.
2993

If the administrative role’s resolution resultstime records being retained, the
resolution will need to include changing the retentand disposition schedules

applying to the records, to ensure there is no licirdt the time of this action.
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483 | 5,1 Retention and Disposition Schedules
2994 | Administrative intervention may be required whetis not practical to define rules
that correctly resolve these conflicts. For exaanpl
» two retention and disposition schedules, derivedhfdifferent legal mandates may
specify different retention periods. Normally, trexision will be to retain the
records until the end of the later of the two eatkd;
< one retention and disposition schedule may spadifgte by which certain records
must be disposed of (typically because of dataeptimn legislation mandate). If
this date is earlier than the retention date ofomfticting retention and disposition
schedule, then the decision will depend on theixeaveight of the two mandates.
2191 | The ERMS must allow at least the following dispositactions (as defined in Y
<ID2194>) for each retention and disposition schedule:
e retain permanently;
e present for review;
« destroy automatically;
< destroy after authorisation from an administrative;role
» transfer to an archive or another repository (see gigssa
2190 | The ERMS must allow at least the following combioas of trigger events and Y
retention periods (as defined in <ID2194>) to be dj@eki
» passage of a specified period of time after the clésssub-file or volume is
opened;
» passage of a specified period of time after the clésssub-file or volume is
closed;
e passage of a specified period of time since the neasnht record has been
classified to the class, file, sub-file or volume;
e passage of a specified period of time since a ratasteen retrieved from the
class, file, sub-file or volume;
e passage of a specified period of time after a spedf¢ernal event (which event js
described in the schedule, and will be notified ®ERMS by an administrative
role rather than being detected automatically by R®E) (for example, “...after
contract signature” or “...100 years after date of b)th”
« ‘“permanent” to indicate long term preservation @& thcords.
2915 | While the above is generally inclusive, it is pbksthat some organisations will want
to impose additional activating events and/or aiddial retention periods.
2959 | Any number of external events can be linked tergifit retention and disposition
schedules.
3707 | The ERMS should not limit the length of retentiripds. P
2189 | The ERMS must support retention periods of timeauattieast one hundred years far P
requirement <ID2191>
2916 | This maximum is suggested as an arbitrary peridended to avoid any practical
limitation. While it is improbable that any ERM8lwxist for one hundred years, a
requirement of this nature will allow records to fopensferred to future systems
without the need to revise retention and dispositichedules.
2188 | The ERMS must be able to restrict the managemehieadisposition process to Y
administrative roles.
2957 | The ERMS must record in the audit trail and natiifyan administrative role all Y
automatic disposition actions
4041 | The ERMS must automatically notify an administratigk= when any review action | Y

becomes due.
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483 | 5,1 Retention and Disposition Schedules

4042 | The ERMS must allow an administrative role to delegaty notified review action to| Y
a reviewer role for action.

2186 | The ERMS must allow an administrative role to amemgratention and disposition | Y
schedule (apart from its unique identifier, see <ID2951

2183 | When an administrative role moves electronic fileseoords between classes of the] Y
classification scheme, the ERMS must offer the optihon
« allow the retention and disposition schedule ofdastination class to replace the

existing retention and disposition schedule(s); or
* enable an administrative role to select the apprtgpretention and disposition
schedule(s).

4451 | This refers to moving records, as is permitted nreaception basis, in < ID4595> and
<ID3929>. On the rare occasions this functionalityused, administrative roles will
need to take great care over the assigning or chrangf retention and disposition
schedules, especially for vital records.

2971 | The ERMS must enable a disposal hold to be planezl@ass, file, sub-file, or volume Y
by an authorisedser - {Deleted: administrative role

4452 | A disposal hold must not prevent any retention pefriooh running and completing, R

4453 | However, see <ID2971>,

2972 | The ERMSmust prevent any entity subject to a disposal halthg withjts contents | -Y{ Deleted: A disposal hold
(child entities)if they exist,from being deleted or being subject to any dispmsiti |~ { beleted: and any of
decision. - { Deleted: descendant

2997 | Deletion is described in section 9.3. [

2973 | The ERMS must restrict the removal of a disposél kman authorisedset | ¥{ peleted: administrative role

3712 | When arputhorised useapplies or removes a disposal hold, the ERMS mystioes | -Y{ Deleted: administrative role
and store the following information about it, at aaimum in the audit trail and
preferably as metadata:

3713 |« the date the hold was applied or removed,;
< the identity of the authorised user;

» the reason for the hold.

3714 | The ERMS should allow an authorigeserto apply several disposal holds, each | Y{ Deleted: administrative role
specifying the same reason, to a group of classes, §ilib-files or volumes as a bulk
operation.

4704 | This requirement allows the authorised user to gyallds for the same reason to
several classes, files, etc.

3715 | The ERMS should allow the lifting of multiple dispd$olds (citing the same reason) Y
simultaneously, as a bulk operation, by an authotseg | - { Deleted: administrative role

3716 | The ERMS should allow a class, file, sub-file or voito be subject to multiple Y
disposal holds simultaneously, either because treg@plied to the entity, and/or
because they are applied to a higher-level entityeither event the restrictions on
disposition and other functionality imposed by disgddholds must remain in place
until the last disposal hold affecting the entgylifted.

3717 | The ERMS should allow an authorised user to seardheport on all entities subject| Y
to a specified disposal hold.

3718 | The ERMSshouldallow an authorised user to set, change, and defeeminder” that|- -Y{ Deleted: may

notifies the user of the existence of a specifiedatiaphold on a specified date.
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523

5.2 Review of Disposition Actions

524

In some environments, the retention and dispositihiedules are used to govern
disposition without a review. In others however, rétenand disposition schedules
trigger a review of the specified disposition actionaoclass or file etc. when the latte
has reached the date or event specified in a sahadith applies to it. The review
may consider metadata, contents or both in deciding forrther retention period,
transfer to another system, destruction or combinatidghese, all as audited function

525

The disposition of certain records is subject to land regulationsReviews of =~ <-
disposition actions must be performed in a way wisatonsistent with these laws ar
regulations, with any appraisal policy and procedueeslewn for the organisation,

and where appropriate in co-operation with (and $iones exclusively by) responsib
archival authorities. Further discussion of thesaes is beyond the scope of MoRe

~ ~ 7| Formatted: Indent: Left: 0
cm

2201

Requirement

2211

The ERMS should automatically notify an administratiole of all retention and
disposition schedules which will come into forcaispecified period of time.

2209

The ERMS must support the review process by preseditisges, files, sub-files and
volumes to be reviewed, together with their metadathretention and disposition
schedule informatian

2998

In practice, this implies features for navigatirayward, back etc. within and betweer
files, and from/to the metadata for files and retsor

N

4028

The ERMS must be able to maintain links betweereddfiit renditions of the same
records and enable disposition actions to be carriedrothem simultaneously.

2207

The ERMS must allow the reviewer to take at leastddriiie following actions for
each class, file, sub-file or volume during review:

« mark for destruction, immediately or at a future detee 5.3>;

< mark for transfer <see 5.3>, immediately or at a futate;d

» mark for a further review, immediately or at a futdege;

* mark for indefinite retention.

2999

This may be achieved by the application of differetention and disposition
schedules, or by other means.

2963

The ERMS must automatically record the date of a vevie

Y

2206

The ERMS must allow the reviewer to enter commentstim class, sub-file, volume
or file’'s metadata to record the reasons for the revimisibas.

.Y

2203

The ERMS must keep an unalterable history of allgdecs taken by the reviewer
during reviews, including reasqgs

Y

|- { Deleted: ;

)

4935

The decisions should be stored as metadata andbbpasso in the audit trail.

2208

The ERMS should alert an administrative role if a Gohérises because a file that is
due for destruction is referred to in a link from anoffile. It must pause the
destruction process to allow the following remediaicercto be taken:

< confirmation by the administrative role to proceed witltancel the process;

< generation of a report detailing the files or record(scemed and all references

also in the audit trail.

"~ { Deleted: the decisions should b
Y‘ stored as metadata and possibly
N
N

{Formatted: Font: Italic

J

links for which it is a destination.

5.3 Transfer, Export and Destruction
ID Text, Requirement & Rationale 8
551

5.3 Transfer, Export and Destruction
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551

5.3 Transfer, Export and Destruction

552

Organisations may need to move records from their ERMSBhter locations or
systems for archival or other purposes. This is reféaéere as “transfer”.
Reasons for transfer may include:

e permanent preservation of the records for legal, adtratiige or research reasons;

< the use of devolved or external services for the metium or long term
management of the records.

,l

555

This action often results in the records being transfeto a different ERMS
environment.

3001

The term transfer is used even though, initiallyyantopy is sent to the other locati
or system. The records originally residing in the ERM&be retained and only
destroyed upon verification that the transfer has beecessful.

DN

4646

The term export, on the other hand, refers to thegsof producing a copy of
complete aggregations, files and records for anothéersysvhile the records remain
on the originating system — the process does retelthem.

3002

In effect the transfer process takes place in twaestagexport of a copy with all
associated metadata and audit trails with subsegigstituction of the original.

4695

At the time of writing, the development of an xml eofa for MoReq?2 is planned.

This schema is expected to implement the MoReq2aa¢t model, and to provide an

ideal protocol for the transfer of electronic records ketwMoReqg2-compliant
ERMSs. As details of the schema are not availattleestime of writing, compliance
with it is not required.

557

In any event, the requirement is to execute the feansxport or destruction in a
controlled manner. In all cases, decisions musakenton the metadata and audit
trails at the same time as actions are carried mth® records to which they relate.

558

In this context “destruction” is different from “deletitd Deletion of records under
other circumstances is covered in section 9.3.

2213

Requirement

2230

The ERMS must provide a well defined process to temsfcords, together with their

associated metadata and audit trail informatioantather system or to another
organisation.

2229

Whenever the ERMS transfers any class, file, sub-filotume, the transfer must
include:

e (for classes) all files and records in the class;

e (for files) all volumes and sub-files in the file;

e all records in all these files, sub-files or volumes

» all or selected metadata associated with all of bveex;

< all or selected audit trails for all of the above.

4472

Although the ERMS must be capable of exportingnatiadata and audit trails, not all
of these are always required by every target transystem.

2922

The ERMS must be able to do either or both of thieiohg when exporting or

transferring any set of records:

» export or transfer with the records the retention angbdition schedules applied
to those records, in a manner which allows the adkedo be re-applied to the
records in the destination system;

» print one or several reports showing the retention &pbsdition schedules to be

B ijE Deleted: Y

applied to each set of records, and the characterigtibese schedules.
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5.3 Transfer, Export and Destruction

3003

The ERMS must be able to do either or both of thewehg when exporting or
transferring any set of records:
e export or transfer with the records the access corfopthose records, in a mann

which allows the controls to be re-applied to theords in the destination system;

< print one or several reports showing the access cergpllicable to each set of
records, and the characteristics of these controls.

B /jE[ Deleted: Y

er

2228

The ERMS must be able to transfer or export a file ercttintents of a class in one

sequence of operations, such that:

« the content and structure of its electronic recordsiarehanged,;

« all components of an electronic record, (when therteconsists of more than on
component) are exported as one unit;

« all links between the record and its metadata add #ails are retained;

« all links between classes, files, sub-files, volsraad records are retained so tha
they can be reconstituted in the receiving ERMS.

1%

3357

When the ERMS is exporting volumes and/or files, if ahthe volumes and/or files
include pointers to records stored in other files ($egpter 3 <ID2111>) then the
ERMS must export the complete record, not a pointer.

3358

This is required so as to make sure that therenaréifficulties of pointer resolution
between the exporting system and the receivingsyst

2967

The ERMS must be able to transfer and export recartteiformat in which they
were captured.

4627

The ERMS must be able to transfer and export recarday format(s) into which
records have been rendered.

2226

The ERMS must provide a utility or conversion toostgpport the migration of recorg
marked for transfer or export into specified transfer format(s

Is P

2918

For example, an approved xml or other open format.

4473

This requirement is to cover long retention periedeere records must be
automatically rendered into approved long-term gr@ation formats after a defined
period of time without affecting the integrity aadthenticity of the records.

2224

transferred, at least until confirmation of a sucfidssansfer process.

) /Y[ Deleted: files

2919

This is a procedural safeguard, to ensure that rds@re not destroyed before
successful transfer-in is reported from the reaipie

4628

transferred when it receives confirmation that thesfiemprocess is successful, save
for metadata that is retained as a stub.

_ /Y{ Deleted: files

4629

See <ID2217>.

2223

The ERMS should be able to export the entire cdateha class of the classification

scheme in one sequence of operations, ensuring that:

» the relative location of each file in the classifioa scheme is maintained, so tha
the file structure can be reconstructed;

< sufficient metadata to rebuild the whole parent claasich is retained and movec
with the contents of the class.

2221

The ERMS should provide the ability to add user-dafimetadata elements require
for archival management purposes to electronic $iédscted for transfer.

2975

The ERMS must ensure that all renditions of a recaarkad for destruction are
destroyed.
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5.3 Transfer, Export and Destruction

4474

Where the same record appears in more than on¢fil22111> in section 3.4) then
the record and its renditions should be removedfibe file when it is destroyed but
should not be finally deleted until all occurrenad#ghe record have been destroyed

2217

The ERMS must have the ability to retain a metatitd” (see glossary) for:
» classes;

o files;

e sub-files;

e volumes;

« records stored directly in a class;

which have been destroyed or transferred.

3669

In some environments it is desirable to retainrinfation about records which have
been destroyed. The metadata in question shouldde@t least the date of
acquisition and all the metadata relevant to idntiniquely each record and its
relations to the classification scheme. See thR&2 metadata model.

2923

This is so that the organisation can still know weords it has held and the dates
they were destroyed or disposed of, without incigrthe overhead of keeping all the
detailed metadata for files and records.

4852

The metadata stub (see <ID2217>) must include attieagollowing:

< date destroyed or transferred,;

< fully qualified classification code;

o title;

e description;

< user responsible for destruction or transfer;

» reason for destruction or transfer (this can be a referereeetention and
destruction schedule or a manually-entered reason).

2216

The ERMS must allow an administrative role to speaiubset of additional metada
elements which will be retained as metadata stubs.

tay

2215

The ERMS must allow information to be exported mbantonce.

4696

Whenever the ERMS exports or transfers informatiomadtd be able to produce on
request a report listing the records exported or tramsf@ccording to their security
categories.

6 Capturing Records
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596

6 Capturing and Declaring Records

601

Overview

602

This chapter covers requirements relating to the psogfesapturing records into an
ERMS. The first section (6.1) covers the standarducagprocess. The following
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6 Capturing and Declaring Records

4466

The term “capture” is used in this and other chapiEMoReq2. The term is used
with its natural English language sense, in an médion management/information
technology context. In this context, “capturing” infation means saving it in a
computer system. This is consistent with the ard¢lmeaning of “capture”, given as
“the act of recording or saving a particular instamtiabf a digital object” in the
InterPares 2 Project Terminology Database (see fodtnote

598

Insert footnote: Seehttp://www.interpares.org/ip2/ip2_terminology db.cfm

4465

It follows that ERMSs can capture a variety of infotima. An ERMS can capture
records, metadata, and in some cases documents, atheng.

4176

The fact that an ERMS can (in some cases) capturamts as well as records leads

to the inevitable conclusion that the term “captusaimprecise, because capturing a
record involves more processes than capturing a doduthet is not a record. For

example, capturing a record includes the processelassification, registration, and
locking against change whereas this is not necegsheilcase for documents. Perha
for this reason, for records the term “declare” is samest used synonymously with

“capture”; however, the term “declare” can apphatdocument that starts outside th
ERMS, or to a document that has already been capasradilocument by the ERMS.

PS

599

While this lack of precision is undesirable, it hitigel or no negative impact on the
clarity of MoReq2.

600

More formal definitions are given in the glossaryéction 13.1.

6.1

Capture
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6.1 Capture

605

Electronic documents that are made or received icdhese of business processes
originate from both internal and external sources. élbetronic documents will be in
various formats, be produced by different authorsraag be received either as singl
documents or as documents comprised of several comsqiseer glossary for
definition of “component” in the context of MoReq?2).

92

2827

Some records are created within the organisationgircdlrse of its business
processes. Others are received through various coiation channels e.g. electron
mail, facsimile, letter post (optionally to be scamhdy hand, and at variable arrival
rates and volumes. A flexible capture system withdgmanagement controls is
required to capture documents so that their diversdregnents are addressed.

ic

2232

Requirement

2247

The ERMS capture process must provide the control$uanationality to allow users

to:

» capture electronic records regardless of file format, atetti encoding or other
technological characteristics, with no alterationhefir content;

» ensure that the records are associated with afitasi®in scheme;

» ensure that the records are associated with on@w fites.

3747

File format is defined in the glossary. The reguient is to be able to capture any f

le

format.
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2877 | The requirement to capture records in any file faris not intended to be testable,
and it does not imply that the ERMS needs to be tabinake presentations (see
glossary) of all possible formats. MoReq?2 therefdoes not list the kinds of formats
that may be captured, as formats vary over timé thié evolution of software.
However, for the avoidance of doubt, the kindsebrds to be included can be
diverse; they might include, for example, the follg kinds of records frequently used
in office settings:

< output from desktop applications such as officéesyi

+ emails (see secton®;, | - { Deleted: 4
e audio;

« databases;

e portable document formats;

e scanned images;

e video;

« web pages.

2878 | |In some situations, the ERMS may also need to m@pther kinds of record such as;

2843 |+ plogs

« compressed files (sometimes referred to as “ardiivapplying an IT meaning of
the term);

» electronic calendars;

» electronic forms;

e geographical information system data;

» information from other computer applications eagcounting, payroll, computer
aided design;

e instant messaging systems;

e multimedia documents;

« records of web-based transactions;

« records which include links to other records;

« software source code and project documentation;

e structured data (e.g. EDI transactions);

e webcasts;

» wikis.

2879 | These lists are not complete.

2254 | The ERMS must not impose any practical limit onrthenber of records which can be P
captured in any class, file, sub-file or volume, notl@number of records which ca
be stored in the ERMS.

-

4486 | Large numbers of records in volumes etc. will tamthake the system difficult to use
in some settings, and so is not generally advisaiblgs requirement is intended to
allow for situations in which large numbers are unaable, such as some
transactional environments.

2253 | When capturing a record made up of several compo(ssdsglossary), the ERMS P
must capture all of its components.

2235 | When capturing an electronic record that has monme @éh@ component, the ERMS P
must allow the record to be managed as a singleretaining the relationship between
the components, and retaining the record’s structuregiity.
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2725

Examples of such records are:
< web pages with embedded graphics;
< aword-processed document linked to a spreadsheet.

4635

In some cases, the components will be relateithky that do not work if simply
copied into the ERMS repository. For example, maaly pages contain links to
graphics and other objects with addresses (urla) #re external to the repository;
and linked spreadsheets typically contain linkaddresses (operating system
filenames) external to the repository. See nextiirement.

4636

When capturing an electronic record that has more @#h& component, and which is
in a file format required by the organisation, tHRMES should modify the record, if
necessary, to preserve the ability to present iis iBHikely to mean that the ERMS
changes the internal references (links) within sombaetbmponents.

4637

Making such changes is contrary to the general@pile of not changing the content
of records, but is unavoidable if records that ird# components etc. are to be store
in their original formats without losing all funatnality and fidelity. The changes wil
generally be acceptable so long as the changesem@ded in the ERMS audit trail
(see next requirement). An alternative approastolves rendering the record into
some other file format (such as PDF/A) that pressihe static appearance; see

<section 11.7 requirement ID4026>; however, evesuth this avoids changing links

it is likely to result in losing them.

4638

When the ERMS changes references within records doapture, it must record
automatically all details of the changes madesraitdit trail.

2881

The ERMS must automatically capture the file forgsate glossary), including the
version of each component when it is captured and store it in the metadata of the
component or record.

4492

This is required to support the digital preservatiof records — their accessibility ove
time. See section <11.7>.

=

2828

Some information about file format is usually irojplin the component’s filename
extension, e.g. “.htm” or “.pdf’; and on occasiohis ambiguous, e.g. “.doc” can
specify several unrelated formats. However, thereston alone frequently does not
indicate the file format version. This will be aptable in many cases, though it ma
not suffice in cases where long-term preservatomeeded, or where precision is
needed (for example, precision of colour space).

2882

File formats are numerous and are subject to frejubange. It therefore is not

realistic to expect an ERMS to capture informafionall file formats. It is therefore

acceptable for the ERMS to:

» specify a list of file formats that can be recogdis

< rely on reference to an established file formatisty — preferably one designed
specifically to support digital preservation.

In either case, the using organisation needs tsBaitself that the range of file

formats included is sufficient for its preservati@guirements.

2880

The ERMS record capture process must validate theesalf metadata entered into they

ERMS when records are being captured, at a minimwording to the rules in the
MoReq2 metadata model.

4487

See also <ID2236> in this section.

4790

The ERMS should support validation of metadata efgsesing check digit

algorithms.
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4791

For example, files may be identified by a sixteigjik-dredit card number, of which th
last digit is a check digit computed from the otfitéeen digits using the mod 10
algorithm.

D

4792

Provision of an application program interface ftuig feature, allowing organisations
to introduce their chosen algorithm, should normdie considered acceptable.

2830

The ERMS must allow users to capture an electronmrdeeven if the application
used to produce the record is not present.

2831

For example a user may receive a project plan a@A®D/CAM drawing as
attachments in an e-mail. If the user does notlancess to the project plan or
CAD/CAM applications, then the user may not be &bkiew the attachments. Desp
this, the user should be able to capture the atteafits as records in the ERMS. The
ERMS may provide “viewer” software that allows ter to view these records; this
is not required by MoReqQ2.

ite

v

2832

The ERMS must be able to capture metadata about econgistent with the MoReq
metadata model.

2Y

2833

The ERMS should be able to capture automaticallyesafrom fields defined by an
administrative role within the specified documentatypusing these values
automatically to populate metadata elements adfiggbin the MoReq2 metadata
model.

4493

The functionality needed for this requirement aggplbonly to specific kinds of
electronic objects, for example letters produceidgia specified template and a
specified word processor.

2760

Many documents including some office documentsgfdiles include user-
configurable metadata elements. It should be ptes$d configure the ERMS to
capture automatically the values of these elemamdisretain them with the record.

2245

The ERMS must allow the capture of all metadatmeles specified at system
configuration, and must retain them with the electt@acord in a persistently-linked
relationship at all times.

4494

The ERMS should allow users who wish to capturecartebut who are unable to
provide all the mandatory metadata values for itaecesit temporarily in the ERMS.

4495

In other words, the ERMS should provide a mearssaoing records without all their
metadata, that is without completing the normaltaag process. This implies
exception reporting and progress monitoring; it dat imply any requirement to
treat such records as normal records for the pugpokexport, transfer, rendition etc
MoReg?2 does not specify how this is achieved.

2244

The ERMS must ensure that the values of some eleroktits metadata of the
electronic record can only be updated by authorisetswnd administrative roles,
consistent with the rules in chapter 12.

2845

The ERMS must ensure that all records are assignaidd¢ast one class, file (or its
sub-file if appropriate), as appropriate, when captured.

2234

The ERMS should support automated assistance inragtelectronic documents, b
automatically extracting as much metadata as pes$dr as many kinds of documen

—

as possible.
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2726 | The rationales for this requirement are to:
< minimise the amount of data entry performed bysiéexperience shows that in

many environments, a requirement to enter metackatacause users to reject the
system);
e increase the accuracy of metadata.
The metadata elements involved, and the kindsafrdents for which this is possible,
will depend on the environment. Some guidance/engn the metadata model.

2242 | The ERMS must support automated assistance in fitareaof outgoing and internal | Y
documents (e.g. memoranda or word-processed letterspecified layout and file
format) as records, by automatically extracting theofeithg metadata from them:

« document date (as in the body of the document);

« recipient(s);

e any copy recipient(s);

e subject line (title);

e author(s);

» internal reference (typically shown as “our reference”);
to the extent that these are present.

2886 | MoReq2 does not specify the software or formatsffire documents or e-mail. The
metadata extraction may be achieved by locatingdagt within the record, by using
a template to identify the metadata and populdiéaak document, or by any other
means.

2241 | The ERMS must record the capture date and timeedad both as metadata and in Y
the audit trail.

2723 | |f the date and time are part of the unique idéstibf the record, and as long as they
can be explicitly extracted from this number, ih@ necessary to store the date and
time separately.

4497 | MoReq2 does not specify the accuracy of the timdett Most ERMSs record time fto
an accuracy of one second or better.

4498 | Some legislative frameworks call for time stampoge performed against a certified
device or authority. Where this is the case itdtidbe accommodated in a chapter
zero.

2240 | For every captured record, the ERMS must be ablestgept on-screen a registry Y
entry, including the metadata specified at confijaratime.

2724 | The metadata specified at configuration time maysii of any or all elements from
the relevant section of chapter 12.

2836 | The ERMS must ensure that all mandatory metadgteegent for every captured Y
record.

2835 | During capture of a record the ERMS must prompt thetosemter any required Y
metadata that has not automatically been captured.

2807 | The ERMS must support the assignment of multiple kegi® (or key terms) to each | Y
class, file, sub-file and record.

4500 | MoReq?2 does not require the ability to assign kega/o volumes.

4499 | The ERMS should allow an administrative role to agunfe whether keywords are Y
mandatory or optional, at configuration time, for eathlasses, files and sub-files.

2809 | The ERMS must allow more than one entity (class, élc.) to be created using the | Y
same combination of keywords.

4691 | The ERMS should allow a user creating an entityojoytate its keyword values by | Y

copying them all from another entity, in one action.
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4914

The ERMS should allow a user to enter the identifiesra or more languages for an
record.

[<

y

4217

The ERMS must provide a capability for the keywordiealand other metadata

element values to be picked from, or validated ajagontrolled vocabularies (or lists

of permitted terms).

<

4501

For example, by means of a pick list or thesaurBse also <section 11.8 ID2813>.

2239

The ERMS must allow entry of further descriptive atiter metadata at the time of
capture and/or at a later stage of processing.

2842

The ERMS must warn the user if an attempt is madapture an object with a title

which already exists in the same entity or to re-titlebject with a title which already

exists in the same entity.

3875

See also <ID4087>.

2838

The ERMS must be able to reserve the ability to antieaditle of an electronic record Y

for an administrative role or other authorised user.

4503

This facility can be used or not used, at the aptibthe organisation.

2238

When a user is capturing a document that has mareahe version, the ERMS must
allow the user to choose at least one of the foligwi
« declare all versions as one record;

< declare one specified version as a record;

» declare each version as an individual record.

2237

The ERMS should be able to provide automated sujodiecisions on the

classification of electronic records by means déast one of the following:

* making only a subset of a classification schemessible to a user or role;

e suggesting the classes or files used most recentlyat user;

* suggesting the classes or files used most frequientiijat user;

e suggesting classes or files by inferences drawn fraordemetadata elements (fo
example, significant words used in the title or alraubject line);

e suggesting classes or files by inferences drawn frmmdcord contents.

-

2236

The ERMS should allow the process of capturing arcetmobe completed by a more
than one user.

2887

The ERMS should allow the capture process to hidetihetween users; typically th
will mean that one user enters some metadata thesgs the electronic record to
another user, who enters the remaining metadataciassifies the record.

wn

4394

The ERMS should provide simple workflow facilitiesanable simple routing for
checking and approving a document before capturesdimgpthe decisions taken, wh
took them, and allowing a reason to be entered bly.ea

4395

Note that this requires only basic workflow feagurdt intentionally stops short of the
full workflow features described in chapter 10.

2889

Where possible, the ERMS should issue a warningiffest attempts to capture an e-
mail record which has already been captured intsdnee file or (if classified directly
into a class) the same class.

4506

MoReg?2 does not define how the e-mail is identifiesvever, the internet message
may be suitable.

D

4504

There are several cases in which this is not ldgiqaossible, for example where the

mail record has been captured into a file to whtisl user is denied access.
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4692

Where possible, the ERMS should issue a warningiffeat attempts to capture a
record (other than an e-mail, as this is dealt witkIi32889>) that has the same
content as another record which has already been megistethe same file or (if
classified directly into a class) the same class.

<

2233

Where possible, the ERMS should issue a warningiffeat attempts to capture a
record (other than an e-mail, as this is dealt witkIi32889>) that has the same
values of identifying metadata as another record lwhas already been registered ir
the same file or (if classified directly into a clag®) same class.

2890

The identifying metadata for this requirement is:
o Title;

e Date,

e Author;

« Addressee.

2165

Where possible and appropriate, the ERMS should leet@lprovide a warning if an

will compromise its future apparent reliability.

attempt is made to capture a record which is incompletnconsistent in a way which

3198

For example, a purchase order without a valid eletic signature or an invoice from
an unrecognised supplier.

6.2

Bulk i

mporting

ID

Text, Requirement & Rationale

Testable

639

6.2 Bulk importing

640

Records may reach the ERMS in bulk in a number of wéygs example:

* abulk transfer from a compatible EDMS;

e abulk transfer from a compatible ERMS;

* as a single compatible data file containing a seescords of the same type (e.
daily invoices);

» from a compatible scanning or imaging system;

< records from a hierarchy of operating system folders.

The ERMS needs to be able to accept these, andimeiisde features to manage the

capture process and maintain the content and struzfttine imported records.

4

4507

During bulk import the ERMS needs to capture the sifioemation as the normal
capture process — namely the records themselves eindnigtadata. It also needs to
classify the records — this may involve capturingdb#nition of extensions to its
classification scheme (see <section 3.1 ID2677> —tamdy additionally involve
capturing audit trail information. Finally, bulk port needs to allow for the processi
of exceptions and errors.

4705

At the time of writing, the development of an xml eofa for MoReq2 is planned.
This schema is expected to implement the MoReq2da¢t model, and to provide a
ideal protocol for the bulk import of electronic recefdom a MoReg2-compliant
ERMS. As details of the schema are not availabteeatime of writing, compliance
with it is not required.

2248

Requirement
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2251

The ERMS must provide the ability to capture trarieael records generated by oth
systems. This must include:

< supporting predefined batch file transaction imports;

« providing editable rules to customise the automatmture of the records;

< validation to maintain data integrity.

19
4
T

4693

MoReq2 does not specify how this ability is prodide

2250

The ERMS must provide facilities to manage input @gseu

4694

Facilities such as the following are expected:
« view the queues;

e pause any or all queues;

e re-start any or all queues;

< delete a queue.

2846

The ERMS must be able to capture automatically teedata associated with recordsP

during a bulk import (allowing for manual input of miisg or incorrect metadata).

2891

Where the ERMS captures the metadata of some recdud{gl import, it must
validate it using the same rules as would be usethéomanual capture of the
records(s). Where this validation process finds errord(@s@bsence of mandatory
metadata, or format errors) it must bring these to tie@ton of the user performing
the importation, in all cases identifying the metadavolved, and recording errors al
actions in the audit trail.

2892

In ideal cases, the record(s) being imported walv& metadata that complies fully wi

the metadata model. In other cases, the metadayabmaon-compliant. In these

cases, several outcomes are possible; MoReq2 adesandate any one outcome.

Possible outcomes include:

» The entire importation is cancelled;

< Importation of the record that has non-compliantadata is cancelled;

* The user is required to choose between correctiegetror and cancelling
importation of the affected class;

e The data is imported as a temporary incomplete me¢this resembles the

requirement that capture can be divided betweensysee <section 6.2 1D2236>).

th

2849

The ERMS must be able to import audit trail records #ow the history of the
imported record(s).

2893

The ERMS must not import audit trail records intceitslit trail; it must store importe
audit trail records separately.

d Y

3748

The imported audit trail records must be maintaisegarately so as to avoid
producing a mechanism that allows administrativiesdo change or compromise th
integrity of the audit trail. MoReq2 does not spebow this is achieved; it may
involve storing the imported audit trail as a redalongside the imported records, 0
as a separate entity recognised as an audit traparted from another system.

D

=

2850

The ERMS must enable an administrative role to ¢mgatily) set the ERMS to close
classes, files and volumes automatically after tieye been imported.

2851

For example, on the merger of two organisatiomaaly be necessary to close down

branches of the structure so that records can mgéo be added to them.
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4508

Definitions

4512

As a verb, “e-mail” refers to a mechanism for tranimgtmessages between “agent
(in this context, the term” agent” has a precisenaai meaning; more detail is not
required for an understanding of MoReq?2).

IS

Formatted: Bullets and
Numbering

D\
{ Deleted: 4

. J

4513

The standard protocol used for e-mailing is definethieyNetwork Working Group
requests for comment RFC 2821 and RFC 2822. MoRezRRISC 2821/RFC 2822
as the basis of its working definition of “e-mail”.

4509

As a noun, “e-mail” is usually used to refer to a doeat captured from an agent tha
contains the complete data of a single e-mail trésson. However, although RFC

2822 defines the syntax for e-mail transmissions, therao standards that define th
data format that should be used when e-mail trangmissire captured as document

it

4510

In other words, even though e-mail applications froffeint suppliers can freely
transmit messages between one another (becauselthenwe the e-mail protocols
defined in RFC 2821/ RFC 2822) it is not possibledpture an e-mail transmission
from one e-mail application as a document and guagahtg another e-mail
application will be able to read it back, as eachad-supplier observes its own
proprietary format(s) for capturing e-mail. Likewisige automated extraction of
metadata from messages cannot be based on standards.

4511

Use and issues

676

e-Mail is used for sending documents (in the forrmeksages and as attachments)
within and between organisations. The charactesisti@-mail management softwarl
(in particular the lack of standardisation for formatslaixed above), combined with
user attitudes towards e-mail, can make it diffibilapply records management
functionality to e-mail. Organisations need to beeablenforce procedures and
management controls to:

» capture all inbound and outbound e-mails and attecisn

and/or to:

» capture e-mails and attachments according to preetkfines;

and/or to:

» provide users with the capability of capturing seddat-mails and attachments

4175

In some European member states the legal ownershipaflés unclear and in some
cases automatic capture of e-mails into an ERMS lmeaipappropriate. Where this i
held to be the case the latter two options shoulcbinsidered for configuration.

2860

Furthermore, e-mail has become the default meansmifmzinication for many

organisations and an important means for others. I swganisations, much e-mail
traffic is ephemeral. Each organisation needs taldeghich of the above approachg
represents the most appropriate compromise for itstisitua

680

< The first option results in the capture of any epbehe-mails as well as those th
are meaningful records;
e The second option relies on successfully configuaipgropriate rules and filters;

* The third option requires the users to assess thearetevand importance of items

and there is a risk that they will not all do so rfalya

2863

MoReq?2 allows for ERMS support for all three approachié®e procedures and
management controls are beyond the scope of MoReq2.

2259

Requirement
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4518

Whenever an e-malil is captured, the ERMS must by defapture it in a format that
retains its header information.

<

2894

The ERMS must support the capture of e-mails in agmated way, such that the
capture can be performed by a user from within the ibapplication, without the use
needing to switch to the ERMS.

2895

MoReq also permits, but does not require, the aapdli e-mails in other, less closely
integrated, ways.

2262

It must be possible to configure the ERMS at confitjan time so that it operates in
one of the following ways when a user sends an e-mail

e it automatically captures the e-mail;

» it determines whether to capture the e-mail accordirgye-defined rules;

e it automatically prompts the user, giving the useopation to capture the e-mail;
< it takes no action (and thus relies on the useritiai@ a capture if appropriate).

2934

Regardless of which way is chosen, it is acceptfablthe ERMS to require the user
classify records manually and enter some metadaitauaily.

2935

It must be possible to configure the ERMS at corfigan time so that it operates in

one of the following ways when an ERMS user receares-mail:

e it automatically captures the message, unlesssiblraady been captured,;

» it determines whether to capture the e-mail accordirgye-defined rules;

« if the e-mail has not already been captured it auticalyy prompts the user, givin
the user an option to capture it;

< it takes no action (and thus relies on the user t@miaia capture if appropriate).

2936

Regardless of which way is chosen, it is acceptfablthe ERMS to require the user
classify the record manually and enter metadata uap.

2261

The ERMS must be tightly integrated with the e-mgditem to enable users to captu
e-mails into the ERMS from within the e-mail client.

reY

2862

Close integration is essential for effective usaroERMS. For example the user
should be able to “drag and drop” from the e-mdikat into the ERMS, or choose a
“capture” command from within the e-mail client.h@ essence of this requirement i
that the user must not have to switch to the ERpfliGation to capture e-mails.

Uy

4515

The ERMS must support automated assistance in titareaof outgoing and incomin
e-mails, with and without attachments, as recordgutgmatically extracting the
following metadata from them:

+ e-mail date sent (and in some settings, time);

«  recipient(s);

e any copy recipient(s);

e subject line (title);

e sender;

« embedded electronic signature;

 certification service provider;

to the extent that these are present.

g P

4496

This requirement specifies the capture of “sender’e-mail messages. This not
always the same as the author, for example whet@try sends a message on
behalf of an executive. The capture of “senderdpgcified here as a conscious
compromise, it being impossible to reliably capttive author automatically.
Organisations should consider the need for manuatgdures to ensure the
correctness of the author metadata.
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4075 | Users should be able to allocate an e-mail recordstdoéile, file or class by dragging Y
it from an e-mail client (technically, a Mail User Aggto a specified sub-file, file or
class in the ERMS.

4516 | The sub-file, file or class can be representedend-mail client window or in a
separate window.

2739 | The ERMS must allow a user to choose how to catmre-mail message with Y
attachment(s) as:

« the e-mail message only, without attachment(s);
< the e-mail with its attachment(s), as one record no&adleked components;
« the attachment(s) only, each or any as individualrksco

2937 | This applies to sent and received messages.

4517 | The last of these three options results in attaatt(ebeing captured without the
context of the e-mail with which they were trantedit

2744 | Where an e-mail and its attachment(s) are capturdw satme time but as separate | Y
records, the resultant records should be linked autoaligtby the ERMS.

2939 | The ERMS should allow a user to navigate the crefeence link between the
records so as to discover each of the attachmemrds from the e-mail record and
the e-mail record from any of the attachment resord

4706 | Whenever an attachment is captured as a separate rb@ERMS must require Y
appropriate record metadata values to be capturddraamtered for it.

2938 | When capturing an e-mail message, the ERMS muséefaul populate the Title Y
metadata with the “subject” field of the message.

2740 | The ERMS must allow a user who is capturing an e-ma#sage to edit the record | Y
title.

2940 | This is intended to allow users to correct inappiafe or to clarify imprecise e-mail
titles, or to make the titles more meaningful.

4518 | The e-mail title is separate from the subject [itie) of the e-mail; the latter will
remain as part of the message regardless of theeobof the e-mail title.

2859 | If a user captures an e-mail delivery status notificateport (where these are Y
supported) for an e-mail which has been captured aedrehe ERMS should be able
to link the two automatically.

2941 | Examples of delivery status notifications are nefivery reports and delivery
confirmations. The link should allow a user to rgate between the records so as to
discover each of the notifications from the e-medlord and the e-mail record from
any of the notifications.

2742 | The ERMS must enable the automatic capturing of dagésabelonging to e-mails and Y
their attachments as outlined in the MoReq2 metauatiel.

4470 | The ERMS must allow “date sent” and “date receivedtadata to be entered Y
manually.

4471 | This is to allow for situations in which the datedd in the e-mail message are not
appropriate for the business setting (see introituncto this section for explanation o
how this may occur). A configuration option toatike this facility will be acceptable

2746 | A user must be able to capture into the ERMS, imglsioperation, several manually- Y
selected e-mails as:

e one record;

or as

e aset of records, one per e-mail;
at the user’s option.
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4520

<

The ERMS should be able to identify automaticafig @apture all the e-mails relatec
to an e-mail specified by a user, in a single openatapturing them as:
e one record;

or as

e aset of records, one per e-mail;

at the user’s option.

4521

RFC 2822 Section 3.6.4. “Identification fields” de#kes how the optional SMTP

header fields “References:” and “In-Reply-To:” cdre used in conjunction with the
“Message-ID:” field to identify related e-mail mesges, sometimes referred to as the
‘thread of the discussion.’

3704

The ERMS must allow a user who is capturing an e-magsage in a proprietary
format to save it in multiple, including open, format

3705

It may be useful for an ERMS to enforce e-mailrgaeriteria based on the retention
and disposition schedule. The e-mail contentsldéfe with a short retention period

could be stored in a proprietary format, but thegé longer schedules could be saved

into an open format.

2260

Whenever address fields captured from an e-mail heageaain the metadata of an
e-mail record, the ERMS must ensure that it captueespiional “display name” (if
present) of any mailbox listed as well as the “adshgrec” address; for example, ‘Jan
Schmidt’ rather than ‘js97 @xyz.int'.

Y

-

6.4 Record Types

- - Formatted: Bullets and
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2050 | 64 Record Types | - { peleted: 5
2051 | Record Type describes characteristics of recordsatieatot (and usually cannot be)
defined in the classification scheme. This catuite specific:
e metadata attributes;
e retention requirements;
* access controls;
» kind of document (e.g. contract, CV, disciplinary repor
4654 | A record’s record type usually corresponds to theiudwmt type of the document from
which the record was made.
3749 | Requirement
2709 | The ERMS must support the definition and maintenarficecord types. Y
2751 | All records in the ERMS must have exactly one recype .t Y
2710 | The ERMS must restrict the definition and maintex@aof record types to an Y
administrative role.
2897 | The ERMS must allow an administrative role to resttietcreation of records of Y
specified record types to specified groups of usersed on their business needs.
2712 | The ERMS must allow an administrative role to debine record type as the default| Y
record type, which can be used by all users who &reved to capture records.
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2057

When planning for the implementation of an ERMS,git#l records in the form of
paper or microform often need to be considered.

2903

There are two main issues:

e existing records that are held on paper or microform andneaad to be referred t
in conjunction with electronic records;

« documents on paper that continue to be received diedrbg the organisation, bu
which the organisation wishes to hold as electromdords in the ERMS.

—

2910

This section deals with the scanning (imaging) gfepebased and microform
documents, so that they can be captured into tHdERs electronic records. It
includes several requirements that address defdit& @canning process.

2909

Scanning can be organised in the following ways:

e centralised;

< local or workgroup;

e outsourced or subcontracted;

or in any combination. These ways are describedpieiow.

2908

Centralised scanning is most appropriate for highuva capture, typically using fast
scanning equipment specifically designed for bullutnpgether with specialist
scanner operators.

2907

Local or workgroup scanning takes place close todheiving users and is appropria
for low-volume activity, where the person doing thensiiag needs a knowledge of t
business, or when dictated by the geographic digtab of the organisation. This
typically uses scanners with lower capacity and @pthese are sometimes multi-
functional devices.

2906

Outsourced or subcontracted scanning — this can tstdewad for a number of reaso

related to cost-effectiveness:

» where there is a large amount of scanning to be doaeae-off exercise;

< where sufficient human resources are not readily @vigilin the organisation;

» where sufficient accommodation and/or equipment ategadily available in the
organisation;

» where the scanning and/or storage are not site-depend

ns

2905

The rest of this section sets out key requirementsgtconsidered in provision of an
integrated ERMS and scanning solution. The requiresragoytly only where scanning
facilities are part of the ERMS. Many of the requiegits can also be interpreted for|
use when scanning is outsourced.

2904

Requirements

4117

The ERMS must be capable of integration with attleae scanning solution.

4118

The scanning solution provides the interface withgcanning equipment and allows
the operator to perform several processes relavestanning such as rotating and
de-speckling.

4719

The ERMS scanning feature should support both mono@hiend colour scanning.

4720

Many applications do not require colour scanning.

4119

The ERMS scanning feature must be capable of sawiages in standard formats,
including, but not limited to:

e TIFF (see TIFF 6.0 Specification);

e JPEG (see ISO 15444, required only if colour is suppprted

- PDF/A (see ISO 19005).
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4120 | The ERMS scanning feature must be capable of saminges at different resolutions. Y

4121 | |deally the scanning feature should provide a mehoptions, programmable for the
input of different types of document.

4522 | The ERMS scanning feature should be capable of sawviages in colour or greyscale Y
and at different resolutions.

4131 | The ERMS scanning feature must be capable of hanslarglard paper sizes, Y
including, but not limited to:

o A4
« A3

4749 | See ISO 216 for the definition of A4 and A3.

4122 | The ERMS scanning feature should have Optical CharReteognition (OCR) Y
functionality.

4123 | OCR functionality produces text from a scanned inagome kinds of OCR are
sometimes referred to as Intelligent Character Redmns, or ICR. For simplicity,
MoReq? refers to both as OCR.

4138 | Where the ERMS includes OCR functionality the ERM8wWd be capable of Y
managing the scanned image and the text resultingtlie OCR as a single record.

4488 | In other words, the OCR text should be regardethatadata of the record rather than
as a record in its own right.

4489 | MoReq2 does not require that users be able to thevDCR text, as its purpose is to
allow full text searching (see next requirement).

4490 | Where the ERMS includes OCR functionality it shostgbport full text searching Y
based on the text.

4124 | The ERMS scanning feature should be capable of resiogrénd capturing individual Y
documents in a bulk scanning process.

4125 | MoReq2 does not specify how this should be doein@®n solutions rely on the
recognition of patch codes, patch sheets, barcodédank sheet inserts.

4126 | The ERMS scanning feature must be capable of autoaligtsending scanned imagesY
to a queue after scanning.

4523 | For example, indexing, quality assurance.

4132 | The ERMS should include a facility for the inspentaf the scanned images. Y

4709 | This includes the ability to accept or reject imsgand, when they are rejected, to
request a re-scan.

4710 | The inspection may be carried out by a scanneratperby a dedicated quality check
user, or by other users who perform quality cheglkinly as a part of their work

4711 | The ERMS scanning feature should allow an adminis&atle to set a threshold for| Y
image information content such that below the thoteshn image is discarded as
representing a blank page.

4712 | The ERMS scanning feature should be able to stormscaet-up parameters (such asy
single /double sided, resolution, contrast, brighghésr different document types.

4713 | The ERMS should allow users to annotate images. Y

4714 | This feature can be used to note exceptional sognprioblems, or to make notes
(much as handwritten annotations are sometimes withdpaper documentation.

4715 | If the ERMS allows users to annotate images thatelcbds records, it must prevent| Y
the alteration and removal of these annotations.

4716

This is required for records only; it is not reqed for other images. It is intended tg
prevent records from being modified (or from appegto be modified) temporarily.
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4717 | If the ERMS allows users to annotate images thatelceds records, it must record | Y
with each annotation the identity of the user makireggannotation and the time and
date, in an unalterable way

4718 | This is required for records only; it is not reged for other images. It is intended tg
ensure that any annotations are appropriate andéegble.

4127 | The ERMS scanning feature should log each scannasjosewith the following Y

details:

e user login;

* workstation identifier;

e time and duration;

* session identifier;

* batch identifier(s);

< number of documents (if applicable);

« number of images scanned,;

« number of images after removal of blank pages (if blzades are removed
automatically).

4133 | The ERMS scanning feature should be able automatimatiapture relevant metadata Y
when scanning zoned forms.

4525 | A zoned form is one which includes areas defingddrscanning software as
containing data to be scanned. The informationidetthe defined zones is not
scanned, thus reducing image size and reducinggéand bandwidth requirements.

4128 | Where the ERMS scanning feature includes automapiticaof metadata it should be Y
able to interpret this information for automated dfastion.

4129 | This feature is especially useful in casework emnents, where paper records
frequently bear case identifiers that contain igfit information to classify the record

— see section 1§. _ - { Deleted: 6

4136 | The ERMS should be capable of the bulk import oheed images and their metadata. |Y

4137 | See section 6.2 for further requirements regardiatik import.

4524 | The ERMS should be able to display thumbnails ofised images as an aid to Y
navigation and searching.
4708 | The ERMS must allow users to capture scanned imageards. Y

7 Referencing
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690 | 7 Referencing

4909 | This chapter brings together requirements for referertbimgntities (classes, files, sub-
files, volumes and records) within a classificatscsheme, Section 7.1 lists
requirements for Classification Codes and those fore@y#dentifiers are listed in
section 7.2.

691 | All of the entities stored in the ERMS repositoridagses, files, sub-files, volumes,
records etc.) need identifiers. These identifiershasaed to:

» Allow the software to process the entities;

» Allow users to retrieve, refer to, and use, the mstit
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3931 | MoReg2 uses the following terminology to describesthidentifiers:
» Anidentifier required for software usage is call&ystem Identifier”. This can be
used by users as well as by software in some cases;
» A hierarchical identifier applied to entities iretblassification scheme hierarchy
and intended for users is called “Classification Code”
» Other Identifiers are named as needed, e.g. “ReteatidDisposition Schedule
Identifier”.
3941 | The difference between System Identifiers and Clasdifin Codes is illustrated in the
following three diagrams. These diagrams are afsoresl to later in the chapter.
3940 | The first diagram (<7.1>) shows a part of a fictitidoigt realistic classification schemg.
It shows some of the classes; each class has ditlagas required by <ID2665>).
3939
Classification Scheme
Classification scheme
L | 1
(== ) =
I
[ 1 I 1
-
etc. etc.
Key: Strategy Class title
Diagram <C7 ID3939>
3938

Each class is allocated a System Identifier, as shiowi@mgram <7.2>.
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3937

System Identifiers

Classification scheme
1

I 1
1 Co_rpor_ate 2 Pollugs & etc.
Direction Practices
T
[ 1 [ 1

Business Planning & Internal Quality
[ 6 Continuity ] [ 7 Reporting ] [ 109 Policies ] [177 Management

10 Strategy L etc. L etc. L etc.

11 Planning
12 Disaster Recovery

Key: Strategy Class title
109 System Identifier

Diagram <C7 ID3937>

3936

In reality they are likely to be longer and more cocgtted in structure. By way of
illustration, an example of a System Identifier basedhe “Globally Unique Identifier
algorithm is 0c7220e3-5646-44c4-82b0-67832clefalc.

Note that the System Identifiers shown here are stmattsimple, purely for illustration.

3935

Classes are also allocated a Classification Codesp&cified in the requirements
below, this can take several forms; one examplbasvs in diagram <7.3>.

3934

Classification Codes

Classification scheme
1

I

Corporate Policies &

001
Direction [ 002 Practices etc.

T

I 1
Business Planning & Internal Quality
v 4 : 001 -
[001 Continuity ] [002 Reporting ] [ Policies ] [002 Management

001 Strategy L etc. L etc. L etc.

002 Planning

003 Disaster Recovery

Key: Strategy Class title
003 Classification Code

Diagram <C7 ID 3934>

3933

Here also, the Classification Codes are shown asvelagimple, for illustration.
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3932

Each class has a Classification Code that can tmbioed with the Classification Codes

of its parent classes to make a “Fully-Qualified €ifisation Code”. So, for example,

the Fully-Qualified Classification Code of the cl@isaster Recoveris 001-001-003.

It is constructed as follows:

» start with the Classification Code of its highestgpd in the hierarchy (001, being
the Classification Code of the claSsrporate Directiof);

* add the Classification Code of its next parent dawthe hierarchy (001, being the
Classification Code of the claBsisiness Continuijy making 001-001;

* repeat the previous step until the nearest parers asached (in this simple
example, there are no repeats);

+ add the Classification Code of the class (003), biadClassification Code of the
classDisaster Recovelyproducing the Fully-Qualified Classification Codlel-
001-003.

4922

Records and components are also allocated clasgificatdes, to allow them to be
referenced uniquely.

2269

The expected usage determines the degree of unggiegguired. System Identifiers
generally must be unique within one ERMS “instanme”network node” at a
minimum, and network-wide by preference. Fully-QuatifClassification Codes mus
be unigue within a classification scheme, thouglabse they are built up
hierarchically, the individual Classification Codegy be unique only within one nod
(e.g. a class or sub-file) of the hierarchy.

4462

Where uniqueness across a network is required, @ssable that system identifiers
should be based on an acknowledged standard thtrgees global uniqueness (that
is, unigueness across all systems at all times)s i$tdlso desirable for standalone, o
non-networked, applications, so as to allow for gaeduture growth and for potentia
merger or acquisition activities. Several such statglhave been proposed, none of
which has a dominant position; MoReq2 therefore datsnandate the use of a

specific standard for this purpose.

7.1 Classification Codes
8
ID | Text, Requirement & Rationale 8
3943 | 7.1 Classification codes
2263 | Requirement
2270 | ' Whenever a new occurrence of any of the following éated in or captured by the Y
ERMS, the ERMS must associate with it a Classifice€Code:
* class;
o file;
e sub-file;
* volume;
* record;
* component.
4918 | Classification codes for records and componentsrageiired by the MoReq2 metadata
model, see appendix 9.
3804 | The ERMS must ensure that all Fully-Qualified Classifion Codes are unique within Y

a classification scheme hierarchy.
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4919 | The ERMS must ensure that all Classification Codesadl Fully-Qualified Y
Classification Codes retain the required degree afusriess regardless of any move
operations.

2268 | The ERMS must be able to store Classification Codaneatadata elements of the Y
entities to which they refer.

2267 | The ERMS should allow the formats of Classificatidodes and Fully-Qualified Y
Classification Codes to be specified by an adnratise role at configuration time. It
should allow the following features of ClassificatiGodes to be defined, for each level
of the hierarchy:

* numeric, alphabetic or alphanumeric;

» presence or absence of leading zeroes;

* minimum length (in the case of leading zeroes);

» starting value;

* increment.

3802 | Fully-Qualified Classification Codes must consisa@oncatenation of Classification
Codes separated by a separator character.

3945 | The ERMS should allow the separator characters ityfuialified Classification Y
Codes to be selected from, at a minimum:

o ““(space);

e “"(dash);

e /" (forward slash);

e “7(dot).

3946 | The example Classification Code described abové&ldherefore be shown as any of
the following, depending on the choices made fadiley zeroes and separator at
configuration time:

e 1001003;

+ 001-001-003;

e 1/1/3;

» 001.001.3.

2266 | The ERMS must allow an administrative role to speaifiien a new class is created,| P{ Deleted: v
whether itgchild entities will have Classification Codes generaetbmatically by the | - { Deleted: descendant
ERMS or provided by the user/an external applicatibime ERMS must either:

+ generate each Classification Code automaticallypmedent users from inputting it
manually, and from subsequently modifying it (for exde, a sequential number, as
in the example above);

or:

» allow an authorised user or an external applicatiqgrdéeide the Classification
Code, but subsequently prevent them from modifying it

3757 | An example of the first option is if a new claledi “Incident Management” is added
under the class “Business Continuity” in the exaengthown in diagram <ID3934>; in
this example, it would be allocated the ClassifmaiCode 004, as shown in diagram
<ID3947>:
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3947
Classification Codes
Classification scheme
1 I 1
oo Capoate o fems ] [ e
I
[ 1 [ 1
(o Bosvese ) (o2 femnet ] o pemd ] (e 2w
L. L. L.
Diagram <C7 ID3947>
3948 | The second option is appropriate in case manageB#itihgs.
2265 | When the ERMS generates a new Classification Cotteatically (the first option in| Y
<ID2266>), it must generate the next sequential nuriaking into account:
+ the most recently used Classification Code atpbatt in the classification scheme,
or (for the first at that point) the starting value;
» the increment specified, see <ID2267>.
3949 | See diagram <ID3947> for an example.
3956 | When accepting a Classification Code from a useraon fan external application, the| Y
ERMS must validate it for uniqueness within its paren
7.2 System Identifiers
o
E
ID Text, Requirement & Rationale 8
3955 | 7.2 System ldentifiers
4463 | Requirement
3954 | 'Whenever a new occurrence of any of the followingéat@d in the ERMS, the ERMSY
must associate with it a System Identifier:
» classification scheme;
e class;
o file;
e sub-file;
e volume;
e record;
e record extract;
« retention and disposition schedule;
e document.
3953 | The ERMS must ensure that all System Identifiers aiguerwithin a classification N

scheme hierarchy and within the ERMS instance.
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7.2 System Identifiers

3952

Note that this requirement extends across geogcapliocations where a distributed
classification scheme has been implemented andaadlassification schemes when
more than one classification scheme has been ingpltad.

3951

The ERMS must be able to store System Identifiersetadata elements of the entit
to which they refer.

eY

3950

The ERMS should allocate System Identifiers whichgdobally unique.

3957

Globally uniqgue means that the System Identifieesadlocated using an algorithm
that guarantees no other System Identifier can llagesame value, regardless of wh
it is produced or by which ERMS.

en

3963

This is desirable to allow for re-configurationsich as those caused by corporate re

organisations, acquisitions and mergers etc. #rgentity is not allocated a globally,

unique System Identifier, the probability of diffiees during re-configurations is high.

3962

The ERMS should use the UUID algorithm (as specifielsO/IEC 9834-8 and ITU-T

Rec. X.667) to generate globally unique System |fergi

3961

This algorithm, which in some implementations isiownly referred to as GUID
(Globally Unique ID), can be used to guarantee uritess.

3960

Other approaches to the generation of unique idiensi may be used, including the
Digital Object Identifier System (D®) and the Uniform Resource Name (URN)
scheme.

3959

The ERMS must not require users to enter or use Sydemtifiers for any ERMS
function.

3958

This requirement is included because globally ueigientifiers tend to be long and
not “user-friendly”. However, it is acceptable fasers to be allowed to use System
Identifiers if they choose to.
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8 Searching, Retrieval and Presentation

712

This chapter lists requirements for searching and vetria section 8.1. Requiremen
associated with presentation are divided into theeans: section 8.2 lists
requirements for display, section 8.3 deals withtpriy and section 8.4 addresses th
presentation of records which cannot be printed.

ts

e

710

An integral feature of an ERMS is the ability for theer to retrieve files and records
This includes searching for them, whether or not presasails are known, and
presenting them. Presentation is producing a repeggambn-screen (“displaying”)
or printing; it may also involve, as necessary, pigyaudio and/or video (see
glossary).

711

Accessing files and records, and then viewing thequires a flexible and broad ran
of searching, retrieval and presentation functionseetrthe demands of different
types of user. Although some advanced search featareke thought of as being
beyond classical records management functions, thereal functionality is describeg

je

]

here on the grounds that an ERMS without good retfrfaedities is of limited value.
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714 | All of the features and functionality in this chapteust be subject to access controls as
described elsewhere in this specification, includiagurity controls. In other words,
the ERMS must never present information to any wééch that user is not entitled to
receive. To avoid complexity, this is assumed ambt repeated in each detailed
requirement.

8.1 Search and Retrieval
g

ID Text, Requirement & Rationale 8

715 8.1 Search and Retrieval

716 Searching is the process of identification of recordiles through user-defined
parameters for the purpose of locating, accessing amelvieg records, classes, files
sub-files, volumes and/or their metadata.

717 The ERMS search and navigation tools are used téelonatadata, classes, files, sub-
files, volumes or records . These require a variegeafching techniques to support
users ranging from (for example) the sophisticated arese user to the “casual” and
less “computer literate”.

2271 | Requirement

2300 | No ERMS search or retrieval function must ever reveal tiser any information P
(metadata or record content) where the access andtgemnirols (sections 4.1 and
10.16 respectively) prevent access by that user.

2289 | The ERMS must allow users to search for and retrieve: Y
e records;

» every level of aggregation of records (class, file;fflebvolume);
and their associated metadata at any level of #ssiication system.

2286 | The ERMS must allow users to specify any combinatiometadata elements as Y
search terms.

4157 | The search facility needs to be able to searchronad the metadata elements, for
example, Title.

3896 | The ERMS must allow users to specify whether a saarchfind records or a Y
specified level of aggregation of records.

2288 | The ERMS search function should appear to users tioebsame for all searches Y
specified in requirement <ID2289>.

3758 | In other words, users should see the same interfeatures and options whether
searching for classes, files, sub-files, volumeseoords (though details of the
presentation of results may vary according to wihdteing searched).

2285 | The ERMS must allow users to search for the text cowmterecords. Y

4502 | This includes the text of records that are inhdseteixtual in nature, such as e-mail
messages, anevfere the ERMS includes OCR functionaliggords which have been
converted to text by OCR (see <sectighlB®4122>). | - { Deleted: 7

4074 | The ERMS must allow the use of searches to localasa and/or file for the purpose| Y
of declaration, as a part of the declaration process.

4526 | This is an ease of use requirement. It requiras $skearch functionality be readily
available to users who are in the process of captuone or more records; in other
words users must not be forced to quit a captucess to initiate a search.

2284 | The ERMS must allow users to use any combinationethidata elements and/or Y

textual record content as search terms during a seastation.
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4158

For example a search could combine a named autigether with a particular text
string in the record.

2281

The ERMS should provide a search function which dperim an integrated and
consistent manner across both record content aratiatat

3897

This means that the interface and its behaviouukhbe the same across these kind
of searches.

2273

The ERMS must display the total number of items tbas a result of the search (the
“hit list”), and display (or allow the user to requdsplay of) the number of items in
the hit list.

2295

The ERMS should allow users to refine (i.e. narrowgarch without having to re-
enter the search criteria.

3763

A user should for example be able to start withhitdist from a search, and then
perform a further search within that list.

2283

The ERMS must allow administrative roles to confegand subsequently change the
specification of default search metadata elemeisding:

< any element of record, volume, sub-file, file andslmetadata, and

< optionally, text.

1%
<

4529

This refers to the default window that first appeahen a search is initiated,; it
generally contains a set of fields for metadatarelats that are commonly used in
searches. This set comprises the default elenretiie requirement.

3787

The ERMS must provide a search function that allthesuse of all Boolean operator
namely:

* AND;

e OR;

¢ EXCLUSIVE OR;

 NOT;

in any valid combination to combine an unlimitednher of search terms.

2812

The ERMS must allow users to search for objects hy klegword(s), where the
objects have keywords.

2811

During any search involving keywords, the ERMS millsinausers to select keyword
from controlled vocabularies (or lists of permitted teym

4532

Noting requirement <ID4074>, this could be duringapture process, or during any
other search.

2280

The ERMS should incorporate the use of a thesaureisable users to search by
concept.

3792

Where the ERMS incorporates the use of a thesaurusrioepbsearching, it should
be compliant with at least one of the following starus:

+ IS0 2788;

» ISO 5964.

3759

This will allow retrieval of documents with a bragdnarrower, or related term in
their content or metadata. For example, a seacchdphthalmic services” might

retrieve “health services”, “eye test” or “ophthaloiogy”.

3789

The former standard specifies a monolingual thega@and the latter a multilingual
thesaurus(See<ID2093> and <ID3636>).

2817

If a thesaurus compliant with 1ISO 2788 or ISO 5964 tisgrated with the ERMS, the
ERMS should allow a user who is searching usingysvked (or other metadata
element related to the thesaurus) to use the fullfesbf the thesaurus, such as
broader, narrower and related terms and synonyms ategnaited part of the process
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2816

In other words, if a user is searching for a filee user may enter a term that is not i
the scheme’s controlled vocabulary, then use thsatrus features to find the
appropriate preferred keyword. An example is ifilgets” is a preferred keyword: i
this case, a user might enter “estimates” and therguided to its broader term
“budgets”; or a user might enter “accounting recatland be presented with a list 0
narrower terms, one of which is “budgets”.

n - { Deleted: Y

n

f

3794

For ease of use, users must not have to leaveetirelsinterface to access the
thesaurus to search for related search terms. Refthe introduction to section
<11.8> for a more detailed explanation of the ptedas an integrated part of the
process”.

3898

Where the ERMS incorporates the use of a thesauruERMS must allow an
administrative role to maintain the thesaurus.

3899

Maintenance is needed for the introduction of nenmns and terms specific to the
business.

2815

The ERMS must restrict to authorised administratoles the ability to change the
keywords associated with a file.

2814

This facility is intended for exceptional circunmstas only, such as to correct clerica
errors. Changing keywords inappropriately can sasly compromise the accessibili
of records, even if recorded in an audit trail, asw should be avoided.

y

2819

Whenever any keyword of any file is changed, the ERMSSt require an
administrative role to enter the reason for the change.

2825

Whenever any keyword of any file is changed, the ERMSSt keep a clear trace of i
status prior to the change so that its history eaddiermined easily.

sY

2279

The ERMS should provide for partial match and “wildd¢asearching that allows for
forward, backward and embedded expansion, for bothdaetaalues and content.

3760

For example:

< the search term “proj*” might retrieve records caihing “project” and
“projection” and “PROJA”;

< the search term “psycho*s” might retrieve recordmtaining “psychosis”,
“psychotics” and “psychologists”;

e the search term “*byte” might return “gigabyte” ah“terabyte”;

« the search term “organi?ation” might retrieve reas containing “organisation”
and “organization”.

2278

The ERMS should provide word proximity searching.

4533

A proximity search finds terms separated by no nifwgie a specified number of word
for example:
» “International” and “Organisation” separated by nmore than one word.

2276

The ERMS must allow users to limit the scope of agreh to any file or aggregatior
specified by the user at the time of the search.

2275

The ERMS must be able to search for, and retrievermplete electronic file, sub-file
or volume, and all its contents and contextual netgdand display a list of all the, a
only those, entries in the context of that aggregeaith a single retrieval process.

3762

This is needed when a user wishes to copy or ffrinentire contents of a file to take

to a meeting, or to facilitate temporary working,for any other reason.
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2297

The ERMS must behave in an identical manner whelingeaith physical or

electronic records in searches, save that:

< the content of physical records cannot be presemesteéd, the ERMS displays it
location metadata, see below);

» different metadata may be shown for physical andreic records.

<

n

3797

The ERMS must behave in an identical manner whertlsieg regardless of whether
the objects being searched for are stored on-line;limeaor off-line, save that the
mechanism and performance for presenting electronectibmay vary.

4534

This requirement applies only when the ERMS usaslime and/or off-line storage in
addition to online storage.

2296

The ERMS should allow users to save and re-use stsros.

3784

The ERMS should allow users to make saved searais tavailable for use by other
users.

3764

The ERMS should allow users to specify time inteswalsearch requests, e.g. calen
dates or number of days.

2294

The ERMS should allow the use of time intervalscfd either as dates (e.g. 24 De
2008 — 5 Jan 2009) or in natural language, e.g. Wask”, “this month”, as search

terms, allowing the use of at least the following dgand/or their equivalents in othe

languages:

* last;

e this;

s next;

* week;

e month;

e quarter;

* year;

< names of days of the week;
* names of months.

2292

The ERMS should allow users or administrative radesonfigure display of the
search results, including:

« the order in which the search results are presented;

< the number of hits displayed on the screen per viem the search;

¢ the maximum number of hits for a search;

« which metadata elements are displayed in searclh listsl

2291

The ERMS should provide implicit or explicit relevaneaking of the search results

2301

When a hit list contains an “extract” of an electoorecord, or a record for which an
extract exists, (see section 9.3), the ERMS shoulteréa two, so that retrieval of of
shows the existence of and allows retrieval of themtsubject to access controls,
whilst retaining separate metadata for the two items.

ne

3800

The ERMS should allow the configuration of a seamabine other than the default
search engine.

3801

It may be desirable for an organisation to implet@search engine other than that
which is supplied with the ERMS for system comjligibr other reasons.
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779 | 8.2 Presentation: Displaying Records

780 | An ERMS may contain records with different formats. Tker requires generic
presentation facilities that will accommodate theptily of a range of formats.

2302 | Requirement

2272 | Whenever a user reaches a screen that indicates ttenee of a class, file, sub-file,| Y
volume or record, the ERMS must be able to preseonbitgents and/or its metadata by
a mouse click or keystroke.

4723 | This applies no regardless of how the user reathedcreen — by navigating through
the classification scheme, by searching, by folava link or any other way — and
assumes that the user has appropriate permissions.

2305 | For example:

e auser executes a search and obtains a hit lisivgigpseveral records; for any
record the ERMS must be able to present the coofarty record in the hit list if
the user enters a mouse click or keystroke, and atsis be able to present the
record’s metadata similarly;

e auser navigates the classification scheme to ascfaat contains files; the ERMS
must be able to present a list of all the filepedited to that class if the user enters
a mouse click or keystroke, and must also be abfedsent the class’s metadata
similarly .

3768 | If the ERMS is storing records in a proprietary &pation format, it may be
acceptable for the presentation to be performedrgpplication outside the ERMS.

2304 | The ERMS should be able to present records thaktirels request has retrieved Y
without loading a software application associatetth Wie record.

3769 | This is typically provided by integrating in the R a viewer software package. This
is frequently desirable to increase speed of priegiEm.

2303 | The ERMS should be able to present all the typedeafronic records specified by theN
organisation in a manner that preserves the informafidime records (e.g. all the
features of visual presentation and layout producetidogénerating application
package), an@hich presents all components of an electronic recayether.

3770 | The organisation needs to specify the applicatiackpges and formats required, and
in some cases acceptable levels of fidelity. Inyv@ases (e.g. in typical office
environments) the fidelity need not be specifiediitail; however rigorous
specification of fidelity may be needed for appimas which rely on detailed
interpretations, such as records including highealgsion X-ray images.

8.3 Presentation: Printing
3
I}
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790 | 8.3 Presentation: Printing

791 | This section applies only to records and other infoignawhose content can be printed
in a way that is understandable. It does not afplfor example, audio or video files,

792 The ERMS must provide printing facilities, to alloWwasers to obtain printed copies
of printable records, their metadata, and of other agtnative information.

3901

In all requirements, “printing” is understood to inaduigatures normally associated
with report production, such as multi-page reportsepagnbering, dated headings,
and the use of any configured printer. Sending sdreage dumps to a printer is not

normally considered sufficient for these requirements.
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790 | 8.3 Presentation: Printing

2306 | Requirement

2319 | The ERMS must be able to print the content of recamdsspecified elements of their Y
metadata.

2318 | The ERMS must allow the printing of all or specifiedtasata for any class, file, subr Y
file, volume or record.

2317 | The ERMS must allow all records in a class, file,-filebor volume to be printed in Y
one operation.

2316 | The ERMS must allow users to specify a subset oadaa elements (such as Title,| Y
Author, Creation date) and print out a summary lighese elements for selected
aggregations of records.

2315 | The ERMS should allow an administrative role to #yeat configuration time that all| Y
printouts of records’ contents have selected metadaizeats appended to them (e.g.
title, registration number, date, security categoryjiéfault.

4535 | This could be used, for example, to ensure thaned®r a record is printed, its
security category is printed at the same time, as@urity measure.

4160 | The ERMS should allow users, at the time of printiogamend the default metadata] Y
elements that are appended to printouts.

2314 | ERMS must allow users to print hit lists (see secidr) resulting from a search.

2313 | The ERMS must allow an administrative role to prihtar a selection of, Y
administrative parameters.

4161 | For example a list of all users with a specificlggty category.

2312 | The ERMS must allow an administrative role to prinénéon and disposition Y
schedules.

2311 | |f a thesaurus is integrated (see <ID2280>) the ERM8Idhallow administrative Y
roles to print the thesaurus.

2824 | The ERMS must be able to print out a list of eadhtrmiied vocabulary (alistofall | Y
permitted terms).

2823 | |t is acceptable to print the list from thesauruamagement software where this is
integrated with the ERMS.

4536 | The ERMS should be able to export a list of eacitrotled vocabulary (a list of all Y
permitted terms).

2822 | Where a controlled vocabulary of keywords takes theafofran 1ISO 2788-compliant | Y
or ISO 5964-compliant thesaurus, the ERMS should ketalprint out the thesaurus
entries, showing all terms and their relationships.

4537 | Printing of ISO standards-based thesauri shoulddmpatible with the
representational guidelines given in ISO 2788 & 5964.

2821 | |tis acceptable to print this from separate thassunanagement software that is
integrated with the ERMS.

2310 | The ERMS must allow authorised roles to print alpart of the classification scheme.

2309 | The ERMS must allow administrative roles to prititoalpart of the file repertory if Y
used (see <ID2091>).

2308 | The ERMS must allow administrative roles to priftaalpart of audit trails (see Y
<ID2149>).

2307 | The ERMS must be able to print the formats spetifig the organisation. Printing | Y
must:

e preserve the layout produced by the generating apiplicpackage(s);
< include all printable components of the electronic réco

3771

The organisation needs to specify the formats redui

Page 75




8.4 Presentation: Other
3
g

ID Text, Requirement & Rationale 8

822 8.4 Presentation: Other

823 This section applies only to records and other infoilgnavhose content cannot be
printed in a way that is understandable, such a®aurdiideo files.

2320 | Requirement

2321 | The ERMS must include features for presenting anduttimg to appropriate media | P
records which cannot be printed.

3772 | Examples include audio, video, and some web-sitas. organisation will need to
specify the nature of these records.

9 Administrative Functions
3

ID Text, Requirement & Rationale 3

829 | 9 Administrative Functions

830 | This chapter covers the maintenance and systenosuppctionality required by an
ERMS.

832 Requirements are listed in this chapter for:
< general administration (section 9.1);

e system reporting (section 9.2);
< changing, deletion and redaction of records (secti8h 9

3905 | Closely-related features are described in chapter 4elgam
e access permissions in section 4.1;
backup and restore in section 4.3.

3902 | These facilities allow administrative roles to manelgange in the user population and
parameters affecting the behaviour of the system ERMS needs to provide
administrative roles with the ability to manage esesutch as maintaining the user base
and, crucially, the permissions assigned to usersipgrand roles. The system must
also provide monitoring capability for system errors.

831 | Some of these facilities may be provided by an asst EDMS, database
management system, operating system, or by othercafiphs.

9.1 General Administration
3

ID Text, Requirement & Rationale 8

833 | 9.1 General Administration

834 | This section includes requirements for managingesygiarameters, system
management and configuration, and user administration.

4538 | In large organisations, the functionality describethia section may be assigned to an
operations function rather than to an application athtnator. However, in small
organisations, it may be assigned to an administrator.

2322 | Requirement

2330 | The ERMS must allow administrative roles to retriadigplay and re-configure Y
systems parameters and settings made at configutation

3903

These settings include, for example, configuratibaccess rights.
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3904

The ERMS must allow administrative roles to:
» allocate functions to users and roles;
» allocate one or more users to any role.

<

2327

The ERMS must monitor available storage space, atify mdministrative roles when
action is needed because available storage is teelevel set at configuration time, g
because of another error condition.

4178

It is acceptable for administrative roles to beifietl by means of separate system
management software.

2326

Where the storage supports error rate reporting, theEBuld monitor error rates
occurring on storage media, and report to adminiggrables any medium or device
on which the error rate is exceeding a parameter senéiguration time or at a later
date.

3775

This applies particularly to optical media.

4179

It is acceptable for administrative roles to beifietl by means of separate system
management software.

2325

The ERMS must allow administrative roles to makekmlanges to the classification
scheme, ensuring all metadata and audit trail al@tédandled correctly and complete
at all times, in order (for example) to support restmictuwithin the organisation.
These changes must include, but need not be liroted

< the division of a class into two (i.e. dividing lags into two new classes, at the

ly

same level, including moving all tl&ild classes and the information allocated {0- { Deleted: descendant

them);
» the combination of two classes into one (i.e. mowdrgass into another existing

class, including moving all igshild classes and the information allocated to them);{ Deleted: descendant

them);
« the re-naming of a class;

classes and therefore all information allocated ¢onth following the same logic
for inheritance and conflicts as in section 5.1 (eislgarequirements <ID2988>
and <ID2183>).

,tO*[ Deleted: descendant

- {Deleted: descendant

- {Deleted: descendant

4010

When a classification scheme is designed alongifura lines, most of these
functions are unlikely to be needed. However, thi#pe needed when a

classification scheme, or a part of it, is desigb@dnatch an organisational structure.

3906

When a bulk change is made:

» closed files must remain closed, retaining theirregfees to the classification
schemeg(classification coded)efore the change;

open files must either:

< be closed, retaining their references to the clasgifin scheme before the change,

and cross-referenced to a new file in the changedreele metadata;
« be referenced to the changed scheme, but clearigirggall prior references to th
classification scheme before the change in metadata.

3907

The term “bulk changes” implies that all classaked, sub-files, volumes and records

affected can be processed with a single transactither than needing to be
processed individually.
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2324

The ERMS should allow administrative roles easilyntove users between
organisational groups and roles.

<

4539

In particular, it should be possible to move a us@hout having to delete the user
from the ERMS and re-enter the user’s details.

9.2

Repo

rting
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9.2 Reporting

4012

Flexible reporting is an important feature in an ERMt is required so that
administrative roles can manage the system; andasartiinagement can monitor it t
ensure that it is used appropriately.

3908

An ERMS needs to be able to provide a number of me&maagt, statistical and ad ho
reports so that administrative roles can monitoresysdctivity and status. This
reporting is required across the entire system, dtietu

» the classification scheme;

« files and records;

e user activity;

e access and security permissions;

< disposition activity.

K4

3909

The ERMS must provide a number of standard reportsbtapébeing configured by
administrative roles and should be flexible to enalldéoc reports to be produced o
demand.

—

855

Ideally the ERMS will include a report-writing sub-ssst, with all the flexibility and
features that implies. However, it is not appropriatattempt to reproduce here the
requirements for a comprehensive report writing sudtesy, so this section gives
outline requirements only. In any implementation,ah®unt and complexity of
reporting will be determined by organisational featuincluding the size, complexity
and levels of change to the classification schehgamount and nature of the recor
and the user base.

s,

2331

Requirement

2333

The ERMS must allow administrative roles to produegqgalic reports (daily, weekly,
monthly, quarterly) and to specify ad hoc reports.

3917

The ERMS must include features for printing reporteywig them on-screen and
storing them in electronic form online.

4013

As in section 8.3, “printing” is understood to incle features normally associated
with report production such as multi-page repopage numbering, dated headings,
configurable page headers and footers, and usa&pfanfigured printer). Sending
screen image dumps to a printer is not normallysidered sufficient for these
requirements.

3921

For example, users may wish to work with the casteha report using spreadsheet
software. MoReg2 does not specify the format(bgtosed for such exports.

4724

A user viewing an ERMS report should be able to captaga record.

4725

This will be useful, for example, for storing seslyreports that attest to the integrity
of the records.
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4014

The ERMS should allow time periods covered by antegpdbe configured either as a
date range (e.g. 24/12/2008 — 5/1/2008) or as a titeeval specified in natural
language (as in <ID2294>).

<

2335

The ERMS must include features for sorting and sielgt¢he information included in
reports.

4015

For example, users should be able to specify widdtimns of a columnar report are
used to sort the report contents.

2334

The ERMS should include features for totalling anehswarising report information.

4016

The ERMS should include features for graphical repgrti

4017

For example, trend-reports showing changes in reggbinformation over time, or
histograms.

3919

The ERMS must enable report requests to be savedtiwefre-use.

3920

The ERMS must enable reports to be exported for usthar applications.

3911

The ERMS must be able to provide reports on the totaiber and location of:
« files, sub-files and volumes;

« records, sorted by file format and version;

« files, sub-files and volumes, sorted by access obatrd security markings;
» electronic files, sub-files and volumes, sorted lzg;si

< electronic files, sub-files and volumes, sorted loyagje location;

» vital records.

3912

The ERMS must be able to provide reports on:
* theyate of capture of records; ~

« therate of retrieval of records;
» _therate of creation of new classes and files .

Y

|- {Deleted: the

- { Formatted: Bullets and

4933

If the document management option described in setfiddis present, the ERMS
must be able to provide reports on

» the total number and location of documents; .-
» the rate of capture/creation of documents;

¢ the rate of retrieval of records.

N YL Numbering

\ﬁ[ Deleted: .

-~ 7| Formatted: Bullets and
Numbering

- J

4018

The ERMS should allow the reports described in <ID394:2d <ID4933>to be for
any combination of:

< across the entire system or for specified classes;

« specified user groups or users;

« aspecified range of dates.

Y

2138

The ERMS should be able to provide reports on actorfiles and records sorted by
user, by workstation and (where technically appropriayenetwork address.

4019

The ERMS should allow the reports described in <ID39th2cover a specified time
interval within several days.

4020

For example, showing hourly figures, to allow peakd troughs of activity to be
monitored.

2336

The ERMS must be able to produce a report listirgg fisub-files and volumes, for a
or part of the classification scheme, structured tecethe classification scheme.

3910

The ERMS must be able to provide a report on the ahafleystem storage space
currently in use and available.
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854 | 9.2 Reporting

2338 | The ERMS must allow administrative roles to prodwegorts on the audit trail. TheseY
reports must include, at a minimum, reporting basedny selected:

e class;

o file;

e sub-file;

e volume;

e record,;

s user;

e time period.

2337 | The ERMS should allow administrative roles to engaimeand produce audit trail Y
reports based on selected:
e security categories;

e user groups;
« other metadata.

3915 | The ERMS must be able to report on the outcomediosition process listing the | Y
classes, files, sub-files, volumes and records suitdgsdisposed of and any failures

3916 | The ERMS must be able to provide reports on the outcof an export process listing Y
the classes, files, sub-files, volumes and recordsessfdly exported and any failures.

3924 | The ERMS must be able to provide administrative raléls reports on disposition Y
activity, including disposition actions that are mige.

2332 | The ERMS should allow administrative roles to restigers’ access to selected Y
reports.

3923 | The ERMS must be able to provide administrative raligls a report on attempted Y
access control and other security policy violations.

4021 | This requirement only applies when the ERMS (anttM®operating system) is
configured so as to allow an item’s existence teibible to a user even though the
user is not allowed access to it. It is not rel#vahen the ERMS is configured to hide
the existence of an item which cannot be accessed.

2210 | Administrative roles should be able to specify thediency of retention and Y
disposition schedule reporting, the information repgbeted highlighting exceptions
such as disposition overdue.

2962 | The ERMS should provide quantitative reports on thilemes and types of records to Y
be reviewed within a specified period.

2204 | The ERMS should support reporting and analysis toolthtomanagement of Y
retention and disposition schedules by an adminiggradle, including the ability to:

« list all retention and disposition schedules, sbiig user, reason or date;

« list all entities to which a specified retentiordatisposition schedule is assigned;

< list the retention and disposition schedule(s) appbeall entities in a class;

» identify, compare and review retention and disposisidmedules (including their
contents) across the classification scheme;

 identify formal contradictions in retention and disifios schedules across the
classification scheme.

2212 | The ERMS should be able to accumulate statisticevaéw decisions in a given Y
period and provide tabular and graphical reports omthigity.

4726

The ERMS should be able to accumulate statistideeofmposition and lifting of
disposal holds in a given period and provide tabata graphical reports on the

activity.
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854 | 9.2 Reporting

2225 | The ERMS must produce a report detailing any failurénduat transfer, export or Y
deletion. The report must identify any records dedtfoe transfer which have
generated processing errors, and any entities whiahoaiccessfully transferred,
exported or deleted.

2220 | The ERMS should provide the ability to sort electediies selected for transfer into | 'Y
ordered lists according to user-selected metadataeatsm

2219 | The ERMS should provide the ability to generate wefined forms to describe Y
electronic files and records that are being exportdéthasferred.

9.3 Changing, Deleting and Redacting Records
3
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884 | 9.3 Changing, Deleting and Redacting Records

885 | A basic principle of recordkeeping is that recordsntd normally be changed, and
(except at the end of their life cycle in the ERM®dj sub-files, volumes and records
cannot normally be destroyed.

3926 | This section deals with the requirements for exceptisituations where the content pf
a declared record may need to be amended, or a regletddland replaced.

886 | In some situations, administrative roles may neddétete” records to correct errors
to meet legal requirements. An example may arisieudata protection legislation,
though other scenarios are possible.

3927 | The action of deletion may mean one of two things:

« destruction (see <ID2231> and <ID2217>);
e retention, accompanied by a notation in the recordtmdata that the record is
considered removed from records management control.

889 | In either case, deletion is to be exceptional, antie@bility to delete must be tightly
controlled in order to protect the general integrityhaf records. In particular,
information about deletions must be stored in thetdtall.

4022 | |f local legislation or regulation imposes diffeterequirements, for example relating
to the expunging of personal data (see ISO 12QBig)should be addressed in a
national chapter zero.

890 | Administrative roles sometimes need to publish, okeravailable, records containing
information which is still sensitive, without revedli the sensitive information. This
can result from data protection rules, security conati®rs, commercial risk, etc..

For this reason, administrative roles need to betalieask the sensitive information
without affecting the underlying record.

3928 | The process is referred to here as redaction. Wheprdleess of redaction is carried
out, the result is the original record (unchanged), aanopy of the record which has
been masked in some way (the redacted copy, or “&xtfthe original record). The
ERMS stores both the original record and the extract.

4023 | |In principle, redaction can apply to any kind of recotéxt, image, audio, video etc.

891 | Note that deletion and change are also discusselhipter 5.

2340 | Requirement

2354 | The ERMS must allow a configuration option, as derahtive to <ID2353>, which | Y
prevents any record, once captured, from being detetetbved by any administrative

or user role; see also <ID4595>.
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3777

This requirement does not affect transfer or dediom of records in accordance with
a retention and disposition schedule, as describexbctions.3. It is intended for
environments in which the deletion of records (@scdibed above) is either
unnecessary or not permitted.

2353

The ERMS should allow a configuration option, asafiernative to <ID2354>, that
“deletion” of a record is implemented as destructiothaf record, and that relocatior
of a record results in moving the record.

4540

This is not regarded as good practice in recordsaggement. It is included here only

for situations in which it is considered unavoidabln most situations, the option
specified in <ID2354 > should be preferred.

4595

If the option in <ID2354> is selected, the ERMS mhetave as follows:
< If an administrative role “deletes” a record (as in <3B&>) the record’s metadat

must be marked accordingly, and the ERMS must hidedntent and metadata of

the record from all users save potentially for suitealjhorised administrative
roles, as if it were deleted.

< If an administrative role “re-locates” a record (as in <IR2>), the ERMS must
demonstrate exactly the same behaviour as for aatelasit with the addition that
a copy (or a pointer, depending on the storage metbed) inust be inserted
automatically at the new location.

57

4729

This assumes that either no administrative rolesldrtbave such authorisation, or else

a particularly small number.

3929

If the option in <ID2353> is selected, the ERMS nmhetave as follows:

< If an administrative role “deletes” a record (as in <IB23) the record’s metadata
must be marked accordingly, and the ERMS must fidedntent and metadata of

the record from all users save for suitably-authorisedrdstrative users, as if it
were deleted.

< If an administrative role “re-locates” a record (as in <IR2>), the ERMS must
demonstrate exactly the same behaviour as for aatelasit with the addition that
a copy (or a pointer, depending on the storage metbed) inust be inserted
automatically at the new location.

Y

2348

Subject to <ID2354>, the ERMS must allow administeatoles to delete classes,
files, sub-files, volumes and records outside theadigion process.

3780

This is intended for use only in exceptional cirstances as described in this sectio

3930

In the event of any deletion as defined above, RBE& must:

« record the deletion in the audit trail;

« produce a report for administrative roles;

« delete the entire contents of a class, file, subdilvolume when it is deleted;

e ensure that no documents are deleted if their daletauld result in a change to
another record (for example if a document forms agfasto records — see
<|D2884> — one of which is being deleted);

< highlight to administrative roles any links from dnet file, or record to a file, sub
file or volume which is about to be deleted, requgstonfirmation before
completing the deletion;

* maintain integrity of the metadata at all times.

4730

In this context the phrase “maintain integrity bEtmetadata” means to ensure that
metadata in any entity (class, record etc.) referan entity that does not exist.

2347

Administrative roles must be able to change any-astared metadata element.
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3781

This functionality is intended to allow administrat roles to correct user errors such
as data input errors, and to maintain user and graecesses. Good practice
generally will require that users correct their ers whenever possible; this
requirement does not prevent users from doing so.

3968

Information about all changes to all metadata elementst be stored in the audit tra

2346

The ERMS must allow administrative roles to create @nmore extract(s) of a recor
for the purposes of redaction, while retaining thgioél record.

3782

It may be necessary, in some cases, to providaasgtfor several parties in which
different parts of the record have been redacted.

2345

The ERMS must allow removal or hiding of sensitivieimation within an extract for
all record formats required by the organisation.

3970

If the ERMS does not provide these facilities,ustallow for other software package
to integrate with it and do sdt is acceptable for the ERMS to render a record to
different file format to permit the redaction o€apy, provided that the rendition
maintains sufficient fidelity.

2S

3783

It is essential that when the features in <ID396xda<ID4345> or any other
redaction features are used, none of the removéiddaten information can ever be
retrieved from the extract, whether on screen, wrémted, played back or in any
other form of presentation. This is regardlesthefuse of any presentation features
such as rotation, zooming or any other manipulafiariuding opening the extract in
different software package.

2344

When an extract is created, the ERMS must recordraitoally its creation in the
metadata of the extract and the record, including, diate and creator.

Y

4920

When an extract is created, the ERMS must requiraghecreating it to enter a
reason, and must store that reason in the metad#ta ektract and the record.

Y

2343

Upon creation of an extract the ERMS should autaralyi declare extracts as recordsy

classifying them in the same aggregation as theraligecord and prompting the
creator of the extract for:

* areason;

* security category (where applicable);

< optionally, an aggregation into which a copy of #x¢ract will be declared.

3972

Upon creation of an extract the ERMS should alloevdbpying of metadata element
to the extract.

3973

Subject to access control rights the ERMS shoulthlereamendment of selected data
items, for example, security category metadata.

2342

The ERMS should store a cross reference (as in <matHoia} to an extract in the
same class, file, sub-file or volume as the origirabrd, even if that class, file, sub-
file or volume is closed.

4544

This is in addition to the requirement to file gpgoin <ID2343>, to allow for cross
referencing even in the same file, as the origaral extract may be separated by lar
numbers of records in the file.

ge

3971

When a record is retrieved the ERMS must show, owalfi® user to see, the existen
of all extracts made from that record and, subjeettess and security controls, ma
them available for retrieval.

c
ke

4024

When an extract is retrieved the ERMS must showjlow the user to see, the
existence of the original record and, subject to ssead security controls, make it
available for retrieval.

Y
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2341 | The ERMS must store in the audit trail any changeeras a result of any requirementy
in this section.
10 Optional Modules
g
ID Text, Requirement & Rationale 8
923 | 10 Optional Modules
924 | This chapter contains requirements functionality dioa#ied to electronic records
management. It covers requirements to support thageament of physical (non-
electronic) records, document management, workflovetreleic signatures and other
functionality.
3549 | Each of the sections in this chapter correspondsémptional module of the MoReqP
Testing Framework. These modules are optional is¢hse that the requirements
therein do not form a mandatory part of the core fonetity of a MoReq2 compliant
ERMS.
927 | The sections in this chapter list requirements ferfdllowing areas:
* management of physical records (sectioggo. _ - | Deleted: <#>not used — retainﬁ
: " . p - in this draft for numbering
. dlSpOSItIOﬂ of phyS|CaI records (SeCtlong)Q- 7777777777777777777777777 __ Mo | purposes only (section 10.1);1
» document management and collaborative working (sed®8); j\\\{ne,eted: 2 )
* workflow (secton1); j\\\{ne,eted: 3 )
» casework (secton¥®, \\\\{De,eted: 2 )
* integration with content systems (sectiog}o. \\\\{Deleted:S )
» electronic signatures (secton9. \\\\{Deleted: 5 ]
* encryption (sectonlg); | (eleted: 7 )
» digital rights management (sectong®o. R \{Deleted:s )
- distributed systems (sectionO); 1 Deleteai s ]
» offline and remote working (secton®;, N {Deleted: " ]
+ faxintegration (sectoni®®; RN — -
y . i .| '\ | Deleted: <#>interoperability and
* security categories (section 18). Ni \Topenness (section 10.11):1 }
3550 | The requirements in this chapter are for functionalitjch may be integrated with ar \\\{De,eted: 12 )
ERMS. Thesg optional requirements negd to pe ttdgmher with the core \\\\\{ Deleted: 13 )
requirements in the rest of MoReq2. Their applicabilitll depend on whether the D -
organisation has a need to implement the optionaktifumality. ﬁ Deleted: 14 )
3442 | Compliance with the requirements in this chapter tseguired for MoReq2 | Deleted: 15 J
compliance. Therefore mandatory requirements incthépter are mandatory only in
the context of the optional modules in which theg/lacated — that is, they are
mandatory only when the optional module in whiokytlare located is included in a
test.
926 | In each case, requirements are presented at a higlh les they do not define the core
functions of an ERMS, these requirements are not estivalbut rather provide an
indication of the appropriate activities.
. De_leted: <#>Notusedf
10.1Management of Physical _(Non-electronic) Files and Records 75| ra for numbetng puposes
AN only. It will be removed from
\\ the final version.{
g{ Formatted: Bullets and
‘& Numbering
ID Text, Requirement & Rationale 8]
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937

In addition to the electronic records, an organisaiogcords repository may contain
non-electronic records. These can include paper-trasedds and records on other
analogue media, for example microfiche or audio tapksy may also include digital
records stored on portable media, such as CDs, DV@®s@nputer tapes.

4165

The term physical records is used in MoReq2 to na@grrecord that is held in a
medium outside the ERMS. This includes not onlglague media but also digital

media holding records that are not individually coliecbby the ERMS. For example:
« a CD-ROM containing 10,000 images which are notviddially recognised by the

ERMS as records is a physical record;

« a CD-ROM containing 10,000 images, and locateddrivae or jukebox connected
to the ERMS, and with each of the images recogriigetie ERMS as a record is
not a physical record — it is a removable medium bitlvelectronic records are
stored.

925

This specification does not address the businesd ttemanage and maintain physic
records. Such a need may or may not exist, accotditige legislative and regulatory
environment. Where it does exist, care needs to laa tikpreserve the integrity and
accessibility of electronic and physical records tek®a whole. These issues shoul
be addressed by appropriate organisational policies.

3338

The ERMS must be able to accommodate referencaede physical records as wel
as, and together with, electronic records; and prowdéhe management of

aggregations made up of both electronic and physicatds. Classes, files, sub-files

and volumes may all contain any combination oftetetc records and physical
records. This differs from the entity-relationship mddehe previous version of
MoReg.

3561

Physical records can co-exist with electronic recandseveral scenarios. The

scenarios include:

« Afile, sub-file or volume contains only physical ceds. In this case, the entity
represented in the ERMS represents a physical confainthe records, such as 3
filing jacket;

» Afile, sub-file or volume contains both electroni@aphysical records. The
physical records are stored without a container reteearecords management —
for example, an engineering drawing stored along wittelated drawings in a
cabinet.

3562

The ERMS must provide features to allow physical doeta (as in the first option) t
be managed.

3565

In order to manage physical records the ERMS must lgetalglapture and manage
metadata about them. This metadata enables admiivis and user roles to, subject
to access controls, locate, track, retrieve, reviedvdispose of physical records, and
allocate access controls to them in the same wéy elgctronic records.

3566

Similarly, the ERMS must be able to capture andagarmetadata about physical
containers.

2355

Requirement

3569

The ERMS must allow an administrative role to idgntifasses, files, sub-files and
volumes that exist as physical containers.

Y

_ - ‘[ Deleted:

4479

The ERMS must allow administrative and user rolesnter and maintain metadata
about classes, files, sub-files and volumes thist @s physical containers, as specifi
in the MoReq2 metadata model.

Y
ed

3570

The ERMS must allow user roles to enter and maintdormation about physical
records in classes, files, sub-files and volumespioiig the same rules as when

Y

capturing electronic records.
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2363 | The ERMS must allow classes, files, sub-files andimas to contain electronic Y
records and physical records together, in any conibmat

3326 | The ERMS must allow physical records to be managéldd same way as the P
electronic records, including any inheritance of matad

3327 | When a user is browsing, retrieving, or otherwise wagkiith a class, file, sub-file or Y
volume, the ERMS should indicate the presence opaggical container or records in
it with appropriate indicators.

3577 | A user needs to determine easily whether physittiles exist in order to ensure that
all records are managed in the same manner. MoRleg2 not prescribe the nature
of these indicators.

2361 | The ERMS must allow a different set of metadata efgs® be configured by an Y
administrative role for physical classes, files, silasf volumes and records than for
the electronic equivalents. As an example, phys$ileainetadata could include (but is
not limited to) additional metadata for:
< information on its physical location;

» information regarding the format of the physical eim¢r or record.

2359 | The ERMS must ensure that retrieval of any class,dilb;file or volume Y
simultaneously retrieves the metadata for both eleictaomd physical entities
associated with it in a single operation.

2360 | The ERMS should support tracking of physical cor@esrand records by the provisionY
of check-out and check-in to record their location, @disin and the date of check-
in/check-out.

4731 | The ERMS should allow the user checking out a miaydile, sub-file or volume to Y
specify a date by which it is due to be returned.

4732 | The ERMS should report to a specified user when tteedize for return of a physical Y
file, sub-file or volume is approaching and whersibverdue.

4733 | The ERMS should allow a suitably authorised usehinge the date due for return ofY
one or several physical files, sub-files or volumes single operation.

2357 | The ERMS must ensure that the metadata for physlea| §ub-files, volumes and Y
records is always subject to the same access coatralwuld be the case if they were
purely electronic.

2161 | The ERMS should provide a tracking function to allesers to record information Y
about the location and movement of physical filedh-files and volumes.

4480 | The ERMS tracking function should allow for locatsoof physical entities to be Y
selected from or validated against a list (such adlalpwn list).

4481 | Where the ERMS does not support a list of locafinos-validated free text is
acceptable.

4482 | The ERMS tracking function must allow users to ettterchecking out and checking Y
in of physical entities.

4483

In other words, the ERMS must provide facilitiesecord whether a physical entity i
in its home location or has been checked out.

Uy
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2160 | The ERMS tracking function must record informatidmat the movements of a Y
physical entity which includes:

e unique identifier;

e current location;

e an administrator-defined number of previous locatidims umber to be defined at
configuration time);

» date moved from location;

« date received at location;

» user responsible for the move (where appropriate).

3329 | The ERMS must allow a user role to see the curreattiion of a checked-out physical Y
entity, its custodian, and the date upon whichctieck out occurred, subject to access
control rights.

3330 | The ERMS must record all check in and check ouvities and dates within the audit Y
trail.

2371 | The ERMS must be able to record in the audit tratleinges made to the metadata] Y
values of physical entities.

3336 | For example the location metadata element.

2356 | The ERMS should support the printing and recognitibbar codes for files, sub-file§ Y
volumes and records; or alternative tracking systertis as Radio Frequency
Identification (RFID) technology.

3333 | This enables the ERMS to track the location andem@nts of physical records.

3578 | The ERMS should support the printing of labels foygital files, sub-files and Y
volumes.

3579 | This enables a label to be produced containingreifaemetadata which can then be
attached to the physical entity. This could inelublut is not limited to, such metadata
as:

o Title;

e Identifier — System;

» Classification Code;

» Date of Opening;

e Security Category (if used);
< Normal storage location.

4467 | The ERMS should be able to notify administrativeesabf any events in the retention Y
and disposition schedule relating to non-electroedords and aggregations scheduled
since a restore was executed.

4468 | Section 4.3 Backup and Recovery sets out the mmeints for restoring an ERMS.
When the system is used for managing non-electren@rds a disparity may arise
following a restore whereby disposition actions énéeen carried out on the physical
objects, but this is not shown in the ERMS. Tédgiirement enables administrative
roles to apply remedial action.

10.2 Disposition of Physical Records

=
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2366 | Requirement

3964 | When the retention period for a retention and disjpmsgchedule ends, if that Y
retention and disposition schedule applies to atifienthe ERMS must notify an
administrative role.

2372 | The ERMS must alert an administrative role to thetexice and location of any Y
physical entity associated with any class, fildy-file or volume that is to be
transferred, exported or destroyed.

4485 | This may be either when the retention period foetention and disposition schedule
ends, or when a transfer or export is initiated.

2369 | Whenever any physical entities are exported or tramsfethe ERMS musxportor | Y
transfer the metadata for them in the same way ané¢ti@data for the electronic
entities.

2222 | On transfer, export or destruction of physical entifiesERMS must require an Y
administrative role to confirm the physical transfepax or destruction before the
transfer, export or destruction is completed.

3444 | This normally will require an administrative role enter manually a confirmation that

the physical records have been transferred or dge.

_ -~ | Formatted: Bullets and
Numbering

EDMS and an ERMS.

10.3Document Management and Collaborative Working
g
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981 | 103 Document Managementand Collaborative Working | - { peleted: 4
982 | Electronic Document Management Systems — EDMSs wiaiely used in
organisations to provide management and control dgetrenic documents. Many
EDMS functions and facilities overlap with ERMS. EBs typically include indexing
of documents, storage management, version contosle éhtegration with desktop
applications and retrieval tools to access the decusn Some ERMSs provide full
EDMS capability, others a subset. Conversely som&l&®have incorporated core
record management functions.
3414 | EDMSs often form part of a wider system implementatind contain collaborative
working tools to enable a number of users to partieipatiocument drafting.
3647 | Collaborative working is also an integral elementaftent management systems. See
section 1@ for further requirements regarding these features. | - { Deleted: 7
983 | By way of clarification, the following table showgpical differentiators between an
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3410

An EDMS... An ERMS...

» allows documents to be modified; = prevents records from being
modified;

» allows documents to exist in « allows a single final version of a
several versions; record to exist;

* may allow documents to be deleted prevents records from being delete
by their owners; except in certain strictly controlled
circumstances;

* may include some retention * must include rigorous retention
controls; controls;

* may include a document storage | « must include a rigorous record
structure, which may be under the arrangement structure (the
control of users; classification scheme) which is

maintained by an administrative

role;

» isintended primarily to support | ¢ may support day-to-day working,
day-to-day use of documents for but is primarily intended to provide
ongoing business. a secure repository for business

records.

1003

The rest of this section sets out key requiremenketconsidered in the provision of
an integrated ERMS/EDMS solution. The requiremenjsyagnly where EDMS
facilities are part of the ERMS. A central featurghafse requirements is the conce
that documents can be stored in (that is, clasdifipthe same classes and files as
records, though this is optional. This supportsidiea that draft documents can be
filed in the same aggregations as the final versiahgch will be records.

—

3581

Note that the word ‘document’ is used here specifidaligescribe information or an
object that has not been declared as a record BRIMS.

2376

Requirement

2382

The ERMS should be able to manage electronic doctsnaerd records in the context
of the same classification scheme, using the saxesa control mechanisms.

4566

The intention of this requirement is to allow userstore documents that are drafts
the aggregations that the eventual record will kessified to. This is optional.

3421

Where the ERMS manages both documents and records thithsame classification
scheme it must clearly indicate which items are damtsiand which are records.

3590

MoReq2 does not specify how this is achieved.

3424

Where the ERMS manages both documents and recordas thithsame classification
scheme it must allow user roles to perform the follgwasks for any specified class
or file:

« declare all documents as records;

e delete all documents, leaving only the records;

« delete all documents that are older than a spedafied
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3423 | Where the ERMS manages both documents and recotuis #ie same classification| Y
scheme it must notify an administrative role if doemts exist within a class or file
being exported and provide options to:

e enable the documents to be deleted;
» declare them as records;
» export them with the records.

2388 | Where an EDMS is part of an ERMS, or is tightly imtegd with an ERMS, the P
EDMS must be able to pass automatically electrdnmuments arising in the course |of
business to the ERMS for automatic capture as records.

4734 | This is especially relevant to case working scevgsi see also section <H. | - { peleted: 6

2387 | The ERMS must allow users to: Y
» capture an electronic document and declare it as adrétone process;
or
» capture an electronic document, store it, and compieteapture by declaring it as

arecord at a later time.

2377 | The ERMS must be able to copy the contents of extreinic record, in order to create Y
a new and separate electronic document without atimatig creating a new record,
while ensuring retention of the intact original record.

3325 | For example, a user may copy a record in ordergiodsa copy to a recipient who is
not a user of the ERMS. This copy may or may ealgtlared as a fresh record
according to the context.

3582 | The ERMS must allow user roles to check out (see <IB3b8ny document to whichi Y
they have appropriate access rights.

4549 | The ERMS must allow user roles to check in any docuriat they have checked ouit,Y
giving the user the option of checking it in as anersion or not (see <ID3595>).

3597 | The ERMS should allow a user who checks in a doctitegnter, optionally, a Y
textual explanation of the changes made while & algecked out.

3584 | When a document is checked out by a user, the ERNMES pnevent any other user Y
from checking it out or changing it (subject to <ID8&3.

3583 | When a document is checked out, only the user ahliecked it out can edit it.

3585 | This applies to documents only. As a matter dhifieih, the ERMS must not allow
any record to be checked out and amended.

3586 | When a document is checked out, if any other usemaits to check it out, the ERMS Y
must prevent the user from checking it out a secand,tmust inform the user that it is
checked out, and must either:

« show the identity of the user who performed the chetko
or

< conceal the identity of the user who performed thekdat;
the option being specified at configuration time.

4630 | The ERMS must allow an administrative role to camicelcheck out of a document. Y

4631 | This is intended to allow for situations where tlser who checked out the document is
unable to check it back in. This situation carsarior several reasons, for example:

« the user checked it out to a PC that has failetias been stolen;
e the checked out document has become corrupted;
< the user has forgotten to check it back in beftaeting a period of leave.

4632 | A user must not be able to check in a version ofaun@nt that has had its check oyt Y

cancelled (as in <ID4630>) as the same document.
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3657

If an attempt is made to close an aggregation witierERMS that includes a checke
out document, it must report this as an excepti@antadministrative role.

dy

2386

Users should be able to capture a document frommiitid EDMS.

Y

2385

Users must be able to transfer smoothly to and from RidEto declare the documentN

as a record from within the EDMS.

3323

This requirement is especially important where BVIS/ERMS is used in a genera
office environment.

3418

Where there are multiple versions of a document the ERMst be able to capture theY

document as a record in all of the following wayghwne being selected as default
configuration time and the user being able to se@reetduring capture:

» the most recent version;

< one version that is specified by the user;

« all versions stored, held as a single record;

< all versions stored, held as separate but linked record

at

3594

The ERMS must maintain a version number for each deatirand must make it
clearly visible when the document is retrieved or dezatdor.

3595

The ERMS must automatically increment the documenrgign number when a
document is checked in as a new version.

3596

The ERMS should allow the version numbering schenizetdefined at configuration

time, allowing at least the following options;

< simple sequential version numbering, that is numbfkttseoform 1, 2, 3;

* major and minor version numbering, that is that is Inem® of the form x.y., where
X is a major version and y a minor version, withdler deciding whether to
increment the major or the minor version, and the mieosion being reset
automatically to O when the major version is increraent

4590

Other numbering schemes are acceptable.

3700

The ERMS must allow document version storage to bfigurable by an

administrative role, at configuration time or laterclatss and file level within the

classification scheme, with at least the followitefault options for each class and fi

« all versions of all documents are stored in the adadie;

« only the most recent version (where an administratikehas the ability to specify
major or minor versions) of each document is storeddrctass or file;

«anumber of versions of each document are stored icldie or file, the number
being specified by an administrative role.

3701

This is to enable version control to be used whkehéstory of document developmen
required. In areas where this history is not regdi the number of versions stored -
and hence the storage required — can be reduced.

Lis

3702

The ERMS should allow users who are storing a dootimeeoverride the default
value for the number of versions (as defined by <ID$J@0 be stored for that
document.

3324

For example, the time of creation and author obauiment, also metadata identifiab)
from structured fields within documents if thesistesuch as date and subject.

le

3415

The ERMS allow a user to enter metadata values fflec@d at the time of capture.

3416

The ERMS must ensure that any metadata that isrespisimanaged in accordance
with the MoReg2 metadata model.

3419

Where there is any conflict in the metadata betwberERMS and the document-

generating system, the ERMS must alert the user.
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3648 | This can arise when the ERMS does not have comsslthe metadata elements in the
document.
2383 | The ERMS should be capable of integration with n&WIS versions or systems as | N
these are brought into use by the organisation.
3588 | MoReq2 does not specify how this is achieved. @sgtons should consider
specifying this capability in more detail.
2380 | The ERMS must be capable of version control, thatasaging different versions of | Y
an electronic document as a single entity.
3417 | This supports the drafting process of a documedtearables collaborative working
2379 | The ERMS should be able to restrict users to viewing: Y
« only the latest version of a document;
» selected versions of a document;
« all versions of a document;
< versions that have been captured or registered asigc
the choice to be made at configuration or a later tisnan administrative role.
2378 | The ERMS should be able to interface with relatedkages, including image P
processing and scanning systems (see secfipnabd workflow systems (see section - { Deleted: 7
<10 4,,>) _ ‘( Deleted: 5
3422 | The ERMS should allow users to have a ‘personal’ wmake for documents. Y
3593 | This can be used by users to store personal dodsmérich are not expected to be
captured as records, for example, early drafts Wtdee not suitable for corporate
access, or other documents. Use of this worksphoeld be optional (that is, it
should be possible to configure the ERMS so thatriot available).
4658 | Where the ERMS includes personal workspace, an astmaitive role must be able to Y
limit the size of this on a per user basis.
4659 | Where the ERMS includes personal workspace, acéeBsanust be restricted to the Y
owner.

Formatted: Bullets and
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1031 | 104 Workflow | - { Deteted: 5
1032 | The Workflow Management Coalition (WfMC) — an inteinatl association for
developing workflow standards and interworking dfetent workflow systems —
defines workflow as “the automation of a business ggegcin whole or part, during
which documents, information or tasks are passed frerparticipant to another for
action, according to a set of procedural rules.” Is thgfinition, a “participant” can be
a user, a work group (i.e. a team), or a software agiflit.
4352 | As stated in <ID4351 in section 6.1>, the ERMS stiquibvide basic workflow
facilities to enable simple routing for checking apgrving a document before
registration and recording who took the decision, wéwed for what reason.
1033

The requirements in this section cover both basitimg functions, as described above,

and more sophisticated workflow facilities includimgndling high volume
transactions with exception cases, and reportingystem and individual performanc
The latter may be provided by integrating a thirdypamrkflow product with the
ERMS.

®
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1031 | 104 Workflow | - { Deteted: 5

1034 | Workflow technologies transfer electronic objects lestwparticipants under the
automated control of a program. In the context of RMB, workflow is used to move
electronic files and/or documents and records betwsersudepartments and
application programs. It is commonly used for:

e managing critical processes such as registration mpdsition procedures of files
or records;

« checking and approval of records before registration;

e routing records or files in a controlled way from useuser for specific actions
e.g. check document, approve new version;

< notifying users of the availability of records;

 distribution of records;

« managing records through case work processes.
2390 | Requirement
2412 | The ERMS must allow workflows which consist of a raenof procedural steps, eachY
step being (for example) movement of a document, remaiite from one participant
to another for action or decision.
2408 | The ERMS must allow pre-programmed workflows to béngef by administrative Y
roles.
3599 | The ERMS must allow administrative roles to savekfows for future use. Y
3600 | This implies that each saved workflow is assignedigque identifier.
2407 | The ERMS must restrict amendment of pre-programmetifileavs to administrative | Y
roles, or authorised users.
3598 | The ERMS should allow the automatic declaration dbeument to be a step in a Y
workflow.
3601 | The ERMS should allow the administrative role stotimg workflow to assign a Y
unique textual title to it.
3602 | Whenever an administrative role changes and storeskdlaw, the ERMS should Y
store a copy of the workflow before the changes as@deand should automatically
assign a new version nhumber to the changed workfloth, wetadata specifying the
date/time interval during which it was in effect.
2403 | The ERMS must not limit the number of workflows whican be defined and stored P
3604 | The ERMS should allow user roles to define, usesawé immediately new, user- Y
defined, workflows (sometimes called hocworkflows).
3438 | The ERMS should include a graphical interface tabdm administrative and user rolgsY
to define, maintain and edit workflows.
2411 | The ERMS should not limit the number of steps irheaorkflow. P
3435 | The ERMS must support the definition of distinct wiaw roles to different users. Y
4354 | Examples of these roles include:
< aworkflow administrative role (having permissidageassign tasks or actions to
another user or workgroup);

e asupervisor role (having permissions to desigrateorkflow for exception
handling in a specific case);

« ordinary workflow users or workgroups.

3436 | These workflow roles are distinct from the ERM®sdalet out in section 13.4.

3437 | The ERMS should enable an administrative role tangefie maximum number of Y
steps in a workflow at configuration time.
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2393 | The ERMS should allow the administrative role definanworkflow to associate timeg Y
limits with individual steps, and report items whefe overdue according to these
limits to a nominated user or administrative role.

4353 | The ERMS should allow the administrative role defininworkflow to choose from al Y
pre-defined list which actions shall be taken bygh#icipants of the workflow.

4355 | The ERMS should allow the administrative role definanworkflow to choose the Y
participants:

e by name;
e byroles;
* by organisational units.

3603 | The ERMS must allow user roles to initiate (i.e. wgekflows defined by Y
administrative roles.

2410 | The ERMS must alert a user participant when a fileeoord(s) has been received in| Y
the user’s electronic “in tray” for attention.

3605 | MoReq2 does not specify whether this in tray ispiricipant’s e-mail account in
tray, or separate from it.

3328 | The ERMS should support tracking of files and rectwglthe provision of bring Y
forward (also referred to as “tickler”) facilities whielmable a user to request a
reminder to access the file or record on a future. date

2409 | The ERMS must provide a mechanism to allow userstifyrother users of records | Y
requiring their attention.

3425 | This may use an existing e-mail system or a stameabr proprietary messaging
system.

2406 | Administrative roles should be able to allocate pssioins to individual users so that Y
they are able to reassign tasks/actions in a workftoavdifferent user or group.

3426 | A user may wish to send a file or record to anotieer because of the record content,
because the assigned user is on leave, or for g#ssmons.

2405 | The ERMS must record all creation of, and changepre-programmed workflows in Y
the audit trail.

2404 | The ERMS must allow users to monitor the progressavkilows they initiate and in | 'Y
which they are participants.

3430 | The ERMS must ensure that all records and filesrretay links during a workflow P
process.

2402 | The ERMS should manage the files and records in gueh&h can be examined and Y
controlled by administrative roles.

2401 | The ERMS should enable participants to view quefi@godk addressed to them and| Y
either should:

» select items for action;

or

e present items for attention on a first-in-first-ousisa
the option to be specified when the workflow is desit)

2400 | The ERMS should provide conditional flows dependinguser input or system data oY
determine the direction of the flow.

3427 | In other words, flows which take the record or fibeone of a number of participants
depending on a condition decided by one of theigpants. For example, a flow may

take a record to either a credit control particigasr an order consolidation section,
depending on input from a sales supervisor; orftbe may depend on the value of 3

1q]

order, as computed by the system.
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1031 | 104 Workflow | - { Deteted: 5

2398 | The ERMS should allow users to suspend a flow tearfp in order to be able to Y
attend to other work, and to resume it later (inclgdifter logging off from the
system).

2397 | The ERMS must recognise as “participants” both uaedswork groups. Y

2396 | Where the participant is a work group, the ERMS workffeature should include a | Y
facility to distribute incoming items to group membe rotation, or on a member’s
completion of the current task, to balance team mernverkloads.

2395 | The ERMS should be able to prioritise items in queues Y

2394 | The ERMS should include “rendezvous” processing. Y

3428 | This requires the workflow to be paused to awaitdtrival of a related electronic
document or record. When the awaited item is kexkithe flow resumes
automatically.

4656 | The ERMS should include the ability to trigger astémce of a specified workflow Y
automatically when a record of a specified record tgpeceived.

4657 | For example, a loan application workflow can bggered automatically by the
receipt of a record with record type “loan appliga form”.

2392 | The ERMS should allow the receipt, in specified foldefslectronic documents or | Y
records to trigger workflows automatically (the workflbeing determined by the
document type or other metadata value).

2391 | The ERMS must provide comprehensive reporting fagdlito allow authorised user | Y
and administrative roles to monitor quantities, perfomoe and exceptions.

3439 | The ERMS should support the capture of a workflow @me@s a record. Y

3608 | When file(s) or record(s) have been processed using onerermorkflows, the Y
ERMS must allow users to determine the identifier(g) #ne version(s) of the
workflow(s) used.

2202 | The ERMS should support the disposition, review aqb#/transfer process, by Y

tracking and reporting on:

e progress/status of the review, such as awaiting-pragress, details of reviewer
and date;

e records awaiting disposition as a result of a reviegisitn;

e progress of the transfer process.

3433 | The ERMS must notify an administrative role if a mecor file within a workflow is Y
scheduled for review or disposition.

3431 | The ERMS must ensure that all access controls aretanaad at all times. P

3609 | In other words, it must not be possible to confegany workflow to grant any access
to any user that the user would not otherwise have.

3434 | The ERMS should be compatible with the Workflow Meaeragnt Coalition (WfMC) | Y
Reference Model.

3441 | The ERMS should support the export of a standard \wawigprocess or any of its Y
constituent parts according to any standard XML scligma
3610 | The workflow audit trail should be integrated witie tERMS audit trail. Y

3750 | The workflow audit trail must be unalterable.

_ - | Formatted: Bullets and
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2059

This section specifies requirements for the handlirfgase files” in a MoReq2-
compliant ERMS.

3469

There is no universally-accepted definition of “cate fnor of the distinction
between case files and the other kinds of files aftanaged by an ERMS. The
following is therefore developed for, and intendeégtilitate, the understanding of
MoReqZ2; its applicability in other situations is mutaranteed. It is followed by an
explanation of “non-case files”.

3484

The term “case file” is defined in the MoReq2 gkngsasa file relating to one or more
transactions performed totally or partly in a sttuted way, as a result of a concrete
process or activity.In this context, “structured” means that the tratieas follow
rules that are (or that could be) documented, thatftilp a consistent process (the
do not allow for users to invent completely new paftthe process), and that they a
repeated across many instances of similar transactifims contents of the records in
case file may be structured (e.g. completed onlimag$por unstructured (e.g. e-mail
messages or scanned images of paper forms), in amtyirwation; the key
distinguishing characteristic of case files is tiny result from processes which are
structured, at least in part.

3483

Examples of case files can include files contaimggprdsabout

< regulatory monitoring: each case file contains tlvemds relating to the process g
monitoring an incident or company;

< query and complaint management: each case filadesl all the records relating t
one query or complaint, and its resolution;

< applications for permits, jobs, benefits, passes each case file contains the
records relating to one application and the procedssaspooving the permit,
paying the benefit, issuing the pass, etc.;

» investigation of an incident: each case file cont#iesrecords relating to the
investigation and resolution of an incident;

* human resources: each case file contains the remeledig to the recruitment,
employment, and termination of an employee;

» other transactions supported by a pre-programmed warkBat not an ad hoc
workflow created for a single use).

of

[]

~ [ Deleted: pertaining to

3884

Typically, case files feature a predictable strucfarghe arrangement of the records
they contain, albeit sometimes with numerous variatioFor example, a Refund
Request case file might always contain completediGgtipn forms, then either
requests for clarification or approval documentation,smdn. Case files are often
divided into sub-files (see glossary) in a way thae§ this structure. Case
management processes normally rely on business(imrphcit or explicit) which state
that specified documents must automatically beidensd as records.

3482

Typically, though not necessarily, other charactiessof case files are that:

» they are numerous;

« they are structured or partly structured;

e they are used and managed within a known and predigted process;

» they need to be retained for specified periods, @esult of legislation or
regulation;

« they have similar content and/or structure;

< they have a known opening and closing date;

» they can be opened and (in many cases) closed bywsagers (practitioners,
clerical staff or data processing systems) withounted for management

approval.
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3885

Because case files often are structured, they oftércavitain several sub-files, usually

configured by means of a template. They may alstagorolumes. See section
<3.3> for details of relevant functionality, all which applies to case files as it does
other files.

to

3481

Case management frequently involves another busipgsisation system which is
external to the ERMS (sometimes called a “line ofifess” system) but which
interfaces with it.

3480

Examples of such systems include:

e alicence application processing system;
e an enquiry tracking system;

« ahuman resources management system;
« an order processing system.

3478

A final differentiator is that casework files do notuée a highly structured
classification scheme. In most situations an d&dbnflat structure is appropriate for
the case files of each kind of case. In these siumtthe case files for a specific kin
of case all are allocated to a single case worlsgclabich itself is positioned in the
classification scheme; each different kind of cgpécally is allocated to a different
case work class, allocated elsewhere in the clagsiicacheme.

-

4665

By contrast, the content of non-case files is unptaldie, and is determined solely by

the users who declare the records. Non-case filesaetmhtain records collected
during a business process which does not follow forewliales, which may be

unique, and which can vary from file to file, andigihcan vary both according to the
preferences of the individuals involves and the meatdi the subject matter. Users who

are working with non-case file documentation tendeoide whether a document

should or should not be a record based on their experiend judgement, as oppose

to the business rules that apply for case file doctaten. Examples of non-case fil

might include recordggbout B

e an unexpected issue, that has to be resolved ilgaaimanner and for which the
is no precedent;

< collection and analysis of intelligence (whethertedao a market or to security
matters);

« collaborative development of a new policy.

d
eS

~ [ Deleted: pertaining to

e

3886

Case working often depends on workflows. Requiresnfemtthe integration of
workflows are described in section <48.

_ - { Deleted: 5

3477

Requirement

3495

An administrative role must be capable of configurimg ERMS to allow at least one
“case worker” role (see glossary), with the spedéature that case worker roles carj
have different access permissions for case workedamsd non-case work classes.

Y

3496

In many cases case workers will be able to cregten and close case filas part of
their day-to-day business, but they will not hagemssions to create, open and clos
non-case files. In non-case files this level dhatity may be granted only to
administrative roles.

2094

The ERMS should support an optional file titling maaism, to be configured by an
administrative role, which includes names (e.g. petswraes) and/or dates (e.g.
dates of birth) or unique file identifiers as file nanderived and automatically

validated from external lists.
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4640

The metadata used for automatically constructingifllest(as in <ID2094>) must be
mandatory metadata or suitable defaults shouldd®adged when the titling
mechanism is defined. If the underlying metadataes(i.e. names, dates, etc.) wh
have been used to create the file title are modiffeel ERMS should not automaticall
update the file’s title.

<

< O
=y

4737

The rules for automatically constructing file titles {a <ID2094>) should be
configurable to be different for different classes.

<

2669

The three requirements above can be appropriatedse files. Any list used for
validation may be managed within the ERMS or magxernal to it.

4227

Where a file title has been allocated automaticaljng a mechanism that
incorporates metadata such as a person’s namesdstbirth, etc. it is possible for
this original metadata on which the title is basede updated. For example, a
person’s hame may change, a date of birth may baee recorded incorrectly, etc.
these circumstances the file title based on thedeta should not be automatically
modified to reflect the change as the file titleyrafready have been used (e.g. in
correspondence, registered on another system, éipart from the requirement that
the file title is not automatically modified, MoRedoes not mandate the possible
outcomes.

4228

Several different outcomes are possible, including:

» the metadata change is ignored and the file titdys the same;

* an administrative role is alerted that the metada#s been changed, and the ro
is able to (optionally) update the file title;

» the user making the change is warned that the ra&dths been used in the file
title and asked to confirm the metadata change;

« the user making the change is prevented from upgldtie metadata and advised
forward the desired changes to an administratiie who is able to edit the
metadata.

3476

The ERMS must allow the creation of case files bywusgr authorised as a case
worker.

3497

The ERMS must allow users to access and open dilmabg entering its case-specifi
file identifier.

3474

In most case files the file identifier, i.e. tidereference number will be provided by
external system. An interface should enable tke tosvalidate a manually entered

identifier against this. This is different frormdhadditional to, the system identifier
and classification code.

2748

The ERMS must provide an Application Programming Interf@or comparable

capabilities) to enable integration with other businagsplications. This must include

at least the following functionality:

» the other business application to create, open ase @RMS case files;

< the other business application to provide the ERM® fite title;

» the classification code of a newly-created casedileet passed to the other
business application;

< the other business application to pass records tedlared into the ERMS case
files;

< the other business application to apply a retentimhdisposition schedule to an
existing closed file;

< error handling in case either system initiates an adtioich is considered invalid

by the other system.
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4356

Itis as if the business application should acaasormal user — the ERMS should no
differentiate between the two.

—

3493

MoReg?2 does not specify the nature of the errocgssing. However, specific
outcomes are identified in the following two regmirents.

4568

The ERMS must, upon receipt of an apparently invaguest from an external
business application:

¢ not complete any invalid action;

* notresult in a software failure in either the ERMShar external application.

4569

The ERMS should, upon receipt of an apparently invaéiest from an external
business application alert an authorised user satingective action can be taken.

3887

Where the ERMS interfaces with another business agtjglitit must be possible for
an administrative role to limit the other applicas actions to one or more specified
classes within the ERMS’s classification scheme.

3888

In other words, it must not be possible for thesotdpplication to take any actions that

affect classes, files or records beyond the cla$d¢e the case files.

3499

Where the ERMS interfaces with another business agtjglitit should be possible for N

a user to switch easily between the related fildsoitn applications.

3889

In other words, a user that has used the featuféleoother business application to
locate or identify a case or case file (for examplkeing the application’s postal
address look-up features to identify a specificegasust be able to open that case fi
in the ERMS easily, that is without having to rpetyhe case file identifier. Likewise
a user who has opened a case file in the ERMSrflwyding the classification schemg
by searching or by any other means) must be abdavitch to the corresponding case
information in the other business application ie same way.

w—D

3491

Where the ERMS allows another business applicatiandate new case files it must
be able to receive relevant file metadata from therathplication.

3490

The ERMS must allow case files to be configured wittadata elements that are
specific to case files.

3489

For example, a case file may need one or more ratdaglements to indicate “status’
or “progress”.

3890

The ERMS must allow users to retrieve, declare redatdsand carry out all other
valid actions on, case files by using a case ditifier instead of a classification
code.

3891

Most case files are identified by a unique casatifler such as an account number ¢
a complaint number. Users must be able to work thiese files simply by specifying
this identifier, and without the need to use thé/ESRclassification code (though use
the code will remain possible).

3892

When the ERMS receives records with structured coffitemmt another business
application, it should be able to extract metadataraatically from the records.

4163

When the ERMS receives records with structured coffitemt another business
application, it should be able to use the extraotethdata to declare the records intg
the appropriate file.

3893

For example, if an ERMS receives electronic clarms from a benefits claim
processing application, it should be able to extithe claimant identifier and form
type, then use these to classify the forms todhect case file (using the claimant
identifier) and sub-folder (using the form type).

3487

The ERMS must ensure that all actions performed orcksg, file, or record, whethe

by an authorised user or by another business applicatie recorded in the audit tra
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< the numbers of records declared into case files autcatig from other business
systems per time period,;

< the numbers of records declared into case files nligmex time period;

» the numbers of case files opened and closed autatitatiy other business
systems per time period;

< the numbers of case files opened and closed mamealtyme period.
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3486 | The ERMS must be capable of producing reports oactibns performed on any Y
specified file(s), whether by an authorised user or loytear business system.

3895 | The ERMS must be able to produce reports for admitiigtreoles, showing at a Y

«-
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4282

This section addresses the requirements for the iniegiaf “Content Management
Systems” (CMSs) with ERMSs. Modern content managesyatems include most @
all of electronic document management system (EDMSitiomality. Integration with
requirements. It describes the functional requiremfemtan ERMS only — it does not
describe the functional requirements for CMSs, and doesiclude sufficient
functionality to make the ERMS perform tasks norgnaisociated with CMSs.

r

C- {Deleted: 4

4574

While CMS includes EDMS functionality, it extendsther. The choice of the word
“content” indicates that CMS aims to extend acrdbforms of information (content),
not just records.

2061

There are many definitions of CMS. Most or all of thierolve the management of

digital information using a software system. CMSgally deal with different aspects

of managing information than ERMSs. Frequent chargstics of CMSs are:

» publishing information, often to websites or portalisd sometimes to several
channels using different renditions;

« _managing information that originates from several s@jrce

« reformatting information and/or migrating it to soriéferent rendition(s);

 relating different versions, renditions and translaiohdocuments to each other

e managing components of documents.

4289

At the time of writing, the most frequent use of ttem CMS, and the most frequent
need for integration with an ERMS, is likely to appdyweb publishing. However, th
section is intended to allow for both web publishémgl other sorts of CMS.

4288

Content management functionality may be provided IBMS separate from the
ERMS, or by an integrated package that provides 6&N and electronic records
management functionality. For ease of explanatitis,section describes MoReq?2
requirements as if the CMS and ERMS are separateséipiaration is not a
requirement.

4287

The relationship between an ERMS and a CMS is showmighly simplified form, in

the following figure.
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Records to be processed by CMS

ERMS

A A 4

Records processed and/or CMS
published by CMS T

Information from

Figure <C10 1D4286> other soupeeq

4284

This figure shows that:

» Copies of records can be passed from the ERMS tGM® for processing (the
processing usually involves editing, migrating tiiedent renditions, and
publication).

< Records can be passed from the CMS to the ERMS faureapThis can happen
while information is being processed by the CMS, tardf has been processed
and published by the CMS. These may take many farmasiding (though not
limited to) web pages, web sites, and new renditidrexisting records.

e The CMS can also receive information from other soym®she records it passe
back to the ERMS can consist of a combination fafrination that originated fron
the ERMS and information from elsewhere.

o

4290

and only messages identifying the documents ordscare transmitted between
the applications;

e the records are stored in a repository that is comiméme CMS and the ERMSs -
and both act on them without the need to transmyitigiormation;

and possibly other scenarioB this section, the “passing of copies” may refeairty

such scenario.

A

Deleted:
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For simplicity, this figure shows only the relatioishthat are relevant to these
requirements. Thus it does not show other inpute@BRMS, publication outputs of
the CMS, etc.

4267

CMS technology is evolving rapidly, so organisatitinest require CMS integration
must specify their individual requirements; reliaocethis section alone is not likely
suffice. This section should be viewed as a stagwoigt, to prompt further analysis.

to

4270

Requirement

4291

The ERMS must allow users to initiate the passingopiies of specified records,
together with at least some of their metadata, fr@BRMS to the CMS.

4292

The metadata to be passed can be specified agooation time.

4294

The ERMS must be able to receive as input from the @\d8rds, including some

metadata, and must either:

e automatically capture the records into the appropfiletgs) based on their
metadata; or

» allow a user to specify the appropriate file(s).

4265

The ERMS must accommodate metadata required by th& i@Mddition to the
records management metadata specified by MoReq?2.
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4272

For example, a CMS may use metadata elementsriinformation needed for
content management, such as:

. IP address;

. status;

. language;

. publication date;

. effective date;

. reason for change.

The ERMS must be able to store these elementstrexggh they are not required for
records management. It is not necessary for thllER be able to store all the
metadata produced or used by the CMS; only theei&rspecified at configuration
time need be stored. The elements to be storebtade determined based on
business need.

4296

Note that this is a highly general requirementallbws for a wide variety of function
to be carried out by the CMS then recorded as nadtastored in the ERMS.

)

4297

When a user is selecting records to copy from the ERMBe CMS, the ERMS must

allow the user to use the CMS metadata values asia for selecting the records to be

passed.

4298

Continuing the example in <ID4272>, a user may setecords in a specified class
with specified values of “effective date” and “siat.

4299

When a record is being passed from the CMS to the &ERivicapture, if that record is Y
related to an existing record stored in the ERMSf@mple, it is a different rendition

or a translation of the existing record), the ERMS mastdelete or change the
existing record, but must instead store the new record.

4273

When a record related to an existing record (as in <d#Ris being passed from the Y

CMS to the ERMS for capture, the ERMS must automififitiak the existing and the
new records (as in <ID2113>).

4300

This will only be possible if the CMS passes, withrecord, the identifier of the
existing record, as a metadata value. If the CM8&sdhot pass back this value, then
the ERMS cannot fail a MoReg2 compliance test.

4259

When a record related to an existing record (as in <d#Ris passed from the CMS

to the ERMS and then captured as a record, the ERMEdensure that the metadata

of the new record is, as far as possible, identictidbof the original record by

binding it to the same metadata, with only suchvaht differences in the metadata as

are required to record the changes and actions offtt& C

N

4253

When documents are being passed from the CMS toRIMSEN the form of web
pages, the ERMS should be able to capture a weh pageset of web pages, declar
them as a single record.

Y
ng

4302

The ability to capture a set of pages as a singterd may be useful in several
circumstances, such as storing “snapshot” copiea wfeb site periodically.

4303

Capturing web pages is likely to require changethtoreferences (hyperlinks within
the pages, hyperlinks to other web pages, andenaters to graphical or other

components etc.) so as to allow the pages to app@maect and to retain as much as
possible of their original functionality. Thisusiavoidable if web pages that include
graphical elements, style sheets, hyperlinks etct@abe stored in their original
formats without losing all functionality and fidigli The key aspect is that the
information-providing content of the web page muaitbe modified. See requiremer
<section 6.2 ID4636 and ID4638>.

nts
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4305 | When records are being passed from the ERMS to €@, €his must be recorded
automatically in the ERMS audit trail and in the melsd metadata.
4301 | When records are being received by the ERMS from ¥8,Ghis must be recorded | Y
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1090

Electronic signatures (sometimes referred to as digjgaatures) consist of
information that is attached to, or is logically asated with, other information, such
as an electronic record, and which serves as a hefrauthentication. The electron
signature typically takes the form of a sequencéhafacters. It is used with secure
algorithms, procedures and “keys” (a long string @relters analogous to a
password) to confirm the integrity of a record, and/authenticate the identity of th
sender or the source of a record. Electronic signasinasid not be confused with a
bitmap, or scanned image, of a manual “pen andsigdiature on paper — this is not
considered secure, and so is unlikely to add tetidence about authenticity of a
record.

D

c

4582

An electronic signature, as the term is used in M@Rexja form of “advanced

electronic signature” as defined in the Europeané€live on a Community

Framework for Electronic Signatures” 1999/93/EC. Amaaxted electronic signature

is one that meets the definition in the Directivamely that the signature is:

« uniquely linked to the signatory;

« capable of identifying the signatory;

e created using means that the signatory can maiatalar his sole control;

» linked to the data (e.g. record) to which it relatestioh a manner that any
subsequent change of the data (e.g. record) is ddtectab

Another, unrelated, standard for electronic signature finaries is X.509 (see

appendix 7.1).

4575

Examples of widely-recognised electronic signatigerithms are the Secure Hash
Algorithms such as SHA-1 which have largely supersedectarlier MD5 (Message-
Digest Algorithm 5).

1091

e-Mail has become the default means of communicédiomany organisations and
this has resulted in the widespread movement of doctsnaad records in relatively
uncontrolled environments. The use of electronicatignes for authentication and
integrity confirmation is therefore becoming widely ptial, especially where record
of business transactions are involved.

3411

Electronic signatures are also used to provide npudiation - repudiation refers to
any act of disclaiming responsibility for a messalj@n-repudiation provides proof g
the integrity and origin of data which can be vedfi®y any third party at any time. It
prevents an individual or entity from denying havpegformed a particular action
related to data such as approval, sending, receiptyledge (recognizing the content

=

of a received message) or delivery (receipt and kexbgd).
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1092 | The requirements in this section apply only whbesd is a requirement to manage
records bearing electronic signatures. At the timerding, electronic signatures are
still subject to change and uncertainty as new irriraires and algorithms are tested
and introduced. This state of affairs is likely tmtioue to evolve for the foreseeable
future. Users of MoReq2 should therefore confirm reqoérgs and implications for
long-term storage with appropriate authorities.

3412 | There are no requirements in this section relatingdividual countries’ legislation on
electronic signatures. By way of illustration, solaes require that a signature be
retained complete to have value, while others requilgtbe retention of metadata
about a signature. Where these are relevant theyomdgalt with in a country-
specific chapter zero.

2413 | Requirement

2420 | The ERMS must be able to capture, verify if requiesd] store, at the time of record| Y
capture, electronic signatures, associated electreniificates and details of related
certification service providers.

3614 | This is essential as it will not always be posstbleecreate this information at later
times.

3305 | The ERMS must enable administrative roles to confighe system, either at Y
configuration time, or at a later date, to store veatfan metadata for electronically
signed records, including public keys, with the relcat time of capture in one of the
following ways:

« the fact of successful verification;
< specified information regarding the verification prages
« all verification data.

3615 | This is essential as it will not always be posstbleecreate this information at later
times.

2419 | The ERMS should have a standards-based interfaahyplermits the introduction of | N
new electronic signature technologies as they aredinted.

4642 | An example of a suitable standard basis is the Xd{ Management Spec (XKMS, see
appendix 7.1).

3302 | This is especially valuable given the changes a@ugiin this area.

2418 | The ERMS should be capable of checking the validlitsgn electronic signature, Y
including checking the certificate of a record attihee of capture against an
electronic certificate revocation list and shouldstiine result of the check in the
record’s metadata. It should report any invalid cheskitéo a specified user or
administrator role.

3616 | This is valuable as it may not always be possibleerform this check on the
information at later times.

2417 | When capturing e-mail messages the ERMS must leetalgiapture automatically, and Y
preserve as metadata, details about the processifidaten for an electronic
signature, including:

« the fact that the validity of the signature was cleelck

< the identity of individual initiating the check (wtgerelevant);

« the certificate issuer;

< the serial number of the electronic certificate, fyarg the signature;

« the certification service provider with which thergigure has been validated;
< the date and time that the checking occurred.
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3617 | This is essential as it may not always be possibtecreate this information at later
times. Because software changes, because cem#iexpire, and because external
authorities can cease to exist, electronic signesurannot be guaranteed to be
verifiable over long periods; hence this requirettenrecord the fact that a signature
was successfully verified.

2415 | The ERMS should include features which demonstratetiie integrity of records N
bearing electronic signatures has been maintained.

3306 | An example of this would be the verification ofdettronic signature. This
demonstration of integrity should apply even ifagministrative role has made
authorised changes to the metadata of the record.

3303 | The way in which this might be achieved is notgibsd.

2414 | The ERMS should be able to store with the electrosiord: Y
» the electronic signature(s) associated with that record,;

« the electronic certificate(s) verifying the signature

4759 | |t should be possible for the ERMS administratordéree whether the ERMS will Y
store the validation ticket returned by the systeat ¢hecked electronic signature.

4760 | The validation ticket is sometimes referred to dskan.

3314 | The ERMS should enable an administrative role toyapgplelectronic signaturetoa | Y
file or record during an export process so that theofileecord’s integrity and origin
can subsequently be verified.

3315 | An electronic signature applied during export (see <l#33 should be capable of | Y
external validation so that the file or record’s integaity origin can subsequently be
verified.

4357 | To do this the ERMS must be capable of exportinglectronic certificate with the
organisation’s public key, with the record.

P 1 Format_ted: Bullets and
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1111 | Encryption is the process of applying a complexgfamnmation to an electronic object
so that it cannot be rendered by an applicaticnre@adable or understandable form
unless the corresponding decryption transformatioppéied. This can be used to
secure electronic objects, by use of transformatidrishwequire the use of secure
electronic key codes.

1112 | The requirements in this section apply only whbesd is a requirement to manage
records which are encrypted.

2421 | Requirement

2426 | Where an electronic record has been sent or receivattiiypted form by a software| Y
application which interfaces with the ERMS, the ERIust be capable of restricting
access to that record to users listed as holdingeteeant decryption key, in addition
to any other access control allocated to that record.

4095 | The ERMS must be able to capture and store, atrtteedf record capture, information Y
relating to encryption and details of related verifma agencies.
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2425

Where an electronic record has been transmitted iryjgtec form by a software
application which interfaces with the ERMS, the ERBhould be able to keep as
metadata with that record:

« the fact of encrypted transmission;

« the serial number of an electronic certificate (whegrapriate);

< the type of algorithm;

« the level of encryption used;

< the date and time of the encryption and/or decrygimcess, where applicable.

<

2424

The ERMS should be able to ensure the capture of gtectyecords from a software
application which has an encrypting capability.

2423

The ERMS should allow encryption to be removed waeecord is imported or
captured. This feature should be configured by anirgidtrative role at configuration
time or later.

3304

This feature may be desired in some large scalerdearchives which have a

requirement for long-term access (because encmytto. is likely to reduce the ability

to read records in the long term). In this ca$e, drganisation would rely on audit
trail or similar information to prove that the engtion etc. had been present but has
been removed. In other environments, this featag be undesirable from a legal

point of view. See <sections 5.3 and 3.1 for nu@tails on Transfer and Importing.

2422

The ERMS should have a structure which permits newyption technologies to be
introduced.

2

10.9Digital Rights Management

Formatted: Bullets and
Numbering
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(sometimes abbreviated to E-DRM) constitute a nottggidardised set of
technologies used to protect intellectual propert/@mnto restrict the distribution of
information. DRM is generally associated with thetpction of intellectual property
(especially in the music, electronic publishing aihd fndustries), while E-DRM is
generally associated with placing restrictions ondis&ibution of business
information, for reasons of security or commercial sesit However, the
boundaries are not firm and either may be encounteréhd context of an ERMS.
Accordingly, in the remainder of this section theshmlogies are referred to as
DRM/E-DRM.

()
@
ID Text, Requirement & Rationale 3
1126 | 109 Digital Rights Management | - { peleted: 10
3619 | This optional module does not contain any requirdmtrat are testable in their
current form. As explained below, testing will be miegful only when the
requirements are adapted to specified technologies.
1127 | Digital Rights Management (DRM) and Enterprise DigRaghts Management
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Examples of DRM/E-DRM include:

< Electronic watermarking (also referred to as digitalenaarking), which imposes
visible information about intellectual rights overatenic documents or records.
The information is imposed in a complex manner thakes its removal difficult
without the correct algorithm and key.

« Steganography, which similarly imposes informatibouw intellectual rights, but
in a way that is invisible or, in the case of aniadile, inaudible. Special softwar,
is required to read the intellectual rights informatio

e Copy protection schemes, which use a variety of amhves to prevent copying.

« Features built into documents or records that all@mtio be viewed on-screen
but not to be printed.

< Expiry features built into documents or records firatvent them from being
rendered in any way after a specified date has passed

42

3621

DRM/E-DRM technologies are at a relatively early stafdevelopment. They are
likely to change significantly during the expectddtime of MoReq2.

3311

These, and similar technologies, can be appliedcrds in many formats, including
digitised sounds and moving pictures.

3312

These technologies provide a particular challengedords management as they ma
make future presentation of records difficult or, in earases impossible. For
example:

« Some forms of watermark rely on the presence of “plugsoftware in the viewing
application to be wholly effective. A record withckua watermark may be
viewable without the plug-in, but it will not be sisle to obtain all the watermar
information if the plug-in is not available. As &npasses the likelihood increase
that the plug-in will not be available.

* An e-mail message contains an expiry feature, awdlbno longer be readable
after a specified date. This problem is particularbidious as it may not be
apparent at the time the record is captured.

vy

3622

At a minimum, user and administrative roles respongdrleapturing and managing
electronic records should be aware of any DRM/E-DRM feataffecting records in
the ERMS. Additionally, potential records managenukfficulties caused by these
technologies can be minimised if the DRM/E-DRM teat are removed from recorg
at (or around) the time of their capture. Howeverhlwdtthese points are procedura
issues, and therefore beyond the scope of MoReq2.

1128

The applicable technologies vary widely, and tle#fiect on records varies equally
widely. For this reason, it is not feasible to foratalgeneric requirements that appl
to all the technologies. Therefore this section gi@gscsome high-level requirements
that must be made more specific by users of MoRetj2if are to be used for
specification and procurement. So, for example, iéthelated expiry features are
expected, the requirements must be adapted to gadfie requirements for dealing
with the expiry features.

2427

Requirement

2428

The ERMS must be capable of capturing and storiogrds bearing DRM/E-DRM
features.

4359

The ERMS should be able to identify the presendeRI¥I/E-DRM features in a
record at the time of capture. Where DRM/E-DRM feataresidentified, the ERMS
should inform the user and provide the following opsi:

¢ keep the DRM/E-DRM features;

« remove DRM/E-DRM features if possible;

» stop the capture process.

3626

The ERMS should be able to remove DRM/E-DRM feattn@® records during

capture.
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3627

This may be mandatory in some environments, butatdre mandatory in the genera
case as it would require an arbitrary ability tacimvent security features. If DRM/E
DRM features are removed this should be recordetdraudit trail.

1

2299

The ERMS should include the ability to control acscsrecords based on intellectual N

property restrictions, and generate charging dataufdr accesses.

3767

This brief statement encompasses a wide rangenofifunality which is beyond the
scope of MoReq2. This requirement may be satibfigatoviding the ability to link to
a separate application.

3623

The ERMS must be capable of correctly presenting dsoaith DRM/E-DRM
features, to the extent that the DRM/E-DRM featuremjie

2429

The ERMS should be able to retrieve and store atrfeof declarationinformation
stored in the DRM/E-DRM features, to the extent thatDRM/E-DRM features
permit.

3624

For example, the identities of the owners of thelliectual property, as encoded in a
watermark; or an expiry date.

3625

This may be mandatory in some environments, butatdre mandatory in the genera
case as it would require an arbitrary ability tacimvent security features.

2430

The ERMS should allow new DRM/E-DRM technologieb&introduced.

N

3316

The ERMS should be able to apply DRM/E-DRM featuoeecords during export.

N

3317

This is especially desirable if a DRM/E-DRM feathes been removed.
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2063

This section comprises requirements for organisaticatgéguire an ERMS to opera
in multiple locations.

e

4140

Many organisations operate from several sites. Wihersites are relatively close to
each other geographically, or when the network coirebetween all the sites is
good (with sufficient capacity) then it may be thairegle “instance” of an ERMS is
most appropriate to cope with all sites. In thesesaall the sites operate as if they
were co-located, and the requirements of this seagéenl not apply. However, if the
sites are widely separated, and/or if the connegtbétween them is not good, then i
may be necessary to implement a distributed ERM8idhcase the requirements in
this section apply.

—

4316

There are several different architectural approachestoldited systems. These
include one instance of an ERMS controlling multipositories; several instances
an ERMS, each with its repository(ies), communicatiitty each other; and other
approaches. MoReg2 does not specify an archite@ppabach; it specifies only the
key requirements for such distributed environmentsumed the term “distributed
ERMS” to refer to any such architecture.

of

3177

Requirement

4145

The ERMS must be capable of being configured bydemiistrative role for use
across multiple locations.

2083

The ERMS should support a distributed classificatidneme across a network of
electronic record repositories.

3529

The ERMS must allow an administrative role to mamtdasses, files, sub-files,
volumes and records and their associated metadatuditdrails across the
distributed ERMS such that maintenance operationdeacarried out once to apply
the entire distributed ERMS.
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4317

Maintenance means performing transactions as spedif chapter 3, section 9.1 an
elsewhere.

]

4318

Where the ERMS supports multiple repositories, it &hallow an administrative role

records classified to it, etc.).

Y

_ - { Deleted: descendant

4319

For example, an organisation may decide to impleroae repository for each of its
locations, with each location’s records being stbie the location’s repository (this
assumes that the classification scheme design sigph@s configuration).

4320

Where the ERMS supports multiple repositories, it #hallow an administrative role
to specify which repository(ies) automatically stareopy of each class (and @sild
classes, records classified to it, etc.).

Y

_ - { Deleted: descendant

4321

For example, an organisation may decide that:
« all repositories have to be copied to the heacteffepository;
< in one territory, all repositories must be copiedeach other.

4322

Note that this implicitly means that repositoriesed to be synchronised automatical
This includes the repositories’:

e records and documents;

e metadata.

ly.

4323

Where the ERMS supports multiple repositories, it #hallow an administrative role
to specify which repository(ies) the users at eachtlon can access.

4324

For example, an organisation may decide that:

« all users can access only the repository for thadation;

« all users can access the repository for their limatind the head office repositor

« all head office users can access any repositoryevdii other users can access
only the repository for their location;

» all users can access all repositories within theiritory (i.e. within a specified se
of repositories; this is not intended to imply tiiz¢ ERMS has to recognise the
concept of ‘territory’).

=

4325

Where the ERMS supports multiple repositories, it &hallow an administrative role
to specify that all audit trails will be copieddae repository.

3531

The ERMS must prevent or resolve any conflicts caugezhbnges made in different
locations.

4327

For example, a potential conflict may arise if tadgministrative roles in different
locations make a different change to the metadatheosame class which is stored i
a third location.

3530

The ERMS must allow an administrative role to moniitoth the entire distributed
ERMS as a single entity and individual repositorfgsyiding the same facilities as
described in section <9.2>.

4148

The ERMS should be able to produce reports (as spédifisection <9.2>) that cove
multiple repositories.

3532

The ERMS should support caching of frequently andnmtyg used files, sub-files,
volumes and records accessed from locations using eepbsitories.

3534

The following two requirements relate to the parfance of the distributed ERMS.
They use the convention of expressing variable tifiemin angle brackets (for
example <xx minutes/hours>) as explained in theohiiction to chapter 11.

3535

Where the ERMS synchronises repositories, they musyiehronised within xx

minutes/hours> of any change (subject to availahilitgetwork connections).
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3533

The ERMS must be capable of propagating any admatiise change across all
repositories within xx minutes/hours>.

4152

Requirements <ID3535> and <ID3533> are example riegomnents. MoReg2 does not
specify response times as these will be systenmdape See section 11.2 for a full
description.

4146

It is critical that the system architecture alloasceptable response times across all
locations. Users of MoReq2 should consider spagfiesponse times for many of the
requirements specified in section 11.2 separatelyrnsactions involving
information held in remote repositories.

4143

Where the ERMS is capable of creating workflows acdistsibuted systems, it must
be able to interchange data across these systernatiol the workflow process.

Y

4329

Where the ERMS supports multiple repositories, and@traaster” copies are stored
in specified repositories (see <ID4318>, it shouldvalan administrative role to
change which repository stores the ‘master’ copy ohedass (and itshild classes, | -

records classified to it, etc.); when such a changeaide, the ERMS must move the
contents from the old location to the new location.

Y

{ Deleted: descendant

4330

This will be useful when creating or removing refmges, or when moving records to
a different repository following geographical mowegolving business functions

4331

Where the ERMS supports multiple repositories, it nallstv an administrative role tp
add a new repository.

Y

4332

Where the ERMS supports multiple repositories, it nallstv an administrative role tp
remove a repository.

Y
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2065

The requirements in this section cover all types abie and offline usage of the
ERMS by users who are not permanently connectecet&®MS (or to the network
hosting it).

3548

There are several possible scenarios including:

¢ users who access the ERMS using portable computets ésumobile, laptop, or
notebook computers) or PCs that are connected to tMSERermittently;

« users who connect to the ERMS remotely through augiatonnection, or any
other connection with low bandwidth connection (éogtelecommuting or in a
temporary location);

e users who access the ERMS using other mobile desicdsas PDAs or
smartphones.

3543

Portable computers can be used as normal workstatieaes connected to the ERMS.
However users may need to be able to download amcheynise records and data sg
that they can work on them whilst offline.

4043

To enable this functionality the ERMS needs to dioad not only records and
aggregations but also their metadata. The ERMSalgitl need to synchronise all of
the modified data when the user is next connectéetgystem.
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4044

In a similar way, portable computers can be conneaotedmittently to the ERMS, for
example when they are used by telecommuters. Wisgnatte connected, the portab
computer will need to synchronise with the ERMS. Oagain there will be the need
to download records etc, with the downloaded datagogianaged on the portable
computer in between synchronisations.

[¢]

4045

PDAs, smartphones and other handheld devices casedgkto view and access
records, in many cases using a browser interface. InHen#ations, such as a smal

screen and restricted performance, mean that in nes®ssuch a device cannot offer
the full functionality of a portable or fixed comput However, such devices are often

used for mobile e-mail, notes and calendar applicatéom there is therefore a
necessity to synchronise these types of documenttidtbentral system.

4306

MoReq2 does not specify requirements to allow matrileffline users to maintain th

classification scheme (e.g. the creation of new elgsand files (e.g. closing a file). It
s

may be possible to develop systems that suppoht sizintenance, and MoReq2 doe
not prevent this.

3544

Requirement

4307

The ERMS should allow an administrative role to fyedasses containing
information that cannot be downloaded by any user.

4308

This is a security provision to protect sensitiwedimation from being downloaded
and hence placed beyond the control of the ERMS.

3545

The ERMS must enable a user to download any aggpegatrecord(s) with
accompanying metadata for the user to work on whilsattached to the
network.

4223

The ERMS must track in its audit trail all activitp downloaded aggregations,
records, and documents.

Y

3546

The ERMS should note in the aggregation, record oumient metadata that the entity Y

has been downloaded for offline use.

3547

The ERMS must enable the synchronisation of dowrdadjgregations, records an
documents upon connection to the system.

d Y

4309

That is, it must update the metadata and providedaflict handling by prompting th
user if a conflict occurs.

11

4224

The ERMS must update the audit trail with informatan offline activity upon
connection to the system.

4107

The ERMS must allow a user to capture documentsestestile offline then to
capture them as records later when connected to tMSER

4108

If the record has been created offline then the BRMist either:

* when re-connected, prompt the user in the synchation dialogue to file it within
the appropriate class, file, sub-file or volume;

or:

< when re-connected, file it automatically, using thess, file, sub-file or volume
specified by the user while disconnected (subgegalidation).

4106

The ERMS must apply all access and security contmalsmotely connected devices.

4310

The ERMS must not provide any opportunity for gagalevices to breach the secur
rules of the ERMS. For example, a user must natiteto download any informatio
which he could not access online. However, MoReg@gnises that once informatio
has been downloaded to a device the ERMS loseotohit, and that security

ity

breaches in this scenario cannot be prevented &ERMS.
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4311 | The following four requirements apply only where BERMS supports electronic |
document management, as defined in sectigh IThey use terminology defined in | - | Deleted: 4
that section.
4312 | The ERMS must allow a user to download documents attompanying metadata foprY
the user to work on whilst not attached to the network
4313 | The ERMS must allow users the option of checkingudeents out when they are Y
downloaded.
4314 | If a user checks out a document and works on it wititeconnected to the ERMS, the Y
system must allow version numbering to be appligtiécdocument.
4315 | If a user checks out a document and changes its vamsimber while not connected o Y
the ERMS, when the user reconnects to the ERMS it atlesv the user to upload the
revised document, and must at that time automaticakck it in and record the
changes and the new version number.
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4097 | While e-mail has taken over from facsimile as manynisptions’ preferred method pf
rapid communication, there are still some occasiodssame locations for which fax
is required.
4098 | This can be, for example, where the original docurigenot in electronic format and a
copy needs to be sent to another organisation, orewdheisible representation of, e.g.,
a signature is required.
4100 | Some fax servers integrate with e-mail systems ddtta incoming and outgoing
faxes are dealt with as e-mail attachments. In this ti@e requirements in <section
6.3> apply. | - { Deleted: 4
4099 | Where an organisation’s ERMS is integrated with a faxice the following
requirements apply.
3540 | Requirement
3536 | The ERMS should provide application programming interface (API) to enable it to N
interface with a fax server.
3537 | The ERMS must be capable of storing faxes in stahfitemats, for example TIFF v6| Y
image format with Group IV compression.
4750 | See ISO 12033 for implications of compression nustho
3541 | The ERMS must support the capture of faxes in aniated way, so that the capture Y
can be performed by a user from within the fax inter{#fagser an interface exists),
without the user needing to switch to the ERMS.
3539 | The ERMS must be tightly integrated with the faxifgtee to enable users to fax any Y
electronic record that they are currently viewing or wagkivith in the ERMS, from
within the ERMS (so long as the record can be prederg@ two-dimensional image).
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4096

It must be possible for an administrative role to @k the ERMS so that it operatesY

in one of the following ways when an ERMS user sentisx:

e it automatically captures the fax as a record;

« it automatically prompts the user, giving the useopiion to declare the fax as a
record;

» it takes no action (and thus relies on the user tmiaideclaration if appropriate).

4101

Regardless of which way is chosen, it is acceptailthe ERMS to require the user
classify the record manually and enter metadata uraliy.

4102

It must be possible for administrative role to confggthe ERMS so that it operates i
one of the following ways when an ERMS user receivéex:

« it automatically prompts the user, giving the useoption to declare it;

< it takes no action (and thus relies on the user t@miaideclaration if appropriate).

4103

Regardless of which way is chosen, it is acceptailthe ERMS to require the user
classify the record manually and enter metadata uraliy.

3542

The ERMS should be capable of automatically extngdiax metadata elements fromY

incoming faxes, as specified in chapter 12, for example
o title;

e sender;

* time and date;

e recipient.

4221

This may be accomplished by means of a fax templatkis only relevant where faxes

have a predictable internal structure.

4112

The ERMS should be capable of automatically pogddiax metadata elements for
outgoing faxes, as specified in chapter 12, for exampl

o title;

e sender;

e time and date;

e recipient.

4222

This may be accomplished by means of a fax templateis only relevant where faxes

have a predictable internal structure.

4104

The ERMS must allow a user who is capturing a faedid the title metadata element
in order to reflect the content of the fax.

Y

3538

The ERMS should be capable of providing a fax retgpe for both inbound and
outbound faxes to enable a user to enter metadata.

Y
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10.13 Security Categories
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425

Chapter 4 describes requirements for controlling adeeaggregations and records &
role and group. In some environments, such as thesbving national security,
healthcare, etc., there is a need to limit accesley using a scheme of security
categories and security clearances.

Yy

4113

These clearances take precedence over any accesswtigtiismight be granted using
the features defined in chapter 4. The requirementsdrsection apply only in

)

organisations which have this need.
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426 | This is achieved by allocating one or more “SecuEig§egories” to classes, files, suh-
files, volumes and/or records.

4115 | The term “Security Category” is used in this speatfiezn to mean “one or several
terms associated with a recawtiich defines rules governing access to it.” Nogd th
this term is used expressly for this specificatibig not generally employed.

427 | Users can be allocated a single security clearahaghvprevents access to all
aggregations or records which have been allocatedhégloerity categories.

428 | Security categories can be made up of sub-categ@i@se sub-categories are
hierarchical in nature. Other sub-categories maytaaged differently, typically in a
way which is unique to an organisation or sector.

4116 | MoReq?2 describes in detail only the requirementsfoierarchical sub-category.

3523 | The examples given here are based on national semaikings but the same
principles apply to markings used in other sectors.

4114 | There can also be country-specific national seculdystfication requirements. Where
appropriate these can be addressed in chapter zero.

2167 | Requirement

2178 | The ERMS must allow one of the following optionstselected at configuration Y
time:

e security categories are assigned to classes, filesfiles and/or volumes (and not
to individual records);

e security categories are assigned to individual red@mis not to classes, files, sub-
files and/or volumes);

e security categories are assigned both to individwaros and to classes, files, sub-
files and/or volumes.

3504 | Some organisations will wish to control sensitigeards individually, while others
will wish to control them at the class, file eteveél.

4333 | The ERMS must allow an administrative role to speafyconfiguration time, which | Y
roles can specify and change the security categamcofds, classes etc..

4334 | In some organisations, only the information owneilshave this privilege. In others
different roles, such asecurity reviewers or line managers (if such ra@zist) will
have these privileges.

2176 | The ERMS must allow, but not necessarily requireyisgccategories to be made up| Y
of one or more “sub-categories”.

3505 | For example, a security category may be made tlpreé sub-categories, as in the
following fictitious example:

4335 1o Security Class;

. Caveat;
. Descriptor.

4598 | Each sub-category can be thought of as one dimemgéining the security of
information. So, in this example, any valid conatiom of the three sub-categories
security class, caveat and descriptor can be agplerecord.

4336 | The ERMS must require controlled vocabularies tdéfned and maintained by an | Y
administrative role, these vocabularies limiting theveable values for each sub-
category

4337 | For example, the sub-categories might be as irffdth@wing fictitious example:

Page 114



@

ID Text, Requirement & Rationale 8

424 | 10.13 Security Categories | - { peleted: 5

3506 Sub-category Allowable values

Class Top Secret
Secret
Confidential
Restricted
Unclassified

Caveat NATO Eyes Only
WEU Eyes Only

Descriptor Commercial
Personnel
Management
Audit and Accounts

Figure <C10 ID 3506>

3507 | In this fictitious example, the sub-category “Séu€lass” is hierarchic (see
<ID2174>) while the other sub-categories are not. Requéets for hierarchic sub-
categories are common; these are specified below.

4153 | Requirements for non-hierarchic sub-categories lsawomplex and are specific to the
sector in which they are employed; with the exoeptif requirementsID2175>and
<ID4338> they are not detailed here.

2175 | The ERMS should allow specific implementations afplex or unique security rules. N

3508 | These may be provided by suitable application progmterfaces. Examples of the
need for these include a need to manage recordg usarking conventions not
covered here such as IDO (International Defenceddigation) markings, or access
restrictions for medical records.

2174 | For at least one sub-category, the ERMS must stipduierarchy of at least five Y
levels, from unrestricted access at the lowest levBighly restricted access at the
highest level.

3509 | The sub-category “security class” in requiremetib2176>is an example of this.

4338 | Where a sub-category and the corresponding cleasaare not hierarchical, the ERMSY
must allow one of the following options to be sédelcat configuration time:

» the ERMS must require a valid clearance to be edtir each new user;

< the ERMS must apply a default clearance for newsuse

An administrative role must be able to redefinedbfault clearance at configuration
time or any other time.

4339 | In other words, the clearances must be mandataryders.

4155 | Where the ERMS applies a default hierarchical eleee to new users (as in Y
<ID4338>) it must apply a default clearance for nesgrs that is the lowest clearance
in the hierarchy (that is, the most restricted).

2172 | The ERMS must restrict access to records (andedafites, sub-files and volumes | Y
depending on the selection made for <ID2178>) ¢s¢husers who have a security
clearance equal to, or higher than, the securtggcay.

3511 | Note that this clearance may not be sufficientlitaim access. Access to the electrgnic
records may in addition be restricted to specifisgrs, roles and/or groups, using
features described in chapter 4

Page 115



ID

Text, Requirement & Rationale

Testable

424

10.13 Security Categories

\
——

Deleted: 5

2171

Where a sub-category is hierarchical, the ERMS msstone of the following modes
of operation to assign a sub-category to new ckaseeords etc., selectable by an
administrative role at configuration time (or aayelr time):

< the ERMS must apply a default value that is setebtean administrative role;

« the ERMS must use the parent aggregation’s valaedasault;

« the ERMS must require an administrative role teeatvalue.

<

4647

Where a sub-category is non-hierarchical, the ERMSt use one of the following

modes of operation to assign a sub-category toalesges, records etc., selectable by

an administrative role at configuration time (o dater time):

< the ERMS must apply a default value that is setebtean administrative role;
< the ERMS must use the parent aggregation’s valeedafault;

» the ERMS must allow but not require an administeatble to enter a value.

4360

When a new hierarchical security category or swdgmal is defined, the ERMS must
apply a default value for all existing classesprds etc. that is the lowest value, i.e.
most restricted, in the hierarchy.

4361

The ERMS should allow security clearance to becalied to a role and inherited by
users. Where a security clearance is inherited fxanie, the ERMS must allow a
different security clearance to be applied at tividual user level.

2170

If the ERMS supports security categories for bettords and classes etc. (see
<ID2178>), it should be capable of preventing agldile, sub-file or volume from
having a lower security category than any recottthiwiit.

4908

If a user attempts to capture a record that hagreehsecurity category than the file

into which it is being captured the ERMS must notife user so that appropriate

action can be taken; the ERMS must allow at léesfdllowing actions (subject to

their being enabled at configuration time):

« the security category of the file is raised to thiathe record;

e the user is denied permission to capture the reotwdhe file;

» the record is automatically sent to a specified meaction;

« the user is invited to create a new file for theord, with default values of
metadata taken from the original file; and theoapture the record into the new
file, as one integrated process.

2169

An administrative role must be able to determirehighest security category of any
record in any class, file, sub-file or volume byams of one simple enquiry.

3513

In some environments, this will be an importantdeato aid manageability.

3518

An administrative role must be able to amend tleisy category of a class, file, suk
file, volume or record at any time.

D

<

2168

The ERMS should support routine, periodic, schetjuleview of security categories,

where a review consists of:

< allowing a user (with appropriate clearance andnigsions) to view specified
records and their security categories;

< allowing the user to change the security categories

4340

MoReq2 does not prescribe how this is achieved.

4341

When a user changes the value of a security catégither during a review as in
<ID2168> or otherwise), the ERMS must allow theruseenter a reason for the
change, and must store the reason with the higasrin <ID3519>) as metadata.

4746

See <ID4333> for details of users allowed to chasgeurity categories.
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4342 | The ERMS must allow users who have clearance amdiggions that allow them to ]
see a record to see the current value(s) of itsrggcategory(ies) and any history (as
in <ID3519>).

3522 | The ERMS should support the allocation of a segeategory to a class, file, sub-file Y
or volume, which is valid for a defined period whe¢, and should automatically
downgrade the marking to the lowest level secwidegory at the end of that period

3520 | The ERMS should support the allocation of a segeategory to a class, file, sub-file Y
or volume, which is valid for a defined period whé, and should automatically
downgrade the marking to a lower, pre-selectedyritgacategory at the end of that
period.

3521 | The ERMS should support notification to an admmiste role of the expiry of a Y
selected time period for which a security cated@y been allocated to a class, file,
sub-file or volume, and allow the security marktodge reassessed and amended.

4154 | For example the ERMS should send a notificatiotbate of Birth + x years.” This is
for use in medical records or for other data prdieg purposes.

4343 | The ERMS must automatically record all changestwsty category and sub- Y
category values in the audit trail.

4344 | The ERMS must not allow a user to apply a seceatggory to a class, file, sub-file prY
volume that the user does not have access to.

2350 | Subject to support for <section 18.ID2178>, an administrative role must be ablejo¥[ Deleted: 5

change the security category of classes, filesfiteg) volumes and records.

2351 | An administrative role must be able to change #waisty category of all records ina| Y
class, file, sub-file or volume in one operation.

3779 | This is routinely required to reduce the level aftpction given to records as their
sensitivity decreases over time.

4177 | The ERMS must provide a warning to an administeatode if any records are having Y
their security category lowered, and await conftiorabefore completing the
operation.

2349 | The ERMS must automatically record the history,dates and details, of any changes’
to security category, in the metadata of the raleetass, file, sub-file, volume or
record.

4747 | The history must include, for each change madeddte, user, values before and after
the change, and reason.

11 Non-Functional Requirements

Testable

ID Text, Requirement & Rationale

1151 | 11 Non-Functional Requirements

1152 | Some of the attributes of a successful ERMS impigai®mn cannot be defined in
terms of functionality. In practice, non-functiomatjuirements are important to
success. This chapter brings these requiremergthtergy
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1151 | 11 Non-Functional Requirements

1160 | The sections in this chapter list requirementgHerfollowing areas:

e ease of use (section 11.1);

« performance and scalability (section 11.2);

< system availability (section 11.3);

« technical standards (section 11.4);

» legislative and regulatory requirements (sectiorb)}t 1

e outsourcing and third party management of datdi(sed 1.6);
e preservation and technology obsolescence (sectiaf);1

» business processes (section 11.8).

3997 | These non-functional requirements are often diffitmudefine and, and difficult to
measure objectively; it is nevertheless valuablee¢atify them so that they can be
considered, at least at a high level. Some areifspg EDRM, but several are genetic
to many kinds of IT system.

1153 | In addition to this chapter, users of this speatiin will need to consider
organisational needs in relation to current teciirand operational standards, and in
relation to the ERMS supplier’s support servicetliding documentation,
customisation, training and consultancy.

1154 | QOrganisations will need to add their own requiretaémthese areas, depending on
their size and structure, physical characterigtios current technical operating
environment. This section is intended as a cheaaidiaspects which users will need to
consider when developing their specific requirerserithese will need to be added tp
the generic requirements given in earlier sections.

1155 | Some of the Example Requirements in this chapteraagled brackets to indicate that
a user of the specification needs to enter a dfirthtralue or some other application-
specific information. For example,

1156 | <xx minutes/hours>

1157 | means that a user of the specification should entength of time, probably measured
in minutes or hours, to suit the specific requirame

4055 | Similarly,

1158 | <4 seconds>

1159 | means that the specification user should spediiya interval; 4 seconds is here
suggested as a starting point, for consideration.

4056 | In the same way, alternative phrases are also fouadgled brackets. So for example
the phrase

4059 | <every day/on all weekdays/days per year>

4058 | should be taken to mean “every day, or every wegkoleon a specified number of
days per year or similar” as appropriate for thgaoisation.

4057 | |n all cases, XX’ may mean any number, no matter how large or small

4655

Because the requirements are generic, and bec#fesert organisations will have
widely differing requirements and priorities, thenafunctional requirements in this
chapter are not tested in the MoReg2 testing frasnlewThe testable attributes that
are given here are to be used as a guideline, isagaoms and users of MoReq2 will
need to analyse their requirements, set theiriigey and conduct their own tests in
these areas.
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1168 | 11.1 Ease of Use

1170 | When considering non-functional requirements inaligming an ERMS specification,
these must include the degree of ease of use egfj@nd how it is to be specified.

This will depend on the kinds of user for whom dlystem is intended, and the amoynt
of training that is to be undertaken. Examplesegluirements for ease of use are listed
below.

2436 | Example Requirement

4202 | The ERMS must allow an administrative role to cgafe how much of the Y
classification scheme each user role or group efslis able to access.

4216 | For example a user or group of users, e.g. casesvsrknay be limited to viewing a
single class of the classification scheme or eperific files or sub-files.

2457 | The ERMS must provide online help throughout thiresystem. Y

4752 | The ERMS must present the classification schemghggally in hierarchical form, and Y
allow users to navigate it using the graphical @spntation.

2453 | The online help in the ERMS should be context-gemsi Y
2456 | The ERMS should include help on use of the classifin scheme, including, at a P
minimum, easy access to the description metadatdsses, files, sub-files and

volumes.

4583 | The ERMS should include a thesaurus to assist irsesedecting terms for keywords,
descriptions etc..

2452 | All error messages produced by the ERMS must benimgful, so that users can N
decide how to correct the error or cancel the gece

3976 | |deally, each error message will be accompanieéiplanatory text and an indication
of the action(s) which the user can take in respdnghe error.

2448 | The ERMS user interface should be suitable foramdh the widest range of needs| N
and abilities; that is, designed according to slétaccessibility standards and
guidelines, and compatible with common specialssrkssibility software.

3673 | See appendix 7 section 3 for appropriate standaribguidelines.

3675 | The ERMS documentation should be provided in auldefmat such that users with| N
widest range of needs and abilities have the ggeabance of using it.

3676 | See appendix 7 section 2 for appropriate standaritguidelines.

2447 | The ERMS must be easy to use and intuitive througho N

3998 | Ease of use may be assessed by a panel of tyjgiesd.u

2451 | The ERMS user interface rules and behaviour musbhsistent across all aspects of P
the system including windows, menus and commaiitiese must also be consistent
with the operating system environment in whichERMS operates.

3977 | The rules should be consistent with other mainstrepplications already installed.

2450 | The ERMS must be able to display simultaneouslytipialrecords and aggregations. Y

4061 | The ERMS must support a graphical user interface.

2446 | The ERMS must allow users to move, re-size and fydidé appearance of the Y
windows, and to save modifications into their yserfile so that they take effect
automatically each time the users log on to the BRM
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2440 | The ERMS must allow users to customise aspectseaftaphical user interface. Y
Customisation should include, but need not be dichtb, the following changes:
¢ menu and toolbar contents;

e screen layout;

e use of function keys;

e on-screen colours, fonts and font sizes;
« audible alerts.

2445 | The ERMS should allow users to select sound angivelof audio alerts, and to save Y
modifications into their user profile.

2444 | The ERMS must allow persistent defaults for datayemhere desirable. These P
defaults should include:

» user-definable values;

« values same as previous item;

< values derived from context, e.g. date, file rafese user identifier;
as appropriate.

4000 | The ERMS must allow configurable drop down menu$pik lists” of metadata Y
element values for data entry.

4001 | The content of these lists should be configuraplarbadministrative role.

2443 | Frequently-executed ERMS transactions must be dedigo that they can be P
completed with a small number of interactions (enguse clicks or keystrokes).

2442 | The ERMS should be tightly integrated with the anigation’s e-mail system in ordenp N
to allow users to send records and aggregatioog@fecally without leaving the
ERMS.

2942 | For example the user should be able to send fraERMS mail client. The essence
of this requirement is that the user must not hav@witch to the e-mail application tg
send the record.

2441 | Where requirement <ID2442> is met, the ERMS shpubdide this by sending N
pointers or links to aggregations and records ratien copies, whenever an
aggregation or record is sent to another usereoERRMS.

3978 | There may be exceptions to this, for example, @temser who does not have
consistent access to the central repository.

2745 | The ERMS should indicate whether an e-mail mesbagen attachment.

2861 | For example, by means of an icon.

2439 | The ERMS should support user-programmable functions Y

3979 | For example, user-definable macros.

2438 | Where users have to enter metadata from recordshveine images of printed Y
documents (e.g. scanned images), the ERMS shooNiderfeatures to allow the use
of optical character recognition to capture metadiatm the image (zoned optical
character recognition).

4062 | For example, the user should be able to selecttangle of the image that contains
metadata such as a date or a title, then convet ithage to a metadata value and
insert it into the desired metadata element, albire action.

2437 | The ERMS should allow users to define cross-ref@eetween related records, bathy

within the same aggregation and in different agatiegs, allowing easy navigation

between the records.
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2290 | When viewing or working with a record or aggregat{olass, file, sub-file or volume) Y
of records, whether as the result of a search prangser should be able to use ERMS
features to find information about the next-higlesel of aggregation of records easijly
and without leaving or closing the record.

3766 | For example, when reading a record, the user shbeldble to find out what class,
file, sub-file or volume it is in; if viewing filmetadata, the user should be able to find
out information about the class in which it is |oee

4063 | The ERMS should allow a user who has access te arfrecord to check whether Y
another specified user, group or role has access to

4064 | This is to permit users to specify a user, groupate explicitly. Thus a user can
enquire about the rights of another user, in thateat of a record or file, without
needing to know that user’s group or role membegshi

4065 | The ERMS should allow a user to mitigate the ris&iag from an error in filing a Y
record by allowing users to place a temporary locla record or file with a single
click. This temporary lock should bar access ti fike or record to all users save for
administrative roles; and the ERMS should autora#iyiégnform an administrative role
that the temporary lock has been applied, allovlirgadministrative role (and nobody
else) to remove the temporary lock.

4066 | This is to allow users to correct an error — suchazcidentally placing a sensitive
record into an unsecured file, perhaps as part tdrag and drop” operation.

Because users are not able to delete, remove argeheecords, this requires
administrative action.

4067 | Users should be able to copy records from the ERSother working environments, P
such as a “desktop” folder, using “drag and dregthout this action resulting in any
change to the record or its metadata.

4068 | \When a record is dropped into any other environmiémiill be acceptable for it to
lose its metadata (on the basis that most otheir@mwents do not support the
MoReg2 metadata model).

4070 | The ERMS should provide help which provides vigyistlance. P

4071 | For example, including screen shots and/or aninratishowing users how to use
system features.

4072 | The ERMS should allow users to mark areas of the $yestem as “favourite” areas or Y
similar, so that they can find them easily on latecasions.

2820 | A user working with a file must be able to discoeasily and quickly the keywords | Y
associated with that file.

2826 | |t must be possible to discover the keywords withauing to leave the file, in a way
that allows work with the file to be continued witit interruption.

4741 | The ERMS should allow users to define classes &t records as “favourites”, so | Y
that they can find them easily on later occasions.

4742 | The ERMS should allow users to send “favouritestteer users.

4743 | The favourites can be sent be e-mail or by anatiechanism.

11.2 Performance and Scalability
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11.2 Performance and Scalability
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1213

Users of this specification should consider theeito which the ERMS provides

rapid response times (in line with user expectafipand is capable of serving the siz

of user population for which it is intended. Socomsiderations and example
requirements are given below.

e

1214

The response times experienced by users will deperdctors outside the ERMS,
including:

e network bandwidth;

e network utilisation;

e network latency;

« configuration and utilisation of various serveragses.

1218

This specification cannot address such extern#bifacother than to point out that they

must not be ignored. Usually, tests in the liveimmment are needed to obtain a
reliable view of performance.

1219

Accordingly, these requirements should be integatetith a standardised
understanding of “response time”. This standaddisederstanding will vary from
environment to environment, depending on the stafttise infrastructure.

4038

For example, if the ERMS is being specified foreaisting infrastructure, it may be
appropriate to specify response time in terms efitine between receipt of a keystrg
at the server, and the sending of the responsgnattvely, if the ERMS is being
specified for a new network it may be more appiprio specify response time in
terms of the time between keying a request at thrdkstation and receiving the
response at the workstation.

4039

Specific requirements for offline and remote wogkare covered in section 10.&4nd _

these example requirements will need to be fumhadified in these environments.

_ - {Deleted: 3

4040

The ERMS must be able to perform all functions apdrate consistently to meet
business and user needs as defined in the exaetplgements below.

2458

Example Requirement

2466

The ERMS must provide adequate response times ¢ business needs for
commonly performed functions under standard cowmsti for example:

* <100%> of the total anticipated user populatiorgkdjon and active;

e <100%> of the anticipated total volume of documenénaged by the system;
e users performing a typical mix of transaction typesarious rates;

with consistency of performance over at least tensaction attempts.

2465

The ERMS must be able to return the results ofrpl& search (the hit list) within <3
seconds> and of a complex search (combining foorgewithin <10 seconds>
regardless of the storage capacity or number ed find records on the system.

3980

In this context, performing a search means retugrarhit list (see <ID2273>). It doe
not include retrieving the records themselves.

2464

The ERMS must be able to retrieve and display wittd seconds> the first page of ¢
record which has been accessed within the previgws months, regardless of stora
capacity or number of files/records on the system.

a N
je

4584

This requirement, and the next, apply only to deentsithat can be presented in the
form of pages. If the documents are unusuallydaiigmay be necessary to extend t
acceptable response time.

4076

The inclusion of tvithin the previous xx> months$ implies the use of a staged or

“hierarchical” physical storage mechanism. See alke next requirement.
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3981

=]

This requirement is intended to allow for rapidrietal of frequently-used records, o
the understanding that frequency of use is typyoadirrelated with recent use. The
timescale is to be inserted by the organisatiorseolaon an evaluation of the time after
which the heavy usage of records decreases.

2463

The ERMS must be able to retrieve and display wi#t#0 seconds> the first page of aN
record which has not been accessed within the guevixx months, regardless of
storage capacity or number of files/records orstrstem.

3982

This requirement is intended to allow for casesnataeform of hierarchical storage
management is used, where records used infrequatlgtored on slower media than
more active records, or stored near-line. The soade is to be inserted by the
organisation, based on an evaluation of the tinterafhich the heavy usage of
records decreases.

4077

For both this and the preceding requirement, ifta# electronic records are stored
using a single physical mechanism (i.e. withougatbor hierarchic storage) then the
phrase ‘within the previous x> month$ is irrelevant and should be deleted.

2462

The ERMS must allow a single implementation ofgkistem to have an electronic | N
record store of at leaskxgigabytes/terabytes/petabytes> ax <
thousand/million/billion> records, and to servéegist <«x hundred/thousand> users
simultaneously with the performance levels spetifiethis section.

3983

Estimates of storage requirements and record ared pspulation to be inserted by the
organisation. Note that in large organisations, large volumeseafords may
accumulate — in some cases this will extend inédoiions of records.

4559

The ERMS must provide the performance levels sigetif this section with volumes N
up to at least:

e <xx> classes;

e <xx> files per class;

e <xx> sub-files per file;

e <> volumes per sub-file;
*  <xx> records per volume.

4560

These are indicative metrics only. Organisationswdd consider whether other
similar metrics apply to their circumstances.

2461

It must be possible to expand the ERMS, in a cdettananner, to meet organisationaN
growth up to at leaste hundred /thousand> users while providing continaft
service.

4561

The intention of this requirement is that expansbaould be possible with only
“routine” upgrades that do not result in major inteptions in availability.

2460

The ERMS must support the above performance levalding routine maintenance| N
of:

< roles, users and user groups;

e security categories;

e access profiles;

» classification schemes;

« databases;

« retention and disposition schedules;
e disposal holds;

in the face of the anticipated levels of organsal change, without imposing undue
systems down time or account administration ovethésee also chapter 9).
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1212 | 11.2 Performance and Scalability

3984 | In cases where performance requirements are sttioiay be necessary to quantify
the anticipated levels of organisational change.

2459 | The ERMS must be scaleable and must be able tedzkin small or large N
organisations, with varying numbers of differergiged organisational units and
across different geographical locations.

11.3System Availability
g

ID Text, Requirement & Rationale 8

1240 | 11.3 System Availability

1241 | In many organisations the introduction of an ERNMi@ EDMS together will increase
users’ dependence on the IT network to the exteritthey will be unable to continue
working if the ERMS and EDMS become unavailable.

4025 | Accordingly, users of this specification who arequring a system should make every
effort to identify user requirements for availatyiliand then to specify these for the
procurement. Example requirements for availabdity given below.

2467 | Example Requirement

2472 | The ERMS must be available to users: froxw80> to <xx00> <every day/on all N
weekdaysix days per year>.

2471 | Planned downtime for the ERMS must not exceed>tours per <rolling three month N
period>.

3985 | The definition of “downtime” may depend on the asfiructure and architecture. For
example, in some environments, a failure causeskbyer hardware will be
considered as a failure of the ERMS; in other emwinents such a breakdown will be
considered as a different kind of failure, not itiitable to the ERMS.

4003 | A suitable definition needs to be agreed; as atstgmpoint the following is proposed:
“The ERMS is considered to be down if more than%>oof users are unable to
perform any normal ERMS function and if this fa@lus attributed to any component|of
the ERMS other than the user’s workstation.”

2470 | Unplanned downtime for the ERMS must not exceedhours/minutes> per <rolling| N
three month period>.

4753 | In a procurement it may be appropriate to requesdrgitative evidence about mean
time to resolve problems support of this requiremen

2469 | The number of incidents of unplanned downtime ier ERMS must not exceeax> N
per <rolling three month period>.

4754 | In procurement, it may be appropriate to requestrgifative evidence about mean
time between failures in support of this requiremen

2468 | |n the event of any software or hardware failureqiist be possible to restore the N
ERMS to a known state (no older than <the previayss backup>) within no more
than < hours of working hardware being available.

11.4Technical Standards
3
I}
ID Text, Requirement & Rationale 8
1255 | 11.4 Technical Standards
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1255 | 11.4 Technical Standards

1256 | The ERMS should comply with relevant de facto aadulle standards. Where
possible, it is desirable that the ERMS should madesof open rather than proprietary
interfaces.

1257 | Users of this specification may need to specifyiegnents for standards covering:

« hardware environment (for server platforms and wstation environments);

< operating system environment (for server platfoamd workstation
environments);

< workstation (client) software architecture;

e user interface;

« relational database and interface;

« network protocol and network operating system;

< interchange standards;

» application program interface and developer kits.

1266 | When using this specification for procurement, iit e necessary to add further
details of the technical environment, includinglEiRMS interfaces (e.g. legacy
systems, office systems) and any plans for change.

1267 | Additionally, users of this specification will nega consider their individual
requirements for standards:

4005 | See appendix 7.1 for a definitive list of the stadd used in this specification.

2473 | Example Requirement

2484 | If a monolingual thesaurus is implemented withERMS, it should comply with Y
standard 1SO 2788, Guidelines for the establishrardtdevelopment of monolingua
thesauri.

2483 | If a multilingual thesaurus is implemented with eMS, it should comply with Y
standard 1SO 5964, Guidelines for the establishrardtdevelopment of multilingual
thesauri.

2481 | The ERMS must support the storage of records dgefprmats and encoding which| P
are either de jure standards or which are fullyudoented.

4004 | Users may wish to specify file format and encodaggirements for their
organisation.

2478 | The ERMS should store all dates in a format compheith ISO 8601, Data elements Y
and interchange formats — Information interchanggepresentation of dates and times.

2476 | The ERMS should store all language names in a focorapliant with ISO 639, CodesY
for the representation of names of languages.

2474 | |f the ERMS is to manage records in multiple larggsor using non-English Y
characters, it should be capable of handling IS&&@&ncoding (Unicode).

11.5Legislative and Regulatory Requirements
3
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1293 | 11.5 Legislative and Regulatory Requirements

1294

The ERMS must conform to legislative and regulateguirements, which typically
vary from region to region and between industries.
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1293 | 11.5 Legislative and Regulatory Requirements

1295 | MoReg2 does not address the need to maintain @iysicords. Such a need may of
may not exist, according to the legislative andutery environment; where there is
such a need, care needs to be taken to preseeggiintand usability of electronic and
physical records taken as a whole. These issueddshe addressed by appropriate
organisational policies.

1296 | The following requirements will require localisatian a “chapter zero”.

4585 | In addition, users of MoReq2 will need to considsuirements that are specific to
their industry, market sector, etc.

2485 | Example Requirement

2489 | The ERMS must conform to locally-applicable stadddor legal admissibility and N
evidential weight of electronic records.

2488 | The ERMS must comply with locally-applicable recordanagement legislation.

2487 | The ERMS must not include any features which arenmpatible with locally- N
applicable data protection, freedom of informatimrother legislation.

2486 | The ERMS must comply with any locally-applicabler&pean, national or local N
regulatory requirements, guidelines or codes oftira for the industry, business
function or sector.

11.60utsourcing and Third Party Management of Data
3
S
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1310 | 11.6 Outsourcing and Third Party Management of Data
1311 | Many organisations use external service providestdre and manage records. In
some cases, these are records that are no lortger @z have low recall
requirements) but which need to be retained fegélative period demanded by
legal/government stipulation, industry regulator$on long term preservation.
1312 | Other organisations use Application Service PragidASPs) to manage active
records as well as those that have been archiv@djanisations send their documents
or records — invoices, customer correspondencetgame application documents etc| —
to be indexed and stored by the ASP. The docunagatthen available for retrieval
and presentation by the organisation’s staff oherimternet or through a wide area
network.
1313 | The management of electronic records by a thirtypaguires that the contract with
the service provider has clearly defined procedarescontrols in place in order to
meet regulatory requirements, adhere to best peaftir legal admissibility of
electronic records, and meet the business demdrilds olient for access and
availability.
1314 | The contract will need to include provisions that:
< the service provider's management must be to alatdrat least as good as that of
the client's management of its records internally;

< the client will be able to recover the records fribva service provider in the future,
and still be able to continue the management oféberds to the organisation’s
standards and meet legal admissibility requirements

1317 | This sub-section draws heavily on ISO 15801 (sepefdix 1).

2491 | Requirement

2505 | A contract or Service Level Agreement (SLA) mustlgeeed with the service providerN

detailing the services that are to be used.
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1310 | 11.6 Outsourcing and Third Party Management of Data

4008 | An SLA is a formal negotiated agreement betweenlitiet and the service provider.

It records the agreed position regarding serviqa#rities, responsibilities, etc.

2504 | Details of the procedures for the transfer of rdsdrom the client to the service N
provider, and from the service provider to therdlienust be documented.

3990 | This may use communication links between the titeansfer files and records
automatically on a daily or regular basis. The olienust be satisfied that the link
between the two sites is secure and the protocelingplace to check all records are
received, and reports produced listing any discrepa

2503 | The service provider must be able to provide tientlith copies of the audit trail of| N
the processes for logging and storing of the resféilels.

2502 | The service provider must demonstrate that the/fédeords and metadata stored can e
easily transferred back to the client's ERMS withany loss of structure, metadata or
content of the records.

4006 | The service provider must have procedures in glaedlow the client to transfer N
individual files and records.

2501 | The service provider must be able to provide resdbyess to the managed records by N
the client. The service provider must either del@resentation of the record, or the
original record to the client to a contracted adréime and price.

2500 | The service provider should be able to providecttent with the ability to request, N
view and print records and or files from the clismiffice.

3991 | This can be achieved, for example, by a networkection.

2499 | The service provider should be able to providectient with the ability to request ony N
line the downloading or transmitting of records andiles between the client's ERM$S
and service provider’s storage facility.

2498 | The client should be able to request reports ometberds held by the service provider N
and details of retention and disposition schedetes This facility should be provideg
on-line from the client’s offices.

2497 | Services specified in <ID2500>, <ID2499> and <ID24%hould: N
* have contracted response and/or turnaround times;

e operate in a secure environment.

2496 | The client should check that the proposed locatfaie work is acceptable and that| N
the location meets security criteria appropriatthtoclient’s needs.

2495 | The client should check that the proposed procedame storage management N
processes involve no greater risk to the recorals the client's own procedures.

3992 | The service provider will need to demonstrate #ibthe client’s records are backed
up and in the event of system failure they carebewvered to a contracted timescale

2494 | The client should check that the service providdérpmovide suitable operational staff N
where the security of the records is important.

3993 | |tis an advantage if all employees of the serpi@ider sign a confidentiality
agreement as part of their conditions of employment

2493 | Each shipment of records to/from the client andsér@ice provider should be N
accompanied by a control document stating the iesmtd number of records and
files.

2492 | Third parties providing transportation serviceswtidoe organisations that meet the| N
quality and reliability criteria of the client.

11.7Long Term Preservation and Technology Obsolesc  ence
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11.7 Long Term Preservation and Technology Obsolesice

1350

This section addresses long term preservationnglterm” is not defined precisely;
but it is understood here to mean “for a periodhofe than ten years or so”. In any
organisation, the retention period of any particodgord should be determined by

legislation and business needs. In some envirotengms will mean several decades;

in some archives it may extend to centuries. timegicase, the time period is

sufficiently long that approaches used routinelysioorter periods cannot be assumed

to be appropriate.

1351

Electronic records held for the long term facegsifilom three directions:

. format obsolescence.

- {Formatted: French (France) ]

|- [ Formatted: French (France) ]
B [ Formatted: French (France) J

1355

These are discussed below. The discussions dogvéal by specific requirements.
Users of this specification should note, howeveat tletailed requirements for alll
aspects of this issue are not provided; each asgtian should develop and impleme
a strategy for the long-term preservation of iecebnic records, much as is often th
case for paper-based records.

]

nt

4751

A more detailed discussion is found in ISO 18492.

1356

In the following, preservation of records includles preservation of all metadata and

audit trail information which accompanies them.

1357

Media Degradation

1358

The risk from media degradation arises becausdigithl storage media have a limite

lifetime. The lifetime varies from media to medaad varies also according to storage

conditions (temperature, humidity and rates of gedn As media reach, or exceed,
their expected lifetime, the likelihood of readogsr (that is, bits read incorrectly)
increases dramatically. Most storage hardwareahtamatic error correction built int
it; this can cope with a certain level of bit espeffectively compensating for them.
But eventually, the read errors become so numdlmighe automatic error correctio
cannot cope; at this stage, records become iwvatrlg corrupt. The effect of this
corruption depends on many factors, but can ledaddigidual records or whole discs
tapes etc. becoming unreadable.

1359

The following precautions can be taken to avoid losinformation due to media

degradation:

« ensure all media is stored, used and handled fatdaienvironmental conditions.
As a general rule, the cleaner, cooler, dryer antkrstable the environment, the
longer the expected life. However, for specificdiae the manufacturer’'s
specifications must be followed (e.g. the environtmaust not be colder than a
certain temperature; the media must, or must reopdriodically cleaned);

< routinely replace media (by copying informationrfrehem to fresh media) before
the expected end of life;

< keep several copies of each record, and systerhaticenpare copies according t

a schedule; then replace any copy of a record wdtichvs an unrecoverable error

and replace any piece of media which shows an amegable error. This approa
is typically used in specialist long-term data areh; it requires automated syste
and retrieval hardware, further description of vilhie beyond the scope of this
specification.

ch
ms

4748

ISO 12142 will be a useful reference where optitisk storage is employed.

1363

Hardware Obsolescence
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1364

Storage peripherals — tape drives, disc drivesve ladimited life expectancy. As they

exceed this life, they typically require more maidnce, while at the same time
becoming expensive to maintain and repair; evelyttiady become unrepairable for
practical purposes. In some cases, sharing agreemen be reached with other use
of similar or compatible equipment; but this is sastainable indefinitely. At some
point, information stored on obsolete devices bdllost permanently if the device
fails unless it has been copied onto other media.

1365

The same problem arises with the computers whiahage the applications and
storage.

1366

Clearly the strategy to avoid this risk is to monithe status of the hardware, and to
migrate the information to new, current media befolbsolescence puts the
information at risk. In all cases, media and handwshould be chosen which have g
good life expectancy; in other words, popular oafket leading” may be a better
choice than new and state-of-the-art.

|

1367

Format Obsolescence

1368

Format obsolescence presents the most difficuttlpro for any period longer than a
handful of decades.

1369

The problem arises because the many software cenpomvolved in the processin
“chain” between media and rendered informationcarestantly evolving. The
components include:

« encoding standards;

o file formats;

e application software;

» database and other utility software;

e operating system software.

1375

Their evolution is rapid, and different componestslive in different ways, at differe
rates. Some evolution retains compatibility wittopformats. However, some
evolution does not retain compatibility — and tlsi@specially true over periods longe
than a handful of decades. It is not possiblevticathe evolution by “freezing” the
configuration, because of the need to migrate teeott hardware, as described abov,
new hardware frequently requires new software dsivehich in turn require a new
operating system, and so on.

it

n)

=

1376

Currently, the following techniques are recognised:

< migration (converting information to new formatsiethcan be accessed by currg
hardware and software);

* emulation (moving the information to new hardwaune Wwith a additional software
component which emulates the old hardware, thasvaily execution of the old
application software);

< technology preservation (continual maintenancéefariginal hardware; not
practical in the long term);

e encapsulation of data and software (a theoretmaidaach which is involves
packaging together records, metadata, ERMS and stifisvare in standard
software “wrapper”).

1381

Although much research work is under way to minanfse risk, there is at time of
writing no simple, generic method which will guates long term access to electron
records. The consensus is that migration and/ottaion are likely to be the safest

options; in practice, both will require attentianpgreservation metadata — see below|

)
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1382

However, large-scale migrations are rarely freproblems; they can result in the los
of individual items, and they sometimes resultossl of functionality, detail, or some
other characteristic.

1383

Likewise, large-scale, long-term emulation is netlwanderstood. It also has risks of

loss of functionality and other characteristics.

1384

The difficulties are compounded by the prospecepkated migrations or emulations

Nobody can predict the nature of the migrationsrulations which may be required;

and nobody can predict the consequences of repeagedtions or of several “layers’
of emulation.

1385

The most appropriate strategy is to hold inforrmataly in widely-accepted, stable,
open formats (i.e. formats which are comprehengigtetumented in publicly-
available specifications) which have a long expetife. As with hardware, this
suggests “market leading” rather than unprovertatesof-the-art; and it suggests
proprietary formats should be avoided where thg#cHications are not publicly
available. Examples of suitable formats include Xfiles and PDF/A. There is also
an implication that the organisation will need sarpertise when selecting formats.

1386

The volatility of the multimedia market, and of theprietary formats it uses, makes
multimedia an area of particular concern.

1387

As this problem requires an organisation-specé&ponse, more detailed discussion
the generic level of this specification would nethelpful. However, it is appropriate
to point out that each approach involves experiadhardware, software, data
preparation and conversion, and management — dntbgie will preserve access
unless a strategy for long-term preservation idéemgnted before accessibility
becomes problematic. In other words, long-terns@meation requires the preventive
expenditure of amounts which may grow to be latigis;is similar in concept to the
preservation of paper archives, save that in sasescthe expenditure will be larger
Where long term preservation is required, it ig¢fare essential that senior
management is committed to the ongoing effort aqueese required to safeguard
access. Further sources of information are gimeappendix gectiord.

at

_ - {Deleted: part

1388

Preservation Metadata

1389

It is essential that preservation metadata be dtoitn the records when long term
storage is needed. This metadata provides infotsmaeyond the scope of the
metadata outlined in this specification, such &srimation about the technical
environment, about the software used to create@dend about software needed t
present a record — and all its components. Wher@iteservation period is unlimited
the number of metadata elements required becomgss I&everal research projects
Europe, North America and Australia have developetadata frameworks. The
complex nature of the preservation metadata hawldte development of the ISO
14721 OAIS Open Archive System reference model éppendix 7), which can be
used to structure metadata for preservation pugyose

1390

Specific Requirements

1391

The requirements in this section are proposednamianum technical requirement
where long-term storage is envisaged. Howevendisated above, management
commitment is equally important.

2506

Requirement

2513

The ERMS storage media must be used and storetiroements which are
compatible with desired/expected lifespan, and tvhie within the tolerance of the

media manufacturer’s specification.
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4029 | The ERMS must support the monitoring and replacemistorage media to guard | Y
against media degradation.

4677 | This requires the ERMS, or the storage sub-systeses, to report on media error
rates and to permit the replacement of media thdaulty or that is nearing the end of
its life, without compromising the records.

2512 | The ERMS should include features for the autompegibdic comparison of copies af P
information, and the replacement of any copy fotmbe faulty, to guard against
media degradation.

2511 | The ERMS must allow the bulk migration (renditiaf)records (together with their | Y
metadata and audit trail information) to new metid/or systems in line with the
standards relevant for their format(s).

2510 | The ERMS supplier must have a system upgrade progeain place to ensure that theN
existing information can continue to be accessedout changes to the content.

4009 | Any system modifications that have been made t&fRBIS for organisational N
requirements must remain in place following a systggrade.

4586 | The ERMS should be able to report on the file fde@nd versions of components.

4587 | For example, the ERMS should be able to produtediscomponents in specified file
formats. This facility would be used in conjunetigith a software intelligence, or
preservation monitoring, function that aims to itnfile formats that are at risk of
obsolescence.

4026 | The ERMS should be able to render (see glossargyde from their original format(s) P
to any specified long-term preservation file for(aptt the time of capture, at any
subsequent time, or on export.

4027 | |t is acceptable for the rendering process to bdartaken by a program external to
the ERMS so long as the context and links are migied at all times.

4588 | Wherever possible without compromising the intggpit the records, the ERMS P
should be able to render components from theiiralgormat to any specified long-
term preservation file format(s) at the time oftcap, on a subsequent occasion, or on
export.

4589 | |t is acceptable for the rendering process to begrened by a program external to the
ERMS so long as the context and links are mainthatall times.

4590

Where components are rendered, it is essentialtigintegrity of the records that

they form is maintained. The feasibility of thipegach generally will depend on the

capabilities of both the rendition process andhaf software application or viewer

used to present the records. For example, if duords are web pages that

include(say) GIF image files, it would be accepeatal render the GIF images only if

the following are all true:

< the GIF components are rendered to a file format ttan be presented by the
application used to access the web pages; in ttasngle, it is likely that JIPEG
would be suitable;

» the references to the GIF images in the web pageamended as part of the
migration process so that they refer instead torteer JPEG images;

< the original components (the unamended web pagesiarendered GIF
components are retained alongside the new compsnent

The ERMS must at least support all these actiams,saould at best perform them

automatically.

This example is chosen solely for illustratiorgldes not indicate that there is any

reason to migrate GIF images at the time of writing
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ease of use. Accordingly, most of the requiremeargsdesirable rather than
mandatory. The requirements may be met by work8oftware that is integrated with
the ERMS, so long as they are fully configured ewdking.
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4591 | In some cases it may be difficult or unfeasibladbieve this, and alternative
preservation approaches will be needed.

4681 | Whenever records or components are rendered, tMSHRust allow the Y

. administrator performing the rendition to enteeason. A

4592 | When a record has been rendered into a presenfdédarmat, the ERMS must =8 = [1]
provide suitable facilities to retrieve the oridifiamat and/or renditions, as
appropriate.

See also <1D4028>.

4593 | The ERMS should be able to export records and thetadata in the form of a Y
Dissemination Information Packages as defined byQAIS standard, IS@472] (see| - { Deleted: 12654
Appendix 7.1).

4030 | The ERMS should hold at a minimum the following auktta items for a rendered Y
component:
< the original file format and version;

» date of rendition.

2508 | If the ERMS uses any proprietary encoding or stem@gdatabase structures, these | Y
must be fully documented, with the documentationdpavailable to administrative
roles.

3995 | This implies it may not be sufficient for the sigpio retain a copy of the
documentation; in the timescale being considereel stability of the supplier is not
assured. It may therefore be desirable for a aoithis documentation to be lodged
with the user organisation or with a neutral party.

2514 | The ERMS should be able to manage a range of peeismr metadata elements for theP
records and their component parts.

3996 | See <appendix 9>.

4689 | The source code of the ERMS should either be apeacopy of the source code N
should be lodged in escrow with a neutral party.

11.8Business Processes
g
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4049 | 11.8 Business Processes

4050 | Experience has shown that the success of ERMSlat&ias depends, among other
factors, on ease of use. If an ERMS containsalf¢atures needed for records
management, document management etc., an impletantall only succeed if users
find it easy to use; if users find it difficult tese, it will be rejected despite its
capabilities.

4051 | In recognition of this finding, this section des&s requirements intended to promote
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4049 | 11.8 Business Processes

4078 | Some of the requirements below call for the abtlitperform a specified function
“...as an integrated part of a process”. In all sati@s means that a user who is
performing a process should:

« have the option of performing the process, or dafpesforming it;

< be able to initiate the function easily, preferalsith a single click, and without
needing to re-enter information that has alreadynkantered;

e be able to choose, at the end of the functioneeitih cancel the original process or
to return to it at the same point and with the satatus as before the function was
initiated (i.e. without needing to re-enter infotina that has already been entered).

4079 | This is illustrated in diagram <ID4080>.

4080

User initiates
process
etc.
chooses
function
chooses to
continug
Process step
etc.
Process Process
complete abandoned
Figure <C11 ID4080>

4597 | All of the following requirements are to be intesfrd as being dependent on user
access rights.

4081 | Requirement

4082 | The ERMS should allow a user who is allowed to geatine security category of any Y
record, file or class to check its existing catggmd permissions as an integrated part
of the process of changing it.

4083 | When a user is warned about the lowering of a sigatategory of a record (see Y
chapter 9 <ID2351>) the user should be able to @@the record and/or its metadata
as an integrated part of the process.

4084 | Whenever a new file or sub-file or volume is creatnd where a physical container| Y

exists for it, the ERMS should allow the user tmpan appropriate label for the
physical container, as an integrated part of tloegss.
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4049 | 11.8 Business Processes

4594 | This enables a label to be produced containingssemetadata which can then be
attached to the physical entity. This could inelulut is not limited to, such metadata
as:

o Title;

e |dentifier - System;

« Classification Code;

e Date of Opening;

« Security Category (if used);
< Normal storage location.

4085 | Whenever a user deleting any information receiveaming about existing links (se¢ Y
section 9.3) the user should be able to examinértke and the linked information
and/or its metadata as an integral part of thegqe®c

4086 | The ERMS should allow a user who is redacting angdo achieve the following in a Y
single integrated process:

e redact the record;

e create an extract;

« decide where in the classification scheme the elxgtaould be filed, and declare it
as a record;

« link the extract to the original record;

< link the original record to the extract.

4087 | When a user is declaring a record, the ERMS shalidev the user to check whether g Y
document has already been declared as a recaad,integrated part of the process.

4088 | This should apply to any kind of document.

4089 | The ERMS should warn a user who is capturing a mhecti as a record if that Y
document has already been captured, informing ske af where it is allocated (class,
file etc.) and giving the user the option to conéirwith or abandon the capture.

4090 | When a user is capturing a record, the ERMS shaliddv the user to: Y
< browse the classification scheme (to find the @esalass, file etc);

« look at the metadata (permissions, keywords, detsanis etc) of any classes and
files;
before the capture is completed, as an integraggicbpthe process.
4092 | Whenever a user sees any class, file, record etscreen, as the result of a search, | Y

while browsing the classification scheme or in ather context, the user should be
able to perform any valid action on it directly tiut needing to navigate to anothe
part of the ERMS, including at least:

e opening it;

« determining its parents in the classification scegm

< viewing its metadata or audit trail;

< viewing and following its links;

e sending it by e-mail;

« changing its security category;

< viewing users and roles allowed access to it;

e printing (or presenting) it;

e redacting it;

» relocating or deleting it.
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4049 | 11.8 Business Processes

4093 | The ERMS should allow a user to change the seceatiygory of any record, file or | Y
class, including the updating of all affected matadelement values, in a single
process.

2813 | |f a thesaurus compliant with ISO 2788 or 1ISO 586itegrated with the ERMS, the| Y
ERMS should allow a user who is entering or updpéirkeyword value (or other
metadata element value related to the thesaurusetthe full features of the
thesaurus, such as broader, narrower and related snd synonyms as an integrated
part of the process.

4721 | Note that <section 8.1 ID2817> contains a relateduirement for searching.

12 Metadata Requirements

Testable

ID Text, Requirement & Rationale

1417 | 12 Metadata Requirements

1418 | This chapter presents functional requirements f@naging metadata. The MoReq2
metadata “model” is presented in appendix 9. 8e&PR.1 covers the principles of
metadata and section 12.2 lists the general metadquirements.

3371 | Metadata includes, in the context of this spedifizg indexing information and other
data needed for effective records management,asialacess restriction information
A formal definition is given in the glossary. A necdetailed explanation of the role of
metadata in records management is found in ISO 288 Appendix 7.1).

12.1Principles
3

ID Text, Requirement & Rationale 8

1420 | 12.1 Principles

1422 Scope

1423 | It is not possible to define here all the metadetmirements for all possible kinds of
ERMS implementation. Different kinds of organisa and applications have
particular needs and traditions which vary enormyouBor example, some
organisations will need indexing focused on accaambes and transaction dates,
while others will need strict hierarchical numbegisome will need volumes, which
relate to financial years, while others will natnse will need access controls for
security reasons, others for intellectual propegsons, and so on.

3376 | This chapter of MoReg2 therefore suggests minimegpirements which are intended
as the starting point for customisation and exmansihese minimum requirements are
closely related to lists of specific metadata “edes” which the ERMS must be able
to capture and process. These elements make hpatReq2 metadata model in
appendix 9.

12.2 General Metadata Requirements
3
5
ID Text, Requirement & Rationale 3
3384

12.2 General Metadata Requirements
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3384

12.2 General Metadata Requirements

2539

The ERMS must not present any practical limitatborthe number of metadata
elements allowed for each entity (e.g. class, §ild-file, volume, record).

)

3385

The definition of “practical limitation” will varyaccording to the application. For
example, small organisations with a small clasatiisn scheme may not need as ma
metadata elements as large organisations with aptexnclassification scheme.

ny

2538

Where the contents of a metadata element can dtedetb the functional behaviour g
the ERMS, then the ERMS must use the contentsabfelement to determine the
functionality.

fP

3386

For example, where the ERMS stores file opening dedtadata, it must populate tha

metadata automatically whenever a file is openeédeathan requiring a user to

populate it. Note that this is a general requiretnehich stretches across many
metadata elements. MoReqg2 does not attempt tdfidafitcases in which this is

relevant.

—

2537

The ERMS must allow different sets of metadata elemto be defined for different
record types at configuration time.

3387

For example:

< invoices may need account number metadata;

« correspondence needs multi-value recipient metaeliaments;

< records which are scanned images will need metacd#ding the scanning and
indexing processes.

2536

The ERMS must allow an administrative role to defitt configuration time whether
each metadata element is mandatory or optional.

2540

The ERMS must support at least the following metmétement formats:
< alphabetic;

e alphanumeric;

* numeric;

e date;

» logical (i.e. YES/NO, TRUE/FALSE).

2535

The ERMS should support metadata element formafsyable by an administrative
role, which consist of combinations of the formats1D2540>.

3388

For example, a case might have a reference nummbibrei format nnnnn/aa-n.

2534

The ERMS must support date formats defined in I8@1&or all dates.

2533

At time of configuration, the ERMS should allow uhétion of the source of data for
each metadata element.

3389

Possible sources are described in requiremehi532>, <ID2531>, <ID2530>,
<ID2529>,

2531

The ERMS must allow an administrative role to speshich metadata element
values are to be entered and maintained by mantrgl @ from selection from a
controlled vocabulary.

2530

The ERMS should allow for the values of metadaganeints to be inherited
automatically by default from the next higher leiethe classification scheme
hierarchy.

3391

For example, for a volume, the value of some ofrteadata elements must be
inherited from its parent sub-file; and for a redpthe value of some metadata may
inherited from the volume into which it is stored.

2529

The ERMS should allow values of metadata to beinbtafrom lookup tables or from
calls to other software applications.
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3392

For example, the ERMS might provide name and pomi# to an addressing
application which then returns a street name tabed as metadata.

4599

Where the metadata element is populated by lockbled, if the selection of a value
excludes other values in subsequent lookup tathissshould be reflected in the valu
shown to users in those subsequent tables.

2521

The ERMS should be able to acquire metadata vélass

e adocument-creating software application (see <B32§;

e operating system;

e network software;

« the user at the time of capture or declaration;

« rules defined at configuration time for generaiddmetadata by the ERMS at the
time of declaration.

2528

The ERMS must validate metadata when it is entbyeasers, and when it is importe
The validation must use at least the following naegéms:

e Format of the element contents;

¢ Range of values;

» Validation against a list of values maintained byadministrative role.

3393

An example of format validation is that the corgeare all numeric, or are in a date
format (consistent witklD2540>). An example of range format validation is thHa t
contents fall in the range between 1 January 1989 21 December 2001. An
example of validation against a list of valuesasifying that an export destination is
present on a list.

2527

The ERMS must be capable of validating metadatagusalls to another application
(e.g. to a personnel system to check whether @peet number has been assigned,
to a post code database system) or using an ihteokaup table.

or

2541

For metadata element values that are entered nignihal ERMS must support
persistent default values which are user-definable.

3394

A persistent default appears as the default indéta entry field for each item in
succession until it is changed by a user. Onceghd, the new value remains, i.e.
becomes persistent. It should persist at least the end of a session and ideally
between sessions. This applies to all entitiesviich users may enter metadata
values.

2526

The ERMS should allow configuration such that argtadata element value can be
used as a search field in a free text search.

2525

Where a metadata element value is stored in dateafpthe ERMS should allow
searches which recognise the value of the date.

3396

For example, the ERMS should support searchedmt@range. It is not sufficient fq
the date to be stored as a text field.

=

2524

Where a metadata element value is stored in nurfeeritat, the ERMS should allow
searches which recognise the value of the number.

2523

The ERMS must allow administrative roles to restiie ability to make changes to
metadata values as defined in the access cont¢ini®ection <13.4>).

2522

The ERMS must allow reconfiguration of the ERMS awketta model by an
administrative role, and must record such in thditarail.

3397

For example, it may be necessary to add a newe@lataent such as “Department

Identifier” to some document types following anamggational change.
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3384 | 12.2 General Metadata Requirements
2520 | The ERMS must allow metadata elements to be corgiyat configuration time such| Y
that values generated from other application paekaitpe operating system or the
ERMS (for example, e-mail transmission data) cateatnodified by users once they
have been captured.
2519 | The ERMS must allow metadata elements to be corgiyat configuration time such| Y
that their values cannot be modified by users dheg have been captured.

13 Reference model

ID Text
1778 | This chapter provides the reference model for ¢glglirements listed elsewhere in MoReq2.
4910

The sections in this chapter are:
e The Glossary (section 13.1);
« Entity Relationship Model (section 13.2);
< Entity Relationship Narrative (section 13.3);
» Access Control Model (section 13.4)

13.1Glossary

1779 | 13.1 Glossary

1780 | This glossary defines key terms used in the MoR&ugXification (i.e. in the requirements
as well as in the reference model).

1781 | Some significant definitions are taken from, orselly adapted from, glossaries presented in
reference publications listed in appendix 1; trexsgrces are acknowledged below each
definition.

1782 | Terms defined within this glossary are showitaitics.

3245 | administrative role

3246 | A set of functional permissions allocatedusersallowed to perform administrative actions.

3247 | Note: In MoReq?2 this term is used also to spetig/people with these permissions.

1783 | administrator

1784 | A role responsible for the day to day operatiothef corporate records management poligy
within the organisation.

1785 | Note: this represents a simplification. Especiailiarge organisations, the tasks attributed
in this specification to Administrators may be diedl between several roles, with titles such
as Records Manager, Records Officer, Archivist etc.

4606 | aggregation

4607 | (in the context of MoReq2 only) A class, file, sfille-or volume.

1786 | audit trail

1787 | Information about transactions or other activitidgch have affected or changed entities
(e.g.metadateelements), held in sufficient detail to allow tleeonstruction of a previous
activity.

1788 | Note: an audit trail generally consists of one arenists or a database which can be viewed
in that form. The lists can be generated by a eadersystem (for computer system
transactions) or manually (usually for manual atés); but the former are the focus of this
specification.

1789 | authenticity

1790 | (in the context of records management only) Thdityuaf being genuine.
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1791

Source: Adapted and abbreviated from the definitibfrecord authenticity” in the UBC-
MAS Glossary (Appendix 1 reference [8]).

4600

Note: an authentic record is one that can be proven

“a) to be what it purports to be,

b) to have been created or sent by the person gadom have created or sent it, and
C) to have been created or sent at the time pupdrt

Source: 1ISO 15489.

1792

Note: in the context of eecord this quality implies that a record is what it ports to be; it
does not address the trustworthiness of the resaatitent as a statement of fact.

4617

authorised user

4618

A userwho has permission to carry out the action beritmest.

4619

Note: the details depend on the context. Differesstrs will have different permissions.
MoReq2 does not assume anything about which usevkioh roles have which
permissions. The permissions that authorise atasrry out an action are granted by th
organisation, according to its policies and busimeguirements.

[¢]

1794

capture

4649

(1) The act of recording or saving a particulatansiation of a digital object (source:
InterPares 2 Project Terminology Database).

4650

(2) Saving information in a computer system.

1795

Note: in the context of MoReq2, capturiregordsis used to mean all of the processes
involved in getting a record into an ERMS, namelgistration, classification, addition of
metadata, and freezing the contents of the sowcendent. The term is used more
generally to mean inputting to the ERMS and stodtiger information such as metadata
values.

3248

case file

3249

A file relating to one or more transactions perfedotally or partly in a structured or
partly-structured way, as a result of a concrete@ss or activity.

3736

Note: there is no universally-accepted definitidnhese terms, nor of the distinction
between case files and the other kinds of filesrofhanaged by an ERMS. This definitio
is therefore developed for, and intended to fatdithe understanding of, MoReq2; its
applicability in other situations is not guaranteed

N

3735

Note: the records in a case file may be structorathstructured. The key distinguishing
characteristic of case files is that they resuwltrfrprocesses which are at least partly
structured and repeatable. Examples include diterit:

. applications for permits;

. enquiriesabout a routine service;

. investigation of an incident;

. regulatory monitoring.

3734

Note: typically, other characteristics of casedihre that they often:

- feature a predictable structure for their content;

e are numerous;

e are structured or partly structured;

e are used and managed within a known and predetednpirocess;

* need to be retained for specific periods, as dtreklegislation or regulation;

e can be opened and closed by practitioners, end-osetata processing systems witho
the need for management approval.

4736

Note: where national requirements dictate furtlistinctions, these may be addressed in
chapter zero.

a

3733

case worker

4345

A userwho works withcase files

1796

class

Page 139



1779 | 13.1 Glossary

1797 | (in MoReq?2 only) The portion of a hierarchy represe by a line running from any point in

the classification schemkierarchy to all the files below it.
1798 | Note: this can correspond, in classical terminojdgya “primary class”, “group” or “series’
(or sub-class, sub-group, sub-series etc.) atergf In the classification scheme.

4755 | Note: In MoReq2 class is also used to mean alt¢berds allocated to a class.

1799 | classification

1800 | In records management, the systematic identifinadiod arrangement of business activities
and/orrecordsinto categories according to logically structucediventions, methods, and
procedural rules represented in a classificatictesy.

1801 | Source: ISO 15489 (see Appendix 1 reference [9]).

4169 | classification code

4563 | An identifier given to eachlassin aclassification schemeWithin each class, the

classification codes of ighild classes are unique. __ { Deleted: descendant

1802 | classification scheme

1803 | (In MoReg?2) A hierarchic arrangement of classéss fisub-files, volumes and records.

1806 | clearance

1807 | See security clearance.

1808 | close(verb)

1809 | The process of changing the attributes ifea sub-file or volumeo that it is no longer able
to accept the addition oécords

1810 | closed

1811 | Describes dile, sub-file or volumevhich has been closed and so cannot accept thecadd
of records

4738 | CMS

4739 | Content Management System.

2873 | component

2874 | A distinct byte stream that, alone or with othetebstreams, makes ugecordor document

2876 | Note: This term is not in general use.

2875 | Note: The phrase “distinct byte stream” is usedéscribe what is usually called a “file” in

information technology; the word “file” is avoidéere to prevent confusion with the

records management meaning of “file”. The key emids that a “component” is an integral

part of the content of a record, despite the faat it can be handled and managed separately.

Note: Examples of components include:

¢ An html document and JPEG images that make up gpagé;

» A word processing document and a spreadsheet, ierecord consists of the word
processing document that contains an embeddeddihkperlink) to the spreadsheet.

3812 | Note: components have to be distinct, i.e. sepdiraite each other. If a word processed
document contains an embedded spreadsheet (aseddposn embedded link to a
spreadsheet) then the spreadsheet is not consitbelbece component; in this case, the ward
processed document complete with its embeddeddsireat is a record made up of one
component.

3813 | Note: an e-mail message with attachments may bea@m@onent, as several components, or

as several records, depending on the format intwihis stored.

» If the message is stored in a format that inclubdesody and all its attachments, then
there is only one component.

« If the attachments are stored separately from/iaked internally to, the body of the e-
mail message, then each attachment and the bdtig afiessage is a component.

« If the attachments are stored separately from tloly bf the e-mail message but they are
not linked internally, then each attachment andotbdy of the message is a separate
record; good practice suggest that these recomiddhbe linked to each other manually.

1812 | configuration time
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1813 | The point in the lifecycle of the ERMS at whichstinstalled and its parameters are
established.

4615 | custodian

4616 | (of a record or aggregation) the person or orgénisal unit having possession of the
record(s).

1814 | destruction

1815 | Process of eliminating [...] records, beyond any jibsseconstruction.

1816 | Source: ISO 15489 (see Appendix 1 reference [9]).

1817 | digital

4601 | Describes information made of distinct digits ommarical values rather than continuously
variable values.

1818 | Note: this term is not used in MoReq2. Althouglgfil record” is more accurate than
“electronic record”, the former is rarely used nagtice. Seelectronic.

3004 | disposition

3005 | Range of processes associated with implememn¢iogrdsretention destructionor transfer
decisions which are documented in retention angodiion schedules or other instruments.

3006 | Source: 1ISO 15489 (see Appendix 1 reference [9]).

1819 | document(noun)

1820 | Recorded information or object which can be treat®ed unit.

1821 | Source: ISO 15489 (see Appendix 1 reference [9]).

1822 | Note: a document may be on paper, microform, magoeany other electronic medium. | It
may include any combination of text, data, graptscsind, moving pictures or any other
forms of information. A single document may cohsisone or severalomponents

1823 | Note: documents differ fromecordsin several important respects. MoReq2 uses te ter
document to mean information that is not a recdrde word “recorded” in the definition
does not imply the characteristics aleaord

4620 | document type

4621 | Describeslocumentshat share common characteristics.

4622 | Note: for example, documents with common layouttent, retention and disposition
requirements, and/onetadata Document types could include, for example:

e application form;

« correspondence (includes letters and faxes and ragwia);
e curriculum vitae;

e e-mail message;

e invoice;

* medical report;

« web page.

4623 | Note: in this example, e-mail messages are traditfiently than other correspondence, as
they may have different metadata requirementsyhisiot be the case in every
organisation.

4624 | Note: each organisation needs to define its docuigpas, according to its business needs;
the above are purely illustrative.

1824 EDMS

1825 | Electronic Document Management System.

4602 | Computer-based application dealing with the manage:imf documents throughout the
document life cycle.

4603 | Source: IEC 82045-1 Document Management.

1826 | Note: the functionality required for EDMS is natluded in this specification. However,
an EDMS is often used in tight integration withERMS See section 1@for more detail{ Deleted: 3

1827

electronic |
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1828 | For the purposes of this specification, the worléc¢tonic” is used to mean the same as
“digital”.

1829 | Note: analogue recordings, though they may berdegaas electronic, are not considered as
“electronic” for the purposes of this specificatias they cannot be stored within a computer
system unless they are converted to digital folnfiollows that, in the terminology of this
specification, analogue records can only be stasgthysical records.

1830 | electronic document

1831 | A documentvhich is in electronic form.

1832 | Note: use of the termlectronic documers not limited to the text-based documents
typically generated by word processors. It alsiuides e-mail messages, spreadsheets,
graphics and images, HTML/XML documents, multimeali® compound documents, and
other types of office document.

1837 | electronic record

1838 | A recordwhich is inelectronicform.

1839 | Note: it can be in electronic form as a resulha¥ing been created by application software
or as a result of digitisation, e.g. by scanning.

1840 ERMS

1841 | Electronic Record Management System.

1842 | Note: ERMS differ froMEDMSin several important respects. See sectiof fod.more - { Deleted: 3 ]
details.

1843 | export (noun)

1844 | The process of producing a copy of electropitords along with theimmetadatafor
another system.

1845 | Note: the records remain on the ERMS after expmiike transfer.

1846 | extract

1847 | (of arecord) A copy of arecordto which some changes have been applied to remove
mask but not to add to or meaningfully amend exgstiontent.

1848 | Source: definition of “instance” in PRO Functiogyecification (Appendix 1 reference [2]

~

1849 | Note: the changes usually result from restrictionglisclosure of information. For
example, aecord may be made available only after individuals’ narage masked or
removed from it; in this case, antractof the record is created in which the names have
been made illegible. The process of masking isesiones referred to agdaction

1850 | file (noun)

4174 | An organised unit ofecordsgrouped together because they relate to the salopecs,
activity or transaction.

4604 | Source: shortened and adapted from ISAD(G) (seeAgig 7.1).

=

4564 | Note: this is the Records Management usage ottimefile. It differs from the IT usage, fq
which MoReg?2 uses the tempmponent.

3743 | file format

3744 | The internal structure and/or encoding otaord or componepwhich allows it to be - { Deleted: fiie ]
interpreted or rendered into human-accessible form.

4668 | Note: examples include:
« HTML v3.2 (afile format for web pages);
PDF/A v1 (an archival file format for portable dogents);

77777777777777777777777777777777777777777777777777777777 _ - {Formatted: French (France) ]
XML v1.0 (a file format for extensible markup larage which itself relies on ASCII
plain text).
< Many proprietary file formats produced by desktpplacations such as office suites.
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3745 | format

3746 | Seefile format

3250 | group (noun)
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3251 | A set ofusers

1856 | metadata

1857 | (in the context of records management) Data desgricontext, content and structure of
records and their management through time.

1858 | Source: ISO 15489 (see Appendix 1 reference [9]).

1859 | Note: some models are based on a different conakeypw of metadata. For example, th
may treat audit trail information as being entirglgtadata. These alternative views are
valid and valuable in their contexts, but are redpful in specifying the functionality of
systems, and so are not considered here.

4570 | metadata stub

4571 | The subset of the metadata for an item that isnedeafter the item has been disposed of,
act as evidence that the item used to be held asithéen properly disposed of.

3252 | non-case file

3253 | Any file that is not acase file

1860 open

1861 | (verb) The process of creating a néée, sub-file or volumeuch that it can accept the
addition of records.

1862 | (adjective) Describesfde, sub-file or volumevhich has not yet beariosed and so is able
to accept the addition oécords

4611 | owner

4612 | The person or role responsible for a record oreggjion.

4613 | Note: this is the usage in MoReq?2; the legal ovaferrecordis the organisation that holds
the record.

4614 | Note: see alsoustodian

1863 | paper file

1864 | A kind of physical file

1866 | Note: examples of paper files include, among sthemvelopes, box files and ring binders

1867 PDF

1868 | Portable Document Formatfie formatprimarily for the representation of two-dimensibr
information.

1869 | Note: this file format is proprietary to Adobe Inbut is widely used. Its inclusion in this
glossary does not represent any form of endorsentextensions for the representation of
three-dimensional information are under development

3010 | PDF/A

3011 | A subset ofPDF designed for archival use, as defined in the 19005 series of standards

4756 | physical file

4757 | A device for holding physicalocumentsandphysical records

4758 | Source: Adapted from PRO Functional Specificatidppendix 1 reference [2]).

4545 | physical record

4548 | A recordthat is held in a medium outside tBRMS such that the record itself is not
individually under the management of the ERMS.

4546 | Note: examples include paper records, microforconds, and electronic records held on
removable media so long as the records are natithdilly managed by the ERMS.

4547 | presentation

1886 | The manifestation of aglectronic recordoresented by the ERMS to whiclugercan refer.

1887 | Note: this may include on-screen display, printed audio and multimedia presentations.

1888

Note: the exact nature of the presentation carffbetad by the software and hardware

environment. Typically different presentationgtud sameecordcan vary in details of fon
metrics, line endings and pagination, resolutiagngdépth, colour space etc. In most case
these differences are acceptable. However, in s@ses their potential effects have to be

O—N—

considered separately; these considerations ambdfie scope of this specification.
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13.1 Glossary

de

ext

3752 | Note: In the previous version of MoReq the teanditionwas used with this meaning.

4207 | profile

4208 | The set of permissions allocated tosgror grouporrole.

1870 | record (noun)

1871 | Information created, received, and maintained &eece and information by an
organisation or person, in pursuance of legal altibgs or in the transaction of business.

1872 | Source: 1SO 15489 (see Appendix 1 reference [9]).

1873 | Note: Local national definitions may also apply.

1874 | Note: a record may incorporate one or sevéoalimentge.g. when one document has
attachments), and may be on any medium in any foréa a consequence, it may be ma
up of one or moreomponents.n addition to the content of the document(sg@ord
should include contextual information and, if appble, structural information (i.e.
information which describes the components of duerd). A key feature of a record is th
it cannot be changed.

4605 | Note: bothelectronic recordendphysical recordgan be managed by &RMS

4186 | record type

4187 | Describes @aecord made from alocumentvith the correspondindocument type

1875 | redaction

1876 | The process of hiding sensitive information ireeord

1877 | Note: this can include applying opaque rectangiesbscure names etc. (the electronic
equivalent of censoring paper documents with iniQre secure methods of obscuring
information, or removing individual pages.

1878 | Note: in all cases the totality of the origimdéctronic records not affected. Redaction is
carried out on a copy of the electronic records tupy is called aaxtract

1879 | registration

1880 | The act of giving aecorda unique identifier on its entry into a system.

1881 | Source: ISO 15489 (see Appendix 1 reference [9]).

1882 | Note: registration usually implies the recordintpia “register” of important metadata, e.g.
“all the data necessary to identify the personsaats involved and the documentary cont
of the records” (UBC-MAS Glossary, Appendix 1 refiece [x]).

1883 | render

1884 | The process of producingandition

1885 | rendition

3835 | A manifestation of aecordin afile formatdifferent from the record’s nativide format

3836 | Note: Renditions are usually produced to preseleerenic records, that is to minimise th
risk of loss of access to their content over tirker example, records produced in a
proprietary file format may be stored as renditiona standard format such as PDF/A or
xml.

3837 | Note: Rendition was used with a different meanmthe original version of MoReg.

1889 | repertory

1890 | A list of existingfile titles within each of the lowest levels of thessldication scheme.

1891 | retention and disposition schedule

3009 | A formal instrument that defines the retention pesiand consequent disposition actions
authorised forecordsdescribed in the schedule.

3008 | Source: adapted from National Archives of Austredieordkeeping glossary.

1892 | Note: in the previous version of MoReq this wagnefd to as a retention schedule.

1894 role

1895 | The aggregation of functional permissions grantea predefined subset of users.

1896 | Source: PRO Functional Specification (Appendixfémence [2]).

1897

security category
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1898 | One or several terms associated wite@rdor aggregationwhich define rules governing
access to it.

1899 | Note: security categories are usually assigneah @airganisational or national level.
Examples of security categories used in governmeganisations throughout most of
Europe are: “Top Secret”, “Secret”, “ConfidentidlRestricted”, “Unclassified”. These are
sometimes supplemented by other terms such as “BAE&d Only” or “Personnel”.

1900 | Note: this term is not in general use. It hasmbadopted in MoReq?2 instead of the term
“classification” that is often used by the secugmmunity to avoid confusion with the
records management meaninglassification

1901 | security clearance

1902 | One or several terms associated witlsarwhich define thesecurity categorieto which the
useris granted access.

4572 stub

4573 | Seemetadata stub

3012 | sub-file

3013 | Intellectual subdivision of a file.

3014 | Note: Sub-files are usually used in case file gan@ent environments. Typically, each
sub-file is named, and each sub-file is used tesicspecified kind or kinds of records for
one instance of a case, such as “invoices”, “aps@ss” or “correspondence”.

1906 | transfer (verb)

1907 | The process of moving compleatkectronic files along with theimetadatato another
system.

1908 | Source: adapted from PRO Functional Specificathgpéndix 1 reference [2]).

1909 | Note: the files are often transferred together alttother files in alassof theclassification
schemavhen the purpose of transfer is to move the fibeart archive for permanent
preservation.

1910 | Note: see alsexport

1912 | Any person utilising thERMS

1913 | Note: this may include (among others) Administratarfice staff, members of the general
public and external personnel such as auditors.

3254 | Note: a user may both haraesand be a member gfoups

4608 | yser profile

4609 | Theprofile of auser.

3255 | user role

3257 | A set of functional permissions allocatedusersallowed to perform actions that manage
records.

4610 | A usermay have severaiser rolesbut has only one user profile.

3258 | Note: In MoReq_? this term is used also to spetig/people with these permissions.

1914 | version

1915 | (of adocumentThe state of a document at some point durindegtslopment.

1916 | Source: PRO Functional Specification (Appendixfemence [2]).

1917 | Note: a version is usually one of the drafts dbaumentor the final document. In some
cases, however, finished documents exist in severalons, e.g. technical manuals. In
other cases, the versions are translations. Biyastnecordscannot exist in more than one
version; see alsextract

4744 | vital record

4745 | A recordthat is essential for the functioning and/or sualief an organization during and/or
after an emergency.

1918 | volume

1919 | A subdivision of dile.
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1920

Source: Definition of “part” in PRO Functional Sifeation (Appendix 1 reference [2]).

1921

Note: the subdivisions are created to improve meakility of the file contents by creating
units which are not too large to manage succegsfllhe subdivisions are mechanical (e.
based on number of records or ranges of numbdmnerspans) rather than intellectual.

)

[(®]

13.2 Entity-Relationship Model

ID Text

1922 | 13.2 Entity-Relationship Model

1923 | This section repeats part of section 2.3, for ehseference.

1924 | |t contains an entity-relationship model which ¢@nused as an aid to understanding the
specification. Section 13.3 contains a narratik@anation that describes and explains thg
model.

1925 | An important aspect of this diagram is that it neetirepresent actual structures stored in
the ERMS. It represents a theoretical view ofdhtities associated with records. An
ERMS uses these relationships to produce behaetpuivalent to the structures in the
diagram. See section 2.2 for further explanatibthis point.

1926 | The relationships between files, volumes, recorgsather important entities are depicted in
the following entity-relationship diagram. Thisagormal representation of selected
structures which can be used to describe the betnaef an ERMS.

1927 | In the diagram, entities — files, records and se-@me represented by rectangles. The lines
connecting them represent the relationships betweeprntities. Each relationship is
described by text in the middle of the line; anid #hould be read in the direction of the
arrow. Each end of the relationship has a numlchwepresents the number of
occurrences (strictly, the cardinality); the nunsbare explained in the key. So, for example,
the following extract:

2944

| Record I
1
VIS MADE
UP OF
1-%
| Coméonent I

1928 | means “one record is made up of one or more conmish@ote the direction of the
relationship arrow).

1929

Note that the entity Class is related to itseltlogy relationship “is made up of”. This
relationship describes, in formal terms, the refahip between classes in a hierarchical
classification scheme, where a Class may be madé ape or more other Classes. |If this
relationship (sometimes called a recursive relatigp) is removed, the model applies

equally to non-hierarchical relationships.
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1922 | 13.2 Entity-Relationship Model
2945
| Classification Scheme |
1
4 CONTAINS
€ IS MADE UP OF
1 1-%] 0-%
—|___Class  |——
- %
0-1
\ CONTAINS 1o Retention &
\DPLIEE Disposition
TO Schedule
< 0-1
JUMAY BE
DIVIDED
INTO
N
APPLIES
TO
JMAY BE
DIVIDED
INTO
Document 1 1-x 1-%
Type
1
NHAS cor\gAle
0 - 1-% 1-*
1-% 1% R d
i . - 1 ecor
| Document 1-x 1% RecM—
IS FORMED HAS Type
1 QF 1 >
JIS MADE JIS MADE
UP OF UP OF
1-%
1-% | Component
Key: 1 Exactly one 0-1Zero or one 0-*Zero or more i 1-*0One or more
v5 1D2945 & 3354
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ID Text

1930 | 13, 3 Entity Relationship Narrative

1933 | The preceding diagram shows a simplified modelpés not attempt to represent all
possible entities or relationships. Rather, ivehonly the most significant ones for this
application. For example, it does not show ugeiss etc.

1934 | The remainder of this narrative describes theientit the diagram, and their inter-
relationships.

1935 | Classification Scheme

1936 | In order to practice records management princiglegrganisation must have at least one
classification scheme. This sets out the filingaure (typically consisting of hierarchy) fo
a defined part of the organisation.

=

1939 | Class

1940 | Hierarchical classification schemes can be viewsed hierarchy made up of a number of
classes, much as a tree is made up of brancheh diess is connected to the hierarchy at
one level; can extend over several levels; andcoatain smaller classes. Several classes
can start at any single level; but each classsstantlyy at one level.

1941 | File

1942 | Files occur within classes, at any point in thedriehy. At any point, there can be no files,
one file or several.

1943 | Sub-file

2927 | Each file is viewed as being made up of at leastsub-file. In practice, some files are nat
divided into sub-files. Where there is only onb-ile, the concept of sub-file is transparent

to users, for all practical purposes. Sub-fileswsed mainly in cageanagement - { Deleted: files

applicatons

2928 | VVolume

1944 | Sub-files can be divided into volumes, accordinggecific rules. In practice, most sub-files
are not divided into volumes. Where there is arlg volume, the concept of volume is
transparent to users, for all practical purposkse rules may depend on size or number of
records, or may depend on transactions or timegeri This practice originated with

physical files, in order to restrict them to a mgeable size and weight. The practice is,
where appropriate, continued with electronic fikeslimit them to a manageable length for
review, transfer, etc.

4928 | Where a file consists of only one sub-file, thenviblumes may seem to users to be volurmes
of the file rather than of its sub-file.

1945 | The terms file, sub-file and volume are, in pragtisometimes used loosely or
interchangeably — because of the above requirefoetransparency. For example, a user
will typically ask for “a file” rather than (morecaurately) asking for “a volume.” This is
especially apparent in the case of a physicattidé consists only of a single one-volume
sub-file. In this case, although the file analyicaonsists of one sub-file which is made up
of one volume, the sub-file and the volume areahetiys labelled as such (often, the label is
only applied when the second sub-file or volumegsned). Strictly, all end users interact
with volumes, but this is often simplified to files

1946 | Retention and Disposition Schedule

1948 | A retention and disposition schedule specifiesrtthes for keeping and disposing of records.
The ERMS can contain several retention and dispossichedules, one or more of which are
applied to each class, file, sub-file and volurheytcan also be applied to records, and ohe
retention and disposition schedule may be apptieshth record type.

1949 | Record

1950 | At the heart of the system lies the most imporgariity, the records. These are the reason
for the entire records management infrastructigehay form the account of the
organisation’s activities.
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Text

1930

13. 3 Entity Relationship Narrative

1951

Records are made from documents. Each record caprise one or several documents; g
each document can appear in several records.

and

2929

Record Type

2930

Records are assigned a record type. This is wseditate, and to allow the ERMS to
manage, the records in certain ways. Examplesaaird type might include “invoice” and
“web page”.

2932

Component

2933

Each record and document is made up of at least@mponent; some are made up of mg
than one. For example, a simple web page may stoofsbnly one component — an HTML
“file” in IT terms — while a more complex web pagey consist of dozens — an HTML
“file”, GIF “files”, JPEG “files” and so on.

13.4 Access Control Model

ID

Text

1959

13.3 Access Control Model

1960

This section contains a simple model of examplesr@lithin an ERMS.

3278

The matrix recognises two main roles, which arengedves divided into roles. The main
roles are user roles and administrative roles.s&laee defined in terms of access to ERM
functionality.

S

4669

The number of roles shown in this model is onlysttative. It is not meant to indicate tha
any organisation should implement these rolesthaitany organisation should implemen
this number of roles. Each organisation shoulihdehe roles it needs; and these needs
tend to vary over time.

t
t
will

3279

The roles below illustrate an example of accessrabrights for specific aspects of system

functionality according to organisational respoiigibs.

3242

There are four example roles defined in the examaix:

* Central Administrator — this role has control othe configuration of the entire ERMS
and the management of the aggregations and rett@nselves.

* Local Administrator — this is a role with admingsive rights over a sub-set of the
ERMS or its classification scheme. These roleslisare useful in geographically
dispersed organisations.

< Reviewer — this is a specialist role which is prittyaconcerned with the application of
disposition actions defined by Retention and DigosSchedules.

* End User — the end user role is the standard thastcess to the ERMS and comprise
those who need to save records into, and accessissitom, the ERMS for their routin
work.

S
e

1961

Administrative roles are here divided into two otly as an example; responsibilities can

be divided in other ways. For some small orgaitratthis division might be needlessly
complicated, as only one person, with a single, md@ manage all the administration. Fo
large organisations it might be an over-simplificatbecause more than two roles are
needed (such as Records Manager, Records Officelnj\Ast and Data Manager or IT
Manager). MoReqg2 does not attempt to specify hamyradministrative roles would be
needed in any real organisation.

r

3243

The role of Local Administrator is given here aseaample of one of these. This role car
also have several titles in different organisatiollssome cases this may be a Local Rect
Officer, or a Super-user etc.

ords
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Text

1959

13.3 Access Control Model

1962

In any event, administrative roles are only implatirey, from a system perspective,
decisions taken by more senior management. Sugbiales are typically based on the

organisation’s business requirements and recornitsypdrhe decisions also are informed by

laws and regulations, such as information laws daturity laws, archival laws and
industry regulations; these are addressed in setfic.

3280

This matrix is not intended to imply that adminggive roles must take management
decisions, though in some environments that mahdease.

1963

Administrative roles take actions related to thenatgement of records themselves; their
interest is in managing records as entities ratier their content or business context. Th
may also manage the ERMS hardware, software anaggtoensure backups are taken an
manage the performance of the ERMS.

4185

Many organisations also need to integrate the memagt of business processes with the
management of records. In this case there is doopiocate a particular set of
administrative permissions to individual businessagers. This could include the ability
monitor and manage a specific group of users @ af¢he classification scheme.

3285

Although MoReq2 refers to a user role there willinghe majority of organisations, a

ey

o

number of different user roles and the ERMS shaoldimit the number of roles that can be

configured.

4184

would have specific permissions within a particddeanch of the classification scheme.

3281

Unlike administrative roles, user roles have acte$acilities which an office worker or
researcher needs when using records. This inchdidiag documents, searching for and
retrieving records. Their interest is primarilytire contents, properties or business conte
of records rather than their management — in otloeds, they are interested in the busine
processes evidenced by the records.

3282

In the matrix, the role of end user shows the acdghts that typically are appropriate for
the majority of users in an organisation to camytbeir business functions.

3283

A further example of a user role is given: review&his shows a level of access control t
may be allocated to a sub-set of users for theqzep of reviewing records.

1969

This matrix is best viewed as a starting point, asdhe formal basis for assigning rights.
Users of this specification will need to considddigional requirements which are specific
their environment.

3286

The formal requirements dealing with this tableatrthe end of chapter 4; they confirm th
the requirement is not for an ERMS to incorporate he sample access matrix shown
here, but to be capable of being configured to aéast this level of detailfor an
unrestricted number and type of roles and functitimaust be possible to configure each
cell of the matrix as “yes” or “no”, but with thatile having as many columns as the
organisation needs.

4670

Other possible roles that might be implementedrggnisations include but are not limiteg
to:

* assistant;

* auditor;

« freedom of information manager;
* manager;

* records creator;

» records manager;

e supervisor.

1968

This matrix is divided into sections. These sexgigroup, for convenience, the functions
normally associated with files, records, recordsiaggment and administration.

3241
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Example Access Matrix Illustrating Level of Detalil

Users
User Roles Administrative Roles
S S
q) w - +—
3 s | - Z =
° > S E c £
. [ () o T QT
Function L 04 a < O<
Add new classes No No Yes Yes
Create new files Yes No Yes Yes
Change file metadata No Yes Yes Yes
Maintain classification scheme and files No No Yes Yes
Delete files No No Yes Yes
Capture records Yes No Yes Yes
Relocate a record to a different file Yes No Yes sYe
Search for and read records Yes Yes Yegq Yes
Change content of records No No No No
Change record metadata No Yes Yes Yeg
Delete records No No Yes Yes
Place and remove disposal holds No Yes| Yeq Yep
Retention and disposition schedule and No Yes Yes Yes
disposition transactions
Export and import files and records No Yes Yes Yeqg
View audit trails No Yes Yes Yes
Configure and manage audit trail No No No Yes
Change audit trail data No No No No
Move audit trail data to off-line storage No No Yes Yes
media
Perform all transactions related to users gnd No No Yes Yes
their access privileges
Allocate access permissions to local No No No Yes
administrators
Allocate own access permissions also| to Yes Yes Yes Yes
other users
Set up and manage case management roles No No No s Y

Page 151



Example Access Matrix lllustrating Level of Detall

Users

User Roles Administrative Roles

S S

= = s s

@ o 2 _ 7

3 5 _ E =

o S 8 € c E

. c ) o T QT

Function L 04 a4 < O<
Maintain database and storage No No Yes Yeq
Maintain other system parameters No No No Yes
Define and view other system reports No Yes Yes Ye

Figure <C13.4 1D3241>
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Appendix 1 — Reference Publications

4679
publications:

This specification was prepared with referenceh® following existing specifications ar

Ref.

Name and Ownership or
Source

URL or Publication Details

(1]

Dublin Core Metadata Element
Set, Version 1.1: Reference
Description

http://dublincore.org/documents/dces/

(2]

Functional Requirements for
Electronic Records Managemen
Systems (GB The National
Archives)

http://www.nationalarchives.gov.uk/electronicrecdrdqs2002/default.ntm
t

(3]

Code of Practice for legal
admissibility and evidential
weight of information stored
electronically (British Standards
Institution)

Published by British Standards Institution (www-gkbal.com) as
BSI DISC PD 0008

(4]

The Preservation of the Integrity
of Electronic Records (UBC-
MAS Project)(University of
British Columbia)

http://lwww.interpares.org

(5]

Standard 5015.2 “Design Criteri
Standard For Electronic Record
Management Software
Applications” (US Department o
Defense)

a http://jitc.fhu.disa.mil/recmgt/

5

(6]

National Archives of Australia -
Functional Specifications for
Electronic Records Managemen
Systems Software

- Exposure Draft

http://www.naa.gov.au/recordkeeping/er/erms/speatitons.html

t

(7]

Riksarkivet - The National
Archives of Norway - NOARK-4
Norwegian recordkeeping syste
Version 4 - Part 1 Functional
description and specification of
requirements

http://www.riksarkivet.no/arkivverket/lover/elarkivoark-4/english.html

mn

(8]

Functional Requirements for the
Sustainability of Electronic
Records

http://www.nationalarchives.gov.uk/documents/fuoctl_requirements.pdf

(9]

InterPares 2 Project Terminolog
Database

y http://www.interpares.org/ip2/ip2_terminology_dlmcf
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Appendix 2 -Development of this Specification
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4773 | Overview
4772 | The MoReq2 specification has been developedhe European Commission by a te
from Serco Consultancy (formerly Cornwell Managetn@nnsultants plc), based in t
United Kingdom. The project team included spesfationsultants, who authored the
specification, a small project management and adim@tion team and an Editorial Board
comprising records management experts from seceraitries. A late draft of the enti
document was reviewed by a semi-independent reviewe
4856 | The test framework documentation was prodbgemiteam from imbus ag.
4857 | The requirements were subject to severaldefeeview.
4858 | First, the Authoring Team members conductst peviews of each other's work. Th
the draft requirements were submitted to a peaeweprocess by panellists representin
broad spectrum of interested parties across tt@dsenanagement community. For e
of reference these were broken down into:
* Archives Panel;
* Specialists Panel;
e Users Panel;
* Vendors Panel.
4859 | At selected points, drafts were also revielwedhe MoReq2 Editorial Board, which w
constituted from experts located throughout Eurapg North America (see Appendix 4
The Board met with the Authoring Team on two ocgasj providing invaluable direction
and guidance; and its members later conductedarwiew by e-mail.
4860| The drafts of MoReq2 and the test documemtatiere reviewed on two occasions
members of the DLM Forum who co-ordinated their omants and fed them back to t
project team through the European Commission PrQ#icer.
4861 | The structure of the project team is outlimethe figure below; see appendix 4 for det
of its members.
4862 Project Officer I E——— DLM Forum
European Commission
Administration Management Editorial
Team LCE Board
Test Framework Authoring Semi-Independent
Development Team Team Reviewer
Archives
Panel
4863 | Review process
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4864

A project initiation meeting was held in Loamg involving the authoring team and t
Editorial Board. At this meeting, working protosand other principles were agreed,
some key references were identified. This was ¥akd by desk research and obtain
copies of relevant reference works. These refe@emere examined by the consultar
leading to a list of references used, which isppeadix 1.

4865

The reference documents were closely examamed compared to each other and

original MoReq to ensure that the revised spedificaincluded all relevant requirements.

4866

The next step was to import the text of thgimal MoReq into a software tool (Telelog
DOORS); this is a specialised requirements and gdnamanagement package which

he
and

ng
s,

the

ic
vas

used throughout the authoring process to managér#feng between the members of the

team and to track and incorporate the commentderdtafts from the reviewers. T
document was restructured within DOORS to reflbet MoReq2 scoping document
that the relationship to the original MoReq couddrbaintained.

ne
SO

4867

As the draft of each chapter was completethéyeam it was published onto the MoRé
web site and all panellists were e-mailed so thaty tcould download the draft af
complete a specially designed comment form witlir tbentributions to the draft. Theg

comment forms were returned and their contentsrpurated into the DOORS software

for review and incorporation. Over a period of tialechapters were published in this w
and comments received back from the panellistssettmomments were imported i
DOORS.

22
nd
5e

ay
to

4868

When the majority of chapters had been issuehlis way a semi-complete draft of t
entire document was compiled and this was distithud the Editorial Board for them
identify major concerns in advance of a second imgeif the Board.

ne
to

4869

At this meeting, which was also held in Lomdoonsensus was reached between

members on the majority of the issues that had heentified. Following this, the

document was redrafted in the light of the agreeg ferward.

the

4870

This redraft of MoReg2 was issued to thedetapfficer and members of the DLM Fory
for their review and comment. Following a prograsseting in Brussels all the
comments were incorporated into DOORS and the anthteam studied each comme
those from the members of the DLM Forum alongsidesé from all the other panellis|
individually. These comments were implementedejeated as appropriate, this proc
was intense and iterative as many of the commeete \nutually incompatible or n
suitable for inclusion in MoReqg2. However the alkquality of the comments w4
extremely high and this led to a refining of thexpous draft.

5€

eSS
Dt
S

4871

This draft was entitled Draft 2 and was mh#d as an essentially complete document
as a series of individual chapters for all pantslliit® comment on. Upon receipt, the
comments were also imported into DOORS and impléeakor rejected as before.

and
pse

4872

At this stage the final chapters and sectafnhe document were incorporated and
complete draft issued to the Project Officer andnimers of the DLM Forum for review.

the

4873

Upon receipt of these comments a final driffloReq2 was prepared which was subj
to an internal review by a semi-independent revidwedore publication.

ect

Appendix 3 — Use of this Specification in Electroni c Form

4874

This specification has been prepared saittlkan be used in electronic form. It has bg
prepared using Micros&ftword 97.

cen

4875

The main advantage of using the specificatioalectronic form is that it can easily
customised.

pe
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requirement per table row. This is illustratedooel { Deleted: 4873 )

|4877| The requirements (chapter 3 to 11) are ptedemn the form of tables, with orle

Ref. Requirement and Rationale Test.
13.1.1 | The ERMS must provide ... Y
NUMBER REQUIREMENT &RATIONALE TESTABLE

4879 | The tables consist of three columns:

4880« Ref.: a requirement reference number. This is generméaimatically by Microsofy Deleted: number )

Word, as the reference numbers use a “headingg.styhe result is that if chapters,
sections or requirements are added or subtra¢tediutmbering changes automatically;

4881 |+ Requirement & Rationale:

o the requirement text. This always uses one ofvéres “must” (to indicate a
mandatory requirement) or “should” (to indicateesidable requirement);

o the rationale text. This is always italic text and provides examples or|la
further description of the requirement;

(-

4882 |+ Test: each requirement is followed by an attribute calfEdtable” abbreviated g Peleted: Testable

‘test, This indicates whether it will be possible to tte®mpliance with the peleted:. )
requirement. Possible values of the “testablefibaite are described below, with
examples:

0o Y - The requirement can be tested formally. Anneple is “The ERMS must
allow at least three hierarchical levels in thessification scheme”. This can
be tested by attempting to set up a hierarchy thithe levels.

o N - The requirement cannot be tested formally. example is “The ERM$
must support the organisation’s business clastifitascheme”. There is no
way to test this in the general case.

o P - The requirement can be tested but the coverfatiee test is partial, or
is not formally testable but it is possible thatkaof compliance can be
discovered. An example is “the ERMS should nottlime number of levels in
the hierarchy.” There is no way, formally, to tést the absece of a limit.
However, the requirement is considered testablén \pértial coverage, fq
example by testing for a large number of levels] doring the testing it i
possible that a limitation on the number of leuelight be noticed, indicatin
that the ERMS does not comply with the requirement.

—

QU=

4883 | Jf chapters, sections or requirements are deleteckobbft Word will replace any cros, Peleted: Note that if )

references to them (if there are any) with an emassage. These can be located by
searching for the texgtror!”

4884 | By default, the table borders are not visiblehey can be seen by use of the “Show
Gridlines” command.
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Appendix 5 — Correspondence to Other Models

ISO 23081
4762 | Appendix 1 — Correspondence to Other Models
4763 | |SO 23081
4764 | The entities considered jn MoReq2 can be mapperzippately to their equivalents in- - Deleted: the
ISO 23081 as follows:
4765

MoReq2 entity

ISO 23081 entity sub-class

Component -
Record tem .
Transaction sequence

Volume

Sub-file File/folder

File

Class Series

Classification scheme Archive

- Archives
4766 | However, these mappings are necessarily approximate
4767

The metadata elements in the MoReq2 model eachahaaene consisting of two or thre
parts (as described in appendix 9 section 9.6)eféirer possible the second part of the
name is taken from ISO 23081-2, but several haea beveloped for MoReg2, as show
in the following table:

1%

5

ISO 23081 Metadata Group

2nd part of MoRe@2 Element Name

Source of nam

Identity system_identifier MoReq2
abstract ISO 23081
author MoReq2
classification ISO 23081
copy_recipient MoReq?2
counter_signature MoReq?2

Description date MoReqz2
external_identifier MoReq?2
place ISO 23081
recipient MoReq2
record_type MoReq2
sender MoReq?2
title ISO 23081

Event plan abstract MoReq2
agent ISO 23081
date ISO 23081
event_description ISO 23081
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ISO 23081 Metadata Group

2nd part of MoReg2 Element Name

Source of nam

event_trigger ISO 23081
period MoReq?2
reminder MoReq?2
status MoReq?2
volume_event_trigger MoReq2
volume_period MoReq2
abstract MoReq2
agent MoReq?2
Event history date ISO 23081
disposal_hold MoReq?2
transfer_or_destroy ISO 23081
language ISO 23081
Use status MoReqg?2
technical_environment ISO 23081
cross_referenced_to MoReq?2
disposal_hold MoReq2
has_extract MoReq2
Relation is_child_of MoReq2
is_extract of MoReq?2
is_parent_of MoReq2
previous_fully _qualified_classification_codd/loReg?2
r&d_schedule MoReq?2

4912 | Further aspects of the correspondence betMe&eq2 and ISO 23081 are in appendix
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Appendix 6 — Date Processing

4890

The ERMS is required to process all dateectly, regardless of millennium, century|or
other date representation issues. Fmpendixpresents a statement of the requirene| peleted: — see <iDxxx>

for year 2000 processing which could be adaptededessary, to deal with other dat

This will be especially relevant for Electronic Reds Management Systems which may

include metadata dates for previous or future cegu

4891

The following is reproduced verbatim, withrmpession, from BSI DISC PD2000-1:1998

A Definition of Year 2000 Conformity Requirements.

4892

1%

Year 2000 conformity shall mean that neitherformance nor functionality is affecte
by dates prior to, during and after the year 2000.

4893

In particular:
Rule 1 No value for current date will cause any interirapin operation.

Rule 2 Date-based functionality must behave consisteotlydates prior to, during
and after year 2000.

Rule 3 In all interfaces and data storage, the centurgniy date must be specified

either explicitly or by unambiguous algorithms oferencing rules.
Rule 4 Year 2000 must be recognized as a leap year.
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Appendix 7 — Standards and Other Guidelines

7.1 Standards

ty

Page 164

ID Text

3143 | Appendix 7.1 — Standards

4671 | This appendix lists standards and other ressueferenced in the specification or
applicable to electronic records management.

4527 | The standards include those that are patlguielevant to ERMSs; they omit generic
standards such as those dealing with storage hezdwa database languages.

4528 | The standards include international standénth de jure and de facto. National
standards are omitted from this list. They maytiéed to a chapter zero by the authori
for a member state. Only standards that haveeatdiiearing on systems design are
included; standards that address organisation agding management are not included
In most cases, the short name of the standardiadtilly qualified name) is shown, for
ease of understanding.

3681

ISAAR(CPF) International Standard Archival Authority Record for Corporate Bodies, Persons, and
Families (International Council on Archives).

IETF RFC 2821 | Simple Mail Transfer Protocol.
(http:/ /www .ietf.org/rfc/rfc2821.txt)

IETF RFC 2822 | Internet Message Format. - { Formatted: French (France) ]
(http:/ /www ietf.org/rfc/rfc2822.txt)

ISO 216 Writing paper and certain classes of printed matter -- Trimmed sizes -- A and B series

ISO 639 Codes for the representation of names of languages.

ISO 2788 Guidelines for the establishment and development of monolingual thesauri.

ISO 5964 Guidelines for the establishment and development of multilingual thesauri.

ISO 8601 Representation of dates and times.

ISO 9834-8 Generation and registration of Universally Unique Identifiers (UUIDs) and their use as
ASN.1 Object Identifier components
(see also ITU X.667).

ISO 12033 Guidance for selection of document image compression methods.

ISO 12037 Recommendations for the expungement of information recorded on write-once optical
media.

ISO 12142 Media error monitoring and reporting techniques for verification of stored data on
optical digital data disks.

ISO 12654 Recommendations for the management of electronic recording systems for the
recording of documents that may be required as evidence, on WORM optical disk.

1SO 14721 Open archival information system - Reference model (OAIS).

ISO 15444 JPEG 2000 image coding system: Core coding system.

ISO 15489 Records Management.

ISO 15801 Information stored electronically -- Recommendations for trustworthiness and
reliability.

ISO 15836 The Dublin Core metadata element set.

ISO 18492 Long-term preservation of electronic document-based information.

ISO 19005-1 Electronic document file format for long-term preservation - Part 1: Use of PDF 1.4
(PDF/A-1).



ISO 23081 Metadata for records.

ITU X.667 Generation and registration of Universally Unique Identifiers (UUIDs) and their use as
ASN.1 object identifier components.
(http:/ /www.itu.int/ITU-T/studygroups/com17/ oid / X.667-E.pdf).

TIFF Tagged Image File Format.
(http:/ / partners.adobe.com/ public/developer/tiff/index.html)

X.509 ITU-T Recommendation X.509: Open systems interconnection - The Directory: Public-
key and attribute certificate frameworks.
(http:/ /www.itu.int/rec/ T-REC-X.509-200003-1/ en).

XKMS XML Key Management Spec.
(http:/ /www.w3.org/TR/xkms/).

XML W3C Extensible Markup Language (XML)(http://www.w3.org/TR/REC-xml/).

7.2 Other Guidance

ID Text
3720 | Appendix 7.2 — Other Guidance
3721
ISO/DIS 9241- | Ergonomics of human-system interaction - Part 171: Guidance on software
171 accessibility
ISO/TS 16071 | Guidance on accessibility for human-computer interfaces (due to be superseded in
2007 by ISO 9241-171).
WEMC Workflow Management Coalition Terminology & Glossary.
(http:/ /www.wfmec.org/standards/referencemodel.htm).
1999/93/EC Directive on a Community Framework for Electronic Signatures.
http:/ /europa.eu/scadplus/leg/en/lvb/124118 htm

7.3 Accessibility Guidelines and Resources

ID Text

3722 | Appendix 7.3 — Accessibility Guidelines and Resoues

4672 | This section lists guidelines and resourceslévelopers and purchasers of ERMSs.
Whereas other sections of this appendix contaip opén and international publication
this section includes information that is origigaflational and that originates from the
supplier community. This is because no internatilyraccepted documentation has

been identifiedthis may be added in any later editions of MoReq.

o

__ - | Deleted: these

3723

For developers

W3C Web Content Accessibility Guidelines (for wabsiand web applications)
http://www.w3.org/WAI/

RNIB Web Access Centre
http://www.rnib.org.uk/webaccesscentre

RNIB Software Access Centre
http://www.rnib.org.uk/softwareaccesscentre

IBM Human Ability and Accessibility Centre
http://www-03.ibm.com/able/guidelines/

ISO/IEC 18019 Guidelines for the design and preparaof user documentation fg
application software (see especially clause 4.20)e to be replaced by ISO/IEC 26514.)
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ISO/IEC 26514 User documentation requirements farcudchentation designers apd
developers. (Under development).

For procurement

ACCENT - Accessibility in ICT Procurement: EU prcie
http://www.verva.se/web/t/Page 2936.aspx
(note: there are four “_" underscore charactethénabove url)

PAS 78:2006
A guide to good practice in commissioning accessigbsites

http://www.drc.org.uk

RNIB Software Access Centre
http://www.rnib.org.uk/softwareaccesscentre

7.4 Digital Preservation Guidelines

ID Text

4895 InterPARES project (http://www.interpares)org

Preserving Access to Digital Information (PADI) jerct
National Library of Australia (http://www.nla.gowépadi/)

The National Archives
Functional Requirements for the Sustainability Efdionic Records (
http://www.nationalarchives.gov.uk/documents/funcél_requirements.pdf)

7.5 Graphical Model of Relationship of MoReq2 with Other Guidance

ID Text

3144 | Appendix 7.5 - Graphical Model of Relationship of MDReg2 with Other Guidance

2076 | This section contains a graphical modelghatvs how key standards are related to
electronic records management. It uses the fotigwiew model of electronic records
management, prepared only for this purpose.
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3157

The model shows key processes that affectretéc records. The records are

represented by the central, grey, circle. Thegsses (“create”, “capture” etare
represented by the coloured shapes surroundingtioeds.

3160

The number of processes shown (the granylarifevel of detail of the model) is
somewhat arbitrary. Several other representatiompossible, and would be more
appropriate for different purposes; the above lehlehosen specifically to relate to
standards. To interpret these processes:

3159

» Createincludes not only the creation of records withincaiganisation, but also
receipt of records from outside the organisation.

» Capture includes the registration, classification, andeh&y of records
management metadata.

* Useincludes search, retrieve, browse, render, maintaview etc.

» Preserveis the processes required to maintain accesgibiier time.

« Manageincludes maintaining access controls and disprs#uthorities.

3158

The order of the processes shown is notfgignt, because they can occur in differen
sequences in different settings.

3161

Simplifying greatly, the key standards apmlyio electronic records management car
related to these processes as shown in the foltpmiodel.

t
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| 3162 |

ISO 15801, 12654
1ISO 12033

PDF/A

RFC 2821, 2822,
TIFF, JPEG
ISO 216

1ISO 12037

Moreq2, 1ISO 15489

ISO 12142

v3

‘445;;;:::::::::§§§§§§ GUID
§§* XML

\\ Metadata:

DC, ISAAR, ISOs 23081,
US@ 639, 2788, 5964, 8601

1SO 18492, OAIS

\ \\ X.509, XKMS

&
7
Q- PDF/A
O

RECORDS

aa
A4S
\O

1SO 15801, 12654

Figure <ID3162>

4896

The relationship shown above between thelatds and processes is repeated at the
of this section in a form that does not requireouol

end

3163

This model traces the extent of the standegtissance - very approximately - using
coloured lines superimposed on the processes. d&datred line represents one or
several standards. Where possible, the standeeddhawn by their common name (e.
PDF/A, OAIS) rather than by their less-descripst@ndard number (e.g. ISO 19005,

ISO 14721); refer to section 1 of this appendixfézmal titles. Note that any model a

this kind can only give a rough indication - itnist possible to show all details of all th
interactions of processes and standards; to soteatdke inclusions and omissions
reflect a subjective view.

=

2]

3164

The model is explained below. Standardsateatipplicable across many processes are

explained below, followed by the standards relevamach of the processes.

3172

ISO 15489 and MoReg2
ISO 15489 and MoReg2 both cover the entirety oftteeesses affecting electronic
records. Accordingly, they are shown as encircéiighe processes.

3165

XML

XML is shown as being relevant to almost all preess- all except store and destroy.
relevance varies greatly according to the envirartmén principle however, it can
influence the format of record creation then theg wmawhich the metadata is stored an
expressed at capture and during later use; it important standard facilitating the
interpretation of metadata and content in long teraservation; it can be used to
provide a common schema for transfers betweenragsieécan be used to describe
access and schemas and disposition authorities.

Its
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4911 | Metadata

Metadata standards are relevant to the processeptire, use, preserve, transfer ang
manage. These include ISO 23081 (which coverasplcts of records management
metadata), Dublin Core (which specifies a standatdf metadata for discovery), ISO
639 (controlled vocabulary for language codes),DS¥d ISAAR (approaches to the
use of metadata for record keeping and archival)l8@s 2788 and 5984 (thesaurus
standards).

3170 | Create
The major standards consideration in the processonirds creation is the format of the
record. Many format standards exist, including RR2821/2822 (for e-mail), ISO 216,
TIFF and JPEG (for scanned images), and PDF/A.

U

3169 | Capture

Metadata standards of all kinds apply stronglhyhodapture process. = Some of the
format standards affecting capture are also relfivam the point of view of extracting
metadata values automatically. Standards affettiggl issues also apply to capture,
namely ISO 15801 and ISO 12654.

3168 | Use
The standard governing GUIDs (globally unique ids§67, affects the way electronic
records are used, as do standards relating toiksgads, ISO 15801 and ISO 12654.

3167 | Preserve

The key standard for digital preservation is OAlS8s provides a framework for the
design and management of preservation activiti®& 18492 also provides general
guidance. Most preservation work relies greatlylenuse of metadata standards; and a
key standard is PDF/A, which describes a presemwdtirmat. Standards for electronig
signatures, X.509 and XKMS also have a bearingreagsvation issues.

3166 | Transfer
The use of metadata standards is essential tddrarsetween organisations or between
systems.

3171 | Manage
Metadata standards can support the processes afgingraccess and retention. Also
relevant are the legal standards, 1SO 15801 anf4126

3174 | Store
ISO 12142 addresses a small aspect of storagteddtastorage on optical discs.

3173 | Destroy
ISO 12037 addresses a small aspect of destruci@mely expungement; this is only
relevant is some environments.

4897 | The relationship between the standards asgkpses is shown in a tabular form that
does not require colour below. This table showstocesses in columns, and the

standards in rows. Where a tioK)(is shown at the intersection of a row and a caliitm
indicates that corresponding standard is relatédeg@orresponding the process.

Destroy

Create
« | Capture
<« | Use
<« | Preserve
<« | Transfer
<« | Manage
<« | Store

ISAAR(CPF) | International Standard Archival Authority Record
for Corporate Bodies, Persons, and Families
(International Council on Archives).

IETF RFC Simple Mail Transfer Protocol. v | v
2821
IETF RFC Internet Message Format. v | v
2822
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ISO 216 Writing paper and certain classes of printed v | v
matter -- Trimmed sizes -- A and B series
ISO 639 Codes for the representation of names of viviviv|ivIiv
languages.
ISO 2788 Guidelines for the establishment and vivivivivI]ivy
development of monolingual thesauri.
ISO 5964 Guidelines for the establishment and Vi ivivivivIiv
development of multilingual thesauri.
ISO 8601 Representation of dates and times. v v | v v
ISO 9834-8 Generation and registration of Universally
Unique Identifiers (UUIDs) and their use as
ASN.1 Object Identifier components
(see also ITU X.667).
I1SO 12033 Guidance for selection of document image v
compression methods.
ISO 12037 Recommendations for the expungement of v
information recorded on write-once optical
media.
I1SO 12142 Media error monitoring and reporting techniques v
for verification of stored data on optical digital
data disks.
ISO 12654 Recommendations for the management of v | v v
electronic recording systems for the recording of
documents that may be required as evidence, on
WORM optical disk.
I1SO 14721 Open archival information system - Reference v
model (OAIS).
ISO 15444 JPEG 2000 image coding system: Core coding v | v
system.
ISO 15489 Records Management. v v | v v | v
I1SO 15801 Information stored electronically --
Recommendations for trustworthiness and
reliability.
ISO 15836 The Dublin Core metadata element set. v | v v I vilv
ISO 18492 Long-term preservation of electronic document-
based information.
ISO 19005-1 | Electronic document file format for long-term v | v v
preservation.
ISO 23081 Metadata for records. v v | v v
ITU X.667 Generation and registration of Universally
Unique Identifiers (UUIDs) and their use as
ASN.1 object identifier components.
TIFF Tagged Image File Format. v | v
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X.509 ITU-T Recommendation X.509: Open systems v v
interconnection - The Directory: Public-key and
attribute certificate frameworks.
XKMS XML Key Management Specification.
XML W3C Extensible Markup Language. v v v i v
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Appendix 8 — Changes from the Original MoReq

1 Changes that are not Backwards-Compatible

4783

MoReg2 has been written to ensure, as fgoasible, compatibility with the originﬁl
MoReg. The major innovation in this edition is #terage of records directly in classgs,
without the use of files. This is covered in seetB.2; it should be noted that the ERMS

can be configured to disable this option.

4784

The ability to create sub-files as well akirees within files is also new to MoReq2 (s
section 3.3). This does not have any backwardgadthility issues, but is a major ne
requirement.

4899

Also the definitions of presentation and feow have reversed from the previous

MoReg. See the glossary for a full definition ottbterms.

2 Relationship between Sections

4900 The structure of MoReq2 mirrors that of MoR&upject to some changes and several
additions. This section shows the correspondemteden sections in MoReqg and
MoReg2.
MoReq MoReq2
Chap. | Title Chap. | Title < -~ [ Formatted Table )
Preface Preface: MoReq2 N { [ﬁ
1 Introduction 1 Introduction
1.1 Background 1.1 Background
1.2 Purpose and Scope of this 1.3 Purpose and Scope of this
Specification Specification
1.3 What is an ERMS? 1.4 What is an ERMS?
1.4 For What can this Specification be | 1.5 For what can this specification be
Used? used?
15 Emphasis and Limitations of this | 1.7 Emphasis and Limitations of this
Specification Specification
1.6 Using this Specification 1.9 Using this Specification
1.7 Organisation of this Specification | 1.10 Organisation of this Specification
1.8 Mand_atory and Desirable 1.12 Mand_atory and Desirable
Requirements Requirements
1.9 Intellectual Property 1.6 Intellectual property rights
2 Overview of ERMS Requirements | 2 Overview of ERMS Requirements
2.1 Key Terminology 2.1 Key Terminology
2.2 Key Concepts 2.2 Key Concepts
2.3 Entity-Relationship Model 2.3 Entity-Relationship Model
3 Classification Scheme 3 Classification Scheme
3.1 Configuring the Classification 3.1 Configuring the Classification
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MoReq MoReq?2
Chap. | Title Chap. | Title «| -~ [ Formatted Table )
Scheme Scheme o { [ﬁ
3.2 Classes and Files 3.2 Classes and Files
3.3 Volumes 3.3 Volumes and Sub-Files
3.4 Maintaining the Classification 3.4 Maintaining the Classification
Scheme Scheme
4 Controls and Security 4 Controls and Security
4.1 Access 4.1 Access
4.2 Audit trails 4.2 Audit trails
4.3 Backup and Recovery 4.3 Backup and Recovery
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Appendix 9 — Metadata Model

9.1 — Introduction

v

ID Text
4396 Appendix 9: Metadata Model
4445 This appendix describes the MoReq2 metadata mhdekignificantly different from
the model in MoReq. Accordingly there is no crosference between the two models.
4444 The purpose of the MoReg2 metadata model is tmédifie metadata needed to allow
exchange of records between ERMSs with no lossaRRéj2-related mandatory
functionality, with the following exclusion.
4443 This metadata model excludes the metadata necdesdefine the user access rights
model. This is because:
* MoReq2 does not mandate an access control mode&dait it specifies a general
framework within which a specific model should lmmstructed (section 12.4);
» User identities are not generally transportablesgsystems, and so cannot be
meaningfully included here.
4442 The metadata model is described in terms of a mimireet of metadata “elements.”
These “elements” are those that the ERMS must leetakexport, import, and process.
An “element”, referred to as “field” in the past,the variable used to hold a metadata
“value”. So examples of elements and metadataegadue:
4441
Example of metadata element | Examples of possible metadata values
Request for permission to release ABC
or
Report on failure of DEF
or
Complaint about GHI
Identifier N1128A
or
3F2504E0-4F89-11D3-9A0C-0305E82C3301
or
7QDBkvCA1+B9K/UOvrQx1A
Keyword Records, Archives, Information
or
Air travel
or
Recreational activity, sport, field events, javelin
4440 Almost any ERMS can be configured with sufficieields to support the metadata
elements listed below. However, this alone isffiient. It is important that:
» the ERMS must use the metadata elements to enatblsu@port the functionality
defined in the remainder of this specification (sé®2538>);
» the ERMS must include features supporting validatioheritance and default valug
rules when capturing the metadata values.
4439 This model stops short of being a complete scharagplication profile for ERMS
metadata. An xml schema is the subject of a separdated, development <insert
footnote reference or similar to xml schema>.
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9.2 — Audit Tralil

ID Text

4438 Audit Trail

4437 For the purposes of this model, audit trail infotima is not considered to be metadata.

4793 However, the audit trail is used to store valuemsefadata elements that have been
changed. So, for example, if a user changes thie ed a Title element from
“Report on failure of DEF”

to

“Report on failure of FED”

then the old value,

“Report on failure of DEF”

will be stored in the audit trail, along with dészof the change made (time, date, user gtc)
while the new value,

“Report on failure of FED”

will be stored in the metadata.

9.3 — Implicit and Explicit Metadata

ID Text

4436 Implicit and Explicit Metadata

4435 The MoReq2 Metadata Model specifies minimum metadatded for compliance with
MoReg2. This is intended to represent the mininmetadata required for good records
management. However, MoReq2 compliance does na itinat values for all the
elements specified in this model must be storedi@ttp in a metadata database. It does
mean that the ERMS must be capable of exportingoiting, and processing the valug
Therefore, it is acceptable for metadata valudsetetored implicitly by the ERMS. Th
is illustrated in two examples:

wn

4434 » The identifier of the retention and dispositionethle that applies to a file can be
stored explicitly as a metadata value in a metadatabase, as a value associated
with the file. However, it is acceptable for tidemtifier to be stored in the database
as a value associated with the file’s parent classther words as a value implicitly|
associated with the file through inheritance.

4433 * The title of a record can be stored explicitly asetadata value in a metadata
database, as a value associated with the recavdieer, it is acceptable for ERMS
not to store the title explicitly if the title is@ed as a part of the record itself, so long
as the ERMS is able to process the title.

9.4 — Principles

ID Text

4432 Principles

4431 The MoRe@2 metadata model is intended to be cemsjsb the extent possible, with the
following international standards:

4430 + IS0 23081 — Records management processes — Mefadagaords;

4429 « SO 15489 — Records management;

4428 » IS0 15836 — The Dublin Core metadata element set{covery purposes).

44271 For several reasons, the MoReg2 metadata modendoesmply fully with these three
standards. Reasons include:

4426 « The scope of ISO 23081 is greater than the scopo&feq?2; it therefore describes
more metadata than is defined in the MoReq2 medadatiel;

4425 « The metadata elements specified in ISO 15836 asldessurce discovery and are
not all well-suited to records management use;

4424 » IS0 23081-2 was published after the MoReq?2 prajented;
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4423

* MoReg2 extends the management of records to acta®vered by these standard
notably in its inclusion of sub-files and volumes.

4422 ISO 23081 defines six “types” of metadata, as fedb

4421 “a) Metadata about the record itself;

b) Metadata about the business rules or policidsnaandates;
c) Metadata about agents;

d) Metadata about business activities or processes;

e) Metadata about records management processes; and
f) Metadata about the metadata record.”

4420 The MoReq2 metadata model covers most of a), &), and part of f).

4419 ISO 23081 partially represents the six “types” @tatata in a diagram; this is
reproduced below, with the addition of shading tiearesents the parts of the model
covered by MoReq2.

4418

‘ Mandates ’
l Govern
[ e g 1
| |
| « Business |
Establish ) \'\ Account for
competencies / T ! Execution
of : : Is of
Do ! Records ! documented
: mzéna_gement i in
[ usiness
L~ anage,
Do Enable, use
A
Create >
Pl Records
(Agents) <+«—  Used by
Figure <A9 ID4418>

4417 Insert footnote: 1ISO 23081 attributes this diagram — without thading — as follows:
Derived from Figure Recordkeepingnd Figure 3he Business Contexbcluded in
“Conceptual and Relationship models: Records irr&ss and Socio-legal Contexts”, a
deliverable from the 1998-1999 Monash Universisearch project, called “Recordkeeping
Metadata Standards for Managing and Accessingrirdton Resources in Networked
Environments Over Time for Government, Commercejéand Cultural Purposes”, Chief
Investigators: Sue McKemmish, Ann Pedersen andeSiawckey.
http://www.sims.monash.edu.au/research/rcrg/rebéspict/reports.html.

4416

In omitting some of the metadata types identifie¢HO 23081, a MoReqg2-compliant
ERMS is at risk of compromising some aspects ofritegrity of records. A more
complete model of metadata lessens these riskexomple, ISO 23081-1 requires (in

clause 9.3.1) that metadata recorded at the tiraeaad is captured should:
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4415

“a) identify the specific metadata scheme or schesaal in organisational business
systems,

b) capture the business rules or other systemalsritrat regulate record creation and

management,
c) capture the business rules or other systemaisritrat regulate metadata creation
and management,

d) capture the business rules or other systemaisritrat regulate records management

operations,

e) capture the business rules or other systemadstitrat regulate access, and rights
records,

f) document the mandate or other regulatory requérg for record creation and/or
management,

g) document the mandate or other regulatory remére for record retention, security
or destruction requirements, and

h) capture the links between the mandate or regyl@formation and the records or
records management processes to which it relates.”

4414

However, the effort required to implement all theee completely is large. Users of
MoReg2 are advised to evaluate the level of riskHeir organisation. Where such ris
are deemed unacceptable, ISO 23081 should be tetsat guidance on how to exten
the metadata model. However, in most ERMS impldgat&ms the risks involved are
likely to be acceptably low.

9.5 — Prese

ntational Conventions

ID

Text

4413

Presentational Conventions

to

73
)

4412

Deleted: the

sections, as follows:

4411

* Section 9.7.1 covers metadata for classificatidres®s;

4410

e Section 9.7.2 covers metadata for classes, fildsfikes, volumes and records;

4408

» Section 9.7.3 covers metadata that is unique tordeextracts;

4901

» Section 9.7.4 covers metadata stubs;

4902

» Section 9.7.5 covers record types;

4903

e Section 9.7.6 covers components;

4409

» Section 9.7.7 covers metadata for retention arubdison schedules;

4407

Notes on customisation of this model follow in $&e9.8, A

Deleted: .

4904

The section headings used in this appendix areteided to define any structure for

the metadata elements; they are chosen solelgtmeehe length of the model and the

amount of redundancy in it. The sections relati¢ostructure defined in 1ISO 23081 g
follows:

MoReq2 Section ISO 23081 Entity,

Classification schemes Record

Classes, files, sub-files, volumes and recorBscord

Record extracts Record
Metadata stubs Record
Record types Record
Components Record
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MoReqg?2 Section ISO 23081 Entity

sl

D

Retention and disposition schedules Mandate
4406 The metadata elements for classes, files, sub-filames and records are brought
together in one section, despite the fact that #reydescribing different sorts of entitie

This is only for brevity and ease of presentatitmthis section the noun “entity” is use

to mean “any of class, file, sub-file, volume aedard, as appropriate”.

4405 Every metadata element is shown as one table, the ifollowing figure:
4404
Number: Name
Number Obligation: ‘ ‘ Occurs: ‘
Definition:
Applies to: class ‘ file ‘ sub-file ‘ volume record
Populated:
Use conditions
Comment:
Requirements
v2 A9 <ID4404>
4403 Each table provides the following information abone metadata element:

* Name:the name given to the metadata element in MoReq2.

« Number: A unique three-digit number, preceded by the ld#t¢for example,
M012). This can be used to refer to the elem@hie number is an arbitrary
identifier; the sequence has no significance.

» Obligation: whether a value for the element is mandatory ¢ioopl for compliance
with MoReq2.

» Occurs: whether more than one value is allowed for thenelat (for example, a
“title” element must have only one value, whereasthor” may have many. This is
technically referred to as “cardinality”). TherefOnce” indicates only a single
value is allowed. The term “Many” indicates oneuweabr more than one value are
allowed. Both allow for no values if the obligatie optional.

» Definition: a short description of the element.

» Applies to: (section <9.7.2> only): to which of the entitidass, file, sub-file,
volume and record the element applies. A ti¢kidicates that the element applig
to the entity shown by the tick.

» Populated: the source of the value(s) for this element aedetrent associated with
the initial population of the element.

» Use conditions:conditions and rules that govern the value(shefalement.

» Comment: additional information (for some elements only).

» Requirements: references to formal requirements from other tdrapf MoReq2
that require the metadata element. In some chedist of requirements may not b
complete.

4853 Several elements hold values that are the unicerifeers of other objects. For

example, one element of a file’s metadata holdstifiers for all the records stored in
the file. In most cases the model specifies thatklues are to consist of fully qualifie
classification codes. These codes are used insfeadtem identifiers as they are mo

D =

likely to be meaningful between systems.
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9.6 — Naming Conventions

ly

le

ID Text
4402 Naming conventions
4399 Metadata element names are not necessarily urtiggyeare unique within one section
of the model (for example within section 9.7.2).
4400 The name of each metadata element comprises dbittboee parts, where:
» the first part is the metadata group (as defind@@ 23081 part 2 section 8), name
one of the following:
o ldentity;
o Description;
0 Use;
o Eventplan;
o Event history;
o Relation.
+ the second part is a metadata element name relevtre group. Wherever possib
the names are taken from ISO 23081-2, but severad heen developed for
MoReq2;
» the third part (if present) is a refinement to skeeond part.
4397 The parts of the name are separated by the “.initeli. An underscore “_" is used to
separate words within a part. Some example elenanes are:
» Identity.identifier.classification_code;
» Event_history.opened.

9.7 — Metadata Elements

in

ne

4905 | This section defines the elements in the MoReqgadsga model. It starts with a table
of contents that groups the elements for easeesigntation and use.
4906 The table of contents is followed by the elemerscdptions, in the format explained
section <9.4> of this appendix.
4907 The element descriptions are followed by a crogsreace listing that relates tk
elements to the requirements that affect theireslu
4913 Section
Element
Page
Section 9.7.1 — Classification SChEMES .......cccueiiiiiiiiii e 184
V[0 B T=TSTod ] ) 0] FR= 10 1] 1 r- Lo A 184
MOA5: DESCHPLON.EILIE ......eeiieiiii e e 184
MO44: Identity.System _IdeNtifier...........uuuceeeiiii e 184
Section 9.7.2 — Classes, Files, Sub-Files, VOIUMBELOrdS.........cccccovviiiiiieneeniiiiiine 185
V(022 D T= STl ] o) 10 = 1 1] 1 = Lo 185
MOO4: Description.abstract. KEYWOIrdS .........cccceeevereeeeiiiiiiiie e eee e e 185
M126: Description.abstract.reason_for_rendition..ccc......coovvvvveviiiiiiiee, 185
MOBO: DESCIIPHON.AULNOT ... ..uviiiiiesi ettt e e e e ettt e e e e s s e e e e e s s naeeeessnsenraeeeaeean 186
M108: Description.classification.case id .....cccccccvveeeeeiiice e 186
MO011: Description.classification.classification_€0d...............cccceeiiiiiiiiiiee e e 186
MO012: Description.classification.fully _qualified adsification_code......................c...... 718
MOG7: DeSCriptioN.COPY_TECIPIENT. .. ...ce . e e eeeeeeesittraeeeeesssssrraeeeesssssmnnansssssssseees 187
(0] GTo T D= TS ol ] o) o] e = L (= TS 187
MO70: Description.external_identifier.internal_nefBCe...........ccccvevveiiiiciiine e 188
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MO86:
M122:
MOG66:
MO026:
MO75:
MO003:
MO089:
MO021:
MO054:
M123:
MO097:
MO71:
MO093:
MQ94:
MO51:
M048:
M120:
M119:
MO049:
MQ095:
MO50:
MO088:
MO096:
M127:
MO55:
MOQ74:
M114:
MO035:
M134:
MO034:
M102:
M135:
M136:
M138:
MO053:
MO002:
M022:
MO098:
MO031.:
MO58:
MO062:
MO020:
M125:
M023:
MO032:
MO082:
M148:
MO57:
MO56:
M149:
MO091:
MO025:
M145:;

Description.place.current_10Cation........cuccviciiiiiiiie e 188

Description.place.home_l0CatioN .......cccccceeveeeriiiiiiiiiiiiiieiiieieeeee e ereeeee e 188
Do g o [o ] g PN =T o] o] =T o | APPSR 189
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MO014: Event_plan.event_description.diSpOSition GCL..............eevveeriiiiiiiireeeeeneeiens

MO013: Event_plan.period

MO37: Event_plan.re€mMinder .........c..uuviiiie i e e e e e ee e e naeaeee s
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M133: Use.status.inheritance
Section 9.7.8 — Requirements and Metadata Elemen@3oss-Reference

MO046 Obligation: | Optional ‘ Occurs: | Once

Definition: The description of the classification scheme.

Populated: Entered manually at the time of creation.

Use Can be modified by an administrative role or user with appropriate access
conditions: rights.

Comment: No comment.

Requirements | 3355, 2325

MO045: Description.title

MO045 Obligation: | Mandatory ‘ Occurs: | Once

Definition: The name that identifies the classification scheme.

Populated: Entered manually at configuration time.

Use Can be modified only by an administrative role.

conditions:

Comment: Often the name of the business or organisational unit responsible for the
classification scheme.
Modification of this element should be rare - typically only in response to
a merger or change of corporate name.

Requirements | 3355, 2325

MO044: Identity.system_identifier

MO044 Obligation: | Mandatory ‘ Occurs: | Once

Definition: The identifier of the classification scheme.

Populated: System-generated at configuration time.

Use Cannot be modified.

conditions:

Comment: This element is required to identify classes from classification scheme if
the classification scheme is combined with another or used alongside
another.

Requirements | 3355
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Section 9.7.2 — Classes, Files, Sub-Files, Volumes, Records
MO047: Description.abstract

Mo047 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: A textual description of the entity and its relevant content.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v | record v/

Populated: Manually entered when the entity is created.

Use Can be changed by users who have appropriate access rights.

conditions:

Comment: For classes and files, also known as “scope notes” - narratives intended to
clarify the intended contents and/or exclusions of classes and files for the
benefit of users. Also known as description.

Requirements | 2692

MO004: Description.abstract.keywords

MO004 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: Keywords assigned to the entity to aid in discovering it.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume record v
Populated: Entered manually at any time.

Use Can be modified by users who have appropriate access rights.
conditions:

Comment: No comment.

Requirements | 2128, 2127, 2093, 3635, 2815

M126: Description.abstract.reason_for_rendition

M126 Obligation: ‘ Optional ‘ Occurs: | Many
Definition: Why the record has been rendered.
Applies to: class ‘ file ‘ sub-file ‘ volume record v
Populated: Entered manually at time of rendition.
Use Mandatory for a rendition.
conditions: May not be changed.
Applies to the rendition, not the original record.
Comment: No comment.
Requirements | 4681
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MO069: Description.author

MO069 Obligation: ‘ Mandatory ‘ Occurs: | Many

Definition: The author(s) of a document that is captured as a record.

Applies to: class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights, when an outgoing or internal document is
captured as a record.

Use Can be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.
This element is required for incoming, outgoing and internal documents,
despite the fact that the requirement below does not address all of these.

Requirements | 2242

M108: Description.classification.case_id

M108 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: An identifier specific to a case file.

Applies to: Class ‘ File v/ ‘ sub-file ‘ volume record

Populated: Manually by an administrative role or by a user with appropriate access
permission; or provided automatically by a case management application
or by the ERMS.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 2094, 3497, 3890

MO011: Description.classification.classification_code

MO11 Obligation: ‘ Mandatory ‘ Occurs: | Once
Definition: The classification code of the entity, unique within its parent.
Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v/ record v
Populated: Automatically generated by the ERMS at the time of creation of an entity.
Use Cannot be modified but see below.
conditions:
Comment: Recalculated by the ERMS if the entity is moved.
These classification codes can be concatenated (pre-pended with the
parent’s classification codes) to make a fully qualified classification code.
See element
MO012: Description.classification.fully_qualified_classification_code.
Requirements | 2773, 2099, 2270, 2268, 3671, 2325
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MO012: Description.classification.fully_qualified_classification_code

Mo012 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: The hierarchical identifier of the entity, unique within the ERMS.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v record v

Populated: Automatically generated by the ERMS at the time of creation of an entity.

Use Can only be modified if the entity is moved.

conditions:

Comment: Is made up of concatenated classification codes of the entity and its parent
entities. See element M011: Description.classification.classification_code.

Requirements | 2773, 2099, 2270, 2268, 3671, 2325

MO067: Description.copy_recipient

Mo067 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: The copy recipient(s) of a document that is captured as a record.

Applies to: class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS from the document when possible.
Otherwise entered manually when a record is captured.

Use Cannot be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.
This element is required for incoming, outgoing and internal documents,
despite the fact that the requirement below does not address all of these.

Requirements | 2242, 3542, 4112

MO065: Description.date

MO065 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: The document date (as in the body of the document).

Applies to: class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS from the document when possible.
Otherwise entered manually when a record is captured.

Use Cannot be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.

Requirements | 2242
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MO070: Description.external_identifier.internal_reference

M070 Obligation: | Optional | Occurs: | Many

Definition: An internal reference on an outgoing or internal document that is captured
as a record.

Applies to: class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights, when an outgoing or internal office
document is captured as a record.

Use Can be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.

Requirements | 2242

MO086: Description.place.current_location

MO086 Obligation: | Optional | Occurs: | Many

Definition: The current physical location of a physical entity.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v | record v/

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions when the entity is moved.

Comment: No comment.

Requirements | 2361, 2160

M122: Description.place.home_location

M122 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: The home location of a physical entity.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v record v

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions when the entity is moved.

Comment: The home location is the normal storage location.

Requirements | 2361, 2161
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MO066: Description.recipient

MO066 Obligation: ‘ Mandatory ‘ Occurs: | Many

Definition: The recipient(s) of an outgoing or internal document that is captured as a
record.

Applies to: class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS from the document when possible.
Otherwise entered manually when a record is captured.

Use Cannot be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.
This element is required for incoming, outgoing and internal documents,
despite the fact that the requirement below does not address all of these.

Requirements | 2242, 3542, 4112

MO026: Description.record_type

MO026 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: The type of a record.

Applies to: class ‘ file ‘ sub-file ‘ volume record v’

Populated: Selected by an administrative role or users with appropriate access rights
at the time of creation or can be applied automatically.

Use Can be modified.

conditions:

Comment: No Comment.

Requirements | 2969

MO075: Description.sender

Mo075 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The sender of an e-mail or fax.

Applies to: class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights, when an outgoing or internal document is
captured as a record.

Use Cannot be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.
May be the same as, or different to

Requirements | 4518, 3542, 4112
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MO003: Description.title

MO003 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: The name given to the entity.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v record v
Populated: Either manually entered when the entity is created; or (for some case files

and some records) provided by an external application; or extracted
automatically by the ERMS.

Use Can be changed by users who have appropriate access rights.
conditions:
Comment: No comment.

Requirements | 2665, 2128, 2837, 3542, 4112

MO089: Event_history.abstract.keywords_change_reason

M089 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The reason for making changes to the keyword(s) of a file.

Applies to: class ‘ file v/ ‘ sub-file ‘ volume record

Populated: Manually populated by an administrative role or by a user with
appropriate access rights.

Use Can be modified by users who have appropriate access rights.

conditions:

Comment: No comment.

Requirements | 2819

MO021: Event_history.abstract.reclassification_reason

Mo021 Obligation: | Mandatory  if | Occurs: | Once
the entity is
reclassified.
Definition: The reason for the reclassification of an entity.
Applies to: class v file v/ sub-file v/ volume v | record v’
Populated: Manually by an administrative role.
Use Updated when a class, file, sub-file, volume or record is reclassified.
conditions:
Comment: No comment.

Requirements | 2119, 2325
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MO054: Event_history.abstract.review_action_reason

MO54 Obligation: | Optional | Occurs: | Once

Definition: The reason for the decision taken during review.

Applies to: class v ‘ file v ‘ sub-file v/ ‘ volume v record

Populated: Manually populated by an administrative role or user with appropriate
access rights.

Use Can be modified.

conditions:

Comment: No comment.

Requirements | 2206

M123: Event_history.agent.custodian

M123 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The custodian of the physical entity.

Applies to: class ‘ file v/ ‘ sub-file v ‘ volume v record v

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 2360

MO097: Event_history.agent.movement

Mo097 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The name of the person who was responsible for executing the movement.
Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v | record
Populated: Automatically captured by the ERMS.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2160

MO071: Event_history.date.captured

MO071 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: The date and time at which a record was captured.

Applies to: class ‘ file ‘ sub-file ‘ volume record v/
Populated: Automatically by the ERMS when record is captured.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2241
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MO093: Event_history.date.check_in

M093 Obligation: | Optional | Occurs: | Once

Definition: The date the physical entity was checked in.

Applies to: class ‘ file v’ ‘ sub-file v/ ‘ volume v record v

Populated: Automatically populated by the ERMS.

Use Cannot be modified.

conditions:

Comment: If this date is later than the M094 Event_history.date.check_out then the
entity is checked in.

Requirements | 2360

M094: Event_history.date.check_out

M094 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The date the physical entity was checked out.

Applies to: class ‘ file v’ ‘ sub-file v/ ‘ volume v record v

Populated: Automatically populated by the ERMS.

Use Cannot be modified.

conditions:

Comment: If this date is later than the M093 Event_history.date.check_in then the
entity is checked out.

Requirements | 2360

MO051: Event_history.date.closed

MO051 Obligation: | Mandatory  if | Occurs: | Once
the entity is
closed.
Definition: The date the entity was closed.
Applies to: class v/ file v/ sub-file v/ volume v* | record
Populated: Generated by the ERMS when the entity is closed.
Use Cannot be modified.
conditions: Value null if entity is open.
Comment: No comment.
Requirements | 2789, 2104, 2106
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MO048: Event_history.date.created

M048 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: The date the entity was created.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v record
Populated: Populated by the ERMS when the entity is created.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2701

M120: Event_history.date.decrypted

M120 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The date and time the record was decrypted.

Applies to: Class ‘ file ‘ sub-file ‘ volume record v/
Populated: Automatically by the ERMS.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2425, 4095, 2423

M119: Event_history.date.encrypted

M119 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The date and time the record was encrypted or decrypted.

Applies to: Class ‘ file ‘ sub-file ‘ volume record v/
Populated: Automatically by the ERMS.

Use Mandatory if encrypted.

conditions: Cannot be modified.

Comment: No comment.

Requirements | 2425, 4095

MO049: Event_history.date.modified

M049 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: The date the volume was last modified.

Applies to: class ‘ file ‘ sub-file ‘ volume v record
Populated: Generate by the ERMS when the volume is modified.

Use Can be modified only by the ERMS.

conditions:

Comment: No comment.

Requirements | 2102
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MO095: Event_history.

date.moved.from_location

MO095 Obligation: | Optional | Occurs: | Once

Definition: The date the physical entity was moved from a previous location.

Applies to: class v ‘ file v ‘ sub-file v/ ‘ volume v record v/

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 2160

MO050: Event_history.date.opened

MO050 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: The date the entity was opened.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v record

Populated: Populated by the ERMS when the entity is opened.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2789, 2104, 2106

MO088: Event_history.date.received

M088 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The date an e-mail or fax was received.

Applies to: class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights, when an incoming or internal document is
captured as a record.

Use Cannot be modified.

conditions: Mandatory for any document that is received.

Comment: Manually entered in cases where for example when an incompatible
template is used.

Requirements | 4470
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MO096: Event_history.date.received.at_location

M096 Obligation: | Optional | Occurs: | Once

Definition: The date the physical entity was received at the current location.

Applies to: class v ‘ file v ‘ sub-file v/ ‘ volume v record v/

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 2160

M127: Event_history.date.rendered

M127 Obligation: ‘ Optional ‘ Occurs: | Many
Definition: When the record was rendered.
Applies to: class ‘ file ‘ sub-file ‘ volume record v
Populated: Captured automatically at time of rendition.
Use Mandatory for a rendition.
conditions: May not be changed.
Applies to the rendition, not the original record.
Comment: No comment.
Requirements | 4030

MO055: Event_history.date.reviewed

MO055 Obligation: | Optional | Occurs: | Once

Definition: The date the review took place.

Applies to: class v ‘ file v ‘ sub-file v/ ‘ volume v' | record
Populated: Automatically populated by the ERMS.

Use Can be modified.

conditions:

Comment: No comment.

Requirements | 2963
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MO074: Event_history.date.sent

M074 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The date a fax or e-mail was sent.

Applies to: class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights, when an outgoing or internal document is
captured as a record.

Use Cannot be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.
Mandatory for every document that is sent.

Requirements | 4518, 4470, 4112

M114: Event_history.

date.verified.electronic_signature

M114 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: The date and time the electronic signature was verified.

Applies to: Class ‘ file ‘ sub-file ‘ volume record v/
Populated: Automatically by the ERMS.

Use Mandatory when the signature is validated.

conditions: Cannot be modified.

Comment: No comment.

Requirements | 2417, 2418

MO035: Event_history.

disposal hold.agent_applied

Mo035 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: An identifier of the user who applied the disposal hold.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v | record v’
Populated: Automatically captured when a hold is applied.

Use Cannot be modified.

conditions:

Comment: One value for each disposal hold applied.

Requirements | 3712

Page 196




M134: Event_history.disposal hold.agent_lifted

M134 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: An identifier of the user who lifted the disposal hold.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v record v
Populated: Automatically captured when a hold is lifted.

Use Cannot be modified.

conditions: Mandatory wherever a disposal hold has been applied and then lifted.
Comment: One value for each disposal hold lifted.

Requirements | 3712

MO034: Event_history.disposal hold.date_applied

MO034 Obligation: ‘ Mandatory ‘ Occurs: | Many

Definition: The date a disposal hold was applied to the entity.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v/ record v
Populated: Generated by the ERMS when hold is applied.

Use Cannot be modified.

conditions:

Comment: One value for each disposal hold applied.

Requirements | 3712

M102: Event_history.disposal hold.date_lifted

M102 Obligation: ‘ Mandatory ‘ Occurs: | Many

Definition: The date a disposal hold was lifted from the entity.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v record v/
Populated: Generated by the ERMS when hold is lifted.

Use Cannot be modified.

conditions:

Comment: One value for each disposal hold lifted.

Requirements | 3712

M135: Event_history.disposal hold.reason_applied

M135 Obligation: ‘ Mandatory ‘ Occurs: | Many

Definition: The reason why a disposal hold was applied.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v record v
Populated: Manually entered when a hold is applied.

Can optionally be captured automatically from the value of
M043: Description.abstract.description

Use Cannot be modified.
conditions:
Comment: One value for each disposal hold applied.

Requirements | 3712

Page 197



M136: Event_history.disposal hold.reason_lifted

M136 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: The reason why a disposal hold was lifted.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v | record v’
Populated: Manually entered when a hold is applied.

Use Cannot be modified.

conditions:

Comment: One value for each disposal hold lifted.

Requirements | 3712, 3715

M138: Event_plan.abstract.review_date

M138 Obligation: ‘ Optional ‘ Occurs: | Once
Definition: The disposition date decided by a reviewer during a review.
Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v | record
Populated: Manually populated by a reviewer with appropriate access rights.
Use Can be modified.
conditions: Value must be a valid date wunless value of element
MO053: Event_plan.abstract.review_action is RETAIN in which case it must
be null.
* DESTROY
« TRANSFER
* REVIEW
e RETAIN
Must be used with element M053: Event_plan.abstract.review_action.
Comment: No comment.
Requirements | 2207

MO053: Event_plan.abstract.review_action

MO053 Obligation: ‘ Optional ‘ Occurs: | Once
Definition: The disposition action decided by a reviewer during a review.
Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v/ record
Populated: Manually populated by a reviewer with appropriate access rights.
Use Can be modified.
conditions: Value must be one of:

¢ DESTROY

¢ TRANSFER

* REVIEW

« RETAIN

Must be used with element M138: Event_plan.abstract.review_date
Comment: No comment.
Requirements | 2207
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MO002: Event_plan.agent.owner

MO002 Obligation: ‘ Mandatory ‘ Occurs: | Many

Definition: The owner of the entity.

Applies to: class v ‘ file v ‘ sub-file v/ ‘ volume v record v/
Populated: Generated automatically by the ERMS when an entity is created.

Use Can be modified by an administrative role.

conditions:

Comment: No comment.

Requirements | 2130, 2128

MO022: Event_plan.date.cut-off

M022 Obligation: ‘ Optional ‘ Occurs: | Once
Definition: The cut-off date at which a volume must be closed.
Applies to: class ‘ file ‘ sub-file ‘ volume v record
Populated: Manually populated by an administrative role or user with appropriate
access rights when the volume is created.
Use The volume is automatically closed by the ERMS when the cut-off date is
conditions: reached.
Cannot be used if any of the following is used:
e MO058: Event_plan.volume_event_trigger
e MO059: Use.technical_environment.capacity
e MO062: Event_plan.volume_period
Comment: No comment.
Requirements | 2116

MO098: Event_plan.date.return

MO098 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The date on which a checked out physical entity is due to be returned.
Applies to: class ‘ file v’ ‘ sub-file v/ ‘ volume v record v/
Populated: Manually set by the user checking out the physical entity.

Use Can be modified.

conditions: Changed to null when checked in.

Comment: No comment.

Requirements | 4731, 4733
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MO031: Event_plan.status.permanent

Mo031 Obligation: ‘ Mandatory ‘ Occurs: | Once
Definition: Indicates whether an entity needs to be retained permanently.
Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v record v/
Populated: Manually entered by an administrative role or by a user with appropriate
access rights; can be inherited from parent entity.
Use Can be modified by an administrative role or by a user with appropriate
conditions: access rights.
Value must be either YES or NO.
Comment: No comment.
Requirements | 2190

MO058: Event_plan.volume_event_trigger

MO058 Obligation: | Optional | Occurs: | Once
Definition: The event which allows the calculation of when the volume can be closed.
Applies to: class ‘ file ‘ sub-file ‘ volume v/ record
Populated: Manually populated by an administrative role or by a user with
appropriate access rights.
Use Can be modified.
conditions: Cannot be used if either of the following are used:
MO059: Use.technical_environment.capacity
M022: Event_plan.date.cut-off.
Must be used if M062: Event_plan.volume_period is used.
Comment: No comment.
Requirements | 2116

MO062: Event_plan.volume_period

MO062 Obligation: ‘ Optional ‘ Occurs: | Once
Definition: The time interval which the ERMS monitors once the event trigger has
occurred.
Applies to: class ‘ file ‘ sub-file ‘ volume v/ record
Populated: Entered manually at the time of creation of the volume.
Use Can be modified by an administrative role or users with appropriate
conditions: access rights.
Cannot be used if either of the following are used:
M059: Use.technical_environment.capacity
M022: Event_plan.date.cut-off.
Must be used if M058: Event_plan.volume_event_trigger is used.
Comment: Once this period expires the ERMS closes the volume.
Requirements | 2116
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MO020: Identity.system_identifier

MO020 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: The system identifier for an entity.

Applies to: Class v ‘ File v/ ‘ sub-file v/ ‘ volume v record v/

Populated: Automatically populated by the ERMS.

Use Cannot be modified

conditions:

Comment: Primarily used for by the ERMS software. In some cases it may be used by
users.

Requirements | 3671, 3954

M125: Identity.system_identifier.rendition

M125 Obligation: ‘ Mandatory ‘ Occurs: | Once
Definition: The unique identifier of a rendition of a record.
Applies to: class ‘ file ‘ sub-file ‘ volume record v/
Populated: Mandatory for a rendition.
Populated automatically by ERMS at time of capture and at time of
rendition.
Applies to a rendition, not to the original record.
Use Cannot be changed.
conditions:
Comment: No comment.
Requirements | 2511, 4028

MO023: Relation.cross_referenced._to

M023 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: The fully qualified classification code of another entity that is related to the
subject entity by a cross reference.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v | record v’

Populated: Populated by an administrative role or by users with appropriate access
right.

Use Can be modified by suitably authorised user.

conditions: Modified by the ERMS if the classification code of the referenced entity is
modified.

Comment: No comment.

Requirements | 2208, 2859, 4273
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MO032: Relation.disposal_hold.identifier

M032 Obligation: | Optional | Occurs: | Many
Definition: The identifier of a disposal hold applied to the entity.
Applies to: class v ‘ file v ‘ sub-file v/ ‘ volume v |record, | -~ { Deleted: /
Populated: Populated manually with identifiers of disposal holds by an
administrative role or by a user with appropriate access permission.
Use Can be modified by an administrative role or by a user with appropriate
conditions: access permissions.
Comment: One value for each disposal hold applied.

Requirements | 2195, 2971, 3712

MO082: Relation.has_extract

MO082 Obligation: | Mandatory Occurs: | Many
when any
extract(s)
exist(s)
Definition: The fully qualified classification code of an extract associated with the
record.
Applies to: class file sub-file volume record v/
Populated: Automatically by the ERMS at the time of creation of the extract.
Use Can only be modified if the classification code of the referenced entity is
conditions: modified.
Comment: No comment.
Requirements | 2342, 3971, 4024

M148: Relation.has_rendition

M148 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: The fully qualified classification code of a rendition associated with the
record.

Applies to: class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS at the time of creation of the rendition.

Use Mandatory where a rendition exists.

conditions: Can only be modified if the classification code of the referenced entity is
modified.

Comment: No comment.

Requirements | 4026
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MO057: Relation.is_child_of

MO057 Obligation: ‘ Mandatory ‘ Occurs: | Once
Definition: The fully qualified classification code of the parent entity.
Applies to: class v ‘ file v ‘ sub-file v/ ‘ volume v record v/
Populated: Automatically populated by the ERMS when the entity is captured or
created.
Use Modified automatically if the classification code of the referenced entity is
conditions: modified, otherwise cannot be modified.
Null value for top level classes at all times.
Comment: No comment.
Requirements | 2325

MO056: Relation.is_parent_of

MO056 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: The fully qualified classification code of a child entity.

Applies to: class v ‘ file v ‘ sub-file v/ ‘ volume v | record v/

Populated: Automatically populated by the ERMS dependent at time of capture or
creation of a child entity.

Use Modified automatically if the classification code of the referenced entity is

conditions: modified, otherwise cannot be modified.

Comment: For classes, this element will reference child classes, files, and records; for
files it will reference child sub-files; etc.

Requirements | 2325

M149: Relation.is_rendition_of

M149 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The fully qualified classification code of the record for which the subject is
a rendition.

Applies to: class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically populated by the ERMS when the rendition is created.

Use Mandatory for renditions.

conditions: Modified automatically if the classification code of the referenced entity is
modified, otherwise cannot be modified.

Comment: No comment.

Requirements | 2325
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MO091: Relation.previous_fully_qualified_classification_code

M091 Obligation: | Mandatory  if | Occurs: | Many
entity has been
reclassified
Definition: The previous fully qualified classification code(s) of the entity following
reclassification(s).
Applies to: class v file v/ sub-file v/ volume v | record v/
Populated: Automatically populated by the ERMS at time of reclassification.
Use Cannot be modified.
conditions:
Comment: No comment.
Requirements | 3906

MO025: Relation.r&d_schedule

Mo025 Obligation: ‘ See comment ‘ Occurs: | Many

Definition: The identifier of the retention and disposition schedules assigned to the
entity.

Applies to: class v ‘ file v ‘ sub-file v/ ‘ volume v | record v’

Populated: Can be automatically populated by the ERMS when the retention and
disposition schedule is inherited, subject to inheritance rules.
Where inheritance is not possible (for classes at the top level of the
classification scheme and if no inheritable retention and disposition
schedule applies a default retention and disposition schedule is applied at
the option of an administrative role - see <ID2988>

Use Can be modified by an administrative role or by users with appropriate

conditions: access rights.

Comment: Mandatory for class, file, sub-file and volume.
Mandatory for records only when the records are allocated directly to a
class.

Requirements | 2980, 2325, 2988, 4625

M145: Use.language

M145 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: The language(s) in which the content of the record is (are) written.

Applies to: class ‘ file ‘ sub-file ‘ volume record v/

Populated: Populated manually or, if the system permits, automatically.

Use Can be changed.

conditions: ISO 639 should be used to represent languages.

Comment: No comment.

Requirements | 4914
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MO019: Use.status.active

Mo019 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: The status of the class; whether it is in active use or not.

Applies to: class v ‘ file v ‘ sub-file ‘ volume record
Populated: Automatically populated by the ERMS.

Use Can be changed by a suitably authorised administrator at any time.
conditions: Value must be YES or NO.

Comment: No comment.

Requirements | 2707

M113: Use.status.electronic_signature

M113 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: The validity of an electronic signature associated with a record following a
verification process.

Applies to: Class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2417

M143: Use.status.encrypted_in_transit

M143 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: Indicates that a record has been transmitted in encrypted form

Applies to: Class ‘ file ‘ sub-file ‘ volume record v/
Populated: Automatically by the ERMS or manually entered if this is not possible.
Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2425, 4095

M124: Use.status.offline_download

M124 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: Indicates that the entity has been downloaded for offline use.

Applies to: Class ‘ file v/ ‘ sub-file v/ ‘ volume v | record v/
Populated: Automatically by the ERMS.

Use Modified automatically by the ERMS.

conditions:

Comment: No comment.

Requirements | 3546
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MO084: Use.status.physical

MO084 Obligation: ‘ Mandatory ‘ Occurs: | Once
Definition: Indicates whether the entity is a physical container or a physical record.
Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v record
Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.
Use Can be modified by an administrative role or by a user with appropriate
conditions: access permissions.
Value must be YES or NO.
Comment: No comment.
Requirements | 3569, 3570, 4479

MO005: Use.status.vital_record

MO005 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: Identifies whether an entity is, or contains, vital record(s).

Applies to: class ‘ file v/ ‘ sub-file ‘ volume record v/

Populated: Entered manually by an administrative role or user with appropriate
access rights.

Use Can be modified at any time.

conditions: Value must be YES or NO.

Comment: No comment.

Requirements | 2152, 3218

MO059: Use.technical_environment.capacity

MO059 Obligation: ‘ Optional ‘ Occurs: | Once
Definition: The maximum number of records a volume can hold.
Applies to: class ‘ file ‘ sub-file ‘ volume v/ record
Populated: Manually populated by an administrative role or user with appropriate
access rights when the volume is created.
Use The volume is automatically closed by the ERMS when the number of
conditions: records exceeds the maximum number of records that the volume can
hold.
Cannot be used if either of the following is used.
MO022: Event_plan.date.cut-off.
MO058: Event_plan.volume_event_trigger.
Comment: No comment.
Requirements | 2116

M146: Use.technical_environment.certificate_issuer

M146 Obligation: ‘ Optional ‘ Occurs: | Once
Definition: The issuer of an electronic certificate
Applies to: class ‘ file ‘ sub-file ‘ volume record
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Populated: Automatically populated by the ERMS when a docunieiaptured as a record.
Use Mandatory if there is an electronic certificate.

conditions: Cannot be modified.

Comment: No comment.

Requirements | 2417

Deleted: pertaining to the
record

MO077: Use.technical_environment.certification_service_provider
Mo077 Obligation: ‘ Optional ‘ Occurs: | Once
Definition: The certification service provider issuing the electronic certificate,
Applies to: class ‘ file ‘ sub-file ‘ volume record v/
Populated: Automatically populated by the ERMS when an outgoing or internal
document is captured as a record.
Use Mandatory if there is an electronic certificate.
conditions: Cannot be modified.
Comment: No comment.
Requirements | 4518

M111: Use.technical_environment.counter_signature

Mi111 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: A counter signature appended to a record by a certification service
provider.

Applies to: Class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2414

- { Formatted: French (France) ]

M110 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: The digital certificate of a record.

Applies to: Class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights.

Use Cannot be modified.

conditions:

Comment: No comment

Requirements | 2414
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M121: Use.technical_environment.drm_features

M121 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: A textual description of the DRM features contained in the record.

Applies to: Class ‘ file ‘ sub-file ‘ volume record v/

Populated: Manually set by an administrative role or by a user with appropriate
access permissions.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 4359

MO076: Use.technical_environment.electronic_signature

MO076 Obligation: ‘ Mandatory ‘ Occurs: | Many

Definition: The electronic signature associated with a record.

Applies to: class ‘ file ‘ sub-file ‘ volume record v

Populated: Automatically populated by the ERMS when an outgoing or internal
document is captured as a record.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2414

M116: Use.technical_environment.encryption_algorithm

AT TR e T I TS

M116 Obligation: ‘ Optional ‘ Occurs: | Once
Definition: The encryption algorithm used to encrypt the record.
Applies to: Class ‘ file ‘ sub-file ‘ volume record v/
Populated: Automatically by the ERMS or manually entered if this is not possible.
Use Mandatory if encrypted.
conditions: Cannot be modified.
Updated automatically when a different algorithm is used.
Comment: No comment.
Requirements | 2425, 4095
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MO092: Use.technical_environment.format

M092 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The format of the physical entity.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v record v

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions when the entity is re-captured or copied onto a
different format.

Comment: No comment.

Requirements | 2361

M118: Use.technical_environment.encryption_level

M118 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The encryption level of the encryption code used on the record.

Applies to: Class ‘ file ‘ sub-file ‘ volume record v/
Populated: Automatically by the ERMS.

Use Mandatory if encrypted.

conditions: Updated automatically by the ERMS when a different level is used.
Comment: No comment.

Requirements | 2425, 4095

M117: Use.technical_environment.serial number_digital certificate

M117 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The serial number of the digital certificate.

Applies to: Class ‘ file ‘ sub-file ‘ volume record v/

Populated: Automatically by the ERMS.

Use Mandatory of encrypted.

conditions: Cannot be modified.

Comment: No comment.

Requirements | 2425, 4095

M147: Use.technical_environment.validated_by

M147 Obligation: ‘ Optional ‘ Occurs: | Once

Definition: The identity of an individual who has initiated tkelidation of an electroni¢
signature or certificate

Applies to: class ‘ file ‘ sub-file ‘ volume record

Populated: Automatically populated by the ERMS when a docunmemaptured as a record
or manually by an authorised administrator.

Use Mandatory if there is an electronic certificate

conditions: Null if the check was initiated automatically byethystem;
Cannot be modified.
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Comment: No comment.

Requirements | 2417

M144: Use.technical_environment.validation_token

M144 Obligation: ‘ Optional ‘ Occurs: | Many

Definition: A validation ticket or token issued by a certification service provider.
Applies to: Class ‘ file ‘ sub-file ‘ volume record v/
Populated: Automatically by the ERMS.

Use Cannot be modified.

conditions:

Comment: No comment

Requirements | 4759

Section 9.7.3 — Record Extracts

4915 | Record extracts must have the same metadata agetbeds, and the following in
addition.

MO080: Description.abstract.reason_for_extract

MO080 Obligation: | Mandatory ‘ Occurs: | Once

Definition: The reason for creation of the extract.

Populated: Manually populated by an administrative role or by a user with
appropriate access permission.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 4920, 2343

MO079: Event_history.agent

Mo079 Obligation: | Mandatory ‘ Occurs: | Once
Definition: The identifier of the user who created the extract.
Populated: Automatically by the ERMS.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2344
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MO081: Event_history.date.created

Mo081 Obligation: | Mandatory ‘ Occurs: | Once
Definition: The date and time the extract is created.
Populated: Automatically by the ERMS.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2344

MO060: Identity.system_identifier

MO060 Obligation: | Mandatory ‘ Occurs: | Once
Definition: The identifier of a record extract.

Populated: Automatically populated by the ERMS at time of creation.
Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 3954, 2344

MO083: Relation.is_extract_of

Mo083 Obligation: | Mandatory ‘ Occurs: | Once

Definition: The fully qualified classification code of the parent record of the extract.
Populated: Automatically by the ERMS at the time of creation of the extract.

Use Modified automatically if the classification code of the referenced entity is
conditions: modified, otherwise cannot be modified.

Comment: No comment.

Requirements | 2342, 3971, 4024

Section 9.7.4 — Metadata Stubs

M140: Event_history.abstract.reclassification_reason

M140 Obligation: | Mandatory  if | Occurs: | Once

the entity is

reclassified.
Definition: The reason for the reclassification of an entity.
Applies to: class v file v/ sub-file v/ volume v | record v’
Populated: Populated automatically by the ERMS at time of destruction or transfer.
Use Cannot be modified.
conditions: Not used for records that were destroyed or transferred as part of an

aggregation; used for records only when they are handled individually.

Comment: No comment.
Requirements | 4582

In addition, stubs are to consist of at least thieding, as specified in <ID4852>:
» |dentity.identifier.fully_qualified_classificatiortode
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Description.title
Description.abstract

M141: Event_history.date.destroyed

M141 Obligation: | Mandatory  if | Occurs: | Once
destroyed

Definition: Indicates the date the entity was deleted.
Applies to: class v file v sub-file v/ volume v | record v/
Populated: Populated automatically by the ERMS at time of destruction or transfer.
Use Cannot be modified.
conditions: Null if transferred.

Not used for records that were destroyed or transferred as part of an

aggregation; used for records only when they are handled individually.
Comment: No comment.
Requirements | 4582

M133: Event_history.date.transferred

M133 Obligation: | Mandatory  if | Occurs: | Once
transferred

Definition: Indicates the date the entity was transferred.
Applies to: class v file v/ sub-file v/ volume v | record v’
Populated: Populated automatically by the ERMS at time of destruction or transfer.
Use Cannot be modified.
conditions: Null if destroyed.

Not used for records that were destroyed or transferred as part of an

aggregation; used for records only when they are handled individually.
Comment: No comment.
Requirements | 4852

M139: Event_history.transfer_or_destroy.agent

M139 Obligation: ‘ Mandatory ‘ Occurs: | Once

Definition: An identifier of the user responsible for the destruction or transfer.

Applies to: class v ‘ file v/ ‘ sub-file v/ ‘ volume v | record v/

Populated: Populated automatically by the ERMS at time of destruction or transfer.

Use Cannot be modified.

conditions: Not used for records that were destroyed or transferred as part of an
aggregation; used for records only when they are handled individually.

Comment: No comment.

Requirements | 4582
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Section 9.7.5 — Record Type
MO029: Description.abstract

M029 Obligation: | Optional | Occurs: | Once

Definition: A short description of the record type.

Populated: Manually entered when the entity is created.

Use Can be changed by an administrative role or by users that have
conditions: appropriate access rights.

Comment: No comment.

Requirements | 2969

MO028: Description.title

MO028 Obligation: | Mandatory ‘ Occurs: | Once

Definition: A name given to a record type.

Populated: Manually entered when the entity is created.

Use Can be changed by an administrative role or by users that have
conditions: appropriate access rights.

Comment: No comment.

Requirements | 2969

MO027: Identity.system_identifier

Mo027 Obligation: | Mandatory ‘ Occurs: | Once
Definition: An identifier assigned to a record type.
Populated: Generated by the ERMS at the time of creation.
Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2969

MO087: Relation.r&d_schedule

MO087 Obligation: | Optional | Occurs: | Many

Definition: [llustrates the ID of the retention and disposition schedules assigned to the
record type.

Populated: Manually populated by an administrative role or by a user with
appropriate access rights.

Use Can be modified by an administrative role or by users who with

conditions: appropriate access rights.

Comment: No comment.

Requirements | 2969
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Section 9.7.6 — Component

M131: Description.abstract.reason_for_Rendition

M131 Obligation: | Optional ‘ Occurs: | Many
Definition: Why the component has been rendered.
Populated: Entered manually at time of rendition.

Use May not be changed.

conditions:

Comment: No comment.

Requirements | 4681

M132: Event_history.date.rendered

M132 Obligation: | Mandatory  if | Occurs: | Many
rendered

Definition: When the component was rendered.

Populated: Captured automatically at time of rendition.

Use Cannot be changed.

conditions:

Comment: No comment.

Requirements | 4030

MO064: Identity.system_identifier

MO064 Obligation: | Mandatory ‘ Occurs: | Once
Definition: An identifier for a record component.

Populated: Automatically populated by the ERMS at time of creation.
Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2253, 2235, 4636

M130: Identity.system_identifier.rendition

M130 Obligation: | Mandatory ‘ Occurs: | Once
Definition: The unique identifier of a rendition of a component.
Populated: Populated automatically by ERMS at time of rendition.
Use Cannot be changed.

conditions:

Comment: No comment.

Requirements | 4026, 4588
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MO090: Relation.is_child_of

M090 Obligation: | Mandatory ‘ Occurs: | Once

Definition: The fully qualified classification code of the parent record.

Populated: Automatically populated by the ERMS at time of creation.

Use Modified automatically if the classification code of the referenced entity is
conditions: modified, otherwise cannot be modified.

Comment: No comment.

Requirements | 2253, 2235, 4636

M150: Relation.has_rendition

M150 Obligation: | Optional | Occurs: | Many

Definition: The fully qualified classification code of a rendition associated with the
component.

Populated: Automatically by the ERMS at the time of creation of the rendition.

Use Mandatory where a rendition exists.

conditions: Can only be modified if the classification code of the referenced entity is
modified.

Comment: No comment.

Requirements | 4588

M151: Relation.is_rendition_of

M151 Obligation: | Optional ‘ Occurs: |Once

Definition: The fully qualified classification code of the component for which the
subject is a rendition.

Populated: Populated automatically by ERMS at time of capture and at time of
rendition.

Use Mandatory for renditions.

conditions: Modified automatically if the classification code of the referenced entity is
modified, otherwise cannot be modified.

Comment: No comment.

Requirements | 4588

Page 215




M128 Obligation: | Mandatory ‘ Occurs: |Once

Definition: The file format in which the component is encoded.

Populated: Populated automatically by ERMS at time of capture and at time of
rendition.

Use Cannot be changed.

conditions:

Comment: For this to be useful, it needs to be populated from a controlled vocabulary
that is continually maintained as file formats evolve. Ideally, the
vocabulary is taken from an established file format registry. At the time of
writing, the leading file format registry in Europe is PRONOM, see
www.nationalarchives.gov.uk/pronom.

Requirements | 4586, 4026, 4588

M133 Obligation: | Mandatory ‘ Occurs: | Once

Definition: The file format in which the component was encoded at time of capture.

Populated: Populated automatically by ERMS at time of capture.

Use Cannot be changed.

conditions:

Comment: For this to be useful, it needs to be populated from a controlled vocabulary
that is continually maintained as file formats evolve. Ideally, the
vocabulary is taken from an established file format registry. At the time of
writing, the leading file format registry in Europe is PRONOM, see
www.nationalarchives.gov.uk/pronom.

Requirements | 4030

| M129: Use.technical_environment.file format version

M129 Obligation: | Mandatory ‘ Occurs: | Once

Definition: The version of the file format in which the component is encoded.

Populated: Populated automatically by ERMS at time of capture and at time of
rendition.

Use Cannot be changed.

conditions:

Comment: For this to be useful, it needs to be populated from a controlled vocabulary
that is continually maintained as file formats evolve. Ideally, the
vocabulary is taken from an established file format registry. The leading
file format  registry in Europe is PRONOM, see
www.nationalarchives.gov.uk/pronom.

It is acceptable for this element to be combined with the element
M128: Use.technical_environment.file_format.
Requirements | 4586, 4026, 4588
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M142 Obligation: | Mandatory ‘ Occurs: |Once

Definition: The version of the file format in which the component was encoded at
time of capture.

Populated: Populated automatically by ERMS at time of capture.

Use Cannot be changed.

conditions:

Comment: For this to be useful, it needs to be populated from a controlled vocabulary
that is continually maintained as file formats evolve. Ideally, the
vocabulary is taken from an established file format registry. At the time of
writing, the leading file format registry in Europe is PRONOM, see
www.nationalarchives.gov.uk/pronom.

It is acceptable for this element to be combined with the element
M133: Use.technical_environment.file_format_original.
Requirements | 4030

Section 9.7.7 — Retention and Disposition Schedules , Disposal Holds

MO043: Description.abstract.description

MO043 Obligation: | Optional ‘ Occurs: | Once

Definition: A description of the retention and disposition schedule or disposal hold.

Populated: Entered manually by an administrative or user role once a decision has
been made.

Use Can be modified by an administrative role or user with appropriate access

conditions: rights.

Comment: No comment.

Requirements | 3699, 2325

MO030: Description.abstract.mandate

MO030 Obligation: | Optional ‘ Occurs: | Once

Definition: A mandate which specifies the justification for the retention and
disposition schedule.

Populated: Manually entered by a user administrative role or by a user role with
appropriate access rights.

Use Can be modified or amended by an administrative role or by a user with

conditions: appropriate access rights.

Comment: A mandate is often a law, regulation or corporate policy.

Requirements | 3699, 2325
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MO015: Description.abstract.reason

A

Deleted: Optional

-

Deleted: No comment.

MO015 Obligation: | Mandatory L Occurs: LMany 7777777777777777

Definition: The reason for the specification of the retention and disposition schedule
or disposal hold.

Populated: Entered manually by an administrative role or by a user once a decision
has been made.

Use Can be amended if the disposition decision is changed.

conditions:

Comment: May be related to a corporate policy or other business reason; M030
should be used for formal mandates,

Requirements | 2194, 2325

M024: Description.title

MO024 Obligation: | Mandatory ‘ Occurs: | Once
Definition: The title of the retention and disposition schedule or disposal hold.
Populated: Manually entered at the time of creation.
Use Can be modified by an administrative role or by user roles that have
conditions: appropriate access rights.
Value must be unique.
Comment: No comment.
Requirements | 4446, 2325, 3712, 3715, 3717

M152: Event_plan.date

MO013 Obligation: | Optional ‘ Occurs: | Once

Definition: The disposition date associated with a retention and disposition schedule.

Populated: Entered manually at the time of creation of the retention and disposition
schedule.

Use Can be modified by an administrative role or users with appropriate

conditions: access rights.
Used only for retention and disposition schedules; not used for disposal
holds.
Either this element or M103 must be used.

Comment: A date which the ERMS must monitor. Once this date is reached the ERMS
must initiate the disposition process. See <ID2190>.

Requirements | 2194, 2190, 2325
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MO014 Obligation: | Mandatory ‘ Occurs: | Once

Definition: The retention and disposition action that will be executed.

Populated: Selected manually by an administrative role or user with appropriate
access rights once the retention period ends.

Use Can be re-reviewed and thus modified by an administrative role or by

conditions: users with appropriate access rights.
Used only for retention and disposition schedules; not used for disposal
holds.

Comment: Once the retention period ends the ERMS will initiate the disposition
process and execute relevant actions as per the decision.

Requirements | 2194, 2191, 2207, 2325

MO013: Event_plan.period

M013 Obligation: | Optional Lngu,rS;, Lnge ,,,,,,,,,,,,,,,,,

Definition: The retention period associated with a retention and disposition schedule.

Populated: Entered manually at the time of creation of the retention and disposition
schedule.

Use Can be modified by an administrative role or users with appropriate

conditions: access rights.

Used only for retention and disposition schedules; not used for disposal
holds.

Either this element or M152 must be used. If this is used then M052 must
be used.

Comment: A period of time which the ERMS must monitor. The period starts when
the trigger event occurs (see M052). Once this period expires the ERMS
must initiate the disposition process. See <ID2190>.

Requirements | 2194, 2190, 2325

MO037: Event_plan.reminder

Mo037 Obligation: | Optional ‘ Occurs: |Once

Definition: The date the reminder for the disposal hold is due.

Populated: Manually populated by an administrative role or by a user role with
appropriate access permission.

Use Can be modified by an administrative role or by a user role with

conditions: appropriate access permissions.
Used only for disposal holds; not used for retention and disposition
schedules.

Comment: No comment.

Requirements | 3718
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MO052: Event_plan.event_trigger

MO052 Obligation: | Mandatory ‘ Occurs: |Once

Definition: Defines the event which allows the calculation of when the disposition
schedule action can be executed.

Populated: Manually populated by an administrative role or by a user with
appropriate access right.

Use Can be modified.

conditions: Used only for retention and disposition schedules; not used for disposal
holds.

Comment: See <ID2190>. When the trigger event occurs, the period specified in
MO013 starts to run.

Requirements | 2194, 2190, 2325

M137: Identity.system_identifier.disposal_hold

M137 Obligation: | Mandatory ‘ Occurs: | Once

Definition: The unique identifier for a disposal hold.

Populated: Generated by the ERMS at the time of creation.

Use Cannot be modified.

conditions: Used only for disposal holds; not used for retention and disposition
schedules.

Comment: No comment.

Requirements | 2195

MO008: Identity.system_identifier.retention_and_disposition_schedule

MO008 Obligation: | Mandatory ‘ Occurs: | Once

Definition: The unique identifier for a retention and disposition schedule.

Populated: Generated by the ERMS at the time of creation.

Use Cannot be modified.

conditions: Used only for retention and disposition schedules; not used for disposal
holds.

Comment: No comment.

Requirements | 2953, 3954

M133: Use.status.inheritance

M133 Obligation: | Mandatory ‘ Occurs: | Once

Definition: Specifies whether the retention and disposition schedule should, or should
not, be inherited by child entities of entities to which it is allocated.

Populated: Manually, at time of creation of schedule or at any other time.

Use Can be modified.

conditions: Used only for retention and disposition schedules; not used for disposal
holds.

Comment: No comment.

Requirements | 2988
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Section 9.7.8 — Requirements and Metadata Elements  Cross-Reference

Require-

ment ID Metadata Elements

2093 MO004

2094 M108

2099 MO011, M012

2102 M049

2104 MO050, M051

2106 MO050, M051

2116 M022, M058, M062, M059

2119 MO021

2127 MO004

2128 MO002, M003, M004

2130 MO002

2152 MO005

2160 MO086, M095, M096, M097

2161 M122

2190 MO031, M052, M013, M152

2191 M014

2194 MO052, M014, M013, M015, M152

2195 M032, M137

2206 MO054

2207 MO014, M053, M138

2208 MO023

2235 MO064, M090

2241 M071

2242 MO003, M065, M066, M067, M069, M070

2253 MO064, M090

2268 MO011, M012

2270 MO011, M012

2325 M011, M012, M013, M014, M015, M021, M024, M025, M030, M043, M045, M046, M052, M056,
MO057, M149, M152

2342 MO082, M083

2343 MO080

2344 MO060, M079, M081

2360 M093, M094, M123

2361 MO086, M122, M092

2414 M110, M111, M076
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Require-

ment ID Metadata Elements

2417 M077, M113, M114, M146, M147
2418 M114

2423 M120

2425 Mi16, M117, M118, M119, M120, M143
2511 M125

2665 MO003

2692 Mo047

2701 M048

2707 MO019

2740 MO003

2773 M011, M012

2789 MO050, M051

2815 MO004

2819 M089, M087

2837 MO003

2859 M023

2938 MO003

2953 MO008

2963 MO055

2969 M026, M027, M028, M029, M087
2971 M032

2980 MO025

2988 M046, M133

3218 MO005

3355 M044, M045, M046

3497 M108

3542 MO003, M066, M067, M075

3546 M124

3569 M084

3635 MO004

3570 MO084

3671 M011, M012, M020

3699 M043, M030

3712 M024, M032, M034, M035, M043, M102, M134, M135, M136
3715 M024, M135, M136

3717 M024

3718 MO037

3890 M108
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Require-

ment ID Metadata Elements

3906 M091

3954 M008, M020, M060, M061

3971 M082, M083

4024 M082, M083

4026 M128, M129, M130, M148

4028 M125

4030 M127, M133, M132, M142

4095 Mi16, M117, M118, M119, M120
4112 MO003, M066, M074, M067, M075
4273 M023

4359 Mi21

4446 M024

4479 M084

4586 M128, M129

4588 M128, M129, M130, M150, M151
4470 M074, M088

4625 MO025

4636 M064, M090

4681 M126, M131

4731 M098

4733 M098

4759 M077, M144

4852 M133, M139, M140, M141

4914 M145

4920 M080

9.8 — Customisation Notes for Metadata Requirements

ID | Text

1767 | Customisation Notes for Metadata Requirements

1768 | Users of this specification should analyse thepliaption’s requirements for metadata and
amend the above accordingly.
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17691 After identifying which metadata elements are ndedeey should identify for each element
the following attributes:

< field format (see <ID2540>) and length;

e obligation (mandatory or optional);

« source of data (see <ID2242>, <ID2531> <ID2530>23P9>);
< nature of validation (see <ID2528> , <ID4790>, <H27>);

« inheritance rules (see <ID2530>);

« default value rules for data entry (see <ID2444>).

1776 | 1 will only be possible to specify requirementsdietail once this has been achieved.

1777| Note that the validation, automatic capture, infaeide and default value rules are especially
important for usability and acceptably low erraiesawhere the system is to be used in an
ongoing office operation (as opposed to in a deditarchive).
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Page 132: [1] Deleted Marc Fresko 25/10/2007 20:39:00

4028 | The ERMS must be able to maintain links betweefediht renditions of the same
records and enable disposition actions to be chaig on them simultaneously.

Page 156: [2] Deleted Marc Fresko 08/11/2007 09:47:00
4878

Page 159: [3] Deleted TBurrows 23/10/2007 12:33:00

Ms Jo Kathryn Goldstein Users Panel Lilly, USA
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