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* Renumber all the sections and requirements. Th#ating will adopt the same structure as
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Preface: MoReQ2

Update and extension of the
Model Requirements for the Management of Electronic Records

Since it was first published in 2001, the origiMdReq — Model Requirements for the management
of electronic records — has been used widely throug Europe and beyond. Throughout the
European Union, prospective users of electroniortscmanagement have recognised the value of
using a model specification such as MoReq as thasbfr procuring Electronic Records
Management Systems and software suppliers havendsd by using MoReq to guide their
development process.

MoReq is now regarded as an unqualified succebgsslbeen cited many times on many continents
and it has a central role on the electronic recardsagement scene.

However, information technology has changed siri@2 There has been growth and evolutionary
change in many technology areas that affect thatiorg capture and management of electronic
records. This new version of MoReq, called MoReafftjresses the impacts of the technological
change. It also takes account of new standarddesidpractice that have been developed over the
last several years. Accordingly, it is written aseaolutionary update of the original MoReq.

MoReq2 for the first time also allows for a softedesting regime to be implemented. It is written
specifically to support the execution of indeperideampliance testing and a suite of compliance
tests has been developed and published in pavellelthe model requirements themselves. The
need for rigorously-worded, testable, requirememas led to many changes of wording and
expression in MoReq2.

Finally, the years of experience in using and apglyMoReq has pointed out the need for national
variations, to take into account different natioteiguages, legislation, regulations, and record
keeping traditions. For this reason, MoReq2 intoedufor the first time a moderated mechanism —
called ‘Chapter Zero’ — to allow member statesdd their unique national requirements.

MoReqg2 was made possible with financing from theopeaan Union's IDABC programme. The
development process was overseen by the Europeamm(Ssion working closely with the DLM
Forum and drafts were reviewed by DLM Forum expattkey stages in the development. These
reviews were in addition to input and review by @az of users, consultants, suppliers, academics
and professional bodies from around the globengiWloReq2 an unprecedented level of authority.

The European Commission and the DLM Forum are caed that MoReg2 will prove to be of
great value to all those involved in the manageroéetectronic records in Europe and around the
world.

Page 1
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11

Introduction

Background

ID

Text

44

Introduction

2048

Background

46

The need for a comprehensive specification of meguents for electronic records

Subsequently, the European Commission’s IDA (Iftange of Data between
Administrations) programme commissioned the devekqt of a model specification for
electronic records management systems (ERMS).rdhdt, MoReq, the Model
Requirements for the management of electronic ds;avas published in 2001.

management was first articulated by the DLM-Foramd996 as one of its ten action points.

3300

Footnote

DLM is an acronym for “Document Lifecycle Managertigiit formerly was an acronym for|
the French “Données Lisibles par Machine,” in Eslgli‘machine-readable data.”) The
DLM-Forum is based on the conclusions of the Euaop&ouncil (94/C 235/03) of 17 June
1994 concerning greater cooperation in the fieldrohives.

3301

Footnote
MoReq is available from <insert permanent url herets also published in paper form, wit
ISBN 92-894-1290-9.

3287

MoReq was widely used in throughout the Europeaiotyand beyond. However, there wi
no maintenance regime for MoReq; and there washerse to test software compliance
against the MoReq specification.

47

Demand for both updates to MoReq and a compliaasteng scheme grew. The DLM
Forum entered into discussions with the Europeamr@igsion. This culminated in the
Commission’s Secretariat-General (Directorate BoeaBc and archives) launching an ope
competition for the development of this documenbR¢qg2, in 2006. Development was
carried out during 2007 by a small team of spestiglonsultants from Serco Consulting
(formerly Cornwell Management Consultants plc),msuped by an Editorial Board of exper
drawn from several countries, and numerous volumaaewers from both the private and
public sectors.

=)

ts

48

Appendix 2 contains further detail on the methodglased, and appendix 4 acknowledges
the contributions of the review panel members windllg volunteered their time, intellect,

and experience.

1.2

Relationship between MoReq and MoReq2

ID

Text

3288

Relationship between MoReq and MoReq2

3289

MoReq?2 is intended to replace MoReq.

3290

The specification for MoReq2 is contained in thedfing Report” for MoReq2. It describe
the aims of MoReq?2 as follows:

S

32901

Footnote

Insert a persistent URL here when known

Page 2



ID | Text

3288 | Relationship between MoReq and MoReq2

3292 | “The overall aims for the MoReq2 development arddwelop extended functional
requirements within a European context, and to sagpcompliance scheme by:

» Strengthening from MoReq what have in the interaudme key areas and covering
important new areas of requirements with clarity;

* Ensuring that the functional requirements are bdstand developing test materials to
enable products to be tested for compliance wighréguirements;

* Making the requirements modular to assist appbceith the various environments in
which they will be used.”

3293 | “To provide compatibility, MoReq2 is to be an eviddmary update to the original MoReq,
not a radically different product.”

3294 | The concept of “evolutionary upgrade” is key. MoRes almost entirely compatible with
MoReq (minor incompatibilities are clearly indicd}git is based on the same concepts, and
as a document it uses a similar structure.

1.3 Purpose and Scope of this Specification

ID | Text

49 | Purpose and Scope of this Specification

50 | This specification is the second version of the BldRequirements for the Management of
Electronic Records. (MoReq2). It focuses mainhtloafunctional requirements for the
management of electronic records by an ElectroeimoRls Management System (ERMS).

51 | This specification is written to be equally apphtato public and private sector organisations
which wish to introduce an ERMS, or which wish ss@ss the ERMS capability they
currently have in place.

52 | While the specification focuses on functional reguoients, it recognises that non-functiona
attributes are central to the success of an ERMIS/jth any information system. However,
these non-functional attributes vary enormousliyveen environments. Accordingly, they are
identified but described only in outline.

53 | Other closely-related requirements, such as documanagement and the electronic
management of physical records (e.g. paper fildsnaiorofilm) are also addressed, but in less
detail. Related issues such as digitisation ahdranheans of creating electronic records are
outside the scope of this specification. Similailynakes no attempt to cover the practical
implementation of an ERMS.

54 | This specification is written with the assumptibattERMS users include not only
administrators, records managers or archivistsalsat general office and operational staff
who use ERMS as part of their everyday work whikating, receiving and retrieving records.

55 | As this specification contains “model” requiremetit$s designed to be entirely generic. It
does not consider any platform-specific or secpmetfic issues. Because it is modular, user
communities can add to it additional functionasipecific to their own business requirements
(see section 1.6 and appendix 3 for guidance argusid customising this specification).

1.4 What is an ERMS?

ID | Text

56 | What is an ERMS?

46971 An ERMS is primarily an application for managing@tonic records, though it may also be

used to manage physical records. The emphadigsadpiecification is firmly on the

management of electronic records.

Page 3



ID

Text

56

What is an ERMS?

57

The management of electronic records is compl&uyirag a large range of functionality,
meeting business needs, to be implemented welbic@lly, a system to meet these needs
an ERMS - requires specialised software, thougteasingly records management
functionality is being built into operating systewftware and other applications. Specialig
software may consist of a single package, a numibi@etegrated packages, custom-designed
software or some combination; and in all casesethdl be a need for complementary
manual procedures and management policies. Theenat an ERMS will vary from
organisation to organisation. This specificatiozkes no assumption about the nature of
individual ERMS solutions. Users of this specifioa will need to determine how the
functionality of an ERMS can be implemented to nibkeir requirements.

4180

MoReq2 is written primarily to describe applicatieoftware that is designed expressly to
manage records. However, it may also be usedsagement of outcomes together
constituting electronic records management. Thastatements in MoReq2 saying “The
ERMS must or should.. may also be read as shorthand for “The usingrosgéion’s
application system and/or the supplier platform naushould..” Readers of MoReq2 need
to decide which requirements are necessary in émgiironment.

4461

The full set of MoReq2 requirements may be appaterior integrated application systems|.
However, a subset may be more appropriate in thatsn, for example, where records
management features are needed as part of a casgenaent or line of business application.

4182

The optional modules 10.5 Workflow and 10.6 Casedd@ment, specifically apply to line
of business applications. However much of the tionality described in the requirements
throughout MoRe@2 can also be applicable and shHmrilcbnsidered when implementing
these business systems.

1.5

For what can this specification be used?

ID

Text

58

For what can this specification be used?

59

The MoReq2 specification is intended to be used:

* by potential ERMS users:as a basis for preparing an invitation to tender;

* by ERMS users:as a basis for auditing or checking an existing/lSR

» by training organisations: as a reference document for preparing records geamant
training, and as course material;

* by academic institutions:as a teaching resource;

* by ERMS suppliers and developersto guide product development by highlighting
functionality required;

* by record management service providersto guide the nature of the services to be
provided;

» by potential users of outsourced record managemeservices:as an aid in specifying
the services to be procured.

4651

In addition, when used with the testing framewookwmentation developed in parallel with
MoReqz2, it is intended to be used:

* by ERMS suppliers and developersto test ERMS solutions for MoReq2 compliance
* by ERMS users: to test ERMS implementations for MoReq2 compleanc

67

The specification is written with an emphasis oahiigy. Throughout, the intention has
been to develop a specification which is usefuiriactice.

1.6

Intellectual property rights

ID

Text

4379

Intellectual property rights

Page 4
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ID

Text

4379

Intellectual property rights

4380

All intellectual property rights in MoReq2, includj use of the name MoReg2, lie with the
European Commission. Accordingly, permission nigsgiven before any chapter zero to
MoReq2 is published — see the formal notice ortitleepage. Applications for permission

should be addressed to <dlm-forum@cec.eu.int?>.

1.7

Emphasis and Limitations of this Specification

ID

Text

68

Emphasis and Limitations of this Specification

69

The MoReg2 specification is designed explicitlylwgiragmatism and usability in mind. It is
primarily intended to serve as a practical todh@hping organisations meet their business
needs for the management of both computer-basefapet-based records. While its
development has taken traditional archival sciear@records management disciplines into
account, these have been interpreted in a manpeo@jate to electronic environments.
Thus, MoReq was developed with the needs of masaxjdroth electronic and physical
records in mind.

70

The requirements in MoReq2 should, if implementedult in a system which will manage
electronic records with the desired levels of aberfice and integrity, by combining both the

advantages of electronic ways of working with diealsrecords management theory.

Examples of this pragmatic approach include therparation of requirements for documenr

management, workflow, metadata and other relatdthtdogies.

1.8

Considerations for individual Member States

ID

Text

4381

Considerations for individual Member States

71

As explained in the section on scope <section %8s specification attempts to cover a wide

range of requirements — for different countriesglififerent industries and with different type
of records. The wide scope is intentional; bigaids to a significant limitation, namely tha
this single specification cannot represent a reguant which precisely maps onto existing
requirements without modification. Different coues have their differing traditions, views
and regulatory demands for managing records. nmescases these will have to be taken ir
account when applying this Model Requirements Sjation, especially when using it to
specify a new system. For this reason, MoReqavalfor individual European Union
countries to add a “national chapter”, or “chajaerro,” that sets out national requirements
such as:

3868

e Translations of key terminology and key concepts;
» National legislative and regulatory requirements;

* National standards and guidance on accessibility;
» Potentially, other national requirements;

» National resources for further information.

Page 5
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ID

Text

4381

Considerations for individual Member States

72

Although MoReq?2 covers a wide range of types obrés, it is important to understand tha
ERMS solutions address mainly records that arengierred to as “unstructured” records
<insert footnote>. In simple terms, unstructurecbrds are those that contain information
presented in a form primarily intended to be usgtiloman users. Examples of unstructur
records are letters, memoranda, e-mail messagesrgs, photocopies, scanned images,
audio recordings and video recordings. Structueedrds by contrast contain information i
a form intended to be used primarily by computgliaptions (examples include accountin
system records, manufacturing scheduling systeordecand air traffic control system
records). While an ERMS can, in principle be usestore such structured records, it rare
Is; in the vast majority of situations, structudata is stored under the management of a d
processing application (in the examples above thegbt be a general ledger system, a
manufacturing scheduling system, and an air traffiatrol system). ERMS solutions are
used almost universally to store and manage unstectrecords. The instances in which
ERMS is used for structured records occur mainlgase management environments — se
section <10.6>.

[1%)
o

=]

y
ata

3869

<Footnote>It can be held that all properly managjedtronic records are structured, as the

all are linked to metadata, audit trail data et@ structured manner. On this basis it woul
be more accurate to refer to unstructured recagdseaords containing unstructured
content”; however, this usage is not common anid sot adopted in MoReq?2.

3297

MoReq2 does not cover the practical aspects afndmreagement of records. Intentionally, the

specification addresses only the capabilities reguior the management of electronic
records by software. The specification avoidsubsmn of records management philosop
archival theory, decision taking, management coet®; these issues are well covered in
other literature, some of which is listed in apperid As a particular example, the
specification mentions in several places that geftanctions must be limited to
administrative roles. This is not to say that austrative roles have to take policy decisior
merely that they must be the only users empoweydbédorganisation to execute them
through the ERMS.

ny,

IS,

4183

It is important to note that records managemernitpohust be integrated with the
organisation’s business and technical requiremamdshat an administrative role can only
implement, from a records management and systespg@etive, decisions taken by more
senior management.

73

Finally, this specification is intentionally usesstric; it uses, as far as possible, the type of

terminology commonly used by those working withcalenic records. For example, the
specification describes electronic files as “camtay” records, for ease of understanding,
even though electronic files strictly do not contanything. See section <2.2> for further
details.

1.9

Using this Specification

ID

Text

74

Using this Specification

75

The requirements in this specification are intenbeserve only as a model. They are not
prescriptive for all possible ERMS implementatiosisme requirements will not apply in
some environments. Different business sectorferdifit sizes of implementation, different
organisation types and other factors will alsoadtrce additional specific requirements.

Page 6



ID | Text
74 | Using this Specification
3298 | As a resultthis specification must be customised before userfprocurement purposes

The customisation for procurement should:

» add or remove requirements as specifically requisethe organisation;

« adjust requirements that can be made more spéfdfiexample, requirements that
specify one of several possible outcomes can begethto specify a single required
outcome; or requirements for volumes and performpnc

* include details specific to the organisation, sashhe software environment;

* indicate clearly which requirements are:

o unchanged from MoReq2,
0 hew,
0 deleted,
o adjusted.
76

This specification has been prepared so that ibeansed in paper or electronic form. It he
been prepared using Microsoft Word 2003, and idiglid in <insert Word format details
here when known>. Use in electronic form has almemof benefits; details are given in

1S

appendix 3.

1.100rganisation of this Specification

sa

C

oSt

ID | Text

77 | Organisation of this Specification

78 | The specification is organised into chapters wihghdivided into sections.

79 | The next chapter (chapter 2) provides an overviesome of the key requirements, starting
with terminology which is central to this specifiican.

80 | Chapters 3 to 10 contain the ERMS functional resyngnts in detail. Each chapter contair]
logical grouping of functional requirements. Howewjiven the nature of the subject matt
there is inevitably some overlap between chapters.

3737 | Chapter 10 is divided into several sections, edethich represents requirements for an
optional module of an ERMS. Some of these secfierts the section on distributed
systems) will be essential for some organisatibosunnecessary for others.

3738 | Chapter 11 contains non-functional requirements.

3739 In response to demand from many sources, testingriala have been developed to
complement these requirements. The testing mateatal published alongside the electron
copies of the requirements. The structure of MoRs@&signed to support testing of
compliance with the requirements, e.g. each sedfi@hapter 10 represents one optional t
module. For more detail on MoReq?2 testing see wvwWIENetwork.org.

81 | Each requirement is presented in a standard foamallustrated below.

82 | The requirements are presented in the form of salléh one requirement per table row.
This is illustrated below.

3299

Ref. Requirement
13.1.1 The ERMS must provide ...
NUMTBER REQTJIREMENT
| Figure <C1 ID3299>
103

Each requirement bears a number, and each is eggr@snatural language.
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1.11 Compliance Testing

ID

Text

3554

Compliance testing

4551

Testability

3555

Each requirement is followed by an attribute cafkedtable”. This indicates whether it will
be possible to test compliance with the requiremé&uassible values of the “testable”
attribute are described below, with examples:

* Y —The requirement can be tested formally.An example iSThe ERMS must allow
at least three hierarchical levels in the classfion scheme” This can be tested by
attempting to set up a hierarchy with three levels.

* N - The requirement cannot be tested formally.An example iSThe ERMS must
support the organisation’s business classificasosheme” There is no way to test this
the general case.

« P -The requirement can be tested but the coverage die test is partial, and/or it is
possible that lack of compliance can be discoveredn example isthe ERMS should

not limit the number of levels in the hierarchyThere is no way, formally, to test for the

absence of a limit. However, the requirement issatered testable with partial coverage,

for example by testing for a large number of leyatsl during the testing it is possible

that a limitation on the number of levels mightrimgiced, indicating that the ERMS does

not comply with the requirement.

4552

Systems beyond the ERMS

4652

This specification is accompanied by the MoReq2imgd-ramework. The framework
provides documentation that allows the compliarfa@ncERMS against MoReq?2 to be test

4553

Several MoReq2 requirements rely on hardware aftd@@ that is beyond the boundaries

the ERMS. For example, MoReq2 includes:

* requirements about e-mail integration that relyeatures of e-mail software;

e scalability and integrity requirements that relyfeatures of database management
software;

* scanning requirements that rely on scanning hamlwar

of

4554

Clearly it is not possible to test any ERMS withpadssible hardware and software that might

be used. Therefore, and as a matter of definisooh requirements will be tested with a
combination of software and hardware specifiedigyERMS supplier. The resulting
compliance test certificate will specify the softe@nd hardware that has been used for tf
test; compliance will extend to that environmeniyorPotential users of the ERMS wishing
to know the compliance with any other software antdardware will need to assess it on a
case by case basis.

e

104

Chapter 12 identifies requirements for managingachetia; definitions of the metadata
elements needed to support MoReq?2 are in appendix 9

105

Chapter 13 contains a formal reference model of BRigl understood in this specification.
This model can be used to understand key aspetite gpecification, such as formal
definitions of terms (e.g. class, sub-file, voluraay the relationships which exist between
them (e.g. “what can be stored in an electrong?fi).

106

The appendices contain details of reference doctgnadministrative and other informatior

1.12Mandatory and Desirable Requirements

ID | Text
107 | Mandatory and Desirable Requirements
108

MoReq2 contains both mandatory and optional requergs. This level of mandation is
indicated as follows:
* the word “must” indicates that a requirement is daary;

« the word “should” indicates that a requirementasichble.
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107 | Mandatory and Desirable Requirements

3680 | In all cases, the level of mandation is dependaritsocontext. So, for example, a mandatg
requirement in an optional module is mandatory amihe context of that optional module.

4698 | In some cases, a requirement is mandatory onlgésirable requirement is met. This is
always clear from the context; for example thedwihg:

4699| «  <|D2696>: The ERMS should support the export obalpart of a classification scheme.
* <ID2697>:. Where the ERMS supports the export obajart of a classification scheme

(as in <ID2696>) this must include associated nadtafl..]
4700 | means that the functionality required by <ID2693»niandatory if and only if the desirable

functionality required by <ID2696> is provided.

1.13Comments on this Specification

y

ID | Text

111 | Comments on this Specification

112 Information on how to submit comments and obsé@wmatcan be found on the DLM Forum

website: www.DLM-Network.org.

2 Overview of ERMS Requirements

ID | Text

1141 2 Overview of ERMS Requirements

115| This chapter starts by defining some key termsti@@.1). This is followed by a narrative

description of some key concepts (section 2.2),aandntity-relationship diagram of the model
on which this specification is based (section 2.3).

2.1 Key Terminology

ID | Text

116 | 2.1  Key Terminology

118 | MoReg2 requires certain terms to have precise mganiWherever possible, the meanings
align with common usage, or usage generally agnetoh the records management
community. However, in some cases the usage @fep® MoReg2. All the terms are
defined in the glossary (section 13.1); selectgddedinitions from the glossary are
reproduced here for ease of reference.

119 | In the definitions below, terms italics are defined in the glossary, section 13.1.

120 | capture

4556 | (1) The act of recording or saving a particulatangiation of a digital object (source:
InterPares 2 Project Terminology Database).

4557 (2) Saving information in a computer system.

121 | Note: in the context of MoReq2, capturiregordsis used to mean all of the processes
involved in getting a record into an ERMS, namelgistration, classification, addition of
metadata, and freezing the content of the sourcerdent. The term is used more general
to mean inputting to the ERMS and storing otheonmfation such as metadata values.

3726 | case file

3727 | A file relating to one or more transactions perfechtotally or partly in a structured or partly-
structured way, as a result of a concrete processtivity.

3730 | Note: there is no universally-accepted definitibthese terms, nor of the distinction betwe

developed for, and intended to facilitate the ustderding of, MoReqz2; its applicability in
other situations is not guaranteed.
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ID | Text

116 | 2.1  Key Terminology

3729 | Note: the records in a case file may be structorathstructured. The key distinguishing
characteristic of case files is that they resulbfiprocesses which are at least partly
structured and repeatable. Examples include ditesit:

. applications for permits;

. enquiries about a routine service;

. investigation of an incident;

. regulatory monitoring.

3728 | Note: typically, other characteristics of casedihre that they often:
» feature a predictable structure for their content;
e are numerous;
e are structured or partly structured;
» are used and managed within a known and predetediprocess;
* need to be retained for specific periods, as dtretlegislation or regulation;
* can be opened and closed by practitioners, end-os@lata processing systems
without the need for management approval.

4916 | Note: where national requirements dictate furthistinctions, these may be addressed in
chapter zero.

122 | class

123 | (in MoReg2 only) The portion of a hierarchy reprase by a line running from any point in
theclassification schemieierarchy to all the files below it.

124 | Note: this can correspond, in classical terminojdgya “primary class”, “group” or “series”
(or sub-class, sub-group, sub-series etc.) atargl In the classification scheme.

49171 Note: In MoReg?2 class is also used to mean alteberds allocated to a class.

125 | classification

126 | In records management, the systematic identifinadind arrangement of business activitie
and/orrecordsinto categories according to logically structucediventions, methods, and
procedural rules represented in a classificati@besy.

127 | Source: ISO 15489 (see Appendix 1 reference [9]).

128 | classification scheme

129 | (In MoReq?2) A hierarchic arrangement of classéss fisub-files, volumes and records.

3339| component

3340 | A distinct byte stream that, alone or with othetebgtreams, makes upgecord or document

3341| Note: This term is not in general use.

3343 | Note: The phrase “distinct byte stream” is useddscribe what is usually called a “file” in
information technology; the word “file” is avoidéatre to prevent confusion with the recor
management meaning of “file”. The key concephit & “component” is an integral part o
the content of a record, despite the fact thaant lbe handled and managed separately.
Note: Examples of components include:
¢ An html document and JPEG images that make up goagé;

* A word processing document and a spreadsheet, \lierecord consists of the word
processing document that contains an embeddeddihlgperlink) to the spreadsheet.

3344

Note: components have to be distinct, i.e. sepdirate each other. If a word processed
document contains an embedded spreadsheet (aseddposn embedded link to a
spreadsheet) then the spreadsheet is not consitelbeda component; in this case, the wo
processed document complete with its embeddeddsgireat is a record made up of one

component.
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116 | 2.1  Key Terminology

4558 | Note: an e-mail message with attachments may bea@m@onent, as several components,|or
as several records, depending on the format intwihis stored.

» If the message is stored in a format that includesody and all its attachments, then
there is only one component.

» If the attachments are stored separately fromJiakdd internally to, the body of the e-
mail message, then each attachment and the bdtg afiessage is a component.

» If the attachments are stored separately from dlaly bf the e-mail message but they are
not linked internally, then each attachment andbibay of the message is a separate
record; good practice suggests that these rechaigdsbe linked to each other manually.

132 | document(noun)

133 | Recorded information or object which can be treat®d unit.

134 | Source: ISO 15489 (see Appendix 1).

135 | Note: a document may be on paper, microform, migoeany other electronic medium. |t
may include any combination of text, data, graphscsind, moving pictures or any other
forms of information. A single document may cohsisone or severalomponents

136 | Note: documents differ fromecordsin several important respects. MoReq2 uses the ter
document to mean information that is not a recdride word “recorded” in the definition
does not imply the characteristics akeaord

141 | electronic record

142 | A recordwhich is inelectronicform.

143 | Note: it can be in electronic form as a resulh@a¥ing been created by application software
or as a result of digitisation, e.g. by scanning.

144 | ERMS

145 | Electronic Record Management System.

146 | Note: ERMS differ fromEDMSin several important respects. See section 10.8\éve
details.

147 | metadata

148 | (In the context of records management) Data daisgricontext, content and structure of
records and their management through time.

149 | Source: ISO 15489 (see Appendix 1 reference [9]).

150 | Note: some models are based on a different conaleypew of metadata. For example, they
may treat audit trail information as being entirglgtadata. These alternative views are valid
and valuable in their contexts, but are not helpfidpecifying the functionality of systems,
and so are not considered here.

151 | record (noun)

152 | Information created, received, and maintained @&deece and information by an organisation
or person, in pursuance of legal obligations dhatransaction of business.

153 | Source: ISO 15489 (see Appendix 1 reference [9]).

154 | Note: local national definitions may also apply.

155 | Note: a record may incorporate one or sev@oalimentge.g. when one document has
attachments), and may be on any medium in any forla a consequence, it may be made
up of one or moreomponents.In addition to the content of the document(sg@ord should
include contextual information and, if applicald&uctural information (i.e. information
which describes the components of the record).eyAfkature of a record is that it cannot be
changed.

4641 | Note: bothelectronic recordandphysical record€an be managed by &RMS

3346 | sub-file

3347 | Intellectual subdivision of a file.

Page 11



b-

12

ler

ID | Text

116 | 2.1  Key Terminology

3348 | Note: Sub-files are usually used in case file ngangent environments. Typically, each sy
file is named, and each sub-file is used to st@pezified kind or kinds of records for one
instance of a case, such as “invoices”, “assesghentcorrespondence”.

156 | volume

157 | A subdivision of dile.

158 | Source: definition of “part” in PRO Functional Sgeation (Appendix 1 reference [2]).

159 | Note: the subdivisions are created to improve maahility of the file contents by creating
units which are not too large to manage succegsfilhe subdivisions are mechanical (e.g.
based on number of records or ranges of numbdnmmerspans) rather than intellectual.

2.2 Key Concepts

ID | Text

160 | 2.2  Key Concepts

161 | The key concepts required to understand this dpatidn are:

* record and electronic record;

* authoritative record;

» electronic file, sub-file and volume;
» classification scheme;

* class;

« ERMS;

e capturing records;

* user roles.

169 | Record and electronic record

170 | As explained in the DLM Forum Guidelines (Appendixeference [6] section 2.4), record
can be viewed as consisting of:

» content;

e structure;

* context;

e presentation.

175 | The content is present in one or more physicalaraléctronic documents that convey the
message (the informational content) of the recdrdese are stored in such a way as to allow
future users to understand them and their confélis implies that a record consists of, in
addition to the content of its document(s), infotim@aabout its structure and metadata tha
provides information on its context. The preseatatiepends on a combination of the
record’s contents, structure and (in the caseeadtednic records) the software used to reng
it.

176 | In the world of physical records, the vast majodfyecords are on paper and are included
files, physically constituted of one or more voluwé records inserted within paper folders.
Procedural controls should prevent users from dngripe records, or their positions withir
the file.

177

Similar concepts apply to electronic records. éore is made from one or more electronic
documents. These documents can be word procedsaugnents, e-mail messages,
spreadsheets, moving or still images, audio filesny other type of digital object. The
documents become records when they are set dsadest“captured” into the ERMS. Upo
capture, the records are “classified”, that is theyassigned codes corresponding to the
classification scheme class to which they belolgwiang the ERMS to manage them. The

n

N

records usually are assigned to a file — thoughalvadys, see below.
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160

2.2 Key Concepts

3349

For preservation purposes, it is necessary to a@esthat many electronic records are also

made up of several components (the word “comporisnised in MoReg2 to avoid the IT
word “file”, so as to reduce the likelihood of casfon with records management “files”).
Each component is an object managed by a comppégating system, and they may be in

different formats; but they are all needed togetbenake up a record. Not all records have

more than one component; for example, most wordgasing documents are made of only
one component. An example of a record with sevaraiponents is a web page with text,

graphics and style sheets; it is not unusual fwelh page to contain one HTML component,

dozens of JPEG image components, and a handfub8f(Cascading style sheet)
components.

4382

Authoritative Records

4383

ISO 15489 describes an “authoritative record” asda record that has the characteristicg of:

4384

* authenticity;
* reliability;

e integrity;

» usability.

4385

As explained in ISO 15489, the aim of all recordmagement systems should be to ensu
that records stored within them are authoritati@&@mmarising, an authoritative record:

[€

4386

e can be proven to be what it purports to be;

e can be proven to have been created or sent byetiserppurported to have created or s
it;

e can be proven to have been created or sent atrieeptirported,;

e can be depended on because its contents can teltassa full and accurate
representation of the transactions, activitiesaots to which it attests;

* is complete and unaltered;

» can be located, retrieved, presented and inteiprete

ent

4387

The requirements in MoReq2 are designed to enbatadcords stored in a MoReq2-
compliant ERMS are authoritative. However, compd@awith these requirements alone is
not sufficient; the existence of, and compliancthweorporate policies is also required.

178

Electronic File, Sub-file and Volume

179

Paper records generally are accumulated in paesr Giontained in paper folders. The pay
files are aggregated into a structure, or clasgifim scheme. In an ERMS electronic recor
can be managed as if they are accumulated in efectiiles and stored in electronic folders
Strictly, electronic files and folders need not éavreal existence; they are virtual, in the
sense that they do not really “contain” anythimgfact they consist of the metadata attribu
of the records assigned to them. Further, in ntases, there need be no real distinction i
the electronic system between file and folder. Ewosv, these details are not generally visi
to ERMS users; ERMS application software allowssise view and manage folders as if
they physically contained the documents logicadlgigned to the files. This user-centred
view is carried forward into this specificationhd@rest of this specification therefore

describes electronic files as “containing” recoffds ease of understanding. Note however

that while this specification provides functionaguirements for the management of
electronic files, it does not prescribe the mannevhich the concept of electronic files is
implemented.

3350

In some environments it is useful to divide filagi sub-files. The division into sub-files is
an “intellectual” one; that is it (generally) recgs human input to decide into which sub-fil
record should be stored. Sub-files are most aftsd in case processing environment. Af
example would be a file for the sale of land, vetlp-files for each of the business activitie

er
ds

D.

[es

ble

involved in the sale (such as advertising; consrad¢aling with lawyers, etc.).
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160

2.2 Key Concepts

4197

A sub-file is therefore a division of a file by &@f content rather than, as in the case of
volume, a division by date of the record or bytiienber of records in the file. As a result,
sub-file can be used to permit the application different retention and disposition schedu
to a set of records within the file.

180

Regardless of whether sub-files are used or reg éire sometimes divided “mechanically”
into file volumes, according to predetermined caomians. The term “mechanically” implie
simple adherence to such conventions, which aréas#d on the intellectual content of the
files, but on size, number of records containetth@m, or time spans. This practice origina
with paper files, in order to restrict them to anageable size and weight. It can be

continued with electronic files, to limit them tareanageable length for appraisal, transfer

Uy

le

red

or

other management purpose. It is especially ap@tepior the management of files which are

open for long periods and/or which grow to contiarge number of records.

181

While the distinction between files and file volusrie clear, the implications are less clear
This is because the implications of choosing taddiViles into volumes vary according to
implementation needs. The variation arises as:

» some files are closed within a limited time, andisunit used for management purposes

is the file (even though a file may consist of sal/golumes). Examples are a file of a
specific small procurement, or a file of one prgjec

« some files have an unlimited life span (or nearlimited life span), and so the unit use
for management purposes is the volume. Exampéea éle of records about a
geographic region, or a file dealing with a subjghtch is not sensitive to time, such as
some policies, or an invoice file where a new vatumstarted every year.

4388

In relatively rare cases, records may be storesideinf files — by being assigned to a clas
This is explained in <section 3.2 <ID4218>.

184

Classification scheme

185

Records management aggregates files in a structaeder, and good practice dictates th
this structure should reflect business functionle representation of this aggregation is

referred to as a “classification scheme”. Thesifamtion scheme is commonly a hierarchy.

The remainder of MoReq2 focuses on the hierarchiea; other approaches are outside t
scope of MoReq2, and a hierarchical arrangemempigrequisite for MoReq2 compliance

186

Just as files appear to exist even though theyealy no more than aggregations of record
so higher levels of the classification scheme hidnaseem to exist, though they are no mc
than aggregations of files and/or lower levels. wAth files, this specification states

requirements for the hierarchy without mandatirgrlanner in which it is implemented.

187

Files can appear at any level of the hierarchyis hillustrated in the following figure,
which represents a fictitious classification schesim®wing its classes and the files allocatg
to the lowest level classes. This fictitious scheasmmuch simpler than would be a real

d

U

S,
re

14

2d

classification scheme.
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160 | 2.2 Key Concepts
3351
| Classification Scheme |
I
| Classl
| Class| | Class| | Class | | Class| | Class| | Class|
. =7 . 1T 1 =]
[ File IJ [ File [ File IJ [class| [class]| [cClass] | Fiﬂ [class| | File
L r 1 — |r: I - - |
|Rec$-u [Recs. |-IJ |F1‘ECS-|J [ File ﬂ [ File | [ File |Recs.|J [Class| [Recs. |.|-IJ
111
[ Recs. IJ [Recs.| [Recs. I-I'I-IJ |J§ile ﬁ
Key: Records Figure <C02 ID3351> IEIJJ
v2

188 | Note that this figure is intended only to show stdd possible relationships between levels
files and records. It does not show all possielels or all possible arrangements.

189 | Class

190 | MoRe@?2 uses the term “class” to describe the poxifoa hierarchy represented by a line
running from any point of the hierarchy to all files below it. The term class therefore
corresponds to a “group” or “series” (or sub-grosiph-series etc.) in some texts.

191 | In visual terms, a class of a hierarchy correspdodsbranch of a tree. A class may thus
contain other classes, just as a series containsesies and sub-sub-series. Continuing th
above example, the shaded boxes and thick linggifollowing diagram are one example
a class.

3352

| Classification Scheme |

| Class |

| Class | | Class | | Class | | Class | | C

. .-—L” . | | — r¢=LL||

| File IJ | File | File IJ @ |Class| |Class| | Fiﬂ |Class| | File

- C L — |r: I ,'I |

|Recs.|J |R9CS-|-IJ |Recs.|J | Fiﬁl [ File | [ File |Recs.|J [ class | |Recs.|.|'|J
il

1 : I
| Recs. IJ | Recs. | | Recs. I.I'I-IJ |J$ile ﬂ

1
| Recs. |-|'|
Key: |Recs.| Records Figure <C02 ID3352>

v2

ass | | Class |

e
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160 | 2.2  Key Concepts

4639 | MoReq?2 also uses the term “class” to mean allitbs, frecords etc. assigned to a class —
much as the word “bottle” can be used to descrdib b container and that container full of a
liquid. This double usage is intentional, anddpgropriate interpretation of the term is
always clear from the context.

48021 MoReq?2 allows for records to be assigned to, aestdirectly in, a class without being in 3
file. This is intended for relatively rare circutasces, as described in the body of MoReq
This has the result that MoReqz2 allows for a ctagsontain a mixture of classes, records and
files; however, although this is permitted it woudghresent poor practice if implemented.

N

193 | Electronic Record Management System (ERMS)

194 | An ERMS is primarily an application for managing@tonic records, though it may also be
used to manage physical records.

195 | An ERMS is often closely integrated with an ElentooDocument Management System
(EDMS) or a business application. TechnicallyERMS manages records, while an EDMS
manages documents (which are not records). Howespecially when used to support day-
to-day working, it can be difficult to separateittfanctionality. This is explored further in
section 10.3 which deals with Document Managens=uds.

196 | Capturing Records

197 | Documents made or received in the course of businesome records when they are set

aside, that is, “captured” into the ERMS. Duriragpture, the records are “classified”, that i
they are assigned codes corresponding to thetcasgsich they belong, allowing the ERM$
to manage them; and they are also assigned a uiciepigfier.

[72)

198 | In many cases, documents that are set aside, turedpbecome records by being bound to a
business process, as often happens in a workfleaw.example, when an invoice is raised i
should automatically cause a record to be captulediher cases there may be a policy that
every document relating to a business matter neirbe a record, even if it does not
formally participate in a business process. Inogkeer circumstances however, the process of
capture will be initiated selectively by a usert®&eination of which documents should b
captured into a records system should be based anaysis of the regulatory environment,
business and accountability requirements and #keofinot capturing the records. An
example is a memorandum in an organisation whiethsdeith policy issues; the organisation
may define that only memoranda deemed to be stgmitiwill become records (i.e.
insignificant memoranda, such as those relatingeeting arrangements, will generally not
form records). In some situations, the drafts b@ldeemed to be significant and will become
records, whereas in other situations drafts witlbecome records. MoReq?2 is intended tq
cater for any of these scenarios. In other wavttsReq2 describes an office system for
general use, not simply a records management systguarticular kinds of application or for
the exclusive use of archivists or administrators.

199 | User and Administrative Roles

4803 | MoReq2 uses the concept of “user” to mean any pessih valid permissions to work using
the ERMS. Therefore anyone who is allows to logamthe ERMS is a user, including
administrators. However, the distinction betwedmistrators and other users can be
complex and is sometimes unclear. MoReq?2 therefses the concepts of “roles” in
defining many requirements.

4389 | Different organisations will implement an ERMS diféntly. For example, a small
organisation may implement an ERMS with a singl@iadstrator, while a large organisatio
may need several different administrative positi@ash with different access permissions
For this reason, it is not helpful to identify sfiecaccess profiles in this generic
specification; instead, MoReq2 uses the concefrotés”.

>
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2.2 Key Concepts

200

MoReq2 identifies two kinds of roles: “user rolesid “administrative roles”. In practice,
most organisations will have more than one persdhase roles; and many organisations
define further roles. Example roles with poss#dxteess permissions are outlined in the
matrix at chapter 13.4.

will

3697

In brief, however, a “role” in MoReq?2 is somethiliige a user profile — it is not a job or a
position, but a set of responsibilities and funaéilbpermissions shared by several users.
MoReq2 recognises examples of two administrativeteuo user roles.

203

Administrative roles take actions related to thenagement of records themselves; their
interest is in managing records as entities ratiear their content or business context. The
also manage the ERMS hardware, software and stogagare backups are taken and mar
the performance of the ERMS.

age

3694

Unlike administrative roles, user roles have acte$acilities which an office worker or
researcher needs when using records. This inchudidiag documents, searching for and
retrieving records; their interest is primarilytive contents of records rather than their
management — in other words, they are interestétkibbusiness processes evidenced by t

records.

2.3

Entity-Relationship Model

ID

Text

204

2.3 Entity-Relationship Model

205

This section contains an entity-relationship modeich can be used as an aid to
understanding the specification. Section 13.3aosta narrative explanation.

206

An important aspect of this diagram is that it neetrepresent actual structures stored in
ERMS. It represents a theoretical view of thetestiassociated with records. An ERMS
uses these relationships to produce behaviour algumt/to the structures in the diagram. S
section 2.2 for further explanation of this point.

the

ee

207

The relationships between files, volumes, recordsaher important entities are depicted
the following entity-relationship diagram. Thisadormal representation of selected
structures which can be used to describe the betagf an ERMS.

208

In the diagram, entities — files, records and se-@amne represented by rectangles. The ling
connecting them represent the relationships betweeantities. Each relationship is
described by text in the middle of the line; ang #hould be read in the direction of the
arrow. Each end of the relationship has a numlhéchwepresents the number of

S

occurrences (strictly, the cardinality); the nunsbare explained in the key. So, for example,

the following extract:

3353

| Record |
1

VIS MADE
UP OF

1-%
| Component |

209

means “one record is made up of one or more conmigh@ote the direction of the

relationship arrow).
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ID | Text

204 | 2.3 Entity-Relationship Model

210 | Note that the entity Class is related to itselthy relationship “is made up of”. This
relationship describes, in formal terms, the relaghip between classes in a hierarchical
classification scheme, where a Class may be maaé aipe or more other Classes. If this
relationship (sometimes called a recursive relatqp) is removed, the model applies equally
to non-hierarchical relationships.
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204 | 2.3 Entity-Relationship Model
3354

| Classification Scheme |

1
J CONTAINS
€ IS MADE UP OF
1—2xl 0-x
—| Class |1T
0-1
\V CONTAINS Retention &
L-H hisposition
APPLIES P
TO Schedule
1 1-% 1 < 0-1
. -%
— Y Fie P
1
JUMAY BE
DIVIDED
INTO
1 1-% %
) - %
—1  subdile P APPLIES
1
UMAY BE
DIVIDED
INTO
1-%
Document 1 %
Type —| Volume |1—
1
MNHAS CONTAINS|
9
0-% 1-% 1-*
1-% 1o R 4
1-% 1-% - 1 ecor
Document |—| Record I
IS FORMED HAS Type
1 gp 1 >
LIS MADE VIS MADE
UP OF UP OF
1-%
1-% | Component
Key: 1 Exactly one 0-1 Zero or one 0-*Zero or more i 1-*QOne or more

v5

ID2945 & 3354
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3 Classification Scheme

ID

Text, Requirement & Rationale

211

3 Classification Schemend file organisation

213

This chapter lists requirements for managemeri@ttassification scheme and of th

organisation of files. It first lists requiremeifits setting up the classification scheme

in section 3.1. It then lists requirements relatio classes and files (section 3.2) and
volumes and sub-files (section 3.3). Section 314 Fequirements associated with
maintenance of the classification scheme and se8ti covers navigation issues.

212

A classification scheme is the foundation of anyME=R as described in detail in secti
2.2. It allows an electronic record to be stowgkether with other records that provid
its context, by defining the way in which the eteaic records will be organised into
electronic files, and the relationships betweerfitas.

(4%

4192

A significant difference between MoReq2 and itsdeieessor is that MoReq2 allows
the declaring of a record directly into a classywa#i as into a file. The original MoRe
did not allow declaration into directly into a cdagt allowed only declaration into a
file.

O

4193

MoReq2 thus allows a record to be captured intoadnlye following:
* Class;

* File;

e Sub-File;

* Volume.

4633

This is illustrated in the following diagram, whieklds such records (shaded in grey
the illustrations in section 2.1.

to

4634

| Classification Scheme |

I
Class Class Class
| Class |  Class | [ |

| Class | | Class | | Class | | Class | | Class | | C

. L : | | | — =
| File IJ | File I.IJ | File IJ |Cla55| |Class| |Class| | Fiﬂ |Class| | File

= = | =
[Recs. [Recs. |Recs.|J [ File ﬂ [ Fie | | Fie |Recs.|J [class| [Recs.
il
A =

| Recs. IJ | Recs. | | Recs. I.I'I-IJ |J$ile ﬂ

v r:' :||I
Recs. Recs.
Key: |Recs.| Records Figure <C02 4634>

ass | | Class |

v2

4194

This change has been introduced primarily to rétlee requirements of high-volume
case management type systems. For example anlangieer of records such as licen
applications can be allocated directly to a clasgout the need to open and managge
one or more files.

3174
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211 | 3 Classification Schemeand file organisation

4195 | This change is, however, not meant to remove tegsity for a hierarchical
classification scheme, or (in most cases) for ttistence of files. Rather it is meant for
special circumstances (such as high volumes oflsiocgse documentation).
Inappropriate use of this feature will introduce tisk of later difficulties in managing
records, and users of MoRe(2 are advised to uséuhctionality only after careful
analysis. Most users of MoReq2 are unlikely tauregthis functionality, and so
MoReq?2 includes the requirement that this functibphaan be disabled.

2780 | MoReq2 compliance requires support for hierarchitadsification. This is because:

2782 | « hijerarchical schemes are able to ensure an effedtisible and clear organisation of
records;
» hierarchical schemes are the most widely used ogeu

4653 | |t also maintains compatibility with the previousrsion of MoReq. Many
requirements use the concept of class. In mamscésnay be possible to apply the
requirement to non-hierarchical classification sohs; but this may not always
possible.

4188 | |t is essential that the classification schemehftezally, a records classification
scheme) is closely aligned with the business neétlse organisation. Good practice
suggests that the organisation first identifiesisiiess classification scheme before
designing a records classification scheme.

3.1 Configuring the Classification Scheme

Testable

ID | Text, Requirement & Rationale

214 | 3.1 Configuring the Classification Scheme

2080 | Requirement

2089 | The ERMS must support and be compatible with tigamisation’s business N
classification scheme.

2762 | This requirement is not testable in the generakc#éss included as a reminder to users
of MoReg2 of the need to align the classificaticimesne used by an ERMS with the
business needs of the organisation. These needfdsbe reflected by the arrangemen
of records external to the ERMS.

—+

21121 The ERMS must maintain internal integrity (relabmtegrity or otherwise) at all times
regardless of:

* maintenance activities;

» other user actions;

« failure of system components.

".U

2690 | |n other words, it must be impossible for a sitaatio arise where any user action or any
software failure results in an inconsistency witthe ERMS or its database.

3355| The ERMS should allow administrative roles to lab@th classification scheme with anY
Identifier, Title, and Description.

3356 | This metadata will support functions such as expbthe classification scheme and of
records.

2088 | The ERMS must be able to support a classificatabrese which can represent files andy
records as being organised in a hierarchy of céasse

2763 | The use of a hierarchical classification scheme#nhdatory for compliance with
MoReq?2.
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Testable

214

3.1 Configuring the Classification Scheme

2660

Support for at least three levels is the minimuguneement; more levels will be neede
in many environments.

2715

The ERMS must allow management of the classificasicheme by an administrative
role only, subject to requirement <ID 2765>.

2764

In this requirement, “management” refers to the mi®ns described in section 3.1 an
section 3.4.

2765

The ERMS should allow management of individual s¢ssby specified user roles and
by a specified group of users.

oY

2766

In the above requirement, “management” has the samaning as in the preceding

requirement. This is intended for two settings:

» large classification schemes which are too largbeéanaintained centrally (and
which therefore have central management for thédridevels and distributed
management for the lower levels);

» classification schemes that include classes fonmbeagement of case files, which
need to be managed in the business unit dealirfgthé cases on allocation of
authorised user privileges.

2081

The ERMS should not limit the number of levelshe tlassification scheme hierarchy

2767

In most settings, it is unlikely that the numbelestls needed could be more than ten

2087

The ERMS must support the preparation of a clasgitn scheme at configuration tim
in readiness for the capture and/or importatioaletronic records.

2768

This requirement is intended to allow a classificatscheme to be prepared while the
ERMS is being configured, and before it is usedHermanagement of records.

2082

The ERMS must allow the titling mechanism(s) tadleéined at configuration time by a
administrative role

2692

The ERMS should allow the input of textual scopteadalso known as descriptions) t
all classes and all files.

3674

Scope notes are narrative intended to clarify titended contents and/or exclusions o
classes and files for the benefit of users.

4921

If a formal MoReqg2 XML schema has been published, ERMS must be able to impof
and export records etc. in a form compliant witht tlchema.

—~+

2677

The ERMS should support the importing of all ortparf a classification scheme, at
configuration time or at any other time.

2769

This requirement is intended to allow a classifizatscheme to be prepared while the
ERMS is being configured implemented, and befdseused for the management of
records. Where any part(s) is (are) imported, they be to add to an existing scheme
or to create a new classification scheme if nonstex

2693

Where the ERMS supports the import of all or p&s olassification scheme it must
allow the import of the associated metadata, retersnd disposition schedules and au
trails if these exist.

dit

2770

In ideal cases, the classification scheme thatiadpimported will have class metadate
and retention and disposition schedules. In ottases, these may be absent or
incomplete.

A

2771

Where the ERMS imports the metadata of a classificacheme, it must reject any cla
that does not have a title, and create an excepgjoort for an administrative role listing
the classes that were rejected.

Sy

2772

In an ERMS that is not MoReq2 compliant it may d&sgble for a class to have no title
(a null value); but such a class would be imposstbluse within a MoReg2-compliant

ERMS.
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214

3.1 Configuring the Classification Scheme

2773

Where the ERMS imports the metadata of a classificacheme, the ERMS must ass

to each imported class a hierarchical code in dnleeofollowing ways, according to an

option set by an administrative role:

» following the same rules as would be used for tla@umal creation of the
classification scheme,;

» Kkeeping the original codes in their entirety (opbssible if the structures are
compatible);

« appending the original codes to the codes in tbeivang scheme.

)

g

2774

If a hierarchy that is being imported already ind&s hierarchical class codes (for

example 4/6/4) it may not be possible to use thesmdes in the ERMS, as consistencg

and uniqueness cannot be guaranteed.

Yy

3753

There are many possible scenarios for such an itppath different kinds of
incompatibility between hierarchical numbering setes. MoReq2 does not prescribe
the outcome of an attempt to select an optionithiigically impossible because the
schemes are incompatible.

3754

If the existing codes cannot be used, they candag¢etd as appropriate to the situation,
e.g. copied to a metadata element called “old clasde”.

2775

Where the ERMS imports the metadata and retentidrdesposition schedules of a
classification scheme, it must validate them usiiegsame rules as would be used for
manual creation of the classification scheme (be@ter 12). Where this validation

process finds errors (for example the absence aflatary metadata, or format errors)|i

must bring these to the attention of the admintistaole performing the importation,
identifying the metadata involved.

the

2776

In ideal cases, the classification scheme thatiadpimported will have metadata (e.g.

metadata for its classes) that complies fully whih MoReq2 metadata model. In othe

cases, the metadata may be non-compliant. In tbeeses, several outcomes are possi

MoReq2 does not mandate any one outcome. Possitdemes include:

* The entire importation is cancelled and the adntiats/e role is informed of the
reason for the cancellation;

» Importation of the class that has non-compliantadata is cancelled and the
administrative role is informed of the reason fioe tancellation;

* The administrative role is required to choose betweorrecting the error and
cancelling importation of the affected class;

* Importation continues even though part of the mati@és non-compliant, with non-
compliant data being replaced by default valuexHBjgel for the affected elements
and an error report produced.

ble;

3755

Informing the administrative role does not requinat the importation process be a
foreground, or real-time process; it will be accaipte for the process to be a
background, or batch, process.

2696

The ERMS should support the export of all or p&s olassification scheme.

2697

Where the ERMS supports the export of all or phe dassification scheme this must
include associated metadata, an administrativebeileg able to select which metadata
exported.

2699

Where the ERMS supports the export of all or phet dassification scheme this must
include all associated retention and dispositidredales at the option of an
administrative role.

2777

Where the ERMS supports the export of all or phe dassification scheme, this must

include all or selected audit trail data, the s#becto be made by an administrative role

1%
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214 | 3.1 Configuring the Classification Scheme

3175 | Where the ERMS supports export (for any of the abr@guirements) it must use a fully-Y
documented format to relate the entities to eabhrot

4701 | The documentation of the format must define howeberds, files, classes etc., and their
relationships to each other, are expressed. See<D3176>.

3176 | Where the ERMS supports export (for any of the aelr@guirements) it should export | Y
the information in XML or equivalent open standasdl format.

2718 | Where the ERMS supports the copying of all or p&# classification scheme this mustY
include all associated metadata.

2720 | Where the ERMS supports the copying of all or p&# classification scheme this mustY
include all associated retention and dispositidredales.

2086 | The ERMS must allow administrative roles to add méagses at any point within any | Y
class, so long as files are not stored at thattpoin

3628 | MoReq?2 does not allow files and classes to exigteasame level within a class (in other
words, files and classes cannot be mixed at asingtle in the classification scheme
hierarchy). This is for reasons of good recordsragement practice.

2084 | The ERMS should support the definition and simwdtars use of multiple classification Y
schemes.

2662 | Most organisations will mandate that a single cifisation scheme be used for the
primary classification of all the files in the ERM3his requirement allows some of the
files in the ERMS to belong to one classificatiomesne while other files belong to
another. This may be required, for example, falhgithe merger of two organisations
or when different collections of records in a sagrganisation require different
management regimes.

3.2 Classes and Files

8

ID | Text, Requirement & Rationale 8

236 | 3.2 Classes and Files

237 | This section lists requirements which apply to stesand files.

Classes and files are different kinds of constr@tasses provide an intellectual
framework for classification, while files aggregageords; classes are building blocks |of
classification schemes, while files are not. Desthiese major differences, it is helpfu
to list some requirements together, as they arentmmto both constructs.

2090 | Requirement

2100 | The ERMS must support the capture, maintenanc@aasgntation of metadata for files Y
and classes in the classification scheme, comphéhtthe MoReq2 metadata model.

2664 | The ERMS must restrict the ability to add to fildaclass metadata as set outinthe | N
MoReq2 metadata model.

2099| The ERMS must provide a mechanism for allocatingraatically a hierarchical Y
classification code (where such a code does neadyrexist — see <ID 2773>) to each
class, file, sub-file and volume in the classifieatscheme.

4923 | See also <ID2270>.

2665| The ERMS must allow user roles to allocate a tdteeach electronic class, file, sub-file Y
and volume.

2786 | This requirement applies to non-case file environtsie Where case file management |s

needed, an alternative naming approach is needdis is specified in section 10.6.
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Testable

236 | 3.2 Classes and Files

2666 | |t must be possible to use both the classificatioe and textual file title separately or| Y
together.

2700| The ERMS must allow an administrative role to cgufe the classification code at Y
configuration time or later.

3740| Configuration of the classification code shouldlinte:

» the format of the identifier associated with eagvelof the hierarchy, e.g. numeric,
alphabetic;

« the first value of this identifier at each clasg.€l, 1000;

« the interval to be used between successive classpd,, 10;

« the presence or absence of leading zeroes;

* any global prefix, e.g. “corporate/”;

* any global extension, e.g. country suffix;

» the separator between each identifier, e.g. “/™} .-

2789 | The ERMS must record the date of opening and tteafaclosing of a class or file Y
within the class’ or file’s metadata.

2790 | The date of opening and closing of a class orditevide important context for the
records classified within it. See also <ID2106>.

3632 | When a class or file is open, it is possible totaeprecords into it. When a class or file
Is closed, it is not possible to capture records iih

2701 | The ERMS must record the date of creation of a class, file, sub-file or volume in the Y
metadata of the class or file.

2791 In the case of physical files, it is possible fug tHate of opening to be earlier than the
date of creation recorded in the ERMS. This caseaif a physical file is created and
opened, in physical form only, before it is createthe ERMS.

In the case of electronic files, it is possible tfog date of opening to be earlier than the
date of creation recorded in the ERMS. This caseawhen an electronic file is
imported into the ERMS from another system.

2096 | Whenever a new class or file is opened, the ERMSt mutomatically include in its Y
metadata those attributes which are inherited duts position in the classification
scheme.

2676 | For example, if a file titled “Public meetings” ia a hierarchical path titled:

Regional plan development : Public consultatiorubkc meetings

and an administrative role adds a new file titled/fitten consultations” at the same
level as the “Public meetings” file then the nele finust automatically inherit the prefix
Regional plan development : Public consultation.

2667 | The ERMS must allow an administrative role to mypdifherited metadata values, to theY
extent permitted by the MoReq2 metadata model.

2680 | Inherited values often provide a default, or stagtposition. This can be changed, so
long as the change is compatible with the metadaidel.

2668 | Any addition to this inherited metadata shoulddigerited by default by all descendant Y
classes and files.

2093 | The ERMS should support the allocation of contilecabulary terms compliantto | Y
ISO 2788 as descriptive class or file metadataestildgrms, in addition to the other
requirements in this section.

3635 | The ERMS should support the allocation of contitecabulary terms compliantto | Y

ISO 5964 as descriptive class or file metadataestilbgrms, in addition to the other

requirements in this section.
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236 | 3.2 Classes and Files

3636 | Requirements <ID2093> and <ID3636> are identicalveahat the former specifies a
monolingual thesaurus and the latter a multilingtlasaurus.

2092 | The ERMS must not impose any practical limit onnlenber of classes or files which | P
can be defined.

2091| The ERMS must be able to print a list (sometimésrred to as a repertory) of all files ory
of files classified against a specific class (asdiescendant classes).

3639 | A user printing a list of files (as in <ID2091>)ald be able to specify the sequence, | Y
content and format of the list.

3640| For example, the user should be able to sort ireading or descending order, on title or
code, and preferably on any attribute; and showddable to specify the metadata
elements to be printed.

2681 | The ERMS should be able to export a list, or repgrtof all files or of files classified | P
against a specific class (and its descendant dpgsXML format and/or in a human-
readable format.

2682| The ERMS must allow the classification scheme tptigted, both as a complete schemé
and as any class selected from the scheme.

3641 | A user printing a classification scheme (as in 6B2>) should be able to specify the | Y
content and format of the resulting printed output.

3642 | For example, the user should be able to shoulddbe t® specify the metadata elements
to be printed, and preferably choose a list, ordntéd, or graphical representation.

4218 | The ERMS must allow an administrative role to cguafe a class so that it can, or so that
it cannot, store records directly.

42191 In other words the system must be able to be aangfiyso that records do not have to be
held in files, sub-files or volumes.

3.3 Volumes and Sub-Files

g

ID | Text, Requirement & Rationale 8

261 | 3.3 Volumesand Sub-Files

2797 | In a system that keeps paper records, subdividitarge files is essential for reasons qf
ergonomics and the physical survival of foldersaders, jackets etc. Typically, for
example, paper files are limited to 2cm in thicl)ds/ the establishment of volumes.
When the file (which is in reality the first volunoé the file, despite being referred to as a
“file”) reaches the size limit — 2cm thick in thegample — it is considered to be a closed
volume and a new volume is opened. This is notafiedectronic files — an electronic
file can usually grow to almost any size withouttsdlifficulties.

2798 | However, in practice, there can be benefits irttapdj large electronic files into volumes.
These benefits are, for example:

* when users need to work remotely (that is, overtandwidth connections, or after
downloading records to a portable PC, or onto emg®device with limited
capacity);

» when files are never closed, because they arex@mmple) geographically linked.

3645

Similarly, paper files are often divided into sules — especially in case management
environments. The sub-files are used to orgahisdile contents, often according to
document type.
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261

3.3 Volumesand Sub-Files

3646

Correspondingly, there are sometimes benefitsvidigig electronic files into sub-files,

for example:

* improving the ease of navigation through a file;

e providing a means to manage records that havetr@terequirements that differ
from others in the file, such as those coveredrbsapy legislation.

262

This section includes requirements relating touse of volumes and sub-files, both of
which are typically used to subdivide files whiclght otherwise be unmanageably
large. However, Moreq2 does not mandate that thiglsdivisions be implemented; it
merely requires that MoOReq2 compliant software nvesable to provide them when
needed.

2793

Sub-files were not recognised in the previous versi MoReq.

2794

In summary:

e Each file contains one or many sub-files;

e Each sub-file contains one or many volumes;

* Volumes of different sub-files are created indeenily;

» All the sub-files of an open file are always opand all the sub-files of a closed file
are always closed;

¢ Only one volume can be open in each sub-file.

For more detail about sub-files and volumes, seemse2.2 <ID178>.

3651

Requirements

4201

It must be possible for an administrative role dafegure the ERMS at configuration
time or later to remove the ability to create sildsfand/or volumes within files across
the classification scheme.

4199

It must be possible for an administrative role @afegure the ERMS at configuration
time or later to allow only sub-files to be creatithin files within an area of the
classification scheme.

4200

It must be possible for an administrative role @afogure the ERMS at configuration
time or later to allow only volumes to be creatathwm files within an area of the
classification scheme.

4702

The intention of the three requirements above alltw organisations to allow or
prevent the use of sub-files and/or volumes irdfft parts of the classification schem
While the use of both brings the maximum flexipiliut this flexibility brings complexit
and possible confusion for users.

~

3652

When a file contains only one sub-file, it is adedye for the file and sub-file to be
indistinguishable to end users.

3653

When a sub-file contains only one volume, it isegtable for the sub-file and volume t
be indistinguishable to end users.

oN

3654

When a file contains only one sub-file which itsgdhtains only one volume, it is
acceptable for all three to be indistinguishablerd users.

3655

The intention of the three requirements above emphasise that the ERMS need not

impose on users the structure of “file, sub-filelwne”. The ERMS must allow the use

of sub-files and volumes, while allowing usershtak in terms of files only if this suits
them.

14

4198

The essence of this is that the user only seesis/kasential from a business process
point of view and is not encumbered by potentiadigfusing choices.

2104

The ERMS must support the concept of open and @leketronic volumes, as follows:
« only the most recently created volume within a Blegbean be open,;

+ all other volumes within that sub-file must be eds
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261

3.3 Volumesand Sub-Files

2103

The ERMS must prevent the user from adding elextn@tords to a closed volume.

2107

The ERMS must allow administrative roles to adekttronic volume to any electroni
sub-file which is not closed.

[
<

2795

The process of adding a new volume consists ahgalke volume that is currently ope
and creating a new open volume.

3650

The ERMS must allow administrative roles to add-Blés to any electronic file which i
not closed.

<

2106

The ERMS must record the date of opening of a nelwme or sub-file in the metadata,.

2105

Whenever a new volume or sub-file is opened, th®1ERust automatically include in
its metadata those values of its parent file’s et which are common (as defined in
the MoReq2 metadata model).

2685

Records in a volume can be accessed regardleskather the volume is open or close

d.

3671

Whenever a new volume is opened, the ERMS mustratically assign to it an
identifier that is unique within its parent sulefil

3672

The identifier could be a simple sequence numlibertirsg at 1 for each sub-file.

2115

The ERMS must record the date of closing of voluaras files in their metadata.

2758

When classifying a record the user must be predenitd the most recently created
volume in the chosen sub-file by default.

2670

The ERMS must allow the creation of multiple coment open sub-files within any file

2102

The ERMS must allow an administrative role (notrusées) to add a record to a

previously-closed volume; when this takes place:

* the ERMS must require that an administrative rolésaa reason to the metadata of
both the volume and the record, to explain why éxiseption has taken place;

* the ERMS must automatically record this in the atrdil.

This action must not update the date of closuneedton the metadata.

4206

This applies only if the newly added record isyminger than the date of closure of th
volume.

(S

2671

This facility is intended to be used to rectifyruseor, e.g. if a volume was closed
unintentionally. For this reason, it is important that the exceptaausing this action is
properly documented.

3658

MoReq2 does not mandate how this is achievedaytbm achieved by temporarily re-
opening the closed volume, or by other means.

3659

The ERMS must allow an administrative role to delt empty volume.

3660

The ERMS must allow an administrative role to dekt empty volume and re-open th
previous volume in the sub-file, in a single actitetording the event in the audit trail.

eY

3661

This is intended to correct an error which has tesdiin the incorrect closure of a
volume.

2799

The ERMS should allow a “template” of sub-files® created by an administrative ro
for a specified class, such that the template §psdhe sub-files to be created
automatically for each new file that is subsequentéated in that class.

eY

2800

This is intended primarily for case managementremments. As an example, a
template in an insurance company might specifytHerclass dealing with client
insurance policies, the following sub-files: polemyd amendments, internal
correspondence, correspondence with medical spstsabilling, other client
correspondence. Thereafter, every new file createdat class would automatically be
created with these sub-files.

2801

The ERMS must automatically close all sub-filesiifiie whenever their parent file is
closed.
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261 | 3.3 Volumesand Sub-Files

3656 | The ERMS must allow users to close volumes indizilyu Y

3.4 Maintaining the Classification Scheme

8

ID | Text, Requirement & Rationale 8

2658 | 3.4 Maintaining the Classification Scheme

2659 | Requirement

2123| The ERMS must allow an administrative role (nosaruole) to relocate a class or file tor
a different position in the classification schenfes part of this relocation the ERMS
must ensure that all electronic records alreadcated remain allocated to the class(es),
file(s), sub-file(s) and volume(s) being relocated.

2673 | This facility is intended for exceptional circunstas only, such as organisational
mergers or other re-organisation, or to correctradal errors. This requirement must be
read together with <ID4595 and 1D3929>.

2717 | The ERMS should support the copying any class {@@nthild classes) of a classificationY
scheme to another point in the classification sahem

3179 | This facility is intended for use when replicatimgnches of a classification scheme, an
act that is sometimes required (for example) whesighing a part of the scheme that is
not designed on a functional basis.

Use of export followed by import will not be comrsitl sufficiently easy to meet this
requirement.

Any conflicts of classification code detected dgitine copying should be handled in the
same way as with an import (see <ID2775>).

2122 | The ERMS must allow an administrative role (nosaruole), to reclassify an electronicY
record to a different class, file, sub-file, or wwle.

2688 | This facility is intended for exceptional circuntatas only, such as to correct user
errors. This requirement must be read togethen wiD2674>, <ID2120>, <ID3664>
and <ID2119> below.

2674 | Upon reclassification or relocation of a clasg,fdub-file, volume or record the ERMS Y
must enable the optional inheritance of metadathishdefined as inheritable (in the
MoReq2 metadata model) according to its new pasitidhe hierarchy.

2120 | When any classes, files, or records are relocateectassified the ERMS must keep an Y
identifiable trace of their status prior to theotion or reclassification in the audit trail.

3664 | When any classes, files, or records are relocateectassified the ERMS must record | Y
the values of their metadata prior to the relocatioreclassification.

2675 | Both of the above requirements are in support efrtbed to be able to determine the
history of classes, files etc. that have been gkt or reclassified.

2119 | ' When any classes, files, volumes, sub-files orndare relocated or reclassified the | Y
ERMS must require an administrative role to ensematadata the reason for the
relocation or reclassification.

3665 | Entry of a reason is mandatory, as these relocatiamd reclassifications are
exceptional, potentially endangering the integafythe records if not carefully managed.

27071 The ERMS should enable an administrative role tckraaclass or file as inactive to Y
prevent any new files being added to that class@rrds being added to that file.

2708 | The ERMS should allow an administrative role tcetielan empty class.

2118| The ERMS must prevent the deletion of an electréildor any part of its contents at all Y

times.
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2658 | 3.4 Maintaining the Classification Scheme

4707 | This requirement is subject to the exceptionsdafstruction in accordance with a
retention and disposition schedule — see chapter Sieletion by an administrative role
as part of an audited procedure — see section 9.3.

21171 The ERMS must allow an electronic file to be clobgdiser roles. Y

3666 | This is different than the corresponding requiretriarMoReq, which limited this
function to administrators.

2116 | The ERMS should be able to close an electronio/fileme automatically on fulfiiment| Y
of specified criteria to be defined at configurationcluding at least:

* volumes delineated by an annual cut-off date; xaneple, the end of the calendar
year, financial year or other defined annual cycle;

» the passage of time since a specified event; famgke, the most recent addition of
an electronic record to the volume;

» the number of electronic records which the volumetains.

2689 | Other criteria may be desirable in particular cinmistances, for example when the size of
the volume reaches the storage capacity of a retslevdisc.

2704| The ERMS must make the contents of closed clafikes,sub-files and volumes as Y
accessible for viewing as those that are openowitmaking any differentiation between
open and closed.

3667 | In other words, users who are searching for or bsmg through information using the
ERMS must not have to be aware of whether filesaetcclosed or open; and the same
search facilities and access rules must apply.

2113| The ERMS should allow users to create cross-refe(that is, “see also” type links) | Y
between related files.

21111 The ERMS should support the ability to create rplétientries for an electronic record,| Y
in several electronic classes, files, sub-files@umes, without duplication of the record
or of the document on which it is based.

2691 | MoReq?2 does not specify how this is achieved. viryeof supporting this requirement
would be to use pointers when capturing more thaarecord based on the same
document.

2110 | The ERMS must provide reporting tools for the pstm of statistics to administrative | Y
roles on aspects of activity within the classificatscheme, including the numbers ang
sizes of classes, files, volumes, sub-files ornméxareated, closed or deleted within a
given period.

4740 | Reporting should be both overall and by any spedtifiser or class.

3670 | The ERMS should provide ad hoc reporting capaésditin aspects of activity within the P
classification scheme.

2053 | Any user working with a class, file or record mhstable to discover the context of thatY
class, file or record, or in other words, the matadand parent file or class (es); and must
be able to navigate to these parents from the,diéssr record.

2802

It must be possible to discover the context withawing to leave the class or file, in a
way that allows work with the file to be continweithout interruption.

4 Controls and Security

ID

Text, Requirement & Rationale

Testable

310

4 Controls and Security
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310

4 Controls and Security

311

This chapter brings together requirements for sewahge of controls which relate to tf
security of the records. These requirements peofadtures needed to protect the
characteristics of records defined in ISO 15488t{se 7.2).

e

312

It is essential that organisations are able torobmtho is permitted to access records &
in what circumstances, as records may contain pakscommercial or operationally
sensitive data.

nd

3182

Restrictions on access may also need to be appliexternal users. For example, in
some countries where freedom of information legj@apermits access to selected
public records, customers may wish to view recorliso some organisations may wis
to share parts of their ERMS repository with partmganisations. Requirements for
these controls are listed in section 4.1.

313

Any access to records and all other activities iwing them and related documents or
data also need to be recorded in the audit trahgure legal admissibility and to assis|
data recovery. Requirements for these audit¢amtrols are listed in section 4.2; thes
requirements address principally the record chartics of authenticity and integrity
defined in ISO 15489 (section 7.2).

314

Security of records also includes the ability totpct them from system failure by mea
of backup, and the ability to recover the recordsnfbackups. These requirements ar
listed in section 4.3; these requirements areedlad the record characteristic of usabi
defined in ISO 15489 (section 7.2).

3183

Vital records are mission-critical records thatché®be recovered rapidly after a

disaster. These are addressed in section 4.4.

4.1

Access

ID

Text, Requirement & Rationale

Testable

318

4.1 Access

319

Organisations need to be able to control acceg®etorecords and typically this is
achieved by the specification and implementatiogemiurity policies, i.e. access to
records is granted based on the business roledandnal plays in the organisation.
Users are usually managed centrally and simultasig@uanted access rights to a
number of corporate systems, including but notiatst to the ERMS.

3184

It is not considered best practice to manage psrams in an ERMS simply by allocatin
individual permissions on individual entities talimidual users. Access rights will
therefore normally be granted to roles and/or gsdopallow them to save and refer to
records in specified classes or files within thesslfication scheme.

g

4455

In addition to the entitlement to access specifidpof the classification scheme,
permissions also restrict the actions that a webx,or group can perform on entities
within the ERMS, such as inspecting their metadatheir contents, modifying or
deleting them and creating or viewing entities paaticular type.

4456

For example, a user role can search for and rezmid®, but role-based security
organisation may restrict the capability to seamctl read to particular sub-sets of the
classification scheme.

4457

Permissions can be applied to groups and be ielddoyy the group members. Applying
permissions at the group level, rather than the lesel improves the management of t

ERMS over time as new users arrive, and existimgsushange and leave.
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318

4.1 Access

4458

Through the assignment of roles in the ERMS mudtggrmissions can be granted to a

user or group automatically. Later, when the wseyroup is removed from the role, al
the permissions are automatically rescinded.

320

The ERMS must be able to limit the setting of tha@seess rights to certain roles. In the

table in 13.4, this is shown as belonging to adstiative roles.

3185

Note, however, that administrative roles are oniplementing, from a system

perspective, policy decisions taken by more semi@nagement. The security polices
and their allocation to individual end users, tgmcally based on the business needs
users to access information, the organisation’'sriscpolicy and laws and regulations,

of

such as information laws, data security laws, aaiHaws and industry regulations; thegse

are addressed in section 11.5.

4459

In some environments, ERMS access permissions anaged entirely within the
ERMS. In others, some permissions are managed ssparate software, such as a
network operating system utility. Either is acedgpe for compliance with the following
requirements.

4460

The roles identified are “indicative” only. It shid be the organisation that sets the
number and the make-up of the roles that it usdseaan whether it uses roles at all,
according to its own requirements.

2124

Requirement

4391

The ERMS must not allow any person to carry outaction in the ERMS unless the
person is an authorised user who is successfidlytitied and authenticated.

4392

MoReq2 does not specify the nature of the autreidic mechanism. In many
situations, a user-id and password mechanism isidened to provide sufficient
authentication. Organisations using MoReq2 forqum@ment purposes need to ensur
that an appropriate level of authentication is unéd.

1)

2136

The ERMS must allow administrative roles to allecatcess to records, sub-files, fileg
classes and metadata to specified user roles amsioigroups and for specified period
of time.

12
-<

4214

The ERMS must not place a limit on the number tdgadhat can be configured.

2135

The ERMS must allow administrative roles to mamaermissions for all roles and
groups. These determine the functionality, metadiments, records or files to which
the roles and groups have access, and the kinatscets allowed.

3186

The permissions are to:

» allocate access according to the organisation'srgggolicies;

e restrict access to specific files or records;

e restrict access to specific classes of the classifin scheme;

e restrict access according to the user’s secur@graince (where applicable);

e restrict access to particular features and funst{eng. read, update and/or delete
specific metadata elements);

» deny access after a specified date;

» allow access after a specified date.

3226

The ERMS should allow configuration to enable asd®smeans of an integrated
network log-on.

3202

The ERMS must allow administrative roles to add mrdove users to and from roles
and groups at any time.

4448

It is acceptable for administrative roles to manageups by means of separate directc
management software.

Dry
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318 | 4.1 Access

3229 | The ERMS must allow the allocation of administratimhts over different sections of | Y
the classification scheme to different administatioles.

3230 | For example see the access control model in setBoh

3227 | The ERMS must allow administrative roles to markratividual user as inactive, Y
without deleting the user from the system.

4164 |t is acceptable for administrative roles to managers by means of separate directony
management software.

2134| The ERMS must allow administrative roles to defime same control functions for user Y
roles as for users.

3203 | This feature allows administrative roles to managé maintain a limited set of role
access rights rather than a larger number of indbal users. Examples of roles might
include Manager, Claims Processing Clerk, Secukitalyst, Database Administrator.

3239 | The ERMS must be able to apply selections of acezgsrements across roles.

4450 | For examples see section 13.4.

2133| The ERMS must allow an administrative role to getand maintain groups of users.

3188 | Examples of groups might be Human Resources, Nartiades team.

21321 The ERMS must allow a user to be a member of ni@e bne group.

3201 1t is likely that some users will have differentess requirements for different parts of
the classification scheme. In all cases, usesaasggned to groups by administrative
roles in response to business needs and policies.

3205 | The ERMS must allow administrative roles to seadgoc lists of individual usersin | Y
order to control access to specified parts of thestfication scheme or records.

2166 | The ERMS must restrict systems functions and relatents to administrative roles | Y
only.

3197 | This is needed to protect the authoritativenessaxtronic records.

2131| The ERMS must allow only administrative roles towge user profiles and allocate usery
to groups and roles.

3204| See also section 13.4.

2130 | The ERMS must allow roles with ownership of recaspecify which other users or | Y
groups can access those records.

3206 | See glossary for the MoReq2 usage of the term “dwnrkthe organisational policy
allows, ownership should be with administrativeesol

2129| The ERMS must restrict the ability to make changash as adding, amending and Y
deleting profiles for groups, roles or users to eustrative roles.

3207 | This includes attributes such as access rightsjlpdes, password allocation and
management.

2128 | |f a user requests access to, navigates to, ocrsesmfor, without searching for content,| Y

any object such as a record, volume, sub-file dilelass which the user does not have

the permission to access, the ERMS must provideobtiee following responses (the

response to be selected at configuration time):

« display title and other metadata of the object;

« display title, type of entity (class, record etdate of creation and owner only;

» confirm the existence and (optionally) the ownethaf object (display its file or
record identifier) but not its title or other metaal;

* provide no information about the object, thus pdawy no indication of whether the
object does or does not exist;

all the above being subject to <ch4 ID 2127>.
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318

4.1 Access

4703

This requirement applies to access attempts thatadanvolve searching on record
content. Searches on record content are addresselD2127 below>, with which this
requirement should be read.

3189

These options are presented in order of increasewyrity and should be configured by

administrative roles. The requirement in the lagtion (i.e. the most stringent) implies
that the ERMS must not include such records incauyt of search results; this level of
security is normally appropriate for records de@iwith matters such as national
security or confidential medical records.

4393

The ERMS should allow the responses specified DR4P8> to be selected at the objecY

level as an alternative to a system-wide configanatime setting.

2127

If a user performs a content search (typically,rmttnecessarily, a full text search or fre¥

text search, (see section 6.7 <ID4490>), the ERMIStmot include in the result list any

record for which the user does not have the peramsdo view the content.

3190

If the first option of <ch4 ID 2128> is chosen,ghgould be seen to conflict. This

apparent conflict is intentional, for, if this remement is not present, users may be able

to use text searches to investigate the conterde@fments to which they are not
allowed access. Consequently this requirement taketprecedence over requirement
<ch4 ID 2128>.

3268

The ERMS must allow administrative roles to seand manage rules to govern usersf
access to ERMS functions, so that different rokgehaccess to different combinations
functions. The ERMS must allow such rules to deupewith at least the level of
granularity (i.e. the amount of breakdown) showthia illustrative access rights table i
section 13.4.

=)

Y

3269

Different organisations have different functionatass control requirements. Itis
therefore not appropriate to attempt to define aayec model. Accordingly, this
requirement specifies instead the level of detiaflomtrol that an ERMS must offer.

3272

The ERMS must allow administrative roles to creatditional roles to those shown in
13.4.

3273

An organisation could define roles with specificegs rights such as: case worker,
manager etc.

4.2

Audit trails

ID

Text, Requirement & Rationale

Testable

348

4.2 Audit trails

349

An audit trail is a record of actions taken whinkadlve the ERMS. This includes actionhs

taken by users or administrative roles, or actioitgted automatically by the ERMS as$
a result of system parameters. See the glossagcton 13.1 for a formal definition.

3208

The audit trail for records can be viewed as a fofrmetadata of the individual records
(because it consists of information describing sespects of the records’ history),
though this is not essential; MoReg2 does not hisevtew.

350

The ERMS must be capable of management and caitedéctronic and physical
records according to legislative and regulatoryunesments. It must also be capable o
demonstrating this compliance. MoReq2 does notesddegislative and regulatory
requirements as these vary from state to statesadsMoReq?2 allows for the
development of a chapter to contain national resoénts, known as chapter zero.

=R
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348 | 4.2 Audit trails

4209 | The audit trail shows whether business rules airgglfellowed and ensures that
unauthorised activity can be identified and traced.

4205| |In order to support accountability it is esseriti@t the ERMS is able to record in the
audit trail any action where any degree of autochatemachine assisted processing is
implemented within the system. Section 10.6 Caskwoovides examples of such an
interface.

3209 | The audit trail is a key factor in enabling the ERIb fulfil these requirements by
maintaining a complete record of all the actiongwery record (subject to the constraint
of the level of security of the technical enviromt)e

351 | The volume of audit trail information can becomegéif all actions are audited.
Consequently, in some implementations, managemantdacide that selected actions
need not be included in the audit trail (after dla¢e of the decision).

3210| In many implementations, the on-line audit trajpégiodically moved to off-line storage,
the off-line copy being subject to deletion if amden the relevant records are disposed
of, or if and when policies and legislation permit.

3199 | These are matters of management policy and/or/tegalatory requirements. MoReq2
therefore includes system requirements to allowdleetions, but does not establish the
extent to which they are used.

2137| Requirement

2149 | The ERMS must keep an unalterable audit trail clepalbautomatically capturing and | Y
storing information about:

e any action taken on any record, any aggregateeocltissification scheme;
» the user undertaking the action;
» the date and time of the action.

2144\ By way of illustration, the actions recorded in #ngdit trail must include, but need not

be limited to:

e capture of all electronic records;

* re-classification of an electronic file within tletassification scheme (see <ID
2122>);

* any change to any Retention and Disposition Scleedul

* any disposition review actions carried out by adstnative roles;

» the placing or removal of a disposal hold on arcelenic file;

* any change made to any metadata associated wisiseta electronic files or
electronic records;

« amendment and deletion of metadata by a user;

e changes made to the access permissions;

e creation, amendment or deletion of a user or group;

e export or transfer;

» creation of a presentation;

» deletion / destruction of records.

4366 | The ERMS should be able to record automaticaliyhéaudit trail any accesstoany | Y
record or aggregation and whether the access waad print or otherwise present it.

4367 | This is normally only required in highly secure garments.

3211 | The ERMS must not allow the audit trail to be midifby any user, including Y

administrative roles.
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348

4.2 Audit trails

3192

The audit trail may, however, be subject to re-migation and copying to off-line
storage if required by, for example, database saféwso long as its integrity remains
intact.

3237

The ERMS audit trail parameters must be configrabl that administrative roles can
configure which actions are automatically recorded.

4210

All changes to audit trail parameters must thenesebe audited in the audit trail.

4211

It should never be possible to turn off the auditri changes to audit trail parameters
that the ERMS does not record in the audit traibwhanged them and when.

2148

Once the audit trail parameters have been seERMS must track actions automatica
and must store information about them within theitatnail.

2147

The ERMS must maintain the audit trail for as l@sgs required by the organisation’s
records policy.

4368

This often will be at least for the life of the oeds to which the audit trail refers.

However, there may be situations in which otherqued apply, for example periodic
scrutiny of the audit trail followed by its desttion and replacement by a certificate of
scrutiny.

2146

The ERMS must log in an audit trail all actionsfpened on records, volumes, sub-filesy

files, classes and retention and disposition sdlesdregardless of whether the action
affects one or more of them.

4924

The ERMS must log in an audit trail all changesgtadata values that apply to the
metadata elements listed in the MoReq2 metadatainod

3223

Any annotation of or amendment to a record mustberded within the record’s audit
trail.

2145

The ERMS must automatically log in an audit trdichanges made to administrative
parameters.

3193

For example, if an administrative role changes arissaccess permissions or
reconfigures the audit trail.

2142

The ERMS must ensure that audit trail data is abéel for inspection on request, so th
a specific event can be identified and all relatath made accessible.

3212

The ERMS must include features that allow only atifed users, who have little or ng
familiarity with the system, to search for infornoat in the audit trail.

3270

This is an ease of use requirement. The users maxternal to the organisation, such
as external auditors. Nonetheless, from the ERBtSpective, they will be users.

4363

The ERMS must allow users to search audit trailspecified events, objects (classes
records etc.), users, groups, roles, times, or imezvals.

2141

The ERMS must be able to export audit trail datasfeecified records, volumes, sub-
files, files and classes without affecting the atidiil stored by the ERMS.

3194

This functionality is to enable, for example, emtdrauditors to examine or analyse
system activity.

2140

The ERMS must be able to capture and store, whmpiecable, any attempted violation
of access control mechanisms (i.e. a user’s attetogccess a record, volume, sub-filg
or file to which he is denied access).

D

3195

For an illustration of circumstances which can allattempts at violation, sedD
2128> This cannot apply when the system is configtoddde from a user all
knowledge of information to which the user doeshaoe access permissions.
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348 | 4.2 Audit trails

4664 | Where the ERMS supports the transfer of audit ttaii& to off-line storage, the ERMS | P
must support secure processes for managing tHaeftlata and demonstrate how off-
line data can be brought back on-line as and wheguired; and the ERMS must ensure it
IS not possible for this mechanism to be usedragans of by-passing the controls
imposed by the ERMS (for example, by simply mowauglit trail data out of the ERMS
and changing or deleting it externally to the sygte

4.3 Backup and Recovery

=

ID | Text, Requirement & Rationale ks

379 | 4.3 Backup and Recovery

380 | Business and regulatory demands require that an&EB&/provided with comprehensive
controls to provide regular backup of the recon$ metadata; and to be able rapidly to
recover records if any are lost because of syssdoré, accident, security breach etc..

381 | Regular automated backup and recovery can be movig the ERMS, or by integration
with the services or utilities of an Electronic Doeent Management System (EDMS), by
a database management system operating with theSEBMY some other software. In
this section, references to “the ERMS” can meanddriljese, as appropriate to the
setting.

382 | In practice, backup and recovery functions mayrare with the organisation’s IT
operations area than by being divided between ERMSBinistrative roles.

2150 | Requirement

2157| The ERMS must provide or allow automated backuprandvery procedures that allow Y
for regular backup of all or selected classess fitecords, metadata, administrative
parameters, and the audit trail of the ERMS; aed ttecovery when needed.

2156 | The ERMS must allow administrative roles to scheddckup routines by: Y
« specifying the frequency of backup;
« selecting classes, files or records to be backed up
» allocating storage media, system or location ferliackup (e.g. off line storage,

separate system, remote site).

2155 | The ERMS must allow only authorised administratvies to restore from ERMS Y
backups.

4370 When an ERMS restores from a backup, full integsitthe data including the audit trail P
must be maintained after the restore.

2154 | Where the ERMS features checkpoints and databddemeard facilities, the ERMS P
must allow only authorised administrative rolesdlh it forward.

4.4 Vital Records

%

ID | Text, Requirement & Rationale kS

2054| 4.4 Vital Records

2055 | Vital records are the records that are considebedlately essential to the organisation’s

ability to carry out its business functions, in gtert term, in the long term or both (se¢
also the glossary). This can be either missioneatitn terms of its ability to cope with

1%

emergency/ disaster conditions or to protect mgterm financial and legal interests.
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2054

4 .4 Vital Records

3214

The identification and protection of such recosfigreat importance to any
organisation and it is likely that it is these netthat will need to be recovered first in
the event of a disaster.

3217

Records may be considered as vital records eitingh& organisation as a whole or pa
of the organisation.

It

3271

Requirement

2152

The ERMS must allow administrative roles to indéctitat selected files or records
contain, or are considered to be, “vital records”.

3196

This indication should be included as a metadasanent.

2151

The ERMS must provide two separate back-up opersitio
«  “full” backup, which backs up all (specified) ERMfata;

« ‘“vital” backup, which backs up only the ERMS configtion and files and records
identified as “vital”.

4371

Two back-up operations are used for the followiegsons to allow:

» ‘“vital” back-ups to be scheduled more often thanllf ERMS back-ups;

« “vital” back-ups to be taken onto different mediadastored separately from (and
possibly more securely than) “full” back-ups.

4372

It also provides for better managed ERMS restoratidere restoring from “vital”
back-ups can occur entirely independently of, aina different time to, “full”
restoration.

As specified in section 4.3, backup can be perfdreiter by the ERMS or by
integration some other software.

4373

After recovering from a “vital” back-up the ERMS siwbe fully operational.

4374

After restoring from a “vital” back-up many filesnd records will not be present. Othe
than this, however, the ERMS must not be in anylwatgd in its operation or the
functionality that it provides to users.

-

4375

The ERMS should provide for two methods of restpfrom a “full” back-up:

* restoration to a “clean” environment, in which tteta from the “full” back-up
overwrites and replaces the ERMS during the regooperation;

* restoration over an existing environment, in whioh data from the “full” back-up is
merged back into an existing ERMS environment.

4376

The first method of restoration will be common ligamisations where “vital” back-ups
are not taken. The second method of restoratiohoedur when an ERMS has previou
been partially restored from a “vital” back-up andturned to normal operation; it then
becomes necessary to merge in the “full” back-ughaut overwriting either the vital

files and records that were previously restoredoy new entities that have been adde

or changes that have been made, to the ERMS intidrwal since it was returned to ful
operation.

4377

If the ERMS supports two methods of restoring factull” back-up as outlined in <ID
4375>, the “vital” back-up (if it exists) will alwgs be restored first. There is no need
consider the restoration of a “vital” back-up ovar‘full” back-up.

4378

When undertaking a two-part system restoratiorhia wvay it may be necessary for
administrative roles to resolve manually any candlithat arise. For example, the
classification scheme may be altered in one baclk4ugn compared to the other.

3218

The ERMS must allow administrative roles to indéctitat records are no longer
considered vital. This action must be recordettheaudit trail.

3219

For example a lease agreement or contract mighirex@nd therefore no longer be
considered vital.
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478

5 Retention and Disposition

479

This chapter lists requirements for the use ofitd@ and disposition schedules to

govern the retention and eventual fate of recamis fongoing operations. Retention and

disposition schedules define how long the recoed®&ho be kept by the ERMS, and h¢
they may be disposed of. Requirements for reteraial disposition schedules are listg
in section 5.1; a formal definition is in the glasg

DW
2d

480

The processes that can take place at the datdisfdny retention and disposition
schedules are described in subsequent sectioriirB@ents for review processes are
listed in section 5.2, and requirements for trangeport and destruction are listed in
section 5.3.

482

As explained in section 2.2 under the heading Edeat File and Volume, records can
managed in classes, files, sub-files and volunseaparopriate to the business
requirement. According to circumstances, reterdiond disposition schedules apply to
classes, files and/or sub-files and/or volumesteR®n and disposition schedules can
also be applied to record types, for example tdyegiport retention periods to sensitive
personal data, or to apply long retention periedsngineering drawings. The resolutiq
of conflicts between retention and disposition siches is also allowed for.

pe

n

4454

MoReq2 includes the concept of “disposal holds”icltwas not mentioned in the
previous version of MoReq. Disposal holds are usedsponse to unexpected events
ensure that specified records are not destroyée. common example is to ensure tha
records that are, or that may be, required as ream legal proceedings are not

to

routinely destroyed as a result of a dispositiotisien.

5.1

Retention and Disposition Schedules

ID

Text, Requirement & Rationale

Testable

483

5.1 Retention and Disposition Schedules

2182

Requirement

2199

The ERMS must allow administrative roles, and adyninistrative roles, to create ang
maintain retention and disposition schedules.

2977

The ERMS must not limit the number of retention drsposition schedules.

3685

The ERMS should be able to arrange retention asypbdition schedules in a hierarchig
structure resembling the structure of general agdrosation-specific retention and
disposition schedules authorised by appropriatedaizs.

an

3709

A hierarchical structure facilitates the managemehhumerous retention and
disposition schedules.

2953

The ERMS must allocate a unique identifier to etantion and disposition schedule
when it is created.

4446

The ERMS must allow a unique title be entered &mheretention and disposition
schedule when it is created.

2951

The ERMS must maintain an unalterable history @ingjfes and deletions (audit trail)
that are made to retention and disposition schedotduding the date of change or
deletion, and user making the change.

2960

The ERMS must ensure that any amendment to a ieteamid disposition schedule is
immediately applied to all entities to which théergion and disposition schedule is
allocated.
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5.1 Retention and Disposition Schedules

3688

The ERMS must require an administrative role chag@gir deleting a retention and
disposition schedule to enter a reason, and mois #iat reason in the audit trail.

<

2978

Changes to, or deletions of, retention and dispmsischedules must be controlled
carefully to minimise the risk of records beingtdaged inappropriately.

2952

The ERMS must be capable of importing and expomatgntion and disposition
schedules.

2980

The ERMS must ensure that every class, file, sigbafid volume always has at least o
retention and disposition schedule.

n¥

2981

This requirement is included to ensure that notestiare created without a retention
and disposition schedule; and to improve usability.

3692

The retention and disposition schedule applieddigult to every new class, file, sub-fi
or volume should be inherited from its parent.

leY

2982

Where this is not possible (for classes at thddwpl of the classification scheme and i
no inheritable retention and disposition schedyplees — see <ID 2988>) a default
retention and disposition schedule should be agplie

f

4625

Every record stored directly in a class must alwagge one retention and disposition
schedule assigned to it.

4626

The retention and disposition schedule applieddfgult to any new record stored
directly in a class (see <section 3.2 ID4218>) niasinherited from its parent class.

2197

The ERMS must allow an administrative role to apphgtention and disposition
schedule to any class, file, sub-file, volume @ore type at any time.

2983

The phrase “at any time” means that an administratiole can replace a retention ang
disposition schedule or (if the system supportdiptelretention and disposition
schedules, see <ID2196>) apply an additional reimmtand disposition schedule to an
class, file, sub-file, volume or record type. @xample will be the replacement of a
default retention and disposition schedule; anoikghe application of an additional
retention and disposition schedule in responseriegallatory investigation. This may
cause a conflict between retention and disposgicmedules: see <ID2192>.

<

2969

The ERMS should be able to apply a default retardiod disposition schedule to recof
types.

dy

2985

This implies that record types can exist with nplegal retention and disposition
schedule. This is acceptable, as each individeabrd will have at least one retention
and disposition schedule applied to it, becausd@acord is held in a file and
requirement <ID29980> mandates that at least ortem&on and disposition schedule
applied to each file.

S

2196

The ERMS must allow more than one retention angagision schedule to be in force

for any class, file, sub-file or volume.
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5.1 Retention and Disposition Schedules

2914

This is required to manage real-life scenarios, eithinvolve retention requirements
arising from a range of mandates and business neé&ts is illustrated by one exampl
chosen from many possible.

In this example, a file has a single retention digposition schedule, assigned for
business reasons, as the records within it areempected to be subject to legal or
regulatory retention requirements. The retentiowl a@isposition schedule applying to
this file also applies to many other files. At ggpooint, it becomes apparent that it ma
be necessary to retain the file for a longer petioan the current retention and
disposition schedule allows, due to a busines®isslated to a safety case. At this po
it seems that the contents of the file may becained to a regulatory control related t
safety regulations; so a second retention and digjpm schedule is applied to the file,
taking this into account. At a later time, it magcome apparent that the safety issue
not exist; in that event the second retention asgasition schedule can be removed,
leaving the original one in place and active.

o

nt,
(o

did

2195

The retention and disposition of every record nfagsgoverned by the retention and
disposition schedule(s) associated with the cfdessub-file, volume and record type t
which the record belongs; and by any applicablpakial hold(s) (see <ID2971>).

[@)

2987

Once a retention and disposition schedule is agpliegoverns the retention and
disposition of records associated with the enttyvhich it is applied (unless it is
overridden by a different retention and dispositsmmedule).

2988

The ERMS must allow any retention and dispositicdmeslule to be inherited down the
hierarchy of the classification scheme, at thearptf an administrative role.

2989

Whether or not a retention and disposition schedilaherited can be selected by an
administrative role using any appropriate means.Réq2 does not prescribe how this
achieved. Possibilities include:

» the option is selected when the retention and disipo schedule is created (in whi¢

case it applies whenever the authority is applied);

» the option is selected whenever the retention asygbgition schedule is applied (in
which case it applies to all descendant entities);

» the option is selected when an entity is created to inherit the retention and
disposition schedule(s) of its parent.

S

2194

Each retention and disposition schedule must irckither:
. a retention period <ID 2190> and a trigger event;
or

. a disposition date.

4761

Each retention and disposition schedule must irclud
. a disposition action <ID 2191>;
. a reason.

3699

Each retention and disposition schedule shouldideh:
. a description;
. a mandate.

2991

The mandate specifies the justification for themébn and disposition schedule. This
often a reference to a law, regulation or corporpt#icy.

S

2193

When the retention period applicable to some rgedtuecause of a retention and
disposition schedule reaches its end, the ERMS auistatically initiate the processir
of the disposition decision. This may mean thatdacision is executed (subject to
<ID2207>) or it may mean that action is requiredabyadministrative role (see
<|D2192>).

9
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5.1 Retention and Disposition Schedules

2192

When the ERMS is initiating a disposition decis{an in <ID2193>), if any other
retention and disposition schedule, with diffenegiention period end and/or different
disposition decision applies, then a conflict aisé a conflict arises the ERMS must |
able to automatically inform an administrative rtdeesolve the conflict by indicating
which retention and disposition schedule is to falezedence.

<

e

4449

The words “must be able to...” are included because mot required that
administrative roles intervene in all situationdt is acceptable for the ERMS to resoly
a conflict automatically; but it must be possibdeconfigure the ERMS to require
administrative intervention in the event of conflic

e

2992

A conflict can arise because

* some retention and disposition schedule(s) inditdaédisposition is to be initiated
while some other(s) indicate the opposite;

and/or

» different retention and disposition schedules iatBadifferent disposition decisions

2993

If the administrative role’s resolution resultstime records being retained, the resolution

will need to include changing the retention andodstion schedules applying to the
records, to ensure there is no conflict at the tohéhis action.

2994

Administrative intervention may be required wherie not practical to define rules that

correctly resolve these conflicts. For example:

« two retention and disposition schedules, derivedhfdifferent legal mandates may
specify different retention periods. Normally, texision will be to retain the
records until the end of the later of the two eatkd;

e one retention and disposition schedule may spaaifgte by which certain records
must be disposed of (typically because of dataeptmin legislation mandate). If thi
date is earlier than the retention date of a cantiitig retention and disposition
schedule, then the decision will depend on thdix@aveight of the two mandates.

2191

The ERMS must allow at least the following dispiasitactions (as defined in <ID
2194>) for each retention and disposition schedule:

* retain permanently;

present for review;

destroy automatically;

destroy after authorisation from an administrativie;

transfer to an archive or another repository (dessgry).

2190

The ERMS must allow at least the following combioias of trigger events and retentig
perlods (as defined in <ID 2194>) to be specified:
passage of a specified period of time after thes;lale, sulfile or volume is opened

« passage of a specified period of time after thes;lale, sub-file or volume is closed;

« passage of a specified period of time since thet neggnt record has been classifig
to the class, file, sub-file or volume;

* passage of a specified period of time since a celoas been retrieved from the clag
file, sub-file or volume;

» passage of a specified period of time after a §ipeogxternal event (which event is
described in the schedule, and will be notifiethiws ERMS by an administrative rol
rather than being detected automatically by the BIRW{or example, “...after
contract signature” or “...100 years after date othb);

* “permanent” to indicate long term preservationhsf tecords.

DY

S,

(D

2915

While the above is generally inclusive, it is pblesthat some organisations will want t

impose additional activating events and/or addiéibretention periods.
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5.1 Retention and Disposition Schedules

2959

Any number of external events can be linked terifit retention and disposition
schedules.

3707

The ERMS should not limit the length of retentiaripds.

2189

The ERMS must support retention periods of timéaugt least one hundred years for
requirement <ID 2191>

2916

This maximum is suggested as an arbitrary perideinded to avoid any practical
limitation. While it is improbable that any ERM8$lwxist for one hundred years, a

requirement of this nature will allow records to tbensferred to future systems without

the need to revise retention and disposition sclesdu

2188

The ERMS must be able to restrict the managemeihteodisposition process to
administrative roles.

2957

The ERMS must record in the audit trail and nottfyan administrative role all automati

disposition actions

4041

The ERMS must automatically notify an administratrele when any review action
becomes due.

4042

The ERMS must allow an administrative role to dategany notified review action to a
reviewer role for action.

2186

The ERMS must allow an administrative role to amany retention and disposition
schedule (apart from its unique identifier, see 2061>).

2183

When an administrative role moves electronic fdesecords between classes of the

classification scheme, the ERMS must offer thearpto:

» allow the retention and disposition schedule ofdastination class to replace the
existing retention and disposition schedule(s); or

* enable an administrative role to select the appaitgretention and disposition
schedule(s).

4451

This refers to moving records, as is permitted oregception basis, in <C9.4 ID4595
and 1ID3929>. On the rare occasions this functiatyak used, administrative roles will
need to take great care over the assigning or chngf retention and disposition
schedules, especially for vital records.

2971

The ERMS must enable a disposal hold to be planeal@ass, file, sub-file, or volume
by an authorised administrative role.

4452

A disposal hold must not prevent any retentionqeefrom running and completing,

4453

However, see <ID2971>.

2972

A disposal hold must prevent any entity subjea thsposal hold and any of its conten
(descendant entities) from being deleted or beutgest to any disposition decision.

2997

Deletion is described in section 9.3.

2973

The ERMS must restrict the removal of a disposéd kman authorised administrative
role.

3712

When an administrative role applies or removesspasial hold, the ERMS must captut
and store the following information about it, ananimum in the audit trail and
preferably as metadata:

eY

3713

« the date the hold was applied or removed;
» the identity of the authorised user;
« the reason for the hold.

3714

The ERMS should allow an authorised administratole to apply several disposal
holds, each specifying the same reason, to a grbalasses, files, sub-files or volumes
as a bulk operation.
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4704| This requirement allows the authorised user to gjyalds for the same reason to several
classes, files, etc.

3715 | The ERMS should allow the lifting of multiple disga holds (citing the same reason) | Y
simultaneously, as a bulk operation, by an autedradministrative role.

3716 | The ERMS should allow a class, file, sub-file otwe to be subject to multiple disposal
holds simultaneously, either because they are eghpdi the entity, and/or because they
are applied to a higher-level entity. In eitheemtthe restrictions on disposition and
other functionality imposed by disposal holds nmestain in place until the last disposal
hold affecting the entity is lifted.

3717 | The ERMS should allow an authorised user to seanchreport on all entities subject to Y
a specified disposal hold.

3718 | The ERMS may allow an authorised user to set, ahaamd delete a “reminder” that | Y
notifies the user of the existence of a specifispasal hold on a specified date.

5.2 Review of Disposition Actions

3
<

ID | Text, Requirement & Rationale ks

523 | 5.2 Review of Disposition Actions

524 | In some environments, the retention and dispos#aredules are used to govern
disposition without a review. In others howevetention and disposition schedules
trigger a review of the specified disposition actan a class or file etc. when the latter
has reached the date or event specified in a sthadhich applies to it. The review may
consider metadata, contents or both in deciding funther retention period, transfer to
another system, destruction or combination of thalé@s audited functions.

525 The disposition of certain records is subject tesland regulationsReviews of

disposition actions must be performed in a way Wwigcconsistent with these
laws and regulations, with any appraisal policy pratedures set down for the
organisation, and where appropriate in co-operatiitim (and sometimes
exclusively by) responsible archival authoriti€surther discussion of these
issues is beyond the scope of MoReq2.

2201| Requirement

2211 The ERMS should automatically notify an administatole of all retention and Y
disposition schedules which will come into forceaispecified period of time.

2209 | The ERMS must support the review process by praggolasses, files, sub-filesand | Y
volumes to be reviewed, together with their metadaid retention and disposition
schedule informatian

2998 |n practice, this implies features for navigatimg\ard, back etc. within and between
files, and from/to the metadata for files and retsor

4028 | The ERMS must be able to maintain links betweefedifit renditions of the same Y
records and enable disposition actions to be chaug on them simultaneously.

2207 | The ERMS must allow the reviewer to take at leastaf the following actions for each Y

class, file, sub-file or volume during review:

* mark for destruction, immediately or at a futuréedesee 5.3>;
* mark for transfer <see 5.3>, immediately or attarkidate;

* mark for a further review, immediately or at a fetalate;

* mark for indefinite retention.
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523

5.2 Review of Disposition Actions

2999

This may be achieved by the application of differetention and disposition schedules

or by other means.

Dy

2963

The ERMS must automatically record the date oveere.

2206

The ERMS must allow the reviewer to enter commeanitsthe class, sub-file, volume,
file’s metadata to record the reasons for the mewecisions.

DY

2203

The ERMS must keep an unalterable history of atisiens taken by the reviewer durir
reviews, including reasons; the decisions shoulstbeed as metadata and possibly als
in the audit trail.

or

50

2208

The ERMS should alert an administrative role ibaftict arises because a file that is du¥

for destruction is referred to in a link from anetlile. It must pause the destruction

process to allow the following remedial action &othken:

» confirmation by the administrative role to procedth or cancel the process;

* generation of a report detailing the files or rei{sy concerned and all references g
links for which it is a destination.

5.3

Transfer, Export and Destruction

ID
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Testable

551

5.3 Transfer, Export and Destruction

552

Organisations may need to move records from tHeME to other locations or systems

for archival or other purposes. This is refereti¢re as “transfer”.

Reasons for transfer may include:

* permanent preservation of the records for legahiais$trative or research reasons;

» the use of devolved or external services for thdiome term or long term
management of the records.

\°44

555

This action often results in the records beingdfamed to a different ERMS
environment.

3001

The term transfer is used even though, initialhly@ copy is sent to the other location
or system. The records originally residing in BERRMS are be retained and only
destroyed upon verification that the transfer heenbsuccessful.

4646

The term export, on the other hand, refers to thegss of producing a copy of comple
aggregations, files and records for another systémie the records remain on the
originating system — the process does not delet® th

3002

In effect the transfer process takes place in tages — export of a copy with all
associated metadata and audit trails with subseéagi@sitruction of the original.

4695

At the time of writing, the development of an xrahema for MoReq?2 is planned. This

schema is expected to implement the MoReq2 metadadz!, and to provide an ideal
protocol for the transfer of electronic recordsimen MoReg2-compliant ERMSs. As
details of the schema are not available at the tihweriting, compliance with it is not
required.

557

In any event, the requirement is to execute thestes, export or destruction in a
controlled manner. In all cases, decisions musaken on the metadata and audit trai
at the same time as actions are carried out oretteeds to which they relate.

Is

558

In this context “destruction” is different from “ltion”. Deletion of records under othé
circumstances is covered in section 9.3.

D
-

2213

Requirement

Page 45




ID

Text, Requirement & Rationale

Testable

551

5.3 Transfer, Export and Destruction

2230

The ERMS must provide a well defined process tosfier records, together with their
associated metadata and audit trail informatiomnither system or to another
organisation.

-

2229

Whenever the ERMS transfers any class, file, slebefi volume, the transfer must
include:

* (for classes) all files and records in the class;

(for files) all volumes and sub-files in the file;

all records in all these files, sub-files or volusne

all or selected metadata associated with all oatiwve;

all or selected audit trails for all of the above.

4472

Although the ERMS must be capable of exportinghatidata and audit trails, not all of

these are always required by every target transystem.

2922

The ERMS must be able to do either or both of tlewing when exporting or

transferring any set of records:

» export or transfer with the records the retentind disposition schedules applied tq
those records, in a manner which allows the sclesdol be re-applied to the record
in the destination system;

e print one or several reports showing the retergiot disposition schedules to be
applied to each set of records, and the charabtsrisf these schedules.

3003

The ERMS must be able to do either or both of tlewing when exporting or
transferring any set of records:

* export or transfer with the records the accessrotsitor those records, in a manner

which allows the controls to be re-applied to tbeords in the destination system;
e print one or several reports showing the accessasrapplicable to each set of
records, and the characteristics of these controls.

2228

The ERMS must be able to transfer or export adiilthe contents of a class in one

sequence of operations, such that:

» the content and structure of its electronic recamsnot changed,;

« all components of an electronic record, (when #dw®rd consists of more than one
component) are exported as one unit;

» all links between the record and its metadata at &rails are retained;

« all links between classes, files, sub-files, volsraad records are retained so that
they can be reconstituted in the receiving ERMS.

3357

When the ERMS is exporting volumes and/or filegny of the volumes and/or files
include pointers to records stored in other filese(chapter 3 <ID2111>) then the ERM
must export the complete record, not a pointer.

1S

3358

This is required so as to make sure that therenaréifficulties of pointer resolution
between the exporting system and the receivingrsyst

2967

The ERMS must be able to transfer and export reciorthe format in which they were
captured.

4627

The ERMS must be able to transfer and export reciordny format(s) into which
records have been rendered.

2226

The ERMS must provide a utility or conversion tambkupport the migration of records
marked for transfer or export into specified trangbrmat(s).

2918

For example, an approved xml or other open format.

4473

This requirement is to cover long retention periedgere records must be automatical
rendered into approved long-term preservation fasrafter a defined period of time

Yy

without affecting the integrity and authenticitytbé records.
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551 | 5.3 Transfer, Export and Destruction

2224| The ERMS must retain all files, records and othérmation that are being transferred
at least until confirmation of a successful trangi®cess.

=

2919 This is a procedural safeguard, to ensure that rds@re not destroyed before
successful transfer-in is reported from the reaipie

4628 | The ERMS must destroy files, records and othermétion that are being transferred | Y
when it receives confirmation that the transfercess is successful, save for metadata
that is retained as a stub.

4629 | See <ID2217 below>.

2223 | The ERMS should be able to export the entire casteha class of the classification | P

scheme in one sequence of operations, ensuring that

» the relative location of each file in the classtion scheme is maintained, so that the
file structure can be reconstructed,;

» sufficient metadata to rebuild the whole parensslaranch is retained and moved
with the contents of the class.

2221 | The ERMS should provide the ability to add useiirdaf metadata elements required fol
archival management purposes to electronic filkecssd for transfer.

2975| The ERMS must ensure that all renditions of a rewarked for destruction are Y
destroyed.

44741 Where the same record appears in more than oné<il22111> in section 3.4) then the
record and its renditions should be removed fromftle when it is destroyed but should
not be finally deleted until all occurrences of tieeord have been destroyed.

A\1%4

2217 | The ERMS must have the ability to retain a metatktte” (see glossary) for: Y
* classes;
o files;
» sub-files;
e volumes;

» records stored directly in a class;
which have been destroyed or transferred.

3669 | In some environments it is desirable to retaintimfation about records which have begn
destroyed. The metadata in question should inchidieast the date of acquisition and
all the metadata relevant to identify uniquely eaetord and its relations to the
classification scheme. See the MoReq2 metadatalmod

2923 | This is so that the organisation can still know wteords it has held and the dates they
were destroyed or disposed of, without incurring ¢tiverhead of keeping all the detailed
metadata for files and records.

4852 | The metadata stub (see <ID2217>) must includeast ke following: Y

« date destroyed or transferred;

« fully qualified classification code;

o title;

» description;

» user responsible for destruction or transfer;

» reason for destruction or transfer (this can beference to a retention and
destruction schedule or a manually-entered reason).

2216 | The ERMS must allow an administrative role to sfyegisubset of additional metadata Y
elements which will be retained as metadata stubs.

2215 | The ERMS must allow information to be exported miban once. Y|
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551 | 5.3 Transfer, Export and Destruction
4696 | \Whenever the ERMS exports or transfers informatikoshould be able to produce on | Y

request a report listing the records exportedansierred according to their security
categories.

6 Capturing Records

ID
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596

6 Capturing and Declaring Records

601

Overview

602

This chapter covers requirements relating to tloegss of capturing records into an
ERMS. The first section (6.1) covers the standauture process. The following

considerations for particular kinds of objects; #md is followed by a section devoted
to e-mail because of its particular importance)(65&ction 6.5 concerns record types
and section 6.6 covers integration with scannirgjiaraging systems.

section (6.2) covers the bulk import of recordsrfrother systems. Section 6.3 descripes

597

Terminology

4466

The term “capture” is used in this and other chapté MoReg2. The term is used wit
its natural English language sense, in an infomnathanagement/information
technology context. In this context, “capturingfarmation means saving it in a
computer system. This is consistent with the amdhneaning of “capture”, given as
“the act of recording or saving a particular insi@ion of a digital object” in the
InterPares 2 Project Terminology Database (se@a@be).

=y

598

Insert footnote: Seehttp://www.interpares.org/ip2/ip2_terminology_dhcf

4465

It follows that ERMSs can capture a variety of imfi@ation. An ERMS can capture
records, metadata, and in some cases documentsgantieers.

4176

The fact that an ERMS can (in some cases) capaaendents as well as records lead
to the inevitable conclusion that the term “captisemprecise, because capturing a
record involves more processes than capturing ardent that is not a record. For
example, capturing a record includes the procesfselassification, registration, and
locking against change whereas this is not nedéstae case for documents. Perhap|
for this reason, for records the term “declareSaometimes used synonymously with
“capture”; however, the term “declare” can applytdocument that starts outside the
ERMS, or to a document that has already been apas a document by the ERMS.

1°2)

[72)

599

While this lack of precision is undesirable, it hi#ife or no negative impact on the
clarity of MoReq2.

600

More formal definitions are given in the glossamsection 13.1.

6.1

Capture

ID
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605

Electronic documents that are made or receivelddrcourse of business processes
originate from both internal and external sourcéke electronic documents will be in
various formats, be produced by different authoid rmay be received either as single
documents or as documents comprised of several @oemps (see glossary for definitig
of “component” in the context of MoReq?2).

2827

Some records are created within the organisatiotiie course of its business processt
Others are received through various communicati@miels e.g. electronic mail,
facsimile, letter post (optionally to be scanndég)hand, and at variable arrival rates a
volumes. A flexible capture system with good masmagnt controls is required to
capture documents so that their diverse requiresrametaddressed.

2232

Requirement

2247

The ERMS capture process must provide the coraradsfunctionality to allow users to}

e capture electronic records regardless of file fdrmmethod of encoding or other
technological characteristics, with no alteratibémh@ir content;

e ensure that the records are associated with afatatisn scheme;

« ensure that the records are associated with ome o files.

3747

File format is defined in the glossary. The requient is to be able to capture any file
format.

2877

The requirement to capture records in any file fatms not intended to be testable, ant
does not imply that the ERMS needs to be able ke mpi@esentations (see glossary) of
possible formats. MoReq2 therefore does nothHiskinds of formats that may be
captured, as formats vary over time with the evofudf software. However, for the
avoidance of doubt, the kinds of records to bdunhed can be diverse; they might
include, for example, the following kinds of recfiequently used in office settings:
e output from desktop applications such as officéesuyi

* emalils (see section 6.4);

* audio;

» databases;

e portable document formats;

e scanned images;

* video;

* web pages.

it
all

2878

In some situations, the ERMS may also need to mapther kinds of record such as:
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2843[«  plogs
» compressed files (sometimes referred to as “ardiiapplying an IT meaning of the
term);

» electronic calendars;

» electronic forms;

» geographical information system data;

* information from other computer applications eaggounting, payroll, computer
aided design;

e instant messaging systems;

* multimedia documents;

» records of web-based transactions;

» records which include links to other records;

» software source code and project documentation;

e structured data (e.g. EDI transactions);

* webcasts;

» wikis.

2879 | These lists are not complete.

2254| The ERMS must not impose any practical limit onnlenber of records which can be| P
captured in any class, file, sub-file or volumer, an the number of records which can pe
stored in the ERMS.

4486 | Large numbers of records in volumes etc. will temthake the system difficult to use in
some settings, and so is not generally advisables requirement is intended to allow
for situations in which large numbers are unavoidalsuch as some transactional
environments.

2253 | When capturing a record made up of several compsiisee glossary), the ERMS mustP
capture all of its components.

2235 | When capturing an electronic record that has ntwae tne component, the ERMS mustP
allow the record to be managed as a single unéiniag the relationship between the
components, and retaining the record’s structutalrity.

2725 | Examples of such records are:

» web pages with embedded graphics;
» aword-processed document linked to a spreadsheet.

4635| |n some cases, the components will be relatechky that do not work if simply copied
into the ERMS repository. For example, many wegepaontain links to graphics and
other objects with addresses (urls) that are exdeta the repository; and linked
spreadsheets typically contain links to addresspsrating system filenames) external| to
the repository. See next requirement.

4636 N X

When capturing an electronic record that has nttae bne component, and which is if
file format required by the organisation, the ERM®uld modify the record, if
necessary, to preserve the ability to preserithis is likely to mean that the ERMS

changes the internal references (links) within soifrthe components.
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4637

Making such changes is contrary to the general@pie of not changing the content of
records, but is unavoidable if records that incluaenponents etc. are to be stored in
their original formats without losing all functiohity and fidelity. The changes will
generally be acceptable so long as the changesem@ded in the ERMS audit trail (se
next requirement). An alternative approach invelwendering the record into some

other file format (such as PDF/A) that preserves shatic appearance; see <section 11.

requirement ID4026>; however, even though this dsahanging links, it is likely to
result in losing them.

e

4638

When the ERMS changes references within recordagloapture, it must record
automatically all details of the changes madesraudit trail.

2881

The ERMS must automatically capture the file forifsae glossary), including the
version of each component when it is captured amst store it in the metadata of the
component or record.

4492

This is required to support the digital preservatiof records — their accessibility over
time. See section <11.7>.

2828

Some information about file format is usually iroplin the component’s filename
extension, e.g. “.htm” or “.pdf’; and on occasiohis ambiguous, e.g. “.doc” can
specify several unrelated formats. However, thereston alone frequently does not
indicate the file format version. This will be aptable in many cases, though it may 1
suffice in cases where long-term preservation exded, or where precision is needed
(for example, precision of colour space).

not

2882

File formats are numerous and are subject to frefjebange. It therefore is not

realistic to expect an ERMS to capture informationall file formats. It is therefore

acceptable for the ERMS to:

« specify a list of file formats that can be recoguis

« rely on reference to an established file formatsty — preferably one designed
specifically to support digital preservation.

In either case, the using organisation needs tsRaitself that the range of file formats

included is sufficient for its preservation requirents.

2880

The ERMS record capture process must validateahees of metadata entered into the
ERMS when records are being captured, at a minimegording to the rules in the
MoReq2 metadata model.

<

4487

See also <ID2236> in this section.

4790

The ERMS should support validation of metadata el@siusing check digit algorithms.

4791

For example, files may be identified by a sixteigyit-dredit card number, of which the
last digit is a check digit computed from the otfitéeen digits using the mod 10
algorithm.

4792

Provision of an application program interface ftig feature, allowing organisations tc
introduce their chosen algorithm, should normaléydonsidered acceptable.

2830

The ERMS must allow users to capture an electna@uord even if the application used
to produce the record is not present.

2831

For example a user may receive a project plan a@h®/CAM drawing as attachment
in an e-mail. If the user does not have acceskda@roject plan or CAD/CAM
applications, then the user may not be able to trenattachments. Despite this, the u
should be able to capture the attachments as recorthe ERMS. The ERMS may
provide “viewer” software that allows the user tew these records; this is not require
by MoReq?2.

2832

The ERMS must be able to capture metadata abooitd®consistent with the MoReq2
metadata model.

Page 51




ID

Text, Requirement & Rationale

Testable

603

6.1 Capture

2833

The ERMS should be able to capture automaticallyesafrom fields defined by an
administrative role within the specified documeds, using these values automatica
to populate metadata elements as specified in thiedd2 metadata model.

< <

4493

The functionality needed for this requirement aggpbnly to specific kinds of electronig

objects, for example letters produced using a $geciemplate and a specified word
processor.

2760

Many documents including some office documentsgtfdiles include user-
configurable metadata elements. It should be pts$d configure the ERMS to captur,
automatically the values of these elements andrréti@m with the record.

2245

The ERMS must allow the capture of all metadatenel@s specified at system
configuration, and must retain them with the elagic record in a persistently-linked
relationship at all times.

4494

The ERMS should allow users who wish to capturecand but who are unable to
provide all the mandatory metadata values for gttwe it temporarily in the ERMS.

4495

In other words, the ERMS should provide a mearssasing records without all their
metadata, that is without completing the normaltaag process. This implies exceptiq
reporting and progress monitoring; it does not isnphy requirement to treat such
records as normal records for the purpose of exgoainsfer, rendition etc. MoReq2
does not specify how this is achieved.

n

2244

The ERMS must ensure that the values of some elsméthe metadata of the
electronic record can only be updated by authonseis and administrative roles,
consistent with the rules in chapter 12.

2845

The ERMS must ensure that all records are assignatleast one class, file (or its sub
file if appropriate), as appropriate, when captured

2234

The ERMS should support automated assistance tariag electronic documents, by

automatically extracting as much metadata as ples$dy as many kinds of document as

possible.

2726

The rationales for this requirement are to:

* minimise the amount of data entry performed bysuéexperience shows that in
many environments, a requirement to enter metacktecause users to reject the
system);

* increase the accuracy of metadata.

The metadata elements involved, and the kindsafrdents for which this is possible,

will depend on the environment. Some guidanceveéngn the metadata model.

2242

The ERMS must support automated assistance irgjiteie of outgoing and internal
documents (e.g. memoranda or word-processed l@ttarspecified layout and file
format) as records, by automatically extractingftiiowing metadata from them:

* document date (as in the body of the document);

* recipient(s);

e any copy recipient(s);

* subject line (title);

e author(s);

» internal reference (typically shown as “our refexi);

to the extent that these are present.

2886

MoReg2 does not specify the software or formatsffitede documents or e-mail. The
metadata extraction may be achieved by locatingudaga within the record, by using 3

1

template to identify the metadata and populateaamkldocument, or by any other mear

NS.
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2241

The ERMS must record the capture date and timeet@d both as metadata and in t
audit trail.

3

2723

If the date and time are part of the unique idestibf the record, and as long as they
can be explicitly extracted from this number, ihdg necessary to store the date and ti
separately.

me

4497

MoReq2 does not specify the accuracy of the tiredete Most ERMSs record time to
an accuracy of one second or better.

4498

Some legislative frameworks call for time stampgoge performed against a certified
device or authority. Where this is the case ittdtidoe accommodated in a chapter zef

0.

2240

For every captured record, the ERMS must be abjeasent on-screen a registry entry
including the metadata specified at configuratiamet

=

2724

The metadata specified at configuration time maysisi of any or all elements from th
relevant section of chapter 12.

D

2836

The ERMS must ensure that all mandatory metadateegsent for every captured recor

[N

2835

During capture of a record the ERMS must promptuiber to enter any required
metadata that has not automatically been captured.

2807

The ERMS must support the assignment of multipieMceds (or key terms) to each
class, file, sub-file and record.

4500

MoReq2 does not require the ability to assign keg&/to volumes.

4499

The ERMS should allow an administrative role tofaure whether keywords are
mandatory or optional, at configuration time, fack of classes, files and sub-files.

2809

The ERMS must allow more than one entity (clads, étc.) to be created using the sa
combination of keywords.

mé

4691

The ERMS should allow a user creating an entifydpulate its keyword values by
copying them all from another entity, in one action

4914

The ERMS should allow a user to enter the idemtdfeone or more languages for any
record.

4217

The ERMS must provide a capability for the keyweatlies and other metadata eleme
values to be picked from, or validated againsttdied vocabularies (or lists of
permitted terms).

1014

4501

For example, by means of a pick list or thesaur@ee also <section 11.8 ID2813>.

2239

The ERMS must allow entry of further descriptivel arther metadata at the time of
capture and/or at a later stage of processing.

2842

The ERMS must warn the user if an attempt is mad@pture an object with a title
which already exists in the same entity or to tle-an object with a title which already
exists in the same entity.

3875

See also <C11 ID4087>.

2838

The ERMS must be able to reserve the ability torahibke title of an electronic record
for an administrative role or other authorised user

4503

This facility can be used or not used, at the aptibthe organisation.

2238

When a user is capturing a document that has rharedne version, the ERMS must
allow the user to choose at least one of the folgw

» declare all versions as one record,;

» declare one specified version as a record;

+ declare each version as an individual record.

Page 53




ID

Text, Requirement & Rationale

Testable

603

6.1 Capture

2237

The ERMS should be able to provide automated suppodecisions on the

classification of electronic records by means déast one of the following:

* making only a subset of a classification schemesxsible to a user or role;

e suggesting the classes or files used most receytilyat user;

* suggesting the classes or files used most frequbptthat user;

e suggesting classes or files by inferences drawmn fiecord metadata elements (for
example, significant words used in the title or @lraubject line);

» suggesting classes or files by inferences drawm fite record contents.

-

2236

The ERMS should allow the process of capturingcaneg:to be completed by a more
than one user.

2887

The ERMS should allow the capture process to hdetibetween users; typically this
will mean that one user enters some metadata thesgs the electronic record to
another user, who enters the remaining metadatacéassifies the record.

4394

The ERMS should provide simple workflow facilitiesenable simple routing for
checking and approving a document before captaoerding the decisions taken, who
took them, and allowing a reason to be enterecabii.e

4395

Note that this requires only basic workflow featurdt intentionally stops short of the
full workflow features described in chapter 10.

2889

Where possible, the ERMS should issue a warniaguger attempts to capture an e-m
record which has already been captured into thes gdenor (if classified directly into a
class) the same class.

alY

4506

MoReq2 does not define how the e-mail is identifiedvever, the internet message 1D
may be suitable.

4504

There are several cases in which this is not Idtyqaossible, for example where the e-
mail record has been captured into a file to whicl user is denied access.

4692

Where possible, the ERMS should issue a warniaguger attempts to capture a recor
(other than an e-mail, as this is dealt with by 289 above>) that has the same cont
as another record which has already been registetbé same file or (if classified
directly into a class) the same class.

ent

2233

Where possible, the ERMS should issue a warniagiger attempts to capture a recor

of identifying metadata as another record whichdlesady been registered in the sam
file or (if classified directly into a class) tharse class.

dy
(other than an e-mail, as this is dealt with by 289 above>) that has the same vaIuEs

2890

The identifying metadata for this requirement is:
o Title;

» Date;

e Author;

« Addressee.

2165

Where possible and appropriate, the ERMS shoulibleeto provide a warning if an
attempt is made to capture a record which is indetaepr inconsistent in a way which
will compromise its future apparent reliability.

3198

For example, a purchase order without a valid eletic signature or an invoice from a

unrecognised supplier.

6.2
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Text, Requirement & Rationale

Testable

Page 54




639

6.2 Bulk importing

640 | Records may reach the ERMS in bulk in a numberayfsy For example:
* abulk transfer from a compatible EDMS;
* abulk transfer from a compatible ERMS;
* as a single compatible data file containing a sesferecords of the same type (e.g.
daily invoices);
» from a compatible scanning or imaging system;
* records from a hierarchy of operating system fader
The ERMS needs to be able to accept these, andimeliede features to manage the
capture process and maintain the content and steuof the imported records.

4507 | During bulk import the ERMS needs to capture theesanformation as the normal
capture process — namely the records themselvethamdnetadata. It also needs to
classify the records — this may involve capturing definition of extensions to its
classification scheme (see <section 3.1 ID2677rd-Htamay additionally involve
capturing audit trail information. Finally, bulknport needs to allow for the processing
of exceptions and errors.

4705 | At the time of writing, the development of an xrohema for MoReq2 is planned. This
schema is expected to implement the MoReq2 metadadz!, and to provide an ideal
protocol for the bulk import of electronic recofdism a MoReqg2-compliant ERMS. As
details of the schema are not available at the tihweriting, compliance with it is not
required.

2248 | Requirement

2251 | The ERMS must provide the ability to capture tratisaal records generated by other| P
systems. This must include:

» supporting predefined batch file transaction imgort
» providing editable rules to customise the automadjature of the records;
» validation to maintain data integrity.

4693 | MoReq?2 does not specify how this ability is prodide

2250 | The ERMS must provide facilities to manage inputugs. Y

4694 | Facilities such as the following are expected:

* view the queues;

e pause any or all queues;
* re-start any or all queues;
» delete a queue.

2846 | The ERMS must be able to capture automaticallynibtadata associated with records| P
during a bulk import (allowing for manual input wissing or incorrect metadata).

2891| Where the ERMS captures the metadata of some i@}ahdring import, it must validate Y
it using the same rules as would be used for theualacapture of the records(s). Where

this validation process finds errors (such as atssefimandatory metadata, or format
errors) it must bring these to the attention ofuker performing the importation, in all
cases identifying the metadata involved, and rangrdrrors and actions in the audit
trail.
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2892

In ideal cases, the record(s) being imported walv& metadata that complies fully with

the metadata model. In other cases, the metadayab@aon-compliant. In these cases

several outcomes are possible; MoReg2 does not ataatty one outcome. Possible

outcomes include:

* The entire importation is cancelled;

* Importation of the record that has non-compliantadata is cancelled:;

e The user is required to choose between correchiegetror and cancelling
importation of the affected class;

* The data is imported as a temporary incomplete meé¢this resembles the
requirement that capture can be divided betweensysee <section 6.2 1D2236>).

Py

2849

The ERMS must be able to import audit trail recdrdg show the history of the
imported record(s).

2893

The ERMS must not import audit trail records irt®audit trail; it must store imported
audit trail records separately.

3748

The imported audit trail records must be maintaise@arately so as to avoid producin
a mechanism that allows administrative roles torg@or compromise the integrity of

the audit trail. MoReqg2 does not specify how ih&chieved; it may involve storing the

imported audit trail as a record alongside the imgd records, or as a separate entity
recognised as an audit trail imported from anotbgstem.

g

U

2850

The ERMS must enable an administrative role toigojlly) set the ERMS to close
classes, files and volumes automatically after theye been imported.

2851

For example, on the merger of two organisatiomsaty be necessary to close down
branches of the structure so that records can mgéo be added to them.

6.3

Not Used

Note to reviewers: all the requirements from this sction have been included elsewhere,
mainly 6.2. Accordingly this section has been dekl. This heading is retained in this draft
for numbering purposes only.

6.4 e-Mail Management
g

ID | Text, Requirement & Rationale 8

675 | 6.4 e-Mail Management

4508 | Definitions

45121 As a verb, “e-mail” refers to a mechanism for traiting messages between “agents”|(in
this context, the term” agent” has a precise tezdimmeaning; more detail is not required
for an understanding of MoReQq2).

45131 The standard protocol used for e-mailing is defingdhe Network Working Group
requests for comment RFC 2821 and RFC 2822. MoRsg2 RFC 2821/RFC 2822 as
the basis of its working definition of “e-mail”.

4509 As a noun, “e-mail” is usually used to refer toaadment captured from an agent that
contains the complete data of a single e-mail rassion. However, although RFC 2822

defines the syntax for e-mail transmissions, tlaeeeno standards that define the data
format that should be used when e-mail transmissasa captured as documents.
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4510

In other words, even though e-mail applications frbfferent suppliers can freely
transmit messages between one another (becauseliberve the e-mail protocols
defined in RFC 2821/ RFC 2822) it is not possibledpture an e-mail transmission frg
one e-mail application as a document and guardh&ée@nother e-mail application will
be able to read it back, as each e-mail supplisemes its own proprietary format(s) fq
capturing e-mail. Likewise, the automated extactf metadata from messages cann
be based on standards.

=

ot

4511

Use and issues

676

e-Mail is used for sending documents (in the fofrmessages and as attachments)
within and between organisations. The charactesisff e-mail management software
particular the lack of standardisation for formexplained above), combined with user

attitudes towards e-mail, can make it difficulieqaply records management functionality

n

to e-mail. Organisations need to be able to erfprocedures and management contrpls

to:

e capture all inbound and outbound e-mails and attecits;

and/or to:

* capture e-mails and attachments according to piieederules;

and/or to:

» provide users with the capability of capturing stde e-mails and attachments

4175

In some European member states the legal owneo$leipnail is unclear and in some
cases automatic capture of e-mails into an ERMS lmeapappropriate. Where this is
held to be the case the latter two options shoelddmsidered for configuration.

2860

Furthermore, e-mail has become the default meansromunication for many

organisations and an important means for othersoine organisations, much e-mail
traffic is ephemeral. Each organisation needsetod# which of the above approaches
represents the most appropriate compromise faitiiation:

680

* The first option results in the capture of any eplrl e-mails as well as those thalt
are meaningful records;

» The second option relies on successfully configuappropriate rules and filters;

» The third option requires the users to assesstbgance and importance of items
and there is a risk that they will not all do shatay.

2863

MoReqz2 allows for ERMS support for all three apptwes. The procedures and
management controls are beyond the scope of MoReq2.

2259

Requirement

4518

Whenever an e-mail is captured, the ERMS must ligultecapture it in a format that
retains its header information.

2894

The ERMS must support the capture of e-mails imtagrated way, such that the
capture can be performed by a user from withiretineail application, without the user
needing to switch to the ERMS.

2895

MoReq also permits, but does not require, the aapdfie-mails in other, less closely
integrated, ways.

2262

It must be possible to configure the ERMS at canfijon time so that it operates in of
of the following ways when a user sends an e-mail:

* it automatically captures the e-mail;

* it determines whether to capture the e-mail acogrth pre-defined rules;

* it automatically prompts the user, giving the usewoption to capture the e-mail;

« jt takes no action (and thus relies on the useritiate a capture if appropriate).
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2934 | Regardless of which way is chosen, it is acceptiblthe ERMS to require the user to
classify records manually and enter some metadatauaily.

2935 | |t must be possible to configure the ERMS at camfigjon time so that it operates in oneY
of the following ways when an ERMS user receives-amail:

e it automatically captures the message, unlesssibhr@ady been captured;

e it determines whether to capture the e-mail acogrth pre-defined rules;

» if the e-mail has not already been captured itmatecally prompts the user, giving
the user an option to capture it;

» it takes no action (and thus relies on the useritiate a capture if appropriate).

2936 | Regardless of which way is chosen, it is acceptiblthe ERMS to require the user to
classify the record manually and enter metadata uaéy.

2261 | The ERMS must be tightly integrated with the e-rsgdtem to enable users to capture &-
mails into the ERMS from within the e-mail client.

2862 | Close integration is essential for effective usaoERMS. For example the user shoyld
be able to “drag and drop” from the e-mail cliemto the ERMS, or choose a “capture’
command from within the e-mail client. The esserdhis requirement is that the user
must not have to switch to the ERMS applicatiocajmure e-mails.

4515| The ERMS must support automated assistance iraghtere of outgoing and incoming eP
mails, with and without attachments, as recordsauitpmatically extracting the
following metadata from them:

* e-mail date sent (and in some settings, time);
* recipient(s);

e any copy recipient(s);

* subject line (title);

* sender;

« embedded electronic signature;

» certification service provider;

to the extent that these are present.

4496 | This requirement specifies the capture of “sender’e-mail messages. This not always
the same as the author, for example when a segretards a message on behalf of an
executive. The capture of “sender” is specifiedehas a conscious compromise, it being
impossible to reliably capture the author automalli. Organisations should consider
the need for manual procedures to ensure the ctoress of the author metadata.

4075 | Users should be able to allocate an e-mail reamedgub-file, file or class by dragging it Y
from an e-mail client (technically, a Mail User Adgto a specified sub-file, file or class
in the ERMS.

4516 | The sub-file, file or class can be representedend-mail client window or in a separate
window.

2739| The ERMS must allow a user to choose how to capnre-mail message with Y
attachment(s) as:

» the e-mail message only, without attachment(s);
* the e-mail with its attachment(s), as one recorderat linked components;
» the attachment(s) only, each or any as individeebrds.
2937 | This applies to sent and received messages.
4517 Xt

The last of these three options results in attacti(ebeing captured without the conte

of the e-mail with which they were transmitted.
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2744 Where an e-mail and its attachment(s) are captarite same time but as separate | Y
records, the resultant records should be linkedmaatically by the ERMS.

2939 | The ERMS should allow a user to navigate the crefsence link between the records
S0 as to discover each of the attachment recowts the e-mail record and the e-mail
record from any of the attachment records.

4706 | Whenever an attachment is captured as a sepacatel réhe ERMS must require Y
appropriate record metadata values to be captur@@entered for it.

2938 | When capturing an e-mail message, the ERMS mudefault populate the Title Y
metadata with the “subject” field of the message.

2740 | The ERMS must allow a user who is capturing an é-massage to edit the record title.

2940 | This is intended to allow users to correct inappiage or to clarify imprecise e-mail
titles, or to make the titles more meaningful.

4518 | The e-mail title is separate from the subiject [itie) of the e-mail; the latter will
remain as part of the message regardless of theeobof the e-mail title.

2859 | If a user captures an e-mail delivery status raatifon report (where these are supported)
for an e-mail which has been captured as a retioed2RMS should be able to link the
two automatically.

2941 | Examples of delivery status notifications are nefivetry reports and delivery
confirmations. The link should allow a user to mgate between the records so as to
discover each of the notifications from the e-madlord and the e-mail record from any
of the notifications.

2742\ The ERMS must enable the automatic capturing ohdwt belonging to e-mails and | Y
their attachments as outlined in the MoReq2 metantaidel.

44701 The ERMS must allow “date sent” and “date receive@tadata to be entered manually.

44711 This is to allow for situations in which the datedd in the e-mail message are not
appropriate for the business setting (see intromncto this section for explanation of
how this may occur). A configuration option toatike this facility will be acceptable.

2746 | A user must be able to capture into the ERMS,simgle operation, several manually- | Y
selected e-mails as:

e One record;

or as

* aset of records, one per e-mail;
at the user’s option.

4520 | The ERMS should be able to identify automaticalig @apture all the e-mails related toY
an e-mail specified by a user, in a single openatapturing them as:
e One record;
or as
* aset of records, one per e-mail;
at the user’s option.

45211 RFC 2822 Section 3.6.4. “Identification fields” @ebes how the optional SMTP header
fields “References:” and “In-Reply-To:” can be usadconjunction with the “Messaget
ID:” field to identify related e-mail messages, sgtimes referred to as the ‘thread of the
discussion.’

3704\ The ERMS must allow a user who is capturing an é-massage in a proprietary formatyY

to save it in multiple, including open, formats
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675 | 6.4 e-Mail Management

3705 | It may be useful for an ERMS to enforce e-mailrggeriteria based on the retention and
disposition schedule. The e-mail contents of fala@th a short retention period could
be stored in a proprietary format, but those withdger schedules could be saved into fan
open format.

2260 | Whenever address fields captured from an e-maddreappear in the metadata of an e¢-Y
mail record, the ERMS must ensure that it capttiveoptional “display name” (if
present) of any mailbox listed as well as the “addrspec” address; for example, ‘Jan
Schmidt’ rather than ‘js97@xyz.int'.

6.5 Record Types

ID | Text, Requirement & Rationale ks

2050| 6.5 Record Types

2051 | Record Type describes characteristics of recoratsate not (and usually cannot be)
defined in the classification scheme. This caiuithe specific:

* metadata attributes;

* retention requirements;

* access controls;

» kind of document (e.g. contract, CV, disciplinaeport).

4654 | A record'’s record type usually corresponds to theudhent type of the document from
which the record was made.

3749 | Requirement

2709 | The ERMS must support the definition and mainteeasfaecord types.

2751 All records in the ERMS must have exactly one rddgpe. Y

2710 | The ERMS must restrict the definition and maintex@aof record types to an Y
administrative role.

2897 | The ERMS must allow an administrative role to iiesthe creation of records of Y
specified record types to specified groups of ysdssed on their business needs.

27121 The ERMS must allow an administrative role to defime record type as the default | Y
record type, which can be used by all users whakllmered to capture records.

6.6 Scanning and Imaging

%
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2056| 6.6 Scanning and Imaging

2057 | When planning for the implementation of an ERMSygital records in the form of
paper or microform often need to be considered.

2903 | There are two main issues:

» existing records that are held on paper or micrafand may need to be referred tg in
conjunction with electronic records;

* documents on paper that continue to be receivedeated by the organisation, but
which the organisation wishes to hold as electromiords in the ERMS.

2910 | This section deals with the scanning (imaging) ajfgr-based and microform documents,

so that they can be captured into the ERMS asrel@ctrecords. It includes several

requirements that address details of the scanmivgeps.
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2056| 6.6 Scanning and Imaging
2909 | Scanning can be organised in the following ways:
» centralised;
* local or workgroup;
e outsourced or subcontracted;
or in any combination. These ways are describedlypbelow.

2908 | Centralised scanning is most appropriate for highuwe capture, typically using fast
scanning equipment specifically designed for bafkut, together with specialist scanner
operators.

2907 | Local or workgroup scanning takes place close éadiceiving users and is appropriate
for low-volume activity, where the person doing uanning needs a knowledge of the
business, or when dictated by the geographic digian of the organisation. This
typically uses scanners with lower capacity anddpthese are sometimes multi-
functional devices.

2906 | Qutsourced or subcontracted scanning — this caohsdered for a number of reasons
related to cost-effectiveness:

* where there is a large amount of scanning to be dsra one-off exercise;

» where sufficient human resources are not readiyiabie in the organisation;

» where sufficient accommodation and/or equipmennataeadily available in the
organisation;

* where the scanning and/or storage are not siterdienée.

2905 | The rest of this section sets out key requireminkge considered in provision of an
integrated ERMS and scanning solution. The requerémapply only where scanning
facilities are part of the ERMS. Many of the regunents can also be interpreted for use
when scanning is outsourced.

2904 | Requirements

41171 The ERMS must be capable of integration with astl@ame scanning solution.

4118 | The scanning solution provides the interface withgcanning equipment and allows the
operator to perform several processes related smaig such as rotating and
de-speckling.

4719| The ERMS scanning feature should support both mtmooee and colour scanning.

4720 | Many applications do not require colour scanning.

41191 The ERMS scanning feature must be capable of sawiages in standard formats, Y
including, but not limited to:

e TIFF (see TIFF 6.0 Specification);
« JPEG (see ISO 15444, required only if colour igosuted);
» PDF/A (see ISO 19005).

4120| The ERMS scanning feature must be capable of sawviages at different resolutions.

41211 |deally the scanning feature should provide a mehoptions, programmable for the
input of different types of document.

45221 The ERMS scanning feature should be capable ohgariages in colour or greyscale | Y
and at different resolutions.

4131| The ERMS scanning feature must be capable of hamdtandard paper sizes, includingy
but not limited to:

o A4,
 A3.
4749 | See I1SO 216 for the definition of A4 and AS.
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6.6 Scanning and Imaging

4122

The ERMS scanning feature should have Optical Card&kecognition (OCR)
functionality.

<

4123

OCR functionality produces text from a scanned magome kinds of OCR are
sometimes referred to as Intelligent Character Redoons, or ICR. For simplicity,
MoReq?2 refers to both as OCR.

4138

Where the ERMS includes OCR functionality the ER8M®uld be capable of managingY

the scanned image and the text resulting from tG& @s a single record.

4488

In other words, the OCR text should be regardethatadata of the record rather than
as a record in its own right.

4489

MoReq2 does not require that users be able to thevDCR text, as its purpose is to
allow full text searching (see next requirement).

4490

Where the ERMS includes OCR functionality it shosigbport full text searching base
on the text.

4124

The ERMS scanning feature should be capable ofjresmg and capturing individual
documents in a bulk scanning process.

4125

MoReg2 does not specify how this should be dolean@n solutions rely on the
recognition of patch codes, patch sheets, barcodédank sheet inserts.

4126

The ERMS scanning feature must be capable of adicetig sending scanned images
a queue after scanning.

4523

For example, indexing, quality assurance.

4132

The ERMS should include a facility for the inspeotbf the scanned images.

4709

This includes the ability to accept or reject imsgand, when they are rejected, to
request a re-scan.

4710

The inspection may be carried out by a scanneratperby a dedicated quality check
user, or by other users who perform quality cheglanly as a part of their work

4711

The ERMS scanning feature should allow an admatis® role to set a threshold for
image information content such that below the tho&ban image is discarded as
representing a blank page.

4712

The ERMS scanning feature should be able to staner®r set-up parameters (such as
single /double sided, resolution, contrast, brigks) for different document types.

4713

The ERMS should allow users to annotate images.

4714

This feature can be used to note exceptional sogrmrioblems, or to make notes (mug
as handwritten annotations are sometimes usedpeifier documentation.

4715

If the ERMS allows users to annotate images trehatd as records, it must prevent tk
alteration and removal of these annotations.

ey

4716

This is required for records only; it is not reqed for other images. It is intended to
prevent records from being modified (or from appegto be modified) temporarily.

4717

If the ERMS allows users to annotate images ttehald as records, it must record wi
each annotation the identity of the user makingatimeotation and the time and date, in
an unalterable way

ing

4718

This is required for records only; it is not reqed for other images. It is intended to

ensure that any annotations are appropriate andegble.
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6.6 Scanning and Imaging

4127

The ERMS scanning feature should log each scars@sgion with the following details|

e user login;

» workstation identifier;

e time and duration;

» session identifier;

* batch identifier(s);

e number of documents (if applicable);

e number of images scanned,

« number of images after removal of blank pagesléihk pages are removed
automatically).

<

4133

The ERMS scanning feature should be able autontigticacapture relevant metadata
when scanning zoned forms.

4525

A zoned form is one which includes areas defingbdarscanning software as containin
data to be scanned. The information outside thmeéefzones is not scanned, thus
reducing image size and reducing storage and badhtiwequirements.

g

4128

Where the ERMS scanning feature includes autorsapture of metadata it should be
able to interpret this information for automateasslification.

4129

This feature is especially useful in casework emments, where paper records
frequently bear case identifiers that contain sigfit information to classify the record
see section 10.6 .

4136

The ERMS should be capable of the bulk import ehsed images and their metadata.

4137

See section 6.2 for further requirements regardiotk import.

4524

The ERMS should be able to display thumbnails ehsed images as an aid to
navigation and searching.

4708

The ERMS must allow users to capture scanned imagjescords.

7 Referencing

Testable
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690 | 7 Referencing

4909 | This chapter brings together requirements for egfeing the entities (classes, files, sub-
files, volumes and records) within a classificatstheme, Section 7.1 lists
requirements for Classification Codes and thos&j@tem Identifiers are listed in
section 7.2.

691 | All of the entities stored in the ERMS repositorfelasses, files, sub-files, volumes,
records etc.) need identifiers. These identife@esneeded to:
» Allow the software to process the entities;
» Allow users to retrieve, refer to, and use, thetiest

3931

MoReq2 uses the following terminology to describese identifiers:

* Anidentifier required for software usage is cali&¢stem Identifier”. This can be
used by users as well as by software in some cases;

* A hierarchical identifier applied to entities iretklassification scheme hierarchy
and intended for users is called “Classificatiord€o

» Other Identifiers are named as needed, e.g. “Reteand Disposition Schedule

Identifier”.
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3941 | The difference between System Identifiers and @laagon Codes is illustrated in the
following three diagrams. These diagrams are i@B®ored to later in the chapter.
3940 | The first diagram (<7.1>) shows a part of a fiotit$, but realistic classification scheme.
It shows some of the classes; each class hasstitlagas required by <chapter 3
ID2665>).
3939
Classification Scheme
Classification scheme
1
1 - I 1
[ o] [ s ] [ W ]
| |
1 1 1 1
[ o ] [ e ][ e ] 2 )
—[ Strategy ] |— etc. |— etc. |— etc.
—[ Planning ]
—[ Disaster Recovery ]
Key: Strategy Class title
Diagram <C7 ID3939>
3938 | Each class is allocated a System Identifier, asvahio diagram <7.2>.
3937

System Identifiers

Classification scheme
1

1
1 qupor_ate 2 Pollcu_es & etc.
Direction Practices
| |
I 1 I 1
Business Planning & Internal Quality
109
[ 6 Continuity ] [7 Reporting J [ Policies ] [177 Management

—[10 Strategy ] |— etc. |— etc. |— etc.

—[11 Planning ]
—[12 Disaster Recovery ]

Key: Strategy Class title
109 System ldentifier

Diagram <C7 ID3937>
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7 Referencing

3936

Note that the System Identifiers shown here aretstmal simple, purely for illustration.

In reality they are likely to be longer and morengdicated in structure. By way of
illustration, an example of a System Identifierdzhen the “Globally Unique Identifier
algorithm is 0c7220e3-5646-44c4-82b0-67832clefalc.

3935

Classes are also allocated a Classification CAdespecified in the requirements
below, this can take several forms; one exampé@adsvn in diagram <7.3>.

3934

Classification Codes

Classification scheme
1

Corporate Policies &

001

[ Direction ] [ 002 Practices ] [ etc. ]
| |

I 1 I 1

Business Planning & Internal Quality
001
[ oot Continuity J [002 Reporting J [ Policies J [002 Management

—[001 Strategy ] |— etc. |— etc. |— etc.

—[002 Planning ]
—[003 Disaster Recovery ]

Key: Strategy Class title
003 Classification Code

Diagram <C7 ID 3934>

3933

Here also, the Classification Codes are shownlasuely simple, for illustration.

3932

Each class has a Classification Code that can idioed with the Classification Codg¢

of its parent classes to make a “Fully-Qualified<sification Code”. So, for example|

the Fully-Qualified Classification Code of the d&@isaster Recoveris 001-001-003.

It is constructed as follows:

» start with the Classification Code of its higheatgnt in the hierarchy (001, being
the Classification Code of the claSsrporate Directio);

* add the Classification Code of its next parent dawthe hierarchy (001, being the

Classification Code of the claBsisiness Continuiyy making 001-001;

* repeat the previous step until the nearest patass$ ¢s reached (in this simple
example, there are no repeats);

» add the Classification Code of the class (003ndpéne Classification Code of the
classDisaster Recovejyproducing the Fully-Qualified Classification Go@01-
001-003.

D

4922

Records and components are also allocated clagsificcodes, to allow them to be
referenced uniquely.

2269

The expected usage determines the degree of ugsieequired. System Identifiers
generally must be unique within one ERMS “instanae”network node” at a

minimum, and network-wide by preference. Fully-@fiedd Classification Codes mus
be unique within a classification scheme, thougtahse they are built up
hierarchically, the individual Classification Codeay be unique only within one nodt

!

117

(e.g. a class or sub-file) of the hierarchy.
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4462 | Where uniqueness across a network is requiresi gdiésirable that system identifiers
should be based on an acknowledged standard thedrgees global uniqueness (that
IS, unigueness across all systems at all timeb)s i also desirable for standalone, or
non-networked, applications, so as to allow forsgale future growth and for potentia
merger or acquisition activities. Several sucihd#ads have been proposed, none of
which has a dominant position; MoReq2 thereforesdu® mandate the use of a
specific standard for this purpose.

7.1 Classification Codes

fc
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3943 | 7.1 Classification codes

2263 | Requirement

2270 | Whenever a new occurrence of any of the followsgreated in or captured by the | Y
ERMS, the ERMS must associate with it a Classifice€ode:

* class;

o file;

* sub-file;

e volume;

e record,;

e component,

4918 | Classification codes for records and componentsrageiired by the MoReq2 metadata
model, see appendix 9.

3804 | The ERMS must ensure that all Fully-Qualified Cifisation Codes are unique within Y
a classification scheme hierarchy.

4919 | The ERMS must ensure that all Classification Cadesall Fully-Qualified Y
Classification Codes retain the required degraenafueness regardless of any move
operations.

2268 | The ERMS must be able to store Classification Cedenetadata elements of the Y
entities to which they refer.

2267 | The ERMS should allow the formats of Classificat@omdes and Fully-Qualified Y
Classification Codes to be specified by an adnmaiiste role at configuration time. It
should allow the following features of ClassificatiCodes to be defined, for each level
of the hierarchy:

* numeric, alphabetic or alphanumeric;

* presence or absence of leading zeroes;

* minimum length (in the case of leading zeroes);
» starting value;

* increment.

3802 | Fully-Qualified Classification Codes must consisa@oncatenation of Classification
Codes separated by a separator character.

3945 | The ERMS should allow the separator charactersiityfualified Classification Y
Codes to be selected from, at a minimum:

« ““(space);

« “7(dash);

« “/" (forward slash);
o “”(dot).
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7.1 Classification codes

3946

The example Classification Code described abov&ldberefore be shown as any of
the following, depending on the choices made fadileg zeroes and separator at
configuration time:

1001 0083;

« 001-001-003;

o 1/1/3;

« 001.001.3.

2266

The ERMS must allow an administrative role to sfyeevhen a new class is created,

whether its descendant entities will have Clasaiit Codes generated automatically

by the ERMS or provided by the user/an externaliegion. The ERMS must either:

* generate each Classification Code automaticallypmaedent users from inputting it
manually, and from subsequently modifying it (faample, a sequential number,
in the example above);

or:

» allow an authorised user or an external applicaioprovide the Classification
Code, but subsequently prevent them from modifyting

as

3757

An example of the first option is if a new clatisdi“Incident Management” is added

under the class “Business Continuity” in the exaenghown in diagram <C7 ID3934>;

in this example, it would be allocated the Clasatifion Code 004, as shown in diagra
<C71D3947>:

m

3947

Classification Codes

Classification scheme
1

T
Corporate Policies &
001
[ Direction ] [002 Practices ] [ etc. ]
I I
I 1 I 1

Business Planning & Internal Quality
001
[ oot Continuity ] [002 Reporting ] [ Policies ] [002 Management

—E)Ol Strategy ] |— etc. |— etc. |— etc.

—E)OZ Planning ]
—[003 Disaster Recovery ]

i Key: Strategy Class title
004 Incident Management 003 Classification Code

Diagram <C7 ID3947>

3948

The second option is appropriate in case managesgitings.

2265

When the ERMS generates a new Classification Catteratically (the first option in

<ID2266>), it must generate the next sequential membaking into account:

» the most recently used Classification Code atpbatt in the classification schemg
or (for the first at that point) the starting value

» the increment specified, see <ID2267>.

)

3949

See diagram <C7 1D3947> for an example.

3956

When accepting a Classification Code from a uséroon an external application, the

ERMS must validate it for uniqueness within itsquer

Page 67




7.2 System ldentifiers
=

ID | Text, Requirement & Rationale 8
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4463 | Requirement

3954 | Whenever a new occurrence of any of the followsgreated in the ERMS, the ERMS Y
must associate with it a System Identifier:

» classification scheme;

* class;

o file;

e sub-file;

* volume;

* record;

* record extract;

» retention and disposition schedule;
» document.

3953 | The ERMS must ensure that all System Identifieesuarique within a classification N
scheme hierarchy and within the ERMS instance.

3952 | Note that this requirement extends across geogcablocations where a distributed
classification scheme has been implemented andgaalassification schemes when
more than one classification scheme has been ingpitrd.

3951 | The ERMS must be able to store System Identifienmatadata elements of the entities Y
to which they refer.

3950 | The ERMS should allocate System Identifiers whihglobally unique. N

3957 | Globally unique means that the System Ildentifieesadlocated using an algorithm that
guarantees no other System Identifier can haveainge value, regardless of when it is
produced or by which ERMS.

3963 | This is desirable to allow for re-configurationsich as those caused by corporate re-
organisations, acquisitions and mergers etc. #rg\entity is not allocated a globally
unique System Identifier, the probability of difftees during re-configurations is high.

3962 | The ERMS should use the UUID algorithm (as spettiirelSO/IEC 9834-8 and ITU-T | P
Rec. X.667) to generate globally unique Systemtitiers.

3961 | This algorithm, which in some implementations iswownly referred to as GUID
(Globally Unique ID), can be used to guarantee uRless.

3960 | Other approaches to the generation of unique idiensi may be used, including the
Digital Object Identifier System (D®) and the Uniform Resource Name (URN) scheme.

3959 | The ERMS must not require users to enter or usteByklentifiers for any ERMS P
function.

3958 | This requirement is included because globally ueiglentifiers tend to be long and not
“user-friendly”. However, it is acceptable for useto be allowed to use System
Identifiers if they choose to.

8 Searching, Retrieval and Presentation

ID | Text, Requirement & Rationale ks

709 | 8 Searching, Retrieval and Presentation
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709 | 8 Searching, Retrieval and Presentation

712| This chapter lists requirements for searching atdewval in section 8.1. Requirements
associated with presentation are divided into tlses#ions: section 8.2 lists requirements
for display, section 8.3 deals with printing, aedtton 8.4 addresses the presentation of
records which cannot be printed.

710 | An integral feature of an ERMS is the ability fbetuser to retrieve files and records.
This includes searching for them, whether or netise details are known, and presenting
them. Presentation is producing a representatiescoeen (“displaying”) or printing; it
may also involve, as necessary, playing audio anddeo (see glossary).

7111 Accessing files and records, and then viewing threxpires a flexible and broad range |of
searching, retrieval and presentation functions¢et the demands of different types of
user. Although some advanced search featuresectirobght of as being beyond
classical records management functions, the redjfurectionality is described here on the
grounds that an ERMS without good retrieval fai@itis of limited value.

7141 All of the features and functionality in this chapmust be subject to access controls as
described elsewhere in this specification, inclgdiecurity controls. In other words, the
ERMS must never present information to any useckvthat user is not entitled to
receive. To avoid complexity, this is assumed iantbt repeated in each detailed
requirement.

8.1 Search and Retrieval

8
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715 | 8.1 Search and Retrieval

716 | Searching is the process of identification of relsaor files through user-defined
parameters for the purpose of locating, accessidgetrieving records, classes, files,
sub-files, volumes and/or their metadata.

717 | The ERMS search and navigation tools are useccaidanetadata, classes, files, sub-
files, volumes or records . These require a wanésearching techniques to support
users ranging from (for example) the sophisticategearch” user to the “casual” and
less “computer literate”.

2271| Requirement

2300 | No ERMS search or retrieval function must ever abte a user any information P
(metadata or record content) where the accessesmuity controls (sections 4.1 and
10.16 respectively) prevent access by that user.

2289| The ERMS must allow users to search for and regriev Y
* records;

* every level of aggregation of records (class, Blgb-file, volume);
and their associated metadata at any level oflt#ssiéication system.

2286 | The ERMS must allow users to specify any combimatibmetadata elements as searchy
terms.

4157 | The search facility needs to be able to searchronad the metadata elements, for
example, Title.

3896 | The ERMS must allow users to specify whether ackeigrto find records or a specified Y
level of aggregation of records.

2288 | The ERMS search function should appear to usdrs the same for all searches Y

specified in requirement <ID2289>.
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3758 | In other words, users should see the same interfaaéures and options whether
searching for classes, files, sub-files, volumeseoords (though details of the
presentation of results may vary according to whdteing searched).

2285 The ERMS must allow users to search for the tertartt of records. Y

4502 | This includes the text of records that are inhdgetextual in nature, such as e-mail
messages, andvfiere the ERMS includes OCR functionaliggords which have been
converted to text by OCR (see <section 6.7 1D4122>)

40741 The ERMS must allow the use of searches to locatass and/or file for the purpose of Y
declaration, as a part of the declaration process.

4526 | This is an ease of use requirement. It requiras $kearch functionality be readily
available to users who are in the process of captuone or more records; in other
words users must not be forced to quit a captucegss to initiate a search.

2284\ The ERMS must allow users to use any combinationethidata elements and/or textuayY
record content as search terms during a searclatoper

4158 | For example a search could combine a named autigather with a particular text
string in the record.

2281 | The ERMS should provide a search function whichraies in an integrated and Y
consistent manner across both record content atablate.

3897 | This means that the interface and its behaviouukhbe the same across these kinds |of
searches.

2273 | The ERMS must display the total number of itemshfbas a result of the search (the “hiY
list”), and display (or allow the user to requeispthy of) the number of items in the hit
list.

2295| The ERMS should allow users to refine (i.e. narravgearch without having to re-enter Y
the search criteria.

3763 | A user should for example be able to start withhitdist from a search, and then
perform a further search within that list.

2283 | The ERMS must allow administrative roles to confegand subsequently change the | Y
specification of default search metadata elemerisiding:

* any element of record, volume, sub-file, file aass metadata, and
» optionally, text.

4529 | This refers to the default window that first appmeathen a search is initiated; it
generally contains a set of fields for metadatargets that are commonly used in
searches. This set comprises the default elenrettie requirement.

3787 | The ERMS must provide a search function that alldwesuse of all Boolean operators | Y
namely:

* AND;

* OR;

e EXCLUSIVE OR;

« NOT,

in any valid combination to combine an unlimitednher of search terms.

28121 The ERMS must allow users to search for objectthbiy keyword(s), where the objects Y
have keywords.

2811 | During any search involving keywords, the ERMS nalktw users to select keywords| Y
from controlled vocabularies (or lists of permittedms).

4532

Noting requirement <ID4074>, this could be duringapture process, or during any
other search.
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2280

The ERMS should incorporate the use of a thesaorasable users to search by
concept.

<

3792

Where the ERMS incorporates the use of a thesdorusncept searching, it should be
compliant with at least one of the following stardia
* SO 2788;
* SO 5964.

<

3759

This will allow retrieval of documents with a braagdnarrower, or related term in their
content or metadata. For example, a search fortithyalmic services” might retrieve
“health services”, “eye test” or “ophthalmology”.

3789

The former standard specifies a monolingual thesaand the latter a multilingual
thesaurus(See<ID2093> and <ID3636>).

2817

If a thesaurus compliant with ISO 2788 or ISO 586#htegrated with the ERMS, the
ERMS should allow a user who is searching usingyavlord (or other metadata eleme
related to the thesaurus) to use the full featafélse thesaurus, such as broader,
narrower and related terms and synonyms as arratéeppart of the process.

2816

In other words, if a user is searching for a filee user may enter a term that is not in
scheme’s controlled vocabulary, then use the thesafeatures to find the appropriate
preferred keyword. An example is if “budgets” ipr@ferred keyword: in this case, a
user might enter “estimates” and then be guidedddoroader term “budgets”; or a use
might enter “accounting records” and be presentdathva list of narrower terms, one of
which is “budgets”.

3794

For ease of use, users must not have to leavestrels interface to access the thesaur
to search for related search terms. Refer to theduction to section <11.8> for a
more detailed explanation of the phrase “as angnéged part of the process”.

us

3898

Where the ERMS incorporates the use of a thesatlmeiERMS must allow an
administrative role to maintain the thesaurus.

3899

Maintenance is needed for the introduction of nenns and terms specific to the
business.

2815

The ERMS must restrict to authorised administratoles the ability to change the
keywords associated with a file.

2814

This facility is intended for exceptional circuntstas only, such as to correct clerical
errors. Changing keywords inappropriately can sasly compromise the accessibility
records, even if recorded in an audit trail, andsswuld be avoided.

of

2819

Whenever any keyword of any file is changed, thé/ESRmust require an administrativ
role to enter the reason for the change.

%)

eY

2825

Whenever any keyword of any file is changed, th&/BBRnust keep a clear trace of its
status prior to the change so that its historylmdetermined easily.

2279

The ERMS should provide for partial match and “waktd” searching that allows for
forward, backward and embedded expansion, for im&fadata values and content.

3760

For example:

» the search term “proj*” might retrieve records cahing “project” and
“projection” and “PROJA";

» the search term “psycho*s” might retrieve recordmtaining “psychosis”,
“psychotics” and “psychologists”;

e the search term “*byte” might return “gigabyte” ah“terabyte”;

» the search term “organi?ation” might retrieve re@w containing “organisation”
and “organization”.

2278

The ERMS should provide word proximity searching.
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ID | Text, Requirement & Rationale

715 | 8.1 Search and Retrieval

4533 | A proximity search finds terms separated by no nilwae a specified number of words
for example:

* “International” and “Organisation” separated by nonore than one word.

2276 | The ERMS must allow users to limit the scope of segrch to any file or aggregation | Y
specified by the user at the time of the search.

2275| The ERMS must be able to search for, and retri@wemplete electronic file, sub-file or Y
volume, and all its contents and contextual metadatd display a list of all the, and only
those, entries in the context of that aggregatioa single retrieval process.

3762 | This is needed when a user wishes to copy or ffrinéntire contents of a file to take tg a
meeting, or to facilitate temporary working, or f@my other reason.

2297 | The ERMS must behave in an identical manner whatiradgwith physical or electronic| Y
records in searches, save that:

» the content of physical records cannot be presdinisttad, the ERMS displays its
location metadata, see below);
« different metadata may be shown for physical aedtednic records.

3797 | The ERMS must behave in an identical manner wharckang regardless of whether theP
objects being searched for are stored on-line-le@or off-line, save that the
mechanism and performance for presenting electijgcts may vary.

45341 This requirement applies only when the ERMS usasslme and/or off-line storage in
addition to online storage.

2296 | The ERMS should allow users to save and re-uselséams. Y

3784| The ERMS should allow users to make saved searnatstavailable for use by other Y
users.

3764 | The ERMS should allow users to specify time inteswa search requests, e.g. calendarY
dates or number of days.

2294 | The ERMS should allow the use of time intervalscefedl either as dates (e.g. 24 Dec| Y
2008 — 5 Jan 2009) or in natural language, e.gt Weeek”, “this month”, as search
terms, allowing the use of at least the followingrds and/or their equivalents in other
languages:

e last;

* this;

* next;

* week;

e month;

e qQuarter,

* year,

* names of days of the week;
* names of months.

22921 The ERMS should allow users or administrativesdateconfigure display of the search Y

results, including:
» the order in which the search results are presgnted
» the number of hits displayed on the screen per fiem the search;
* the maximum number of hits for a search;
« which metadata elements are displayed in searcift fisss.
2201

The ERMS should provide implicit or explicit releaxce ranking of the search results.
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Text, Requirement & Rationale

Testable

715

8.1 Search and Retrieval

2301

When a hit list contains an “extract” of an eleaiorecord, or a record for which an
extract exists, (see section 9.3), the ERMS shléde the two, so that retrieval of one
shows the existence of and allows retrieval ofdtier, subject to access controls, whi
retaining separate metadata for the two items.

<

st

3800

The ERMS should allow the configuration of a seamfgine other than the default
search engine.

3801

It may be desirable for an organisation to impletr@gearch engine other than that
which is supplied with the ERMS for system compi&ilor other reasons.

8.2

Presentation: Displaying Records

ID

Text, Requirement & Rationale

Testable

779

8.2 Presentation: Displaying Records

780

An ERMS may contain records with different formatke user requires generic
presentation facilities that will accommodate tispthy of a range of formats.

2302

Requirement

2272

Whenever a user reaches a screen that indicategigtence of a class, file, sub-file,
volume or record, the ERMS must be able to presecbntents and/or its metadata by
mouse click or keystroke.

4723

This applies no regardless of how the user reachedcreen — by navigating through
the classification scheme, by searching, by folhgwa link or any other way — and
assumes that the user has appropriate permissions.

2305

For example:

* auser executes a search and obtains a hit listvstgpseveral records; for any
record the ERMS must be able to present the cooferty record in the hit list if the
user enters a mouse click or keystroke, and mestlzé able to present the record’
metadata similarly;

* auser navigates the classification scheme to ssclhat contains files; the ERMS
must be able to present a list of all the file®adited to that class if the user enters
mouse click or keystroke, and must also be abpedsent the class’s metadata
similarly .

U)r— o

a

3768

If the ERMS is storing records in a proprietary &pation format, it may be acceptable
for the presentation to be performed by an appiarabutside the ERMS.

2304

The ERMS should be able to present records thatghrch request has retrieved withg
loading a software application associated withréduerd.

DO

3769

This is typically provided by integrating in the ER a viewer software package. This
frequently desirable to increase speed of presmmtat

S

2303

The ERMS should be able to present all the typedeatitronic records specified by the
organisation in a manner that preserves the infoomaf the records (e.g. all the
features of visual presentation and layout produmethe generating application
package), andrhich presents all components of an electronionegtogether.

3770

The organisation needs to specify the applicatiackpges and formats required, and i
some cases acceptable levels of fidelity. In ncases (e.g. in typical office

environments) the fidelity need not be specifiedieitail; however rigorous specification
of fidelity may be needed for applications whicly @ detailed interpretations, such a

records including high-resolution X-ray images.

Page 73




8.3

Presentation: Printing

ID

Text, Requirement & Rationale

Testable

790

8.3 Presentation: Printing

791

This section applies only to records and otherrmgttion whose content can be printec
in a way that is understandable. It does not afiplfor example, audio or video files.

792

The ERMS must provide printing facilities, to all@W users to obtain printed copies o
printable records, their metadata, and of otheriadtnative information.

3901

In all requirements, “printing” is understood telnde features normally associated wi

report production, such as multi-page reports, pagebering, dated headings, and the

use of any configured printer. Sending screen arthgnps to a printer is not normally
considered sufficient for these requirements.

th

2306

Requirement

2319

The ERMS must be able to print the content of l@s@nd specified elements of their
metadata.

2318

The ERMS must allow the printing of all or spedifimetadata for any class, file, sub-
file, volume or record.

2317

The ERMS must allow all records in a class, filth-$ile or volume to be printed in one
operation.

2316

The ERMS must allow users to specify a subset addata elements (such as Title,
Author, Creation date) and print out a summarydfghese elements for selected
aggregations of records.

2315

The ERMS should allow an administrative role tocsfyeat configuration time that all
printouts of records’ contents have selected médaelaments appended to them (e.g.
title, registration number, date, security cateytydefault.

4535

This could be used, for example, to ensure thaheder a record is printed, its security
category is printed at the same time, as a secunggsure.

4160

The ERMS should allow users, at the time of prigitio amend the default metadata
elements that are appended to printouts.

2314

ERMS must allow users to print hit lists (see s#t8.1) resulting from a search.

2313

The ERMS must allow an administrative role to palit or a selection of, administrativ
parameters.

4161

For example a list of all users with a specificlggty category.

2312

The ERMS must allow an administrative role to pratention and disposition schedule

2311

If a thesaurus is integrated (see <ID2280>) the BRitlould allow administrative roles
to print the thesaurus.

2824

The ERMS must be able to print out a list of eamhtilled vocabulary (a list of all
permitted terms).

2823

It is acceptable to print the list from thesauruamagement software where this is
integrated with the ERMS.

4536

The ERMS should be able to export a list of eaattrotled vocabulary (a list of all
permitted terms).

2822

Where a controlled vocabulary of keywords takesfoie of an ISO 2788-compliant or
ISO 5964-compliant thesaurus, the ERMS should betalprint out the thesaurus
entries, showing all terms and their relationships.

4537

Printing of ISO standards-based thesauri should@®patible with the representationa
guidelines given in ISO 2788 and 1SO 5964.

=

2821

It is acceptable to print this from separate thessumanagement software that is
integrated with the ERMS.

2310

The ERMS must allow authorised roles to print alpart of the classification scheme.
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ID | Text, Requirement & Rationale

790 | 8.3 Presentation: Printing

2309 | The ERMS must allow administrative roles to prithiba part of the file repertory if used Y
(see <C31D2091>).

2308 | The ERMS must allow administrative roles to prithiba part of audit trails (see Y
<1D2149>).

2307 | The ERMS must be able to print the formats speatifieg the organisation. Printing Y
must:

» preserve the layout produced by the generatingagtigin package(s);
* include all printable components of the electraeicord.
3771| The organisation needs to specify the formats requi
8.4 Presentation: Other
g

ID | Text, Requirement & Rationale 8

822 | 8.4 Presentation: Other

823 | This section applies only to records and otherrmfition whose content cannot be
printed in a way that is understandable, such d®anr video files.

2320 | Requirement

2321 | The ERMS must include features for presenting ariguiting to appropriate media P
records which cannot be printed.

3772 | Examples include audio, video, and some web-sitbs. organisation will need to
specify the nature of these records.

9 Administrative Functions

g

ID | Text, Requirement & Rationale 8

829 | 9 Administrative Functions

830 | This chapter covers the maintenance and systenoauppctionality required by an
ERMS.

832 | Requirements are listed in this chapter for:

» general administration (section 9.1);
* system reporting (section 9.2);
» changing, deletion and redaction of records (se@i8).

3905 | Closely-related features are described in chaptearhely;
e access permissions in section 4.1;
backup and restore in section 4.3.

3902 | These facilities allow administrative roles to mga@ahange in the user population ang
parameters affecting the behaviour of the systdm.HRMS needs to provide
administrative roles with the ability to manage m¢esuch as maintaining the user base
and, crucially, the permissions assigned to uggosips and roles. The system must also
provide monitoring capability for system errors.

831 | Some of these facilities may be provided by an@ated EDMS, database management

system, operating system, or by other applications.
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9.1

General Administration

ID

Text, Requirement & Rationale

Testable

833

9.1 General Administration

834

This section includes requirements for managingesygparameters, system managem
and configuration, and user administration.

ent

4538

In large organisations, the functionality descriloethis section may be assigned to an
operations function rather than to an applicatiomiaistrator. However, in small
organisations, it may be assigned to an admingstrat

2322

Requirement

2330

The ERMS must allow administrative roles to reteiggtisplay and re-configure system
parameters and settings made at configuration time.

sY

3903

These settings include, for example, configuratibaccess rights.

3904

The ERMS must allow administrative roles to:
« allocate functions to users and roles;
» allocate one or more users to any role.

2327

The ERMS must monitor available storage spacenatity administrative roles when
action is needed because available storage is l#elevwel set at configuration time, or
because of another error condition.

4178

It is acceptable for administrative roles to beifietl by means of separate system
management software.

2326

Where the storage supports error rate reportirgERRMS should monitor error rates
occurring on storage media, and report to admatist roles any medium or device on
which the error rate is exceeding a parametertsirdiguration time or at a later date.

3775

This applies particularly to optical media.

4179

It is acceptable for administrative roles to beifietl by means of separate system
management software.

2325

The ERMS must allow administrative roles to makkk lshhanges to the classification

scheme, ensuring all metadata and audit trail al@dandled correctly and completely

all times, in order (for example) to support restaing within the organisation. These
changes must include, but need not be limited to:

» the division of a class into two (i.e. dividing lags into two new classes, at the sar
level, including moving all the descendant class®e$the information allocated to
them);

» the combination of two classes into one (i.e. mgarclass into another existing
class, including moving all its descendant classekthe information allocated to
them);

* the movement of a class (including all descendistses and the information
allocated to them);

e the re-naming of a class;

* changing access permissions to a class (and ite@ant classes and therefore all
information allocated to them);

» changing the retention and disposition scheduteated to a class (and its
descendant classes and therefore all informationaikd to them), following the
same logic for inheritance and conflicts as inisech.1 (especially requirements
<|D2988> and <1D2183>).

at

4010

When a classification scheme is designed alongifurad lines, most of these functions
are unlikely to be needed. However, they will beded when a classification scheme

or

a part of it, is designed to match an organisatiostaucture.
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ID | Text, Requirement & Rationale
833 | 9.1 General Administration
3906 | When a bulk change is made: Y
« closed files must remain closed, retaining thdenences to the classification scheme
before the change;

open files must either:

* be closed, retaining their references to the diaation scheme before the change,
and cross-referenced to a new file in the changbkdme in metadata;

» be referenced to the changed scheme, but cledalinirey all prior references to the
classification scheme before the change in metadata

3907 | The term “bulk changes” implies that all classeked, sub-files, volumes and records
affected can be processed with a single transactather than needing to be processed
individually.

2324| The ERMS should allow administrative roles eagilyrtove users between organisation#
groups and roles.

4539 |n particular, it should be possible to move a uaéthout having to delete the user from
the ERMS and re-enter the user’s details.

9.2 Reporting

%

ID | Text, Requirement & Rationale 8

854 | 9.2 Reporting

4012 | Flexible reporting is an important feature in anNER It is required so that
administrative roles can manage the system; atlkdasananagement can monitor it to
ensure that it is used appropriately.

3908 | An ERMS needs to be able to provide a number ofagament, statistical and ad hoc
reports so that administrative roles can monitstesy activity and status. This reporting
is required across the entire system, including:

» the classification scheme;

» files and records;

e user activity;

e access and security permissions;
» disposition activity.

3909 | The ERMS must provide a number of standard repafable of being configured by
administrative roles and should be flexible to daaal hoc reports to be produced on
demand.

855 | Ideally the ERMS will include a report-writing system, with all the flexibility and
features that implies. However, it is not appragito attempt to reproduce here the
requirements for a comprehensive report writing-sygtem, so this section gives outline
requirements only. In any implementation, the ami@nd complexity of reporting will
be determined by organisational features includiregsize, complexity and levels of
change to the classification scheme, the amounhande of the records, and the user,
base.

2331| Requirement

2333| The ERMS must allow administrative roles to prodpegodic reports (daily, weekly, | Y
monthly, quarterly) and to specify ad hoc reports.

3917 The ERMS must include features for printing reportswing them on-screen and Y

storing them in electronic form online.
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ID | Text, Requirement & Rationale

854 | 9.2 Reporting

40131 As in section 8.3, “printing” is understood to incle features normally associated with
report production such as multi-page reports, pagebering, dated headings,
configurable page headers and footers, and us@&ypfcanfigured printer). Sending
screen image dumps to a printer is not normallyscdered sufficient for these
requirements.

3921 | For example, users may wish to work with the cdsteha report using spreadsheet
software. MoReq2 does not specify the format(betosed for such exports.

47241 A user viewing an ERMS report should be able tdwapit as a record.

4725 | This will be useful, for example, for storing sedumreports that attest to the integrity of
the records.

40141 The ERMS should allow time periods covered by aref be configured eitherasa | Y
date range (e.g. 24/12/2008 — 5/1/2008) or as a itmerval specified in natural language
(as in <chapter 8 1D2294>).

2335 | The ERMS must include features for sorting andcsielg the information included in | Y
reports.

4015| For example, users should be able to specify wtidtimns of a columnar report are
used to sort the report contents.

2334| The ERMS should include features for totalling anchmarising report information.

4016 | The ERMS should include features for graphical répg. Y

4017 | For example, trend-reports showing changes in reggtbmformation over time, or
histograms.

3919| The ERMS must enable report requests to be savddttoe re-use.

3920 | The ERMS must enable reports to be exported foirusther applications.

39111 The ERMS must be able to provide reports on the tatmber and location of: Y
» files, sub-files and volumes;
* records, sorted by file format and version;
» files, sub-files and volumes, sorted by accessrobahd security markings;
» electronic files, sub-files and volumes, sortedsizg;
» electronic files, sub-files and volumes, sortedstnyage location;
» vital records.

39121 The ERMS must be able to provide reports on: Y
» the rate of capture of records;
* rate of retrieval of records;
» rate of creation of new classes and files.

4018 | The ERMS should allow the reports described in €3> to be for any combination af:Y
» across the entire system or for specified classes;
» specified user groups or users;
» a specified range of dates.

2138 | The ERMS should be able to provide reports on astan files and records sorted by | Y
user, by workstation and (where technically apgedpy by network address.

4019 The ERMS should allow the reports described in €3> to cover a specified time | Y
interval within several days.

4020 | For example, showing hourly figures, to allow peakd troughs of activity to be
monitored.

2336 | The ERMS must be able to produce a report listileg,fsub-files and volumes, for all arY

part of the classification scheme, structured fiecethe classification scheme.
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ID | Text, Requirement & Rationale

854 | 9.2 Reporting

3910 | The ERMS must be able to provide a report on theusrnof system storage space Y
currently in use and available.

2338 | The ERMS must allow administrative roles to prodraggorts on the audit trail. These| Y
reports must include, at a minimum, reporting basedny selected:

* class;

o file;

* sub-file;

* volume;

* record;

* user,

* time period.

2337 | The ERMS should allow administrative roles to engein and produce audit trail report¥
based on selected:

e security categories;
e user groups;
» other metadata.

3915| The ERMS must be able to report on the outcomedigosition process listing the Y
classes, files, sub-files, volumes and recordsesstully disposed of and any failures.

3916 | The ERMS must be able to provide reports on theasaé of an export process listing | Y
the classes, files, sub-files, volumes and receudsessfully exported and any failures

3924| The ERMS must be able to provide administrativesabith reports on disposition Y
activity, including disposition actions that aresodue.

2332| The ERMS should allow administrative roles to riestisers’ access to selected reports.

3923 | The ERMS must be able to provide administrativesatith a report on attempted access
control and other security policy violations.

4021 | This requirement only applies when the ERMS (anit®operating system) is
configured so as to allow an item’s existence t@ibible to a user even though the user
is not allowed access to it. It is not relevaniewhthe ERMS is configured to hide the
existence of an item which cannot be accessed.

2210 | Administrative roles should be able to specifyfilegjuency of retention and disposition Y
schedule reporting, the information reported amghlghting exceptions such as
disposition overdue.

2962 | The ERMS should provide quantitative reports onviblemes and types of records to ey
reviewed within a specified period.

2204 | The ERMS should support reporting and analysisstéml the management of retention Y
and disposition schedules by an administrative, rotduding the ability to:

» list all retention and disposition schedules, sblig user, reason or date;

» list all entities to which a specified retentiordatisposition schedule is assigned,;

» list the retention and disposition schedule(s) iggdpio all entities in a class;

» identify, compare and review retention and dispasischedules (including their
contents) across the classification scheme;

» identify formal contradictions in retention andmbsition schedules across the
classification scheme.

2212 | The ERMS should be able to accumulate statisticevaéw decisions in a given period Y
and provide tabular and graphical reports on thieigc

4726 | The ERMS should be able to accumulate statistiteeofmposition and lifting of
disposal holds in a given period and provide tabatal graphical reports on the activity.
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ID | Text, Requirement & Rationale

854 | 9.2 Reporting

2225 | The ERMS must produce a report detailing any failduring a transfer, export or Y
deletion. The report must identify any recordstidesl for transfer which have generated
processing errors, and any entities which are matessfully transferred, exported or
deleted.

2220 | The ERMS should provide the ability to sort elentedfiles selected for transfer into | Y
ordered lists according to user-selected metadamacats.

2219| The ERMS should provide the ability to generate-aedined forms to describe Y
electronic files and records that are being explootetransferred.

9.3 Changing, Deleting and Redacting Records

3
<

ID | Text, Requirement & Rationale ks

884 | 9.3 Changing, Deleting and Redacting Records

885 | A basic principle of recordkeeping is that recazdanot normally be changed, and
(except at the end of their life cycle in the ERMi&s, sub-files, volumes and records
cannot normally be destroyed.

3926 | This section deals with the requirements for exoept situations where the content of|a
declared record may need to be amended, or a rdeteted and replaced.

886 | In some situations, administrative roles may neetlélete” records to correct errors tg
meet legal requirements. An example may arise uhaka protection legislation, though
other scenarios are possible.

3927 | The action of deletion may mean one of two things:

» destruction (see <ID2231> and <ID2217>);
* retention, accompanied by a notation in the recontetadata that the record is
considered removed from records management control.

889 | In either case, deletion is to be exceptional,smthe ability to delete must be tightly
controlled in order to protect the general intggat the records. In particular,
information about deletions must be stored in tnditarail.

4022 | |f local legislation or regulation imposes diffeterequirements, for example relating ta
the expunging of personal data (see ISO 12033 dmbuld be addressed in a nationa
chapter zero.

890 | Administrative roles sometimes need to publishmake available, records containing
information which is still sensitive, without re\es the sensitive information. This can
result from data protection rules, security constlens, commercial risk, etc.. For this
reason, administrative roles need to be able t&iti@ssensitive information, without
affecting the underlying record.

3928 | The process is referred to here as redaction. WWHeeprocess of redaction is carried out,
the result is the original record (unchanged), adpy of the record which has been
masked in some way (the redacted copy, or “extrafcthe original record). The ERMS
stores both the original record and the extract.

4023 | |n principle, redaction can apply to any kind ofaad — text, image, audio, video etc..

891 | Note that deletion and change are also discusselhbipter 5.

2340 | Requirement

2354 Y

The ERMS must allow a configuration option, as B@raative to <ID2353 below>,
which prevents any record, once captured, fromgbdéeieted or moved by any

administrative or user role; see also <ID4595> Wwelo
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Testable

884

9.3 Changing, Deleting and Redacting Records

3777

This requirement does not affect transfer or detiom of records in accordance with a
retention and disposition schedule, as describeskntion5.3. It is intended for

environments in which the deletion of records (@scdbed above) is either unnecessa
or not permitted.

2353

The ERMS should allow a configuration option, asafiarnative to <ID2354 above>,
that “deletion” of a record is implemented as degion of that record, and that
relocation of a record results in moving the record

4540

This is not regarded as good practice in recordsiageement. It is included here only
for situations in which it is considered unavoidabln most situations, the option
specified in <ID2354 above> should be preferred.

4595

If the option in <ID2354 above> is selected, theMERmust behave as follows:
» If an administrative role “deletes” a record (asxI®2348>) the record’s metadata
must be marked accordingly, and the ERMS must thideontent and metadata of

the record from all users save potentially foralig-authorised administrative roles,

as if it were deleted.

e If an administrative role “re-locates” a record (@s1D2123>), the ERMS must
demonstrate exactly the same behaviour as forediolelout with the addition that a
copy (or a pointer, depending on the storage metised) must be inserted
automatically at the new location.

4729

This assumes that either no administrative roleald/bave such authorisation, or else
particularly small number.

a

3929

If the option in <ID2353 above> is selected, theMERmust behave as follows:

e If an administrative role “deletes” a record (ax1D2348>) the record’s metadata
must be marked accordingly, and the ERMS must thideontent and metadata of
the record from all users save for suitably-autteatiadministrative users, as if it
were deleted.

e If an administrative role “re-locates” a record (@s1D2123>), the ERMS must
demonstrate exactly the same behaviour as forediolelout with the addition that a
copy (or a pointer, depending on the storage metised) must be inserted
automatically at the new location.

2348

Subject to <ID 2354 above>, the ERMS must allow iadstrative roles to delete classe
files, sub-files, volumes and records outside tispakition process.

sY

3780

This is intended for use only in exceptional cirstances as described in this section.

3930

In the event of any deletion as defined aboveHIR#S must:

» record the deletion in the audit trail,

» produce a report for administrative roles;

» delete the entire contents of a class, file, sl&eft volume when it is deleted,;

* ensure that no documents are deleted if theiridel@tould result in a change to
another record (for example if a document formsud pf two records — see
<ID2884> — one of which is being deleted);

* highlight to administrative roles any links fromadher file, or record to a file, sub-
file or volume which is about to be deleted, redingsconfirmation before
completing the deletion;

* maintain integrity of the metadata at all times.

4730

In this context the phrase “maintain integrity bbetmetadata” means to ensure that ng
metadata in any entity (class, record etc.) referan entity that does not exist.

2347

Administrative roles must be able to change any-astered metadata element.
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Text, Requirement & Rationale

Testable

884

9.3 Changing, Deleting and Redacting Records

3781

This functionality is intended to allow administvat roles to correct user errors such 3
data input errors, and to maintain user and growgesses. Good practice generally
will require that users correct their errors wheme\possible; this requirement does nag
prevent users from doing so.

S

3968

Information about all changes to all metadata efemmust be stored in the audit trail.

2346

The ERMS must allow administrative roles to create or more extract(s) of a record,
for the purposes of redaction, while retaining @higinal record.

3782

It may be necessary, in some cases, to providaastfor several parties in which
different parts of the record have been redacted.

2345

The ERMS must allow removal or hiding of sensitiv®rmation within an extract for
all record formats required by the organisation.

3970

If the ERMS does not provide these facilities,ustallow for other software packages
integrate with it and do solt is acceptable for the ERMS to render a record to
different file format to permit the redaction otapy, provided that the rendition
maintains sufficient fidelity.

—

0

3783

It is essential that when the features in <ID39&@wae> and <ID4345 above> or any
other redaction features are used, none of the v@u@r hidden information can ever

retrieved from the extract, whether on screen, whremted, played back or in any other

form of presentation. This is regardless of the olsany presentation features such as
rotation, zooming or any other manipulation inclagiopening the extract in a differen
software package.

De

[

2344

When an extract is created, the ERMS must recaxhaatically its creation in the
metadata of the extract and the record, includatg,dime and creator.

4920

When an extract is created, the ERMS must regheeaiser creating it to enter a reaso
and must store that reason in the metadata ofxtinece and the record.

2343

Upon creation of an extract the ERMS should autarally declare extracts as records
classifying them in the same aggregation as thggnati record and prompting the creat
of the extract for:

* areason;

e security category (where applicable);

» optionally, an aggregation into which a copy of éxé¢ract will be declared.

3972

Upon creation of an extract the ERMS should alloev¢opying of metadata elements
the extract.

[oY

3973

Subject to access control rights the ERMS shousblenamendment of selected data
items, for example, security category metadata.

2342

The ERMS should store a cross reference (as inatdatt ID>) to an extract in the san
class, file, sub-file or volume as the originaloet; even if that class, file, sub-file or
volume is closed.

4544

This is in addition to the requirement to file gpgoin <ID2343>, to allow for cross

referencing even in the same file, as the origaral extract may be separated by large

numbers of records in the file.

3971

When a record is retrieved the ERMS must showllowahe user to see, the existence

of all extracts made from that record and, sulijgeiccess and security controls, make
them available for retrieval.

4024

When an extract is retrieved the ERMS must showallow the user to see, the existen
of the original record and, subject to access aadriy controls, make it available for
retrieval.

c¥

Page 82




Testable

ID | Text, Requirement & Rationale

884 | 9.3 Changing, Deleting and Redacting Records

2341 The ERMS must store in the audit trail any changeeras a result of any requirement iM
this section.

10 Optional Modules

ID | Text, Requirement & Rationale 8

923 | 10 Optional Modules

924 | This chapter contains requirements functionalibsely allied to electronic records
management. It covers requirements to suppormtrgagement of physical (non-
electronic) records, document management, workfldegtronic signatures and other
functionality.

3549 | Each of the sections in this chapter correspondsiéooptional module of the MoReq2
Testing Framework. These modules are optiondiersense that the requirements
therein do not form a mandatory part of the corefionality of a MoReq2 compliant
ERMS.

927 | The sections in this chapter list requirementgHerfollowing areas:

* not used — retained in this draft for numberingposes only (section 10.1);
* management of physical records (section 10.2);

» disposition of physical records (section 10.3);

« document management and collaborative working i(eedi0.4);
» workflow (section 10.5);

» casework (section 10.6);

* integration with content systems (section 10.7);

» electronic signatures (section 10.8);

* encryption (section 10.9);

» digital rights management (section 10.10);

* interoperability and openness (section 10.11);

» distributed systems (section 10.12);

- offline and remote working (section 10.13);

» fax integration (section 10.14);

» security categories (section 10.15).

3550 | The requirements in this chapter are for functibpathich may be integrated with an
ERMS. These optional requirements need to be tadgether with the core
requirements in the rest of MoReq2. Their applikighiill depend on whether the
organisation has a need to implement the optiamaitionality.

3442 | Compliance with the requirements in this chapterisrequired for MoReg2
compliance. Therefore mandatory requirementsigadhapter are mandatory only in the
context of the optional modules in which they areated — that is, they are mandatory
only when the optional module in which they areaked is included in a test.

926

In each case, requirements are presented at dewviglh As they do not define the core
functions of an ERMS, these requirements are niod@stive but rather provide an

indication of the appropriate activities.

10.1Not used

This heading is retained in this draft for numbering purposes only. It will be removed from
the final version.
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10.2Management of Physical (Non-electronic) Files and Records

ID

Text, Requirement & Rationale

Testable

936

10.2 Management of Physical (Non-electronic) Filead Records

937

In addition to the electronic records, an orgarages records repository may contain
non-electronic records. These can include papsesdeecords and records on other
analogue media, for example microfiche or audi@safhey may also include digital
records stored on portable media, such as CDs, Davidscomputer tapes.

4165

The term physical records is used in MoReq2 to naggrrecord that is held in a

medium outside the ERMS. This includes not onlglague media but also digital med

holding records that are not individually contrdlley the ERMS. For example:

* a CD-ROM containing 10,000 images which are noividdally recognised by the
ERMS as records is a physical record;

* a CD-ROM containing 10,000 images, and locateddn\ae or jukebox connected t
the ERMS, and with each of the images recognisetid¥RMS as a record is not
physical record — it is a removable medium on whalgttronic records are stored.

O

a

925

This specification does not address the business ttemanage and maintain physical
records. Such a need may or may not exist, acugtdithe legislative and regulatory
environment. Where it does exist, care needs talk®n to preserve the integrity and
accessibility of electronic and physical recordetaas a whole. These issues should
addressed by appropriate organisational policies.

be

3338

The ERMS must be able to accommodate referendbgse physical records as well as,

and together with, electronic records; and proWtéhe management of aggregations
made up of both electronic and physical recordas<es, files, sub-files and volumes

may all contain any combination of electronic relsoand physical records. This differs

from the entity-relationship model in the previaggsion of MoReq.

3561

Physical records can co-exist with electronic rdsan several scenarios. The scenarips

include:

» Afile, sub-file or volume contains only physicakords. In this case, the entity
represented in the ERMS represents a physical io@ntir the records, such as a
filing jacket;

» Afile, sub-file or volume contains both electromicd physical records. The physig
records are stored without a container relevané¢ords management — for examp
an engineering drawing stored along with unrela@avings in a cabinet.

al
e,

3562

The ERMS must provide features to allow physicaitamers (as in the first option) to
be managed.

3565

In order to manage physical records the ERMS meisiidbe to capture and manage

metadata about them. This metadata enables adrativie and user roles to, subject to

access controls, locate, track, retrieve, reviedvdiapose of physical records, and to
allocate access controls to them in the same way @gctronic records.

3566

Similarly, the ERMS must be able to capture andagarmetadata about physical
containers.

2355

Requirement

3569

The ERMS must allow an administrative role to idgntlasses, files, sub-files and
volumes that exist as physical containers.

4479

The ERMS must allow administrative and user rabesriter and maintain metadata
about classes, files, sub-files and volumes thigt @s physical containers, as specifieg
the MoReq2 metadata model.
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936

10.2 Management of Physical (Non-electronic) Fileand Records

3570

The ERMS must allow user roles to enter and mainitdormation about physical
records in classes, files, sub-files and volumaiwing the same rules as when
capturing electronic records.

<

2363

The ERMS must allow classes, files, sub-files apldmes to contain electronic record
and physical records together, in any combination.

[
_<

3326

The ERMS must allow physical records to be managdde same way as the electron
records, including any inheritance of metadata.

cP

3327

When a user is browsing, retrieving, or otherwisgking with a class, file, sub-file or
volume, the ERMS should indicate the presence wpiptysical container or records in
with appropriate indicators.

3577

A user needs to determine easily whether physitéles exist in order to ensure that g
records are managed in the same manner. MoReqR ritwieprescribe the nature of
these indicators.

2361

The ERMS must allow a different set of metadatanelats to be configured by an
administrative role for physical classes, fileg)-$iles, volumes and records than for th
electronic equivalents. As an example, physidalrfietadata could include (but is not
limited to) additional metadata for:

» information on its physical location;

» information regarding the format of the physicaht@ner or record.

2359

The ERMS must ensure that retrieval of any clakes,dub-file or volume simultaneous
retrieves the metadata for both electronic and iphl/entities associated with it in a
single operation.

yY

2360

The ERMS should support tracking of physical carges and records by the provision
check-out and check-in to record their locatiorstodian and the date of check-in/cheq
out.

k-

X

4731

The ERMS should allow the user checking out a majdile, sub-file or volume to
specify a date by which it is due to be returned.

4732

The ERMS should report to a specified user wherd#te due for return of a physical
file, sub-file or volume is approaching and wheisibverdue.

4733

The ERMS should allow a suitably authorised useahtange the date due for return of
one or several physical files, sub-files or volumes single operation.

2357

The ERMS must ensure that the metadata for phyklies) sub-files, volumes and
records is always subject to the same access toasgavould be the case if they were
purely electronic.

2161

The ERMS should provide a tracking function to allasers to record information abol
the location and movement of physical files, suésfand volumes.

4480

The ERMS tracking function should allow for locatsoof physical entities to be select
from or validated against a list (such as a pulixddist).

4481

Where the ERMS does not support a list of locatinas-validated free text is
acceptable.

4482

The ERMS tracking function must allow users to etite checking out and checking ir
of physical entities.

1Y

4483

In other words, the ERMS must provide facilitiesegicord whether a physical entity is i
its home location or has been checked out.

N
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ID | Text, Requirement & Rationale

936 | 10.2 Management of Physical (Non-electronic) Filend Records

2160 | The ERMS tracking function must record informatabout the movements of a physiga¥
entity which includes:

* unique identifier;

e current location;

* an administrator-defined number of previous log&i{the number to be defined at
configuration time);

» date moved from location;

» date received at location;

» user responsible for the move (where appropriate).

3329 | The ERMS must allow a user role to see the cutosattion of a checked-out physical | Y
entity, its custodian, and the date upon whichctieck out occurred, subject to access
control rights.

3330| The ERMS must record all check in and check ouvigies and dates within the audit | Y
trail.

2371 | The ERMS must be able to record in the audit athithanges made to the metadata | Y
values of physical entities.

3336 | For example the location metadata element.

2356 | The ERMS should support the printing and recognitibbar codes for files, sub-files | Y
volumes and records; or alternative tracking systeuth as Radio Frequency
Identification (RFID) technology.

3333| This enables the ERMS to track the location andem@nts of physical records.

3578 | The ERMS should support the printing of labelsghysical files, sub-files and volumes.

3579| This enables a label to be produced containingrdgdemetadata which can then be
attached to the physical entity. This could in€lulut is not limited to, such metadata
as:

o Title;

* Identifier — System;

» Classification Code;

» Date of Opening;

» Security Category (if used);
* Normal storage location.

4467 | The ERMS should be able to notify administrativiesof any events in the retention and
disposition schedule relating to non-electroniords and aggregations scheduled since
a restore was executed.

4468

Section 4.3 Backup and Recovery sets out the &geints for restoring an ERMS.
When the system is used for managing non-electrenards a disparity may arise
following a restore whereby disposition actionsé@een carried out on the physical
objects, but this is not shown in the ERMS. Tédgirement enables administrative
roles to apply remedial action.

10.3Disposition of Physical Records

Testable

ID | Text, Requirement & Rationale
959 | 10.3 Disposition of Physical Records
2366

Requirement
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ID | Text, Requirement & Rationale

959 | 10.3 Disposition of Physical Records

3964 | When the retention period for a retention and digm schedule ends, if that retention Y
and disposition schedule applies to any entitiesBRMS must notify an administrative
role.

23721 The ERMS must alert an administrative role to tkistence and location of any physicaly
entity associated with any class, file, sub-filevolume that is to be transferred, exported
or destroyed.

4485 | This may be either when the retention period fogtantion and disposition schedule
ends, or when a transfer or export is initiated.

2369 | Whenever any physical entities are exported osfeared, the ERMS musixport or Y
transfer the metadata for them in the same walyeametadata for the electronic entities.

2222 | On transfer, export or destruction of physical teegithe ERMS must require an Y
administrative role to confirm the physical trams&xport or destruction before the
transfer, export or destruction is completed.

3444 | This normally will require an administrative role enter manually a confirmation that
the physical records have been transferred or dgstl.

10.4 Document Management and Collaborative Working

8

ID | Text, Requirement & Rationale 8

981 | 10.4 Document Managemenand Collaborative Working

982 | Electronic Document Management Systems — EDMSg witely used in organisations
to provide management and control over electroaaudchents. Many EDMS functions
and facilities overlap with ERMS. EDMSs typicaihclude indexing of documents,
storage management, version control, close integratith desktop applications and
retrieval tools to access the documents. Some ERM&/ide full EDMS capability,
others a subset. Conversely some EDMSs have io@ga core record management
functions.

34141 EDMSs often form part of a wider system implemeatatind contain collaborative
working tools to enable a number of users to pigdte in document drafting.

3647 | Collaborative working is also an integral elemeintantent management systems. See
section 10.7 for further requirements regardingé¢hfeatures.

983

By way of clarification, the following table showgpical differentiators between an

EDMS and an ERMS.
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981

10.4 Document Managemenand Collaborative Working

3410

An EDMS... An ERMS...

» allows documents to be modified; | = prevents records from being
modified;

» allows documents to exist in severab allows a single final version of a
versions; record to exist;

O
°
[N

* may allow documents to be deleteq prevents records from being delete
by their owners; except in certain strictly controlled
circumstances;

* may include some retention control®; must include rigorous retention
controls;

* may include a document storage |+ mustinclude a rigorous record
structure, which may be under the arrangement structure (the
control of users; classification scheme) which is

S

» isintended primarily to support day-- may support day-to-day working, bt
to-day use of documents for ongoing is primarily intended to provide a
business. secure repository for business

records.

maintained by an administrative rolg;

—+

1003

The rest of this section sets out key requireminke considered in the provision of ar
integrated ERMS/EDMS solution. The requirementdyapply where EDMS facilities
are part of the ERMS. A central feature of thespiirements is the concept that
documents can be stored in (that is, classifietht®same classes and files as records
though this is optional. This supports the ides traft documents can be filed in the
same aggregations as the final versions, whichbeillecords.

3581

Note that the word ‘document’ is used here speiffao describe information or an
object that has not been declared as a recoreiERMS.

2376

Requirement

2382

The ERMS should be able to manage electronic dootst@nd records in the context 0
the same classification scheme, using the sameascoatrol mechanisms.

4566

The intention of this requirement is to allow userstore documents that are drafts in
the aggregations that the eventual record will lsessified to. This is optional.

3421

Where the ERMS manages both documents and recdata the same classification
scheme it must clearly indicate which items areudoents and which are records.

3590

MoReq2 does not specify how this is achieved.

3424

Where the ERMS manages both documents and recdttda the same classification
scheme it must allow user roles to perform thifaihg tasks for any specified class @
file:

» declare all documents as records;

e delete all documents, leaving only the records;

=

» delete all documents that are older than a spddiiie.
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ID | Text, Requirement & Rationale

981 | 10.4 Document Managemenand Collaborative Working

3423 | Where the ERMS manages both documents and recdtta the same classification | Y
scheme it must notify an administrative role if downts exist within a class or file
being exported and provide options to:

* enable the documents to be deleted;
» declare them as records;
» export them with the records.

2388 | Where an EDMS is part of an ERMS, or is tighthegrated with an ERMS, the EDMS| P
must be able to pass automatically electronic dasusarising in the course of business
to the ERMS for automatic capture as records.

47341 This is especially relevant to case working scesgsi see also section <10.6>.

2387 | The ERMS must allow users to: Y
e capture an electronic document and declare itras@d in one process;
or
» capture an electronic document, store it, and cetaghe capture by declaring it as a

record at a later time.

2377 | The ERMS must be able to copy the contents of ectrenic record, in order to create aY
new and separate electronic document without autoatiy creating a new record, while
ensuring retention of the intact original record.

3325| For example, a user may copy a record in orderetadsa copy to a recipient who is not a
user of the ERMS. This copy may or may not berextihs a fresh record according to
the context.

3582 | The ERMS must allow user roles to check out (s€8584 below>) any documentto | Y
which they have appropriate access rights.

4549 The ERMS must allow user roles to check in any dumt that they have checked out| Y
giving the user the option of checking it in aseavrversion or not (see <ID3595>
below).

3597| The ERMS should allow a user who checks in a doatiteeenter, optionally, a textual | Y
explanation of the changes made while it was cheboke.

3584 | When a document is checked out by a user, the ERMS prevent any other user from Y
checking it out or changing it (subject to <ID4630>

3583 | When a document is checked out, only the user whalhecked it out can edit it.

3585 | This applies to documents only. As a matter ahifiefn, the ERMS must not allow any
record to be checked out and amended.

3586 | When a document is checked out, if any other usemats to check it out, the ERMS | Y
must prevent the user from checking it out a set¢oné, must inform the user that it is
checked out, and must either:

» show the identity of the user who performed theckbat;
or

» conceal the identity of the user who performeddeckout;
the option being specified at configuration time.

4630 | The ERMS must allow an administrative role to catioe check out of a document.

46311 This is intended to allow for situations where tiser who checked out the document is
unable to check it back in. This situation carsarior several reasons, for example:

» the user checked it out to a PC that has failetias been stolen;
» the checked out document has become corrupted;
» the user has forgotten to check it back in beftaeting a period of leave.
4632 | A user must not be able to check in a versiondd@ment that has had its check out | Y

cancelled (as in <ID4630>) as the same document.
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Testable

981

10.4 Document Managemenand Collaborative Working

3657

If an attempt is made to close an aggregation wite ERMS that includes a checkedt

out document, it must report this as an exceptaantadministrative role.

<

2386

Users should be able to capture a document frommihe EDMS.

2385

Users must be able to transfer smoothly to and fteERMS to declare the document N

as a record from within the EDMS.

3323

This requirement is especially important whereERMS/ERMS is used in a general
office environment.

3418

Where there are multiple versions of a documenERBS must be able to capture the
document as a record in all of the following waygh one being selected as default at
configuration time and the user being able to $elee during capture:
» the most recent version;

* one version that is specified by the user;

« all versions stored, held as a single record;

« all versions stored, held as separate but linkedrds.

3594

The ERMS must maintain a version number for eaclugh@nt, and must make it clear
visible when the document is retrieved or seardbed

yY

3595

The ERMS must automatically increment the documergion number when a
document is checked in as a new version.

3596

The ERMS should allow the version numbering scheniee defined at configuration
time, allowing at least the following options;

* simple sequential version numbering, that is nusmbéthe form 1, 2, 3;

* major and minor version numbering, that is thatumbers of the form x.y., where X

is a major version and y a minor version, with eiser deciding whether to increment

the major or the minor version, and the minor \@rdieing reset automatically to O
when the major version is incremented.

4590

Other numbering schemes are acceptable.

3700

The ERMS must allow document version storage tododigurable by an administrativ

role, at configuration time or later, at class &tellevel within the classification scheme

with at least the following default options for badass and file:

» all versions of all documents are stored in theslar file;

» only the most recent version (where an administeatdle has the ability to specify
major or minor versions) of each document is stamettie class or file;

* anumber of versions of each document are stor#teiclass or file, the number
being specified by an administrative role.

DD
-<

3701

This is to enable version control to be used wizehéstory of document development i
required. In areas where this history is not reqdi the number of versions stored — 3
hence the storage required — can be reduced.

U7

ind

3702

The ERMS should allow users who are storing a desurto override the default value
for the number of versions (as defined by <ID370@>)e stored for that document.

3324

For example, the time of creation and author obaument, also metadata identifiable
from structured fields within documents if thesistesuch as date and subject.

3415

The ERMS allow a user to enter metadata valuea fecord at the time of capture.

3416

The ERMS must ensure that any metadata that isiiepts managed in accordance w|
the MoReq2 metadata model.

ity

3419

Where there is any conflict in the metadata betwiberERMS and the document-
generating system, the ERMS must alert the user.

3648

This can arise when the ERMS does not have cooneslthe metadata elements in the
document.
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981 | 10.4 Document Managemenand Collaborative Working

2383 | The ERMS should be capable of integration with BEWMS versions or systems as N
these are brought into use by the organisation.

3588 | MoReq?2 does not specify how this is achieved. fsgtons should consider specifying
this capability in more detail.

2380 | The ERMS must be capable of version control, thatanaging different versions of an Y
electronic document as a single entity.

3417| This supports the drafting process of a documedtarables collaborative working

2379 | The ERMS should be able to restrict users to vigwin Y
e only the latest version of a document;
» selected versions of a document;
« all versions of a document;
e versions that have been captured or registereecasds,
the choice to be made at configuration or a latee ty an administrative role.

2378 | The ERMS should be able to interface with relatackpges, including image processing
and scanning systems (see section 6.7), and warlsiystems (see section <10.5>).

3422 | The ERMS should allow users to have a ‘personatkamace for documents. Y

3593 | This can be used by users to store personal dodismdrich are not expected to be
captured as records, for example, early drafts Wwhaoe not suitable for corporate
access, or other documents. Use of this worksplagceld be optional (that is, it should
be possible to configure the ERMS so that it isavailable).

4658 | Where the ERMS includes personal workspace, anrastmative role must be ableto | Y
limit the size of this on a per user basis.

4659 | Where the ERMS includes personal workspace, aafdhis must be restricted to the | Y
owner.

10.5Workflow

g

ID | Text, Requirement & Rationale 8

1031| 10.5 Workflow

1032 | The Workflow Management Coalition (WfMC) — an imational association for
developing workflow standards and interworking dfeslent workflow systems — defings
workflow as “the automation of a business processihole or part, during which
documents, information or tasks are passed fronpaneipant to another for action,
according to a set of procedural rules.” In trefimition, a “participant” can be a user, a
work group (i.e. a team), or a software application

4352 | As stated in <ID4351 in section 6.1>, the ERMS $thguovide basic workflow facilities
to enable simple routing for checking and approdmpcument before registration and
recording who took the decision, when and for wkatson.

1033

The requirements in this section cover both bamitimg functions, as described above
and more sophisticated workflow facilities inclugihandling high volume transactions
with exception cases, and reporting on system adiigidual performance. The latter

may be provided by integrating a third party wookflproduct with the ERMS.
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1031 10.5 Workflow

1034 | Workflow technologies transfer electronic objeot$vireen participants under the
automated control of a program. In the contexdroERMS, workflow is used to move
electronic files and/or documents and records batwesers, departments and application
programs. It is commonly used for:

* managing critical processes such as registratidrdaposition procedures of files qr
records;

» checking and approval of records before registnatio

* routing records or files in a controlled way froseuto user for specific actions e.g,
check document, approve new version;

* notifying users of the availability of records;

» distribution of records;

* managing records through case work processes.

2390 | Requirement

2412 | The ERMS must allow workflows which consist of anher of procedural steps, each| Y
step being (for example) movement of a documengreeor file from one participant to
another for action or decision.

2408 | The ERMS must allow pre-programmed workflows talbéned by administrative roles.

3599| The ERMS must allow administrative roles to savekfilows for future use. Y]

3600 | This implies that each saved workflow is assignadigue identifier.

2407 | The ERMS must restrict amendment of pre-programwatdtflows to administrative Y
roles, or authorised users.

3598 | The ERMS should allow the automatic declaratioa dbcument to be a step in a Y
workflow.

3601 | The ERMS should allow the administrative role stgrihe workflow to assign a unique Y
textual title to it.

3602 | Whenever an administrative role changes and stovexrkflow, the ERMS should store Y
a copy of the workflow before the changes as arce@nd should automatically assign a
new version number to the changed workflow, witiadata specifying the date/time
interval during which it was in effect.

2403 | The ERMS must not limit the number of workflows winican be defined and stored.

3604 | The ERMS should allow user roles to define, usesavé immediately new, user- Y
defined, workflows (sometimes called hocworkflows).

3438 | The ERMS should include a graphical interface tabé® administrative and user roles [teY
define, maintain and edit workflows.

2411 | The ERMS should not limit the number of steps icheaorkflow. P

3435 | The ERMS must support the definition of distinctrisftow roles to different users. \

4354 Examples of these roles include:

* aworkflow administrative role (having permissidogeassign tasks or actions to
another user or workgroup);
e asupervisor role (having permissions to desigrateorkflow for exception handling
in a specific case);
» ordinary workflow users or workgroups.
3436 | These workflow roles are distinct from the ERM®saet out in section 13.4.
3437| The ERMS should enable an administrative role fmdehe maximum number of steps Y

in a workflow at configuration time.
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2393 | The ERMS should allow the administrative role diefina workflow to associate time | Y
limits with individual steps, and report items winiare overdue according to these limits
to a nominated user or administrative role.

4353 | The ERMS should allow the administrative role diefina workflow to choose froma | Y
pre-defined list which actions shall be taken g/ plarticipants of the workflow.

4355| The ERMS should allow the administrative role diefina workflow to choose the Y
participants:

* by name;
e Dbyroles;
* by organisational units.

3603 | The ERMS must allow user roles to initiate (i.ee)usorkflows defined by Y
administrative roles.

24101 The ERMS must alert a user participant when aofileecord(s) has been received in theY
user’s electronic “in tray” for attention.

3605 | MoReq?2 does not specify whether this in tray ispiréicipant’s e-mail account in tray,
or separate from it.

3328 | The ERMS should support tracking of files and rdsdwy the provision of bring forward Y
(also referred to as “tickler”) facilities which @ple a user to request a reminder to access
the file or record on a future date.

2409 | The ERMS must provide a mechanism to allow usermtify other users of records Y
requiring their attention.

3425| This may use an existing e-mail system or a stamgabr proprietary messaging system.

2406 | Administrative roles should be able to allocateniesions to individual users so that | Y
they are able to reassign tasks/actions in a wawktb a different user or group.

3426 | A user may wish to send a file or record to anotis=r because of the record content,
because the assigned user is on leave, or for odesons.

2405 | The ERMS must record all creation of, and changepre-programmed workflows in | Y
the audit trail.

2404| The ERMS must allow users to monitor the progrésgaskflows they initiate and in Y
which they are participants.

3430 | The ERMS must ensure that all records and filesmetny links during a workflow P
process.

2402 | The ERMS should manage the files and records inegieshich can be examined and | Y
controlled by administrative roles.

2401 | The ERMS should enable participants to view quediegrk addressed to them and | Y
either should:

* select items for action;

or

* present items for attention on a first-in-first-tatsis;
the option to be specified when the workflow isigesd.

2400 | The ERMS should provide conditional flows dependinguser input or system data to| Y
determine the direction of the flow.

3427 In other words, flows which take the record or fibleone of a number of participants

depending on a condition decided by one of the@pants. For example, a flow may
take a record to either a credit control particigaor an order consolidation section,
depending on input from a sales supervisor; orftoe may depend on the value of an

order, as computed by the system.
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2398 | The ERMS should allow users to suspend a flow tearpgp in order to be able to attendY
to other work, and to resume it later (includinteafogging off from the system).

2397 | The ERMS must recognise as “participants” bothsiaed work groups.

2396 | Where the participant is a work group, the ERMSkflow feature should include a Y
facility to distribute incoming items to group meenb in rotation, or on a member’'s
completion of the current task, to balance team bersi workloads.

2395 | The ERMS should be able to prioritise items in qgeu Y

2394| The ERMS should include “rendezvous” processing.

3428 | This requires the workflow to be paused to awadtdlrival of a related electronic
document or record. When the awaited item is k&tkithe flow resumes automatically.

4656 | The ERMS should include the ability to trigger astance of a specified workflow Y
automatically when a record of a specified recgpetis received.

4657 | For example, a loan application workflow can bggered automatically by the receipt
of a record with record type “loan application fofm

2392| The ERMS should allow the receipt, in specifiediéok, of electronic documents or Y
records to trigger workflows automatically (the wibow being determined by the
document type or other metadata value).

2391 | The ERMS must provide comprehensive reportingifasito allow authorised user andY
administrative roles to monitor quantities, perfamoe and exceptions.

3439 | The ERMS should support the capture of a workfloacpss as a record.

3608 | When file(s) or record(s) have been processed usiegpr more workflows, the ERMS| Y
must allow users to determine the identifier(s) #reversion(s) of the workflow(s) used.

2202 | The ERMS should support the disposition, review axgbrt/transfer process, by Y
tracking and reporting on:

* progress/status of the review, such as awaiting-progress, details of reviewer and
date;

* records awaiting disposition as a result of a mewecision;

» progress of the transfer process.

3433 | The ERMS must notify an administrative role if aged or file within a workflow is Y
scheduled for review or disposition.

3431 | The ERMS must ensure that all access controls aimetaned at all times.

3609 | In other words, it must not be possible to confegany workflow to grant any access to
any user that the user would not otherwise have.

3434| The ERMS should be compatible with the Workflow Mgament Coalition (WfMC) Y
Reference Model.

3441 | The ERMS should support the export of a standandkfleav process or any of its Y
constituent parts according to any standard XMlesti(s).

3610 | The workflow audit trail should be integrated witle ERMS audit trail.

3750 The workflow audit trail must be unalterable. Y

10.6 Casework

ID

Text, Requirement & Rationale

Testable

2058

10.6 Casework

2059

This section specifies requirements for the hagdbh“case files” in a MoReq2-
compliant ERMS.
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3469

There is no universally-accepted definition of ‘€dige”, nor of the distinction between
case files and the other kinds of files often mawailgy an ERMS. The following is
therefore developed for, and intended to faciljtdte understanding of MoReq2; its
applicability in other situations is not guarantedts followed by an explanation of
“non-case files”.

3484

The term “case file” is defined in the MoReq2 glnssasa file relating to one or more
transactions performed totally or partly in a sttuced way, as a result of a concrete
process or activity.In this context, “structured” means that the sastions follow rules

that are (or that could be) documented, that todgw a consistent process (they do not

allow for users to invent completely new partsha process), and that they are repeat

across many instances of similar transactions. cbiments of the records in a case file

may be structured (e.g. completed online formg)nstructured (e.g. e-mail messages
scanned images of paper forms), in any combinatienkey distinguishing characteris!
of case files is that they result from processeghvare structured, at least in part.

ed

or
C

3483

Examples of case files can include files containmgxprds pertaining to:

* regulatory monitoring: each case file containsrdeords relating to the process of
monitoring an incident or company;

* query and complaint management: each case filadesl all the records relating to
one query or complaint, and its resolution;

e applications for permits, jobs, benefits, passes etach case file contains the recofr
relating to one application and the processes pifaming the permit, paying the
benefit, issuing the pass, etc.;

* investigation of an incident: each case file cargdhe records relating to the
investigation and resolution of an incident;

* human resources: each case file contains the recelating to the recruitment,
employment, and termination of an employee,;

» other transactions supported by a pre-programmekfioe (but not an ad hoc
workflow created for a single use).

ds

3884

Typically, case files feature a predictable streefior the arrangement of the records

they contain, albeit sometimes with numerous viamat For example, a Refund Request

case file might always contain completed applicafarms, then either requests for

clarification or approval documentation, and so @ase files are often divided into su
files (see glossary) in a way that reflects thisgtire. Case management processes
normally rely on business rules (implicit or exglievhich state that specified documer
must automatically be considered as records.

3482

Typically, though not necessarily, other charasters of case files are that:

» they are numerous;

» they are structured or partly structured;

» they are used and managed within a known and medigted process;

» they need to be retained for specified periods, @sult of legislation or regulation;
» they have similar content and/or structure;

» they have a known opening and closing date;

» they can be opened and (in many cases) closedseyvearkers (practitioners,

clerical staff or data processing systems) withbatneed for management approval.

3885

Because case files often are structured, they @fticontain several sub-files, usually
configured by means of a template. They may adswain volumes. See section <3.3;
for details of relevant functionality, all of whi@pplies to case files as it does to other

\"4

files.

Page 95




ID

Text, Requirement & Rationale

Testable

2058

10.6 Casework

3481

Case management frequently involves another busaggdication system which is

external to the ERMS (sometimes called a “line uwdibess” system) but which interfages

with it.

3480

Examples of such systems include:

» alicence application processing system;
e an enquiry tracking system;

* ahuman resources management system;
* an order processing system.

3478

A final differentiator is that casework files dotrrequire a highly structured
classification scheme. In most situations an esdbnflat structure is appropriate for

the case files of each kind of case. In thesatsitns, the case files for a specific kind pf

case all are allocated to a single case work clasish itself is positioned in the

classification scheme; each different kind of dgpecally is allocated to a different case

work class, allocated elsewhere in the classificasicheme.

4665

By contrast, the content of non-case files is udigtable, and is determined solely by {

users who declare the records. Non-case filesttendntain records collected during a

business process which does not follow formalisgeist which may be unique, and

which can vary from file to file, and which can ydroth according to the preferences of

the individuals involves and the nature of the sabmatter. Users who are working
with non-case file documentation tend to decidetivdrea document should or should

he

not be a record based on their experience and fuelge as opposed to the business rules

that apply for case file documentation. Examplesam-case files might include record

pertaining to:

e an unexpected issue, that has to be resolvedmigaelimanner and for which there
no precedent;

» collection and analysis of intelligence (whethdated to a market or to security
matters);

» collaborative development of a new policy.

S

is

3886

Case working often depends on workflows. Requirgsor the integration of
workflows are described in section <10.5>.

3477

Requirement

3495

An administrative role must be capable of configgrihe ERMS to allow at least one
“case worker” role (see glossary), with the spediiature that case worker roles can
have different access permissions for case wodsekand non-case work classes.

3496

In many cases case workers will be able to cregien and close case filas part of
their day-to-day business, but they will not hagenissions to create, open and close
non-case files. In non-case files this level ahatity may be granted only to
administrative roles.

2094

The ERMS should support an optional file titingahanism, to be configured by an

administrative role, which includes names (e.gspes’ names) and/or dates (e.g. dates
of birth) or unique file identifiers as file namekgrived and automatically validated from

external lists.

4640

The metadata used for automatically constructilegtities (as in <ID2094>) must be
mandatory metadata or suitable defaults shoulddaged when the titing mechanism
is defined. If the underlying metadata values ames, dates, etc.) which have been
used to create the file title are modified, the ERBhould not automatically update the
file’s title.
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4737

The rules for automatically constructing file t&tléas in <ID2094>) should be
configurable to be different for different classes.

<

2669

The three requirements above can be appropriatedse files. Any list used for
validation may be managed within the ERMS or magxbernal to it.

4227

Where a file title has been allocated automaticaljng a mechanism that incorporate
metadata such as a person’s name, dates of biithites possible for this original
metadata on which the title is based to be updateat. example, a person’s name may
change, a date of birth may have been recordediactly, etc. In these circumstance
the file title based on the metadata should nadltematically modified to reflect the
change as the file title may already have been (sed in correspondence, registered
another system, etc. Apart from the requirement that the file title istmutomatically
modified, MoReg2 does not mandate the possibl®mds.

Ul

12

on

4228

Several different outcomes are possible, including:
» the metadata change is ignored and the file tiidgs the same;

« an administrative role is alerted that the metadia#s been changed, and the role|i

able to (optionally) update the file title;

» the user making the change is warned that the ratdaths been used in the file titl
and asked to confirm the metadata change;

» the user making the change is prevented from upgdtie metadata and advised tg
forward the desired changes to an administrativie kho is able to edit the
metadata.

3476

The ERMS must allow the creation of case files by aser authorised as a case work

3497

The ERMS must allow users to access and open dileabg entering its case-specific
file identifier.

3474

In most case files the file identifier, i.e. tidereference number will be provided by an
external system. An interface should enable tlee tasvalidate a manually entered
identifier against this. This is different frormchadditional to, the system identifier an
classification code.

2748

The ERMS must provide an Application Programmintgiface (or comparable

capabilities) to enable integration with other Ingsis applications. This must include &

least the following functionality:

» the other business application to create, operckrsg ERMS case files;

» the other business application to provide the ERlsl& file title;

« the classification code of a newly-created casetfilbe passed to the other busine
application;

» the other business application to pass records tieblared into the ERMS case file

» the other business application to apply a reterdimh disposition schedule to an
existing closed file;

« error handling in case either system initiates@ioa which is considered invalid by
the other system.

£S,

4356

It is as if the business application should ackasrmal user — the ERMS should not
differentiate between the two.

3493

MoReq2 does not specify the nature of the errocgssing. However, specific
outcomes are identified in the following two reguirents.

4568

The ERMS must, upon receipt of an apparently inmvaguest from an external busine
application:
* not complete any invalid action;

* not result in a software failure in either the ERBIShe external application.
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4569

The ERMS should, upon receipt of an apparentlylidvaquest from an external
business application alert an authorised useraactirrective action can be taken.

3887

Where the ERMS interfaces with another businesicion it must be possible for an
administrative role to limit the other applicatisrdctions to one or more specified clas
within the ERMS’s classification scheme.

< =<

Ses

3888

In other words, it must not be possible for theeottpplication to take any actions that
affect classes, files or records beyond the cla3$@ the case files.

3499

Where the ERMS interfaces with another businescapion it should be possible for 8 N

user to switch easily between the related filesath applications.

3889

In other words, a user that has used the featufélseoother business application to
locate or identify a case or case file (for examplkgng the application’s postal addres
look-up features to identify a specific case) niugsable to open that case file in the
ERMS easily, that is without having to re-typethse file identifier. Likewise, a user
who has opened a case file in the ERMS (by browbkmglassification scheme, by
searching or by any other means) must be able ilswo the corresponding case
information in the other business application ie ame way.

[*2)

3491

Where the ERMS allows another business applicatiameate new case files it must b
able to receive relevant file metadata from thep#pplication.

[1°)
<

3490

The ERMS must allow case files to be configuredhwitetadata elements that are
specific to case files.

3489

For example, a case file may need one or more ratdaglements to indicate “status” @
“progress”.

=

3890

The ERMS must allow users to retrieve, declarerdcmto, and carry out all other validP

actions on, case files by using a case file idiemtihstead of a classification code.

3891

Most case files are identified by a unique casatifier such as an account number or
complaint number. Users must be able to work thiéise files simply by specifying this
identifier, and without the need to use the ERMSsification code (though use of the
code will remain possible).

U7

3892

When the ERMS receives records with structuredesdrftom another business
application, it should be able to extract metadat@mmatically from the records.

4163

When the ERMS receives records with structuredestdrftom another business
application, it should be able to use the extrantethdata to declare the records into t
appropriate file.

3893

For example, if an ERMS receives electronic clarmt from a benefits claim
processing application, it should be able to extithe claimant identifier and form type
then use these to classify the forms to the cooase file (using the claimant identifier
and sub-folder (using the form type).

3487

The ERMS must ensure that all actions performedrgnclass, file, or record, whether
by an authorised user or by another business apipli; are recorded in the audit trail.

3486

The ERMS must be capable of producing reports loacéibns performed on any

specified file(s), whether by an authorised usdryanother business system.
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3895 | The ERMS must be able to produce reports for adinative roles, showing at a Y
minimum:

» the numbers of records declared into case filesnaatically from other business
systems per time period;

« the numbers of records declared into case filesuadfnper time period;

« the numbers of case files opened and closed autmityaby other business systems
per time period,;

» the numbers of case files opened and closed mgmgiitime period.

10.7 Integration with Content Management Systems
g

ID | Text, Requirement & Rationale 8

2060 | 10.7 Integration with Content Management Systems

4282 | This section addresses the requirements for tegriation of “Content Management
Systems” (CMSs) with ERMSs. Modern content managemaystems include most or
all of electronic document management system (EDM®&Jtionality. Integration with
EDMSs is addressed in section <10.4>; this se@duresses only the CMS-specific
requirements. It describes the functional requireiiéor an ERMS only — it does not
describe the functional requirements for CMSs, @oes not include sufficient
functionality to make the ERMS perform tasks notgnassociated with CMSs.

45741 While CMS includes EDMS functionality, it extendsther. The choice of the word
“content” indicates that CMS aims to extend acrdbforms of information (content),
not just records.

2061 | There are many definitions of CMS. Most or altleém involve the management of
digital information using a software system. CMSagally deal with different aspects of
managing information than ERMSs. Frequent charaties of CMSs are:

* publishing information, often to websites or patand sometimes to several
channels using different renditions;

* managing information that originates from seveaairses;

» reformatting information and/or migrating it to serdifferent rendition(s);

« relating different versions, renditions and tratistess of documents to each other;

* managing components of documents.

4289 | At the time of writing, the most frequent use of term CMS, and the most frequent
need for integration with an ERMS, is likely to &pm web publishing. However, this
section is intended to allow for both web publighand other sorts of CMS.

4288 | Content management functionality may be provided IBMS separate from the ERMS,
or by an integrated package that provides both GRMelectronic records management
functionality. For ease of explanation, this sattilescribes MoReg2 requirements as| if
the CMS and ERMS are separate; this separatioot ia requirement.

4287

The relationship between an ERMS and a CMS is showmghly simplified form, in

the following figure.
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4286

Records to be processed by CMS

ERMS

A A 4

Records processed and/or CMS
published by CMS T

Information from

Figure <C10 1D4286> other sources

4284

This figure shows that:

» Copies of records can be passed from the ERMSt&MS for processing (the
processing usually involves editing, migrating iffedent renditions, and
publication).

* Records can be passed from the CMS to the ERM&future. This can happen

while information is being processed by the CMSafter it has been processed and

published by the CMS. These may take many forntdiding (though not limited
to) web pages, web sites, and new renditions atiexj records.

« The CMS can also receive information from otherrses, so the records it passes
back to the ERMS can consist of a combination farmation that originated from
the ERMS and information from elsewhere.

4290

Note that the words “ can be passed taover several possibilities:

e copies of the records are transmitted between Gaifuns;

» they are stored in a repository that is commomé&QdMS and the ERMS, and only
messages identifying the documents or recordgamernitted between the
applications;

and possibly other scenarios.

4283

For simplicity, this figure shows only the relatginps that are relevant to these
requirements. Thus it does not show other inpitse@ERMS, publication outputs of
the CMS, etc.

4267

CMS technology is evolving rapidly, so organisatidhat require CMS integration mus
specify their individual requirements; reliancethis section alone is not likely to
suffice. This section should be viewed as a sigpioint, to prompt further analysis.

—*

4270

Requirement

4291

The ERMS must allow users to initiate the passingppies of specified records,
together with at least some of their metadata, floenERMS to the CMS.

4292

The metadata to be passed can be specified agooation time.

4294

The ERMS must be able to receive as input fromQRES records, including some

metadata, and must either:

e automatically capture the records into the appeteriile(s) based on their metadat
or

» allow a user to specify the appropriate file(s).

4265

The ERMS must accommodate metadata required b@ Mt in addition to the records

management metadata specified by MoReq?2.
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4272

For example, a CMS may use metadata elementsrisformation needed for content
management, such as:

. IP address;

. status;

. language;

. publication date;

. effective date;

. reason for change.

The ERMS must be able to store these elementsthexayh they are not required for
records management. It is not necessary for thRI&® be able to store all the
metadata produced or used by the CMS; only theezi&srspecified at configuration time
need be stored. The elements to be stored ndemddetermined based on business need.

4296

Note that this is a highly general requirementallows for a wide variety of functions fo
be carried out by the CMS then recorded as metastated in the ERMS.

4297

When a user is selecting records to copy from fR#&IE to the CMS, the ERMS must | Y
allow the user to use the CMS metadata valueshasia for selecting the records to be
passed.

4298

Continuing the example in <ID 4272 above>, a usalymelect records in a specified
class with specified values of “effective date” dsthtus”.

4299

When a record is being passed from the CMS to BRI & for capture, if that record is | Y
related to an existing record stored in the ERMS ¢kample, it is a different rendition
or a translation of the existing record), the ERM@&st not delete or change the existin
record, but must instead store the new record.

«Q

4273

When a record related to an existing record (adD#299 above>) is being passed fromy
the CMS to the ERMS for capture, the ERMS mustraataally link the existing and
the new records (as in <ID2113>).

4300

This will only be possible if the CMS passes, withrecord, the identifier of the existing
record, as a metadata value. If the CMS does ass$ jpack this value, then the ERMS
cannot fail a MoReg2 compliance test.

4259

When a record related to an existing record (ad#299 above>) is passed from the | N
CMS to the ERMS and then captured as a recordcRMS should ensure that the
metadata of the new record is, as far as possi@atical to that of the original record hy
binding it to the same metadata, with only suchvaht differences in the metadata as|are
required to record the changes and actions of M8.C

4253

When documents are being passed from the CMS tBRMS in the form of web pages,Y
the ERMS should be able to capture a web pageser af web pages, declaring them as
a single record.

4302

The ability to capture a set of pages as a singmrd may be useful in several
circumstances, such as storing “snapshot” copiea wfeb site periodically.

4303

Capturing web pages is likely to require changeth®references (hyperlinks within the
pages, hyperlinks to other web pages, and refesetacgraphical or other components
etc.) so as to allow the pages to appear corred taretain as much as possible of their
original functionality. This is unavoidable if welges that include graphical elements,
style sheets, hyperlinks etc. are to be storeteir briginal formats without losing all
functionality and fidelity. The key aspect is ttha information-providing content of the
web page must not be modified. See requiremeseidion 6.2 ID4636 and 1D4638>.

4305

When records are being passed from the ERMS tG$, this must be recorded
automatically in the ERMS audit trail and in theorls’ metadata.
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4301

When records are being received by the ERMS frarQilS, this must be recorded
automatically in the ERMS audit trail and in theorls’ metadata.

<

10.8Electronic signatures
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10.8 Electronic signatures

1090

Electronic signatures (sometimes referred to asadligignatures) consist of information
that is attached to, or is logically associatechwather information, such as an electron
record, and which serves as a method of autheiatica@ he electronic signature typical

takes the form of a sequence of characters. ugesl with secure algorithms, procedures

and “keys” (a long string of characters analogaua password) to confirm the integrity
of a record, and/or to authenticate the identitthefsender or the source of a record.
Electronic signatures should not be confused whitraap, or scanned image, of a

ic

manual “pen and ink” signature on paper — thisosaonsidered secure, and so is unlikely

to add to the evidence about authenticity of anekco

4582

An electronic signature, as the term is used in BggR is a form of “advanced electroni

signature” as defined in the European “Directiveaddommunity Framework for

Electronic Signatures” 1999/93/EC. An advancedtsd@ic signature is one that meets

the definition in the Directive, namely that thgrsture is:

* uniquely linked to the signatory;

» capable of identifying the signatory;

» created using means that the signatory can maiataler his sole control;

» linked to the data (e.g. record) to which it reate such a manner that any subsequ
change of the data (e.g. record) is detectable.

Another, unrelated, standard for electronic sigreaftameworks is X.509 (see appendix

7.1).

O

ent

4575

Examples of widely-recognised electronic signatlgerithms are the Secure Hash
Algorithms such as SHA-1 which have largely supdesethe earlier MD5 (Message-
Digest Algorithm 5).

1091

e-Mail has become the default means of communicdtiomany organisations and this
has resulted in the widespread movement of docwsveerd records in relatively
uncontrolled environments. The use of electroignatures for authentication and
integrity confirmation is therefore becoming widelgopted, especially where records ¢
business transactions are involved.

3411

Electronic signatures are also used to providenepudiation - repudiation refers to any
act of disclaiming responsibility for a messageonMNepudiation provides proof of the
integrity and origin of data which can be verifizglany third party at any time. It
prevents an individual or entity from denying hayperformed a particular action relate
to data such as approval, sending, receipt, knayel¢bcognizing the content of a
received message) or delivery (receipt and knovdgdg

2d

1092

The requirements in this section apply only wheezd is a requirement to manage
records bearing electronic signatures. At the tfneriting, electronic signatures are st
subject to change and uncertainty as new infrastres and algorithms are tested and

introduced. This state of affairs is likely to tiomie to evolve for the foreseeable future.

Users of MoReq2 should therefore confirm requiretsi@nd implications for long-term

storage with appropriate authorities.
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Testable

Text, Requirement & Rationale

1089

10.8 Electronic signatures

3412

There are no requirements in this section relatrigdividual countries’ legislation on
electronic signatures. By way of illustration, solaws require that a signature be

retained complete to have value, while others requily the retention of metadata about
a signature. Where these are relevant they malgak with in a country-specific chapter
zero.

2413

Requirement

2420

The ERMS must be able to capture, verify if requlli@end store, at the time of record | Y
capture, electronic signatures, associated electoantificates and details of related
certification service providers.

3614

This is essential as it will not always be possibleecreate this information at later
times.

3305

The ERMS must enable administrative roles to caméighe system, either at Y
configuration time, or at a later date, to storafication metadata for electronically
signed records, including public keys, with theorelcat time of capture in one of the
following ways:

» the fact of successful verification;

» specified information regarding the verificatioropess;

» all verification data.

3615

This is essential as it will not always be posstbleecreate this information at later
times.

2419

The ERMS should have a standards-based interfaimd \whrmits the introduction of newN
electronic signature technologies as they aredioiced.

4642

An example of a suitable standard basis is the Xy Management Spec (XKMS, see
appendix 7.1).

3302

This is especially valuable given the changes aaagiin this area.

2418

The ERMS should be capable of checking the validiitgn electronic signature, Y
including checking the certificate of a recordha time of capture against an electronig
certificate revocation list and should store thauteof the check in the record’s metadata.
It should report any invalid check result to a sfped user or administrator role.

3616

This is valuable as it may not always be possiblgerform this check on the information
at later times.

2417

When capturing e-mail messages the ERMS must leetalglapture automatically, and | Y
preserve as metadata, details about the processifi€ation for an electronic signature,
including:

» the fact that the validity of the signature wasabeesl;

 the identity of individual initiating the check (&fe relevant);

» the certificate issuer,;

* the serial number of the electronic certificatajfyang the signature;

» the certification service provider with which thgrsature has been validated;
» the date and time that the checking occurred.

3617

This is essential as it may not always be possibfecreate this information at later
times. Because software changes, because cesgiexpire, and because external
authorities can cease to exist, electronic signasurannot be guaranteed to be verifiable
over long periods; hence this requirement to redhel fact that a signature was
successfully verified.

2415

The ERMS should include features which demonsthatethe integrity of records bearindN
electronic signatures has been maintained.
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1089 | 10.8 Electronic signatures

3306 | An example of this would be the verification oftettronic signature. This
demonstration of integrity should apply even ifaaiministrative role has made
authorised changes to the metadata of the record.

3303 | The way in which this might be achieved is notgibed.

2414| The ERMS should be able to store with the electroedord: Y
» the electronic signature(s) associated with thadnas
» the electronic certificate(s) verifying the signatu

4759 |t should be possible for the ERMS administratodéfine whether the ERMS will store| Y
the validation ticket returned by the system thmegoked electronic signature.

4760 | The validation ticket is sometimes referred to askan.

3314| The ERMS should enable an administrative role fiyagn electronic signature to a file| Y
or record during an export process so that theofileecord’s integrity and origin can
subsequently be verified.

3315| An electronic signature applied during export (sd23314>) should be capable of Y
external validation so that the file or record’gemrity and origin can subsequently be
verified.

4357 | To do this the ERMS must be capable of exportinglectronic certificate with the
organisation’s public key, with the record.

10.9Encryption

8

ID | Text, Requirement & Rationale 8

1110| 10.9 Encryption

1111} Encryption is the process of applying a complergfarmation to an electronic object so
that it cannot be rendered by an application ieamlable or understandable form unless
the corresponding decryption transformation is iggpl This can be used to secure
electronic objects, by use of transformations whexduire the use of secure electronic
key codes.

1112 | The requirements in this section apply only whéed is a requirement to manage
records which are encrypted.

2421 | Requirement

2426 | \Where an electronic record has been sent or ret@ivencrypted form by a software | Y
application which interfaces with the ERMS, the ERIust be capable of restricting
access to that record to users listed as holdmgetlevant decryption key, in addition tg
any other access control allocated to that record.

4095| The ERMS must be able to capture and store, dirtteeof record capture, information | Y
relating to encryption and details of related veaifion agencies.

2425 | \Where an electronic record has been transmitteddnypted form by a software Y
application which interfaces with the ERMS, the ERBhould be able to keep as
metadata with that record:

» the fact of encrypted transmission;
» the serial number of an electronic certificate (vehappropriate);
» the type of algorithm;
» the level of encryption used;
« the date and time of the encryption and/or decoyppirocess, where applicable.
2424 The ERMS should be able to ensure the captureafpted records from a software | Y

application which has an encrypting capability.
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Testable

1110

10.9 Encryption

2423

The ERMS should allow encryption to be removed waeecord is imported or
captured. This feature should be configured bgdministrative role at configuration
time or later.

<

3304

This feature may be desired in some large scalerdearchives which have a
requirement for long-term access (because encrypto. is likely to reduce the ability
to read records in the long term). In this ca$e drganisation would rely on audit trai
or similar information to prove that the encryptietc. had been present but has been
removed. In other environments, this feature newriesirable from a legal point of
view. See <sections 5.3 and 3.1 for more detail3ransfer and Importing.

2422

The ERMS should have a structure which permits eeevyption technologies to be
introduced.

10.10Digital Rights Management

ID

Text, Requirement & Rationale

Testable

1126

10.10 Digital Rights Management

3619

This optional module does not contain any requir@sithat are testable in their curren
form. As explained below, testing will be meanuginly when the requirements are
adapted to specified technologies.

—

1127

Digital Rights Management (DRM) and Enterprise RibRights Management
(sometimes abbreviated to E-DRM) constitute a mbisyandardised set of technologie
used to protect intellectual property and/or tdrretsthe distribution of information.
DRM is generally associated with the protectiontéllectual property (especially in th
music, electronic publishing and film industries}jile E-DRM is generally associated
with placing restrictions on the distribution ofdineess information, for reasons of
security or commercial sensitivity. However, tlmibdaries are not firm and either mg
be encountered in the context of an ERMS. Accglglinn the remainder of this sectio
these technologies are referred to as DRM/E-DRM.

[72)

Yy

=

3620

Examples of DRM/E-DRM include:

« Electronic watermarking (also referred to as digitatermarking), which imposes
visible information about intellectual rights ovaectronic documents or records. T
information is imposed in a complex manner that @saks removal difficult without
the correct algorithm and key.

» Steganography, which similarly imposes informataout intellectual rights, but in
way that is invisible or, in the case of an aud® inaudible. Special software is
required to read the intellectual rights informatio

» Copy protection schemes, which use a variety of@ahes to prevent copying.

* Features built into documents or records that atleem to be viewed on-screen bu
not to be printed.

» Expiry features built into documents or recordg giravent them from being
rendered in any way after a specified date hasepass

he

a

3621

DRM/E-DRM technologies are at a relatively earlggst of development. They are like
to change significantly during the expected lifetiof MoReq?2.

ly

3311

These, and similar technologies, can be applieddords in many formats, including
digitised sounds and moving pictures.
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3312

These technologies provide a particular challengecords management as they may

make future presentation of records difficult orsbme cases impossible. For exampl

* Some forms of watermark rely on the presence afgph” software in the viewing
application to be wholly effective. A record wihich a watermark may be viewab
without the plug-in, but it will not be possible eébtain all the watermark informatio
if the plug-in is not available. As time passes likelihood increases that the plug-
will not be available.

* An e-mail message contains an expiry feature, angilsno longer be readable afte
a specified date. This problem is particularlydi@us as it may not be apparent at
the time the record is captured.

(D

e

=]

in

3622

At a minimum, user and administrative roles resgmegor capturing and managing

electronic records should be aware of any DRM/E-DiebBtures affecting records in the

ERMS. Additionally, potential records managemesfitatilties caused by these
technologies can be minimised if the DRM/E-DRM teat are removed from records
(or around) the time of their capture. Howevetthbaf these points are procedural
issues, and therefore beyond the scope of MoReq2.

at

1128

The applicable technologies vary widely, and tle#fiect on records varies equally
widely. For this reason, it is not feasible tonfielate generic requirements that apply t
all the technologies. Therefore this section dpErsome high-level requirements that
must be made more specific by users of MoReqzZy¥ Hre to be used for specification
and procurement. So, for example, if time-relaegiry features are expected, the
requirements must be adapted to give specific reqgnts for dealing with the expiry
features.

o

2427

Requirement

2428

The ERMS must be capable of capturing and stoengrds bearing DRM/E-DRM
features.

4359

The ERMS should be able to identify the presendeR¥/E-DRM features in a record
at the time of capture. Where DRM/E-DRM featuresidentified, the ERMS should
inform the user and provide the following options:

* keep the DRM/E-DRM features;

* remove DRM/E-DRM features if possible;

» stop the capture process.

3626

The ERMS should be able to remove DRM/E-DRM featdrem records during captur

3627

This may be mandatory in some environments, butatdse mandatory in the general
case as it would require an arbitrary ability tao@umvent security features. If DRM/E-
DRM features are removed this should be recordederaudit trail.

2299

The ERMS should include the ability to control aaxéo records based on intellectual
property restrictions, and generate charging dataudch accesses.

3767

This brief statement encompasses a wide rangaenofifunality which is beyond the sco
of MoReg2. This requirement may be satisfied byidmg the ability to link to a
separate application.

3623

The ERMS must be capable of correctly presentingros with DRM/E-DRM features,
to the extent that the DRM/E-DRM features permit.

2429

The ERMS should be able to retrieve and storeeaatithe of declarationpformation
stored in the DRM/E-DRM features, to the extent tha DRM/E-DRM features permit

3624

For example, the identities of the owners of thell@ectual property, as encoded in a
watermark; or an expiry date.

3625

This may be mandatory in some environments, butatdse mandatory in the general
case as it would require an arbitrary ability tao@imvent security features.

2430

The ERMS should allow new DRM/E-DRM technologieb#&introduced.

3316

The ERMS should be able to apply DRM/E-DRM featuoesecords during export.

3317

This is especially desirable if a DRM/E-DRM feathes been removed.
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10.11Not used

Thisheading isretained in this draft for numbering purposes only. It will be removed from the
final version.

10.12Distributed Systems

ID

Text, Requirement & Rationale

Testable

2062

10.12 Distributed Systems

2063

This section comprises requirements for organisatthat require an ERMS to operate| i

multiple locations.

5

4140

Many organisations operate from several sites. ré/thee sites are relatively close to
each other geographically, or when the network eotion between all the sites is gooc
(with sufficient capacity) then it may be that agde “instance” of an ERMS is most
appropriate to cope with all sites. In these caaiéthe sites operate as if they were cq
located, and the requirements of this section me¢apply. However, if the sites are
widely separated, and/or if the connectivity betwdeem is not good, then it may be
necessary to implement a distributed ERMS; in ¢hae the requirements in this sectic

apply.

4316

There are several different architectural approsithelistributed systems. These incly
one instance of an ERMS controlling multiple repases; several instances of an
ERMS, each with its repository(ies), communicatvith each other; and other
approaches. MoReg2 does not specify an archida@pproach; it specifies only the ke
requirements for such distributed environmentswuses the term “distributed ERMS” t
refer to any such architecture.

de

3177

Requirement

4145

The ERMS must be capable of being configured bgdministrative role for use across
multiple locations.

2083

The ERMS should support a distributed classificaioheme across a network of
electronic record repositories.

3529

The ERMS must allow an administrative role to maimtclasses, files, sub-files,
volumes and records and their associated metaddtaualit trails across the distributeq
ERMS such that maintenance operations can be damieonce to apply to the entire
distributed ERMS.

)

4317

Maintenance means performing transactions as gpedaih chapter 3, section 9.1 and
elsewhere.

4318

Where the ERMS supports multiple repositorieshatidd allow an administrative role t
specify which repository stores the ‘master’ copgach class (and its descendant
classes, records classified to it, etc.).

4319

For example, an organisation may decide to impleroee repository for each of its
locations, with each location’s records being stbne the location’s repository (this
assumes that the classification scheme design sispihis configuration).

4320

Where the ERMS supports multiple repositorieshatudd allow an administrative role t
specify which repository(ies) automatically storeopy of each class (and its descend
classes, records classified to it, etc.).

DY
ant

4321

For example, an organisation may decide that:
« all repositories have to be copied to the heacteffepository;

* in one territory, all repositories must be copiedeach other.
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2062

10.12 Distributed Systems

4322

Note that this implicitly means that repositorie=ed to be synchronised automatically
This includes the repositories’:

* records and documents;

* metadata.

4323

Where the ERMS supports multiple repositorieshatidd allow an administrative role t
specify which repository(ies) the users at eachtion can access.

4324

For example, an organisation may decide that:

» all users can access only the repository for th&sation;

» all users can access the repository for their lamatand the head office repository;

« all head office users can access any repositoryendii other users can access only
the repository for their location;

» all users can access all repositories within thenritory (i.e. within a specified set ¢
repositories; this is not intended to imply thag BBRMS has to recognise the conce
of ‘territory’).

4325

Where the ERMS supports multiple repositorieshatidd allow an administrative role t
specify that all audit trails will be copied to orgpository.

3531

The ERMS must prevent or resolve any conflicts edusy changes made in different
locations.

4327

For example, a potential conflict may arise if ta@gministrative roles in different
locations make a different change to the metadatheosame class which is stored in
third location.

3530

The ERMS must allow an administrative role to moenkoth the entire distributed
ERMS as a single entity and individual repositgr@eviding the same facilities as
described in section <9.2>.

4148

The ERMS should be able to produce reports (asfeggem section <9.2>) that cover
multiple repositories.

3532

The ERMS should support caching of frequently aawently used files, sub-files,
volumes and records accessed from locations usimgte repositories.

3534

The following two requirements relate to the perfance of the distributed ERMS. They

use the convention of expressing variable quastitieangle brackets (for example <xx|
minutes/hours>) as explained in the introductiorchapter 11.

3535

Where the ERMS synchronises repositories, they bmistynchronised withinxx
minutes/hours> of any change (subject to availghal network connections).

3533

The ERMS must be capable of propagating any adtratise change across all
repositories within xx minutes/hours>.

4152

Requirements <ID3535 above> and <ID3533 above> example requirements.
MoReq2 does not specify response times as thddgevgystem dependant. See sectic
11.2 for a full description.

n

4146

It is critical that the system architecture alloasceptable response times across all
locations. Users of MoReq2 should consider spegfiesponse times for many of the
requirements specified in section 11.2 separatglyransactions involving information
held in remote repositories.

4143

Where the ERMS is capable of creating workflowoasrdistributed systems, it must [

ey

able to interchange data across these systemsitimkthe workflow process.
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2062

10.12 Distributed Systems

4329

Where the ERMS supports multiple repositories, &hdre “master” copies are stored
specified repositories (see <ID4318 above>, it ghallow an administrative role to
change which repository stores the ‘master’ copgawh class (and its descendant
classes, records classified to it, etc.); when suchange is made, the ERMS must mg
the contents from the old location to the new lmrat

ny

Ve

4330

This will be useful when creating or removing rafmges, or when moving records to ¢
different repository following geographical movasalving business functions

=

4331

Where the ERMS supports multiple repositories,ustrallow an administrative role to
add a new repository.

4332

Where the ERMS supports multiple repositories,ustrallow an administrative role to
remove a repository.

10.130ffline and Remote Working

ID

Text, Requirement & Rationale

Testable

2064

10.13 Offline and Remote Working

2065

The requirements in this section cover all typesiobile and offline usage of the ERM
by users who are not permanently connected to RME (or to the network hosting it).

S

3548

There are several possible scenarios including:

» users who access the ERMS using portable comp(siech as mobile, laptop, or
notebook computers) or PCs that are connectectBRMS intermittently;

* users who connect to the ERMS remotely througlabugi connection, or any othe
connection with low bandwidth connection (e.g.tElecommuting or in a temporar
location);

» users who access the ERMS using other mobile desgiceh as PDASs or
smartphones.

-

3543

Portable computers can be used as normal workssatvben connected to the ERMS.
However users may need to be able to download yarzhsonise records and data so t
they can work on them whilst offline.

hat

4043

To enable this functionality the ERMS needs to dioad not only records and
aggregations but also their metadata. The ERME&algib need to synchronise all of th
modified data when the user is next connecteddsyistem.

(1%}

4044

In a similar way, portable computers can be coraterttermittently to the ERMS, for

example when they are used by telecommuters. Wiegnare connected, the portable
computer will need to synchronise with the ERMSc@®again there will be the need tg
download records etc, with the downloaded datagoeianaged on the portable compu
in between synchronisations.

4045

PDAs, smartphones and other handheld devices casdukto view and access records
In many cases using a browser interface. Inhdirartations, such as a small screen a
restricted performance, mean that in many casdsadevice cannot offer the full
functionality of a portable or fixed computer. Hewer, such devices are often used fqg
mobile e-mail, notes and calendar applicationsthatk is therefore a necessity to
synchronise these types of document with the cesystem.

-

4306

MoReq2 does not specify requirements to allow neobil offline users to maintain the
classification scheme (e.g. the creation of newsga) and files (e.g. closing a file). It
may be possible to develop systems that suppoit siaintenance, and MoReq2 does

not prevent this.
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2064] 10.13 Offline and Remote Working

3544 Requirement

4307 | The ERMS should allow an administrative role tocsiyeclasses containing information Y
that cannot be downloaded by any user.

4308 | This is a security provision to protect sensitiveormation from being downloaded and
hence placed beyond the control of the ERMS.

3545| The ERMS must enable a user to download any agipegar record(s) with Y
accompanying metadata for the user to work on whds attached to the
network.

4223 | The ERMS must track in its audit trail all activitp downloaded aggregations, records,Y
and documents.

3546 | The ERMS should note in the aggregation, recomboument metadata that the entity| Y
has been downloaded for offline use.

3547 | The ERMS must enable the synchronisation of dowdtddaaggregations, records and | Y
documents upon connection to the system.

4309 | That is, it must update the metadata and providedaflict handling by prompting the
user if a conflict occurs.

42241 The ERMS must update the audit trail with inforroaton offline activity upon Y
connection to the system.

4107 | The ERMS must allow a user to capture documentgedenhile offline then to capture Y
them as records later when connected to the ERMS.

4108 | |If the record has been created offline then the BRMist either:

* when re-connected, prompt the user in the synchatioin dialogue to file it within
the appropriate class, file, sub-file or volume;

or:

* when re-connected, file it automatically, using thass, file, sub-file or volume
specified by the user while disconnected (subgecalidation).

4106 | The ERMS must apply all access and security cantootemotely connected devices.

43101 The ERMS must not provide any opportunity for gugalevices to breach the security
rules of the ERMS. For example, a user must natbeto download any information
which he could not access online. However, MoReg@gnises that once information
has been downloaded to a device the ERMS losesotohtit, and that security breaches
in this scenario cannot be prevented by the ERMS.

43111 The following four requirements apply only where ERMS supports electronic
document management, as defined in section 1hdy Use terminology defined in that
section.

43121 The ERMS must allow a user to download documentis agcompanying metadata for| Y
the user to work on whilst not attached to the oekw

4313| The ERMS must allow users the option of checkingutioents out when they are Y
downloaded.

43141 If a user checks out a document and works on itenfot connected to the ERMS, the | Y
system must allow version numbering to be applieithé document.

4315 If a user checks out a document and changes issovenumber while not connected to| Y
the ERMS, when the user reconnects to the ERMS$ist mllow the user to upload the
revised document, and must at that time autométicheck it in and record the changes
and the new version number.
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10.14Fax Integration

Testable

ID | Text, Requirement & Rationale

2068| 10.14 Fax Integration

4097 | While e-mail has taken over from facsimile as marganisations’ preferred method of
rapid communication, there are still some occasantssome locations for which fax is
required.

4098 | This can be, for example, where the original doaunigenot in electronic format and a
copy needs to be sent to another organisationherena visible representation of, e.g., a
signature is required.

4100 | Some fax servers integrate with e-mail systeméabltoth incoming and outgoing faxes
are dealt with as e-mail attachments. In this thseequirements in <section 6.4>
apply.

4099 | Where an organisation’s ERMS is integrated withyadervice the following
requirements apply.

3540 | Requirement

3536 | The ERMS should provide application programming interface (API) to enabh®i N
interface with a fax server.

3537 | The ERMS must be capable of storing faxes in stahfd@mats, for example TIFFv6 | Y
image format with Group IV compression.

4750 | See 1SO 12033 for implications of compression nastho

3541 | The ERMS must support the capture of faxes in tegmated way, so that the capture ¢an
be performed by a user from within the fax inteeféi€ user an interface exists), without
the user needing to switch to the ERMS.

3539 | The ERMS must be tightly integrated with the faterface to enable users to fax any | Y
electronic record that they are currently viewimgworking with in the ERMS, from
within the ERMS (so long as the record can be miteskeas a two-dimensional image).

4096 | |t must be possible for an administrative role aafigure the ERMS so that it operates|ity
one of the following ways when an ERMS user senidgsa
* it automatically captures the fax as a record;

* it automatically prompts the user, giving the useioption to declare the fax as a
record,
» it takes no action (and thus relies on the usaritiate declaration if appropriate).

4101 | Regardless of which way is chosen, it is accepttnlthe ERMS to require the user to
classify the record manually and enter metadata unaéwp.

4102 | It must be possible for administrative role to égafe the ERMS so that it operates in| Y
one of the following ways when an ERMS user recevéax:

e it automatically prompts the user, giving the usmeioption to declare it;
» |t takes no action (and thus relies on the useritiate declaration if appropriate).

4103 Regardless of which way is chosen, it is acceptnlthe ERMS to require the user to
classify the record manually and enter metadata uady.

3542 The ERMS should be capable of automatically extigdbx metadata elements from | Y
incoming faxes, as specified in chapter 12, fomeple:

o title;
* sender;
e time and date;
e recipient.
4221

This may be accomplished by means of a fax temalatkeis only relevant where faxes

have a predictable internal structure.
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2068| 10.14 Fax Integration

41121 The ERMS should be capable of automatically pomdaiax metadata elements for | Y
outgoing faxes, as specified in chapter 12, fongpa:

o ftitle;

* sender;

e time and date;
* recipient.

4222 | This may be accomplished by means of a fax templiateis only relevant where faxes
have a predictable internal structure.

41041 The ERMS must allow a user who is capturing a fa&dit the title metadata element, inY
order to reflect the content of the fax.

3538 | The ERMS should be capable of providing a fax re¢gpe for both inbound and Y
outbound faxes to enable a user to enter metadata.

10.15 Security Categories

3
<

ID | Text, Requirement & Rationale ks

424 | 10.15 Security Categories

425 | Chapter 4 describes requirements for controlliraeas to aggregations and records by
role and group. In some environments, such agtimy®lving national security,
healthcare, etc., there is a need to limit acaaskdr, using a scheme of security
categories and security clearances.

4113| These clearances take precedence over any acgisswihich might be granted using
the features defined in chapter 4. The requiremiaritss section apply only in
organisations which have this need.

426 | This is achieved by allocating one or more “Segutiategories” to classes, files, sub-
files, volumes and/or records.

4115| The term “Security Category” is used in this speation to mean “one or several terms
associated with a recowvehich defines rules governing access to it.” Nbt this term
is used expressly for this specification; it is geherally employed.

427 | Users can be allocated a single security clearah@gh prevents access to all
aggregations or records which have been allocaggeehsecurity categories.

428 | Security categories can be made up of sub-catego8eme sub-categories are
hierarchical in nature. Other sub-categories neagrbanged differently, typically in a
way which is unique to an organisation or sector.

4116 | MoReq2 describes in detail only the requirementsfhierarchical sub-category.

3523 | The examples given here are based on nationalisemarkings but the same principles
apply to markings used in other sectors.

41141 There can also be country-specific national segagtéssification requirements. Where
appropriate these can be addressed in chapter zero.

2167 | Requirement

2178 | The ERMS must allow one of the following optionsh selected at configuration time: Y

» security categories are assigned to classes, $ildsfiles and/or volumes (and not t
individual records);

* security categories are assigned to individualnecéand not to classes, files, sub-
files and/or volumes);

e security categories are assigned both to individe@drds and to classes, files, sub

O

files and/or volumes.
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3504

Some organisations will wish to control sensitigeards individually, while others will
wish to control them at the class, file etc. level.

4333

The ERMS must allow an administrative role to sfye@t configuration time, which
roles can specify and change the security categfagcords, classes etc..

4334

In some organisations, only the information owneilshave this privilege. In others,
different roles, such asecurity reviewers or line managers (if such ragst) will have
these privileges.

2176

The ERMS must allow, but not necessarily requieeusity categories to be made up 0
one or more “sub-categories”.

3505

For example, a security category may be made upreé sub-categories, as in the
following fictitious example:

4335

. Security Class;
. Caveat;
. Descriptor.

4598

Each sub-category can be thought of as one dimemgéning the security of
information. So, in this example, any valid comalion of the three sub-categories
security class, caveat and descriptor can be appierecord.

4336

The ERMS must require controlled vocabularies tad&ied and maintained by an
administrative role, these vocabularies limiting t#llowable values for each sub-
category

4337

For example, the sub-categories might be as irfdh@wing fictitious example:

3506

Sub-category Allowable values

Class Top Secret
Secret
Confidential
Restricted
Unclassified

Caveat NATO Eyes Only
WEU Eyes Only

Descriptor Commercial
Personnel
Management

Audit and Accounts

Figure <C10 ID 3506>

3507

In this fictitious example, the sub-category “Segu€lass” is hierarchic (see
<ID2174> while the other sub-categories are not. Requéets for hierarchic sub-
categories are common; these are specified below.

4153

Requirements for non-hierarchic sub-categories lsamomplex and are specific to the
sector in which they are employed; with the exoeptf requirementsiD2175>and
<ID4338> they are not detailed here.

2175

The ERMS should allow specific implementations afinplex or unique security rules.

3508

These may be provided by suitable application progimterfaces. Examples of the ne
for these include a need to manage records usimfgingaconventions not covered herg
such as IDO (International Defence Organisation)kiags, or access restrictions for

ed

1%

medical records.
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2174

For at least one sub-category, the ERMS must supgdaerarchy of at least five levels,
from unrestricted access at the lowest level tblljigestricted access at the highest le

® <

3509

The sub-category “security class” in requiremetD2176>is an example of this.

4338

Where a sub-category and the corresponding cleesaare not hierarchical, the ERMS
must allow one of the following options to be sébelcat configuration time:

» the ERMS must require a valid clearance to be edtfar each new user;

* the ERMS must apply a default clearance for newsuse

An administrative role must be able to redefinedbfault clearance at configuration
time or any other time.

<

4339

In other words, the clearances must be mandatarygers.

4155

Where the ERMS applies a default hierarchical eleee to new users (as in <ID4338
above>) it must apply a default clearance for neersithat is the lowest clearance in t
hierarchy (that is, the most restricted).

he

2172

The ERMS must restrict access to records (andaedasites, sub-files and volumes
depending on the selection made for <ID2178>) tsé¢husers who have a security
clearance equal to, or higher than, the securtggoay.

3511

Note that this clearance may not be sufficientlitam access. Access to the electroni
records may in addition be restricted to specifiseérs, roles and/or groups, using
features described in chapter 4

2171

Where a sub-category is hierarchical, the ERMS msestone of the following modes of Y

operation to assign a sub-category to new classesids etc., selectable by an
administrative role at configuration time (or aayer time):

* the ERMS must apply a default value that is setebtean administrative role;
« the ERMS must use the parent aggregation’s valaedasault;

» the ERMS must require an administrative role teeatvalue.

4647

Where a sub-category is non-hierarchical, the ERMSt use one of the following
modes of operation to assign a sub-category toal@sses, records etc., selectable by
administrative role at configuration time (or aayer time):

* the ERMS must apply a default value that is setebtean administrative role;

« the ERMS must use the parent aggregation’s valaedasault;

» the ERMS must allow but not require an administetble to enter a value.

an

4360

When a new hierarchical security category or sudgraly is defined, the ERMS must

apply a default value for all existing classesprds etc. that is the lowest value, i.e. most

restricted, in the hierarchy.

4361

The ERMS should allow security clearance to becalied to a role and inherited by
users. Where a security clearance is inherited fionle, the ERMS must allow a
different security clearance to be applied at tuvidual user level.

2170

If the ERMS supports security categories for bettords and classes etc. (see
<ID2178>), it should be capable of preventing &|dile, sub-file or volume from

having a lower security category than any recorttiwiit.
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4908

If a user attempts to capture a record that haghehsecurity category than the file into
S

which it is being captured the ERMS must notify tiser so that appropriate action catr
be taken; the ERMS must allow at least the foll@nactions (subject to their being
enabled at configuration time):

» the security category of the file is raised to thfathe record;

» the user is denied permission to capture the reatodhe file;

« the record is automatically sent to a specified émeaction;

* the user is invited to create a new file for theord, with default values of metadata

taken from the original file; and then to capture tecord into the new file, as one
integrated process.

<

2169

An administrative role must be able to determireetityghest security category of any
record in any class, file, sub-file or volume byans of one simple enquiry.

3513

In some environments, this will be an importantdeato aid manageability.

3518

An administrative role must be able to amend tloeisy category of a class, file, sub-
file, volume or record at any time.

2168

The ERMS should support routine, periodic, schetiuleview of security categories,

where a review consists of:

» allowing a user (with appropriate clearance andnssions) to view specified
records and their security categories;

» allowing the user to change the security categories

4340

MoReq2 does not prescribe how this is achieved.

4341

When a user changes the value of a security catéginer during a review as in
<ID2168> or otherwise), the ERMS must allow theruseenter a reason for the chang
and must store the reason with the history (ad8519>) as metadata.

4746

See <ID4333> for details of users allowed to chasgeurity categories.

4342

The ERMS must allow users who have clearance amdiggions that allow them to set
a record to see the current value(s) of its sgcaategory(ies) and any history (as in
<ID3519>).

3522

The ERMS should support the allocation of a segwategory to a class, file, sub-file @
volume, which is valid for a defined period of tin@d should automatically downgrad
the marking to the lowest level security categdrgha end of that period.

3520

The ERMS should support the allocation of a segaategory to a class, file, sub-file g
volume, which is valid for a defined period of tinaad should automatically downgrad
the marking to a lower, pre-selected, securitygatg at the end of that period.

3521

The ERMS should support notification to an admmaiste role of the expiry of a
selected time period for which a security cateday been allocated to a class, file, su
file or volume, and allow the security marking ® teassessed and amended.

4154

For example the ERMS should send a notificatidiDate of Birth + x years.” This is
for use in medical records or for other data prdiec purposes.

4343

The ERMS must automatically record all changestmsty category and sub-category
values in the audit trail.

4344

The ERMS must not allow a user to apply a seceatggory to a class, file, sub-file or
volume that the user does not have access to.

2350

Subject to support for <section 10.15 ID2178>, dmiaistrative role must be able to
change the security category of classes, filesfited) volumes and records.

2351

An administrative role must be able to change duisty category of all records in a
class, file, sub-file or volume in one operation.
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3779

This is routinely required to reduce the level adtpction given to records as their
sensitivity decreases over time.

4177

The ERMS must provide a warning to an administeatode if any records are having

their security category lowered, and await conftiorabefore completing the operatior).

2349

The ERMS must automatically record the history,dates and details, of any changes t

security category, in the metadata of the releekss, file, sub-file, volume or record.

4747

The history must include, for each change madedgl#ite, user, values before and after
the change, and reason.

11 Non-Functional Requirements

Testable
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11511 11 Non-Functional Requirements

1152 | Some of the attributes of a successful ERMS impigat®n cannot be defined in terms
of functionality. In practice, non-functional regeiments are important to success. This
chapter brings these requirements together.

1160 | The sections in this chapter list requirementgHerfollowing areas:

» ease of use (section 11.1);

» performance and scalability (section 11.2);

» system availability (section 11.3);

» technical standards (section 11.4);

« legislative and regulatory requirements (sectiorblt1

* outsourcing and third party management of datdi(sed1.6);
» preservation and technology obsolescence (secliaf);1

» business processes (section 11.8).

3997 | These non-functional requirements are often diffitudefine and, and difficult to
measure objectively; it is nevertheless valuablieentify them so that they can be
considered, at least at a high level. Some areifspto EDRM, but several are generic
to many kinds of IT system.

1153 | In addition to this chapter, users of this speatfin will need to consider organisational
needs in relation to current technical and openatistandards, and in relation to the
ERMS supplier's support services including docuragonh, customisation, training and
consultancy.

11541 QOrganisations will need to add their own requiretaémthese areas, depending on their
size and structure, physical characteristics ancentitechnical operating environment,
This section is intended as a checklist of aspebtsh users will need to consider when
developing their specific requirements. These mekd to be added to the generic
requirements given in earlier sections.

1155 | Some of the Example Requirements in this chapterangled brackets to indicate that ja
user of the specification needs to enter a quadtifalue or some other application-
specific information. For example,

1156 | <xx minutes/hours>

11571 means that a user of the specification should enkength of time, probably measured|in
minutes or hours, to suit the specific requirement.

4055 | Similarly,

1158 | <4 seconds>
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1159

means that the specification user should spediiy@ interval; 4 seconds is here
suggested as a starting point, for consideration.

4056

In the same way, alternative phrases are also fouadgled brackets. So for example
the phrase

4059

<every day/on all weekdays/days per year>

4058

should be taken to mean “every day, or every wegkataon a specified number of days

per year or similar” as appropriate for the orgatics.

4057

In all cases, XX’ may mean any number, no matter how large or small

4655

Because the requirements are generic, and becHigernt organisations will have
widely differing requirements and priorities, thenafunctional requirements in this
chapter are not tested in the MoReg2 testing framnlewThe testable attributes that are
given here are to be used as a guideline, orgamsaand users of MoReg2 will need t

analyse their requirements, set their prioritiégl @onduct their own tests in these areas.

O @D

11.1Ease of Use

©
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1168| 11.1 Ease of Use

1170 | When considering non-functional requirements ineligping an ERMS specification,
these must include the degree of ease of use egfj@nd how it is to be specified. This
will depend on the kinds of user for whom the syste intended, and the amount of
training that is to be undertaken. Examples of reguents for ease of use are listed
below.

2436 | Example Requirement

4202 | The ERMS must allow an administrative role to cgafe how much of the classificatignY
scheme each user role or group of users is alaedcess.

4216 | For example a user or group of users, e.g. casesrsrknay be limited to viewing a
single class of the classification scheme or eypetific files or sub-files.

2457 | The ERMS must provide online help throughout thiresystem. Y

47521 The ERMS must present the classification schemghggally in hierarchical form, and | Y
allow users to navigate it using the graphical @spntation.

2453 | The online help in the ERMS should be context-damesi Y

2456 | The ERMS should include help on use of the clas#ifin scheme, including, at a P
minimum, easy access to the description metadai@dsses, files, sub-files and
volumes.

4583 | The ERMS should include a thesaurus to assist useedecting terms for keywords,
descriptions etc..

2452 | All error messages produced by the ERMS must benimefaul, so that users can decide N
how to correct the error or cancel the process.

3976 | |deally, each error message will be accompanieéiplanatory text and an indication pf
the action(s) which the user can take in respoogbd error.

2448 | The ERMS user interface should be suitable foranagh the widest range of needs andN
abilities; that is, designed according to suitaaeessibility standards and guidelines, and
compatible with common specialised accessibilifjveare.

3673| See appendix 7 section 3 for appropriate standarabguidelines.

3675 | The ERMS documentation should be provided in aul$efmat such that users with | N

widest range of needs and abilities have the gseat@nce of using it.
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3676

See appendix 7 section 2 for appropriate standardsguidelines.

2447

The ERMS must be easy to use and intuitive througho

3998

Ease of use may be assessed by a panel of tygiea.u

2451

The ERMS user interface rules and behaviour musbhsistent across all aspects of t
system including windows, menus and commands. elhesst also be consistent with
the operating system environment in which the ER&rates.

3977

The rules should be consistent with other mainstregplications already installed.

2450

The ERMS must be able to display simultaneousltipialrecords and aggregations.

4061

The ERMS must support a graphical user interface.

2446

The ERMS must allow users to move, re-size and fydlae appearance of the window
and to save modifications into their user profoetisat they take effect automatically
each time the users log on to the ERMS.

sY

2440

The ERMS must allow users to customise aspectseoftaphical user interface.
Customisation should include, but need not be édhtb, the following changes:
e menu and toolbar contents;

e screen layout;

e use of function keys;

* on-screen colours, fonts and font sizes;

* audible alerts.

2445

The ERMS should allow users to select sound angimvelof audio alerts, and to save
modifications into their user profile.

2444

The ERMS must allow persistent defaults for datayemhere desirable. These defaull
should include:

» user-definable values;

* values same as previous item;

» values derived from context, e.g. date, file refese user identifier;
as appropriate.

sP

4000

The ERMS must allow configurable drop down menu%pak lists” of metadata
element values for data entry.

4001

The content of these lists should be configuraplarbadministrative role.

2443

Frequently-executed ERMS transactions must be degigo that they can be complete

with a small number of interactions (e.g. mousekslior keystrokes).

2442

The ERMS should be tightly integrated with the migation’s e-mail system in order tg
allow users to send records and aggregations efec#illy without leaving the ERMS.

2942

For example the user should be able to send frenERMS mail client. The essence ¢
this requirement is that the user must not haveatibch to the e-mail application to sen
the record.

2441

Where requirement <ID2442> is met, the ERMS shputwide this by sending pointer
or links to aggregations and records rather thaimesp whenever an aggregation or
record is sent to another user of the ERMS.

3978

There may be exceptions to this, for example, atemser who does not have consist
access to the central repository.

ent

2745

The ERMS should indicate whether an e-mail mesbkagen attachment.

2861

For example, by means of an icon.

2439

The ERMS should support user-programmable functions

3979

For example, user-definable macros.
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2438

Where users have to enter metadata from recordshveine images of printed documen
(e.g. scanned images), the ERMS should provideresto allow the use of optical
character recognition to capture metadata fromnttage (zoned optical character
recognition).

2

4062

For example, the user should be able to selecttangle of the image that contains

metadata such as a date or a title, then convettithage to a metadata value and insert

it into the desired metadata element, all in ongomc

2437

The ERMS should allow users to define cross-refmeetween related records, both
within the same aggregation and in different aggfiegs, allowing easy navigation
between the records.

2290

When viewing or working with a record or aggregat{olass, file, sub-file or volume) o
records, whether as the result of a search ofanager should be able to use ERMS
features to find information about the next-higlesmel of aggregation of records easily
and without leaving or closing the record.

3766

For example, when reading a record, the user shbeldble to find out what class, file
sub-file or volume it is in; if viewing file metadathe user should be able to find out
information about the class in which it is located.

4063

The ERMS should allow a user who has access te arfrecord to check whether
another specified user, group or role has acceiss to

4064

This is to permit users to specify a user, groupobe explicitly. Thus a user can enqui
about the rights of another user, in the contexa oécord or file, without needing to
know that user’s group or role memberships.

4065

The ERMS should allow a user to mitigate the ris&iag from an error in filing a recor¢
by allowing users to place a temporary lock oncare or file with a single click. This
temporary lock should bar access to that file oore to all users save for administratiy
roles; and the ERMS should automatically informadministrative role that the
temporary lock has been applied, allowing the adtrative role (and nobody else) to
remove the temporary lock.

e

4066

This is to allow users to correct an error — suchazcidentally placing a sensitive
record into an unsecured file, perhaps as part tdrag and drop” operation. Because
users are not able to delete, remove or changerdscohis requires administrative
action.

4067

Users should be able to copy records from the ERNMSother working environments,
such as a “desktop” folder, using “drag and drawthout this action resulting in any
change to the record or its metadata.

4068

When a record is dropped into any other environmiémiill be acceptable for it to lose
its metadata (on the basis that most other enviemtsdo not support the MoReqg2
metadata model).

4070

The ERMS should provide help which provides visyatance.

4071

For example, including screen shots and/or aninmetishowing users how to use systé
features.

2Mm

4072

The ERMS should allow users to mark areas of tie $yestem as “favourite” areas or
similar, so that they can find them easily on latecasions.

2820

A user working with a file must be able to discoeasily and quickly the keywords
associated with that file.

2826

It must be possible to discover the keywords withauing to leave the file, in a way th

at

allows work with the file to be continued withauiieirruption.
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47411 The ERMS should allow users to define classes &led records as “favourites”, so thatY
they can find them easily on later occasions.

4742 | The ERMS should allow users to send “favouritesdtieer users. Y

4743 | The favourites can be sent be e-mail or by anathechanism.

11.2Performance and Scalability

3
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1212| 11.2 Performance and Scalability

1213 | Users of this specification should consider theeto which the ERMS provides rapid
response times (in line with user expectations),iarctapable of serving the size of user
population for which it is intended. Some consadi®ns and example requirements are
given below.

1214 | The response times experienced by users will deperidctors outside the ERMS,
including:

* network bandwidth;

* network utilisation;

* network latency;

« configuration and utilisation of various serveraeses.

1218 | This specification cannot address such externa&bfacother than to point out that they
must not be ignored. Usually, tests in the liveiemment are needed to obtain a reliable
view of performance.

1219| Accordingly, these requirements should be integatetith a standardised understanding
of “response time”. This standardised understapdiii vary from environment to
environment, depending on the status of the inuasire.

4038 | For example, if the ERMS is being specified forearsting infrastructure, it may be
appropriate to specify response time in terms etitne between receipt of a keystroke
at the server, and the sending of the responsgnatively, if the ERMS is being
specified for a new network it may be more appmtprio specify response time in terms
of the time between keying a request at the wotikstand receiving the response at the
workstation.

4039 | Specific requirements for offline and remote wogkare covered in section 10.13 and
these example requirements will need to be fumhadified in these environments.

4040 | The ERMS must be able to perform all functions apédrate consistently to meet
business and user needs as defined in the exaatpleeaments below.

2458 | Example Requirement

2466 | The ERMS must provide adequate response times ¢b lmasiness needs for commonly N
performed functions under standard conditionsef@mple:

* <100%> of the total anticipated user populatiorgkdjon and active;
* <100%> of the anticipated total volume of documensmaged by the system;
» users performing a typical mix of transaction typesarious rates;
with consistency of performance over at least tensaction attempts.
2465 | The ERMS must be able to return the results ofrgla search (the hit list) within <3 | N

seconds> and of a complex search (combining feordewithin <10 seconds>

regardless of the storage capacity or numbered find records on the system.
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3980 | In this context, performing a search means retugrarhit list (see <ID2273>). It does
not include retrieving the records themselves.

2464\ The ERMS must be able to retrieve and display wittdl seconds> the first page ofa | N
record which has been accessed within the prewigxs months, regardless of storage
capacity or number of files/records on the system.

4584 | This requirement, and the next, apply only to damnthat can be presented in the form
of pages. If the documents are unusually largmay be necessary to extend the
acceptable response time.

4076 | The inclusion of tvithin the previous xx> monthg implies the use of a staged or
“hierarchical” physical storage mechanism. See alse next requirement.

3981| This requirement is intended to allow for rapidrietal of frequently-used records, on
the understanding that frequency of use is typyaadirrelated with recent use. The
timescale is to be inserted by the organisatiorsgloleon an evaluation of the time after
which the heavy usage of records decreases.

2463 | The ERMS must be able to retrieve and display wi###0 seconds> the first page of a| N
record which has not been accessed within the quevixx> months, regardless of
storage capacity or number of files/records orstfstem.

3982 | This requirement is intended to allow for casesmtzeform of hierarchical storage
management is used, where records used infrequanmtlgtored on slower media than
more active records, or stored near-line. The soade is to be inserted by the
organisation, based on an evaluation of the timerafhich the heavy usage of record:s
decreases.

\"ZJ

40771 For both this and the preceding requirement, ifta# electronic records are stored using
a single physical mechanism (i.e. without stagebierarchic storage) then the phrase
“within the previous x> month$ is irrelevant and should be deleted.

2462 | The ERMS must allow a single implementation ofgkistem to have an electronic N
record store of at leaskxgigabytes/terabytes/petabytes> ax <
thousand/million/billion> records, and to servéeatst skx hundred/thousand> users
simultaneously with the performance levels spediiiethis section.

3983 | Estimates of storage requirements and record amd pspulation to be inserted by the
organisation. Note that in large organisations, large volumesemfords may accumulate
— in some cases this will extend into the billiohsecords.

4559 | The ERMS must provide the performance levels sgekih this section with volumes upN
to at least:

* <xx> classes;

o <xx>files per class;

o <xx> sub-files per file;

e <xx> volumes per sub-file;
e <xx>records per volume.

4560 | These are indicative metrics only. Organisationgwsd consider whether other similar
metrics apply to their circumstances.

2461 | |t must be possible to expand the ERMS, in a cdiettonanner, to meet organisational N
growth up to at leasts hundred /thousand> users while providing continaftservice.

4561| The intention of this requirement is that expansbauld be possible with only
“routine” upgrades that do not result in major int@ptions in availability.
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2460

The ERMS must support the above performance levalding routine maintenance of:
e roles, users and user groups;

e security categories;

» access profiles;

» classification schemes;

» (databases;

» retention and disposition schedules;

» disposal holds;

in the face of the anticipated levels of organadl change, without imposing undue
systems down time or account administration ovaethésee also chapter 9).

zZ

3984

1=4

In cases where performance requirements are sttiotay be necessary to quantify the
anticipated levels of organisational change.

2459

The ERMS must be scaleable and must be able tedzkin small or large organisationsN

with varying numbers of differently-sized organisatl units and across different
geographical locations.

11.3System Availability
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1240| 11.3 System Availability

1241 | In many organisations the introduction of an ERNi8 BEDMS together will increase
users’ dependence on the IT network to the exktettthey will be unable to continue
working if the ERMS and EDMS become unavailable.

4025 | Accordingly, users of this specification who arequring a system should make every
effort to identify user requirements for availatyiliand then to specify these for the
procurement. Example requirements for availabdiy given below.

2467 | Example Requirement

2472 The ERMS must be available to users: froxx80> to <xx00> <every day/on all N
weekdaysi{x days per year>.

2471 | Planned downtime for the ERMS must not exceed-ours per <rolling three month | N
period>.

3985 | The definition of “downtime” may depend on the asfiructure and architecture. For
example, in some environments, a failure causeskbyer hardware will be considered
as a failure of the ERMS; in other environmentshsabreakdown will be considered as
a different kind of failure, not attributable toglfERMS.

4003 | A suitable definition needs to be agreed; as atstgipoint the following is proposed:
“The ERMS is considered to be down if more than%of users are unable to perform
any normal ERMS function and if this failure igisiited to any component of the ERMS
other than the user’s workstation.”

2470 | Unplanned downtime for the ERMS must not exceedhours/minutes> per <rolling | N
three month period>.

4753| In a procurement it may be appropriate to requesirgitative evidence about mean time
to resolve problems support of this requirement.

2469 | The number of incidents of unplanned downtime fier ERMS must not exceeax= per| N
<rolling three month period>.

4754 b

In procurement, it may be appropriate to requesdrgitative evidence about mean tim
between failures in support of this requirement.
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2468

In the event of any software or hardware failurepust be possible to restore the ERM
to a known state (no older than <the previous dbagitskup>) within no more tharxx>
hours of working hardware being available.

¢
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1255| 11.4 Technical Standards

1256 | The ERMS should comply with relevant de facto aadude standards. Where possible,
it is desirable that the ERMS should make use ehapther than proprietary interfaces.

1257 | Users of this specification may need to specifyumegnents for standards covering:

* hardware environment (for server platforms and wit@tkon environments);

* operating system environment (for server platfoamd workstation environments);
* workstation (client) software architecture;

* user interface;

» relational database and interface;

* network protocol and network operating system;

* interchange standards;

» application program interface and developer kits.

1266 | When using this specification for procurement, iit be necessary to add further details
of the technical environment, including all ERM$eiriaces (e.g. legacy systems, office
systems) and any plans for change.

1267 | Additionally, users of this specification will neéal consider their individual
requirements for standards:

4005| See appendix 7.1 for a definitive list of the stadd used in this specification.

2473 | Example Requirement

2484 | If a monolingual thesaurus is implemented withERMS, it should comply with Y
standard ISO 2788, Guidelines for the establishrardtdevelopment of monolingual
thesauri.

2483 | |If a multilingual thesaurus is implemented with ERMS, it should comply with Y
standard ISO 5964, Guidelines for the establishrardtdevelopment of multilingual
thesauri.

2481 | The ERMS must support the storage of records dgaméprmats and encoding which areP
either de jure standards or which are fully docuteen

4004 | Users may wish to specify file format and encodatmirements for their organisation.

2478 | The ERMS should store all dates in a format comphéth ISO 8601, Data elements | Y
and interchange formats — Information interchangepresentation of dates and times.

2476 | The ERMS should store all language names in a focorapliant with ISO 639, Codes| Y
for the representation of names of languages.

2474 If the ERMS is to manage records in multiple larggsaor using non-English charactersy

it should be capable of handling ISO 10646 encoflihgcode).

11.5Legislative and Regulatory Requirements
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1293| 11.5 Legislative and Regulatory Requirements

1294 | The ERMS must conform to legislative and regulateguirements, which typically
vary from region to region and between industries.

1295 | MoReg2 does not address the need to maintain @iysicords. Such a need may or
may not exist, according to the legislative andufetpry environment; where there is
such a need, care needs to be taken to preseeggiintand usability of electronic and
physical records taken as a whole. These issweddkshe addressed by appropriate
organisational policies.

1296 | The following requirements will require localisatidn a “chapter zero”.

4585 |n addition, users of MoReg2 will need to considgruirements that are specific to their
industry, market sector, etc.

2485 | Example Requirement

2489 | The ERMS must conform to locally-applicable stadddor legal admissibility and N
evidential weight of electronic records.

2488 | The ERMS must comply with locally-applicable recordanagement legislation.

2487 | The ERMS must not include any features which acerimpatible with locally-applicable N
data protection, freedom of information or othegiséation.

2486 | The ERMS must comply with any locally-applicabler&uean, national or local N
regulatory requirements, guidelines or codes oftpra for the industry, business
function or sector.

11.6Outsourcing and Third Party Management of Data
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1310| 11.6 Outsourcing and Third Party Management of Data

1311 | Many organisations use external service providestdre and manage records. In some
cases, these are records that are no longer dotitxave low recall requirements) but
which need to be retained for a legislative pededchanded by legal/government
stipulation, industry regulators or for long ternegervation.

1312 | Other organisations use Application Service Prag@dASPs) to manage active records
as well as those that have been archived. Ora@s send their documents or records
— invoices, customer correspondence, mortgagecaioin documents etc. — to be
indexed and stored by the ASP. The documentareavailable for retrieval and
presentation by the organisation’s staff over tiiernet or through a wide area network.

1313 | The management of electronic records by a thirtypaguires that the contract with the
service provider has clearly defined procedurescamdrols in place in order to meet
regulatory requirements, adhere to best practickef@al admissibility of electronic
records, and meet the business demands of the fdremccess and availability.

1314 | The contract will need to include provisions that:

» the service provider's management must be to aatdrat least as good as that of
the client’'s management of its records internally;

» the client will be able to recover the records fribra service provider in the future,
and still be able to continue the management ofd@herds to the organisation’s
standards and meet legal admissibility requirements

1317 This sub-section draws heavily on ISO 15801 (segefidix 1).

2491 | Requirement

2505 | A contract or Service Level Agreement (SLA) mustlgeeed with the service provider| N

detailing the services that are to be used.
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4008

An SLA is a formal negotiated agreement betweenlidat and the service provider. It
records the agreed position regarding servicespiities, responsibilities, etc.

2504

Details of the procedures for the transfer of rdsdrom the client to the service
provider, and from the service provider to therdljenust be documented.

3990

This may use communication links between the tsiteansfer files and records
automatically on a daily or regular basis. The olienust be satisfied that the link
between the two sites is secure and the protogelgolace to check all records are
received, and reports produced listing any discrepa

2503

The service provider must be able to provide trentlwith copies of the audit trail of th
processes for logging and storing of the records/fi

eN

2502

The service provider must demonstrate that the/féeords and metadata stored can |
easily transferred back to the client's ERMS withany loss of structure, metadata or
content of the records.

neN

4006

The service provider must have procedures in glaedow the client to transfer
individual files and records.

N

2501

The service provider must be able to provide resmbess to the managed records by thi

client. The service provider must either delivgrasentation of the record, or the
original record to the client to a contracted adredme and price.

2500

The service provider should be able to providectlent with the ability to request, view
and print records and or files from the client'Sad.

3991

This can be achieved, for example, by a networkection.

2499

The service provider should be able to providectlent with the ability to request on-
line the downloading or transmitting of records amndiles between the client's ERMS
and service provider’s storage facility.

2498

The client should be able to request reports omeaberds held by the service provider
and details of retention and disposition schededes This facility should be provided
on-line from the client’s offices.

2497

Services specified in <ID2500>, <ID 2499> and <IB&# should:
* have contracted response and/or turnaround times;
e Qperate in a secure environment.

2496

The client should check that the proposed locatidhe work is acceptable and that th
location meets security criteria appropriate todlent’s needs.

2495

The client should check that the proposed procedame storage management proces
involve no greater risk to the records than thentls own procedures.

3992

The service provider will need to demonstrate #ibthe client’s records are backed uy
and in the event of system failure they can bevereal to a contracted timescale.

2494

The client should check that the service providdrpmovide suitable operational staff
where the security of the records is important.

3993

It is an advantage if all employees of the serpica/ider sign a confidentiality
agreement as part of their conditions of employment

2493

Each shipment of records to/from the client andsér@ice provider should be

accompanied by a control document stating the iyesmtd number of records and files.

2492

Third parties providing transportation servicesutidoe organisations that meet the

guality and reliability criteria of the client.

11.7Long Term Preservation and Technology Obsolesc  ence
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1350

This section addresses long term preservationnglterm” is not defined precisely; but

it is understood here to mean “for a period of nthen ten years or so”. In any
organisation, the retention period of any particodgord should be determined by
legislation and business needs. In some envirotengis will mean several decades;
some archives it may extend to centuries. In eithse, the time period is sufficiently
long that approaches used routinely for shorteiodercannot be assumed to be
appropriate.

in

1351

Electronic records held for the long term facesiflom three directions:
. media degradation;

. hardware obsolescence;

. format obsolescence.

1355

These are discussed below. The discussions dogvéal by specific requirements. Use
of this specification should note, however, thataded requirements for all aspects of
this issue are not provided; each organisationldhievelop and implement a strategy
for the long-term preservation of its electronicarls, much as is often the case for
paper-based records.

4751

A more detailed discussion is found in ISO 18492.

1356

In the following, preservation of records includes preservation of all metadata and
audit trail information which accompanies them.

1357

Media Degradation

1358

The risk from media degradation arises becaus#igithl storage media have a limited
lifetime. The lifetime varies from media to medsad varies also according to storage
conditions (temperature, humidity and rates of gean As media reach, or exceed, thg
expected lifetime, the likelihood of read errofsaftis, bits read incorrectly) increases
dramatically. Most storage hardware has autonesta@ correction built into it; this can
cope with a certain level of bit errors, effectivebmpensating for them. But eventual
the read errors become so numerous that the autoenedr correction cannot cope; at
this stage, records become irretrievably corrdpte effect of this corruption depends ¢
many factors, but can lead to individual records/bole discs, tapes etc. becoming
unreadable.

Dir

Y,

n

1359

The following precautions can be taken to avoi@ losinformation due to media

degradation:

* ensure all media is stored, used and handled ialdeienvironmental conditions. A
a general rule, the cleaner, cooler, dryer and retatgle the environment, the longe
the expected life. However, for specific media& thanufacturer’s specifications
must be followed (e.g. the environment must notddder than a certain temperatu
the media must, or must not, be periodically clelgne

» routinely replace media (by copying informationnfréthem to fresh media) before
the expected end of life;

« keep several copies of each record, and systerthattcanpare copies according to
schedule; then replace any copy of a record whiclws an unrecoverable error, an
replace any piece of media which shows an unreableerror. This approach is
typically used in specialist long-term data arckiverequires automated systems 3
retrieval hardware, further description of whictbeyond the scope of this
specification.

S

=

e

d

nd

4748

ISO 12142 will be a useful reference where opiitisk storage is employed.

1363

Hardware Obsolescence
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1364

Storage peripherals — tape drives, disc drivesve dimited life expectancy. As they
exceed this life, they typically require more maimdnce, while at the same time
becoming expensive to maintain and repair; evelyttiz¢y become unrepairable for
practical purposes. In some cases, sharing agresman be reached with other users
similar or compatible equipment; but this is nadtainable indefinitely. At some point,
information stored on obsolete devices will be jmstmanently if the device fails unles
it has been copied onto other media.

)

of

1365

The same problem arises with the computers whiahagethe applications and storag

1366

Clearly the strategy to avoid this risk is to monihe status of the hardware, and to

migrate the information to new, current media befolbsolescence puts the information

at risk. In all cases, media and hardware shoeldiosen which have a good life
expectancy; in other words, popular or “market iegtimay be a better choice than ne
and state-of-the-art.

W

1367

Format Obsolescence

1368

Format obsolescence presents the most difficultlpro for any period longer than a
handful of decades.

1369

The problem arises because the many software canpomvolved in the processing
“chain” between media and rendered informationcargstantly evolving. The
components include:

* encoding standards;

file formats;

application software;

database and other utility software;

e operating system software.

1375

Their evolution is rapid, and different compones¥slive in different ways, at different
rates. Some evolution retains compatibility wittopformats. However, some
evolution does not retain compatibility — and tisiespecially true over periods longer
than a handful of decades. It is not possiblesticathe evolution by “freezing” the
configuration, because of the need to migrate tceot hardware, as described above,;
new hardware frequently requires new software dsivehich in turn require a new
operating system, and so on.

1376

Currently, the following techniques are recognised:

* migration (converting information to new formatsiaican be accessed by curren
hardware and software);

« emulation (moving the information to new hardwane Wwith a additional software
component which emulates the old hardware, thesvalg execution of the old
application software);

« technology preservation (continual maintenancdefariginal hardware; not
practical in the long term);

* encapsulation of data and software (a theoretmalaach which is involves
packaging together records, metadata, ERMS and sdtifievare in standard softwar
“‘wrapper”).

=

1381

Although much research work is under way to minarilse risk, there is at time of
writing no simple, generic method which will guatee long term access to electronic
records. The consensus is that migration and/aiarmn are likely to be the safest

options; in practice, both will require attentiangreservation metadata — see below.
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1382

However, large-scale migrations are rarely freproblems; they can result in the loss |0
individual items, and they sometimes result in lok&inctionality, detail, or some other
characteristic.

=%

1383

Likewise, large-scale, long-term emulation is netlvanderstood. It also has risks of
loss of functionality and other characteristics.

1384

The difficulties are compounded by the prospeceptated migrations or emulations.

Nobody can predict the nature of the migrationsraulations which may be required;

and nobody can predict the consequences of repeaggdtions or of several “layers” o
emulation.

—h

1385

The most appropriate strategy is to hold informabaly in widely-accepted, stable,
open formats (i.e. formats which are comprehengigetumented in publicly-available

specifications) which have a long expected lifes with hardware, this suggests “market

leading” rather than unproven or state-of-the-ang it suggests proprietary formats
should be avoided where their specifications atguablicly available. Examples of
suitable formats include XML files and PDF/A. Taes also an implication that the
organisation will need some expertise when selgdormats.

1386

The volatility of the multimedia market, and of theprietary formats it uses, makes
multimedia an area of particular concern.

1387

As this problem requires an organisation-specédgponse, more detailed discussion at
the generic level of this specification would nethelpful. However, it is appropriate t
point out that each approach involves expensehaidware, software, data preparatio
and conversion, and management — and yet non@negkerve access unless a strategy
for long-term preservation is implemented beforeeasibility becomes problematic. In
other words, long-term preservation requires tlewg@ntive expenditure of amounts
which may grow to be large; this is similar in ceptto the preservation of paper
archives, save that in some cases the expendiilitgewarger. Where long term
preservation is required, it is therefore essethi@ senior management is committed to
the ongoing effort and expense required to safebaecess. Further sources of
information are given in appendix 7 part 4.

-

1388

Preservation Metadata

1389

It is essential that preservation metadata be ¢with the records when long term

storage is needed. This metadata provides infeembaeyond the scope of the metadata

outlined in this specification, such as informatadout the technical environment, about
the software used to create a record and abowta@ftheeded to present a record — and

all its components. Where the preservation pasadhlimited, the number of metadata
elements required becomes large. Several respasjdtts in Europe, North America
and Australia have developed metadata framewdfFke complex nature of the
preservation metadata has led to the developmehedB50 14721 OAIS Open Archive
System reference model (see appendix 7), whiclbearsed to structure metadata for
preservation purposes.

1390

Specific Requirements

1391

The requirements in this section are proposednasianum technical requirement where
long-term storage is envisaged. However, as itglicabove, management commitment

Is equally important.

2506

Requirement

2513

The ERMS storage media must be used and storet/iroements which are compatibleN

with desired/expected lifespan, and which are withe tolerance of the media
manufacturer’s specification.
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4029

The ERMS must support the monitoring and replacemistorage media to guard
against media degradation.

<

4677

This requires the ERMS, or the storage sub-sydteses, to report on media error rate

and to permit the replacement of media that istjaolt that is nearing the end of its life}

without compromising the records.

S

2512

The ERMS should include features for the autompegtbdic comparison of copies of
information, and the replacement of any copy fotmde faulty, to guard against media
degradation.

S =4

2511

The ERMS must allow the bulk migration (renditiaf)ecords (together with their
metadata and audit trail information) to new meaid/or systems in line with the
standards relevant for their format(s).

2510

The ERMS supplier must have a system upgrade progesin place to ensure that the
existing information can continue to be accessdbout changes to the content.

4009

Any system modifications that have been made t&fRKIS for organisational
requirements must remain in place following a systggrade.

4586

The ERMS should be able to report on the file fdsr@and versions of components.

4587

For example, the ERMS should be able to produte discomponents in specified file
formats. This facility would be used in conjunctwith a software intelligence, or
preservation monitoring, function that aims to itinfile formats that are at risk of
obsolescence.

4026

The ERMS should be able to render (see glossargyde from their original format(s)
to any specified long-term preservation file for(epait the time of capture, at any
subsequent time, or on export.

4027

It is acceptable for the rendering process to bdartaken by a program external to the

ERMS so long as the context and links are mainteaiell times.

4588

Wherever possible without compromising the intggoit the records, the ERMS shoulg
be able to render components from their originahfat to any specified long-term
preservation file format(s) at the time of captune,a subsequent occasion, or on expq

1 P

DIt.

4589

It is acceptable for the rendering process to bégrened by a program external to the
ERMS so long as the context and links are maintbaiell times.

4590

Where components are rendered, it is essentialtb@integrity of the records that they
form is maintained. The feasibility of this apprbagenerally will depend on the
capabilities of both the rendition process andraf software application or viewer use(
to present the records. For example, if the resa@rk web pages that include(say) Gl
image files, it would be acceptable to render thE @Bages only if the following are all
true:

» the GIF components are rendered to a file format ttan be presented by the
application used to access the web pages; in ttasgle, it is likely that JPEG
would be suitable;

» the references to the GIF images in the web pagesmended as part of the
migration process so that they refer instead tortee JPEG images;

» the original components (the unamended web pageésiarendered GIF components

are retained alongside the new components.
The ERMS must at least support all these actioms$ should at best perform them
automatically.
This example is chosen solely for illustratiorgdtes not indicate that there is any reas

)

L

on

to migrate GIF images at the time of writing.
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4591 In some cases it may be difficult or unfeasibladbieve this, and alternative
preservation approaches will be needed.

4681 | Whenever records or components are rendered, tMSERust allow the administrator| Y
performing the rendition to enter a reason.

4028 | The ERMS must be able to maintain links betweefeiht renditions of the same Y
records and enable disposition actions to be chaug on them simultaneously.

45921 When a record has been rendered into a presenfdédarmat, the ERMS must provide P
suitable facilities to retrieve the original forneatd/or renditions, as appropriate.

4593 | The ERMS should be able to export records and thetadata in the form of a Y
Dissemination Information Packages as defined byGAIS standard, ISO 12654, (se€
Appendix 7.1).

4030 | The ERMS should hold at a minimum the following atktta items for a rendered Y
component:

» the original file format and version;
» date of rendition.

2508 | |If the ERMS uses any proprietary encoding or stem@gdatabase structures, these musy
be fully documented, with the documentation beingjlable to administrative roles.

3995 | This implies it may not be sufficient for the sigptio retain a copy of the
documentation; in the timescale being considetteel stability of the supplier is not
assured. It may therefore be desirable for a cofyis documentation to be lodged with
the user organisation or with a neutral party.

2514 | The ERMS should be able to manage a range of pegar metadata elements for the P
records and their component parts.

3996 | See <appendix 9>.

4689 | The source code of the ERMS should either be opeacopy of the source code shouldN
be lodged in escrow with a neutral party. ﬂ

11.8Business Processes
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4049| 11.8 Business Processes

4050 | Experience has shown that the success of ERMSlaigias depends, among other
factors, on ease of use. If an ERMS containself¢atures needed for records
management, document management etc., an impletoaniall only succeed if users
find it easy to use; if users find it difficult tese, it will be rejected despite its
capabilities.

40511 In recognition of this finding, this section ded&$ requirements intended to promote
ease of use. Accordingly, most of the requiremargsdesirable rather than mandatory.
The requirements may be met by workflow softwaed th integrated with the ERMS, so
long as they are fully configured and working.
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4049 | 11.8 Business Processes

4078 | Some of the requirements below call for the abtfitperform a specified function “...a$

an integrated part of a process”. In all cases,itteans that a user who is performing a

process should:

* have the option of performing the process, or dafpgsforming it;

* be able to initiate the function easily, preferalith a single click, and without
needing to re-enter information that has alreadyntentered;

* be able to choose, at the end of the functioneetiit cancel the original process or to
return to it at the same point and with the saratustas before the function was
initiated (i.e. without needing to re-enter infoia that has already been entered).

4079 | This is illustrated in diagram <C11 ID4080> below.

4080

User initiates
process

| Process step 1 |

| Process step 2 | etc.

User
chooses
function

Function

User
chooses to
continue

| Process step n |

|Process step n+1| etc.

Process Process
complete abandoned

Figure <C11 ID4080>

4597 | All of the following requirements are to be intezf@d as being dependent on user acgess
rights.

4081 | Requirement

40821 The ERMS should allow a user who is allowed to ¢jeattie security category of any | Y
record, file or class to check its existing catggamd permissions as an integrated part of
the process of changing it.

4083 | When a user is warned about the lowering of a #gaategory of a record (see chapterY
9 <ID2351>) the user should be able to examined¢berd and/or its metadata as an
integrated part of the process.

40841 Whenever a new file or sub-file or volume is créatnd where a physical container | Y
exists for it, the ERMS should allow the user tmpan appropriate label for the physical
container, as an integrated part of the process.
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45941 This enables a label to be produced containingrégdemetadata which can then be
attached to the physical entity. This could in€lulut is not limited to, such metadata
as:

o Title;

* Identifier - System;

» Classification Code;

» Date of Opening;

e Security Category (if used);
» Normal storage location.

4085 | Whenever a user deleting any information receivesmming about existing links (see | Y
section 9.3) the user should be able to examinértke and the linked information
and/or its metadata as an integral part of theqa®.c

4086 | The ERMS should allow a user who is redacting andgdo achieve the followingina | Y
single integrated process:

* redact the record;

e create an extract;

» decide where in the classification scheme the eix#faould be filed, and declare it as
a record,;

e link the extract to the original record;

» link the original record to the extract.

4087 | When a user is declaring a record, the ERMS shalldd the user to check whether a| Y
document has already been declared as a recaad,inategrated part of the process.

4088 | This should apply to any kind of document.

4089 | The ERMS should warn a user who is capturing a mhe@cu as a record if that documentY
has already been captured, informing the user efavh is allocated (class, file etc.) and
giving the user the option to continue with or at@mthe capture.

4090 | When a user is capturing a record, the ERMS shalldev the user to: Y
» browse the classification scheme (to find the @esalass, file etc);

* look at the metadata (permissions, keywords, datsanis etc) of any classes and
files;
before the capture is completed, as an integraagidpthe process.

40921 Whenever a user sees any class, file, record etecreen, as the result of a search, whik
browsing the classification scheme or in any ottuetext, the user should be able to
perform any valid action on it directly, withouteding to navigate to another part of the
ERMS, including at least:

e opening it;
» determining its parents in the classification sceem
e viewing its metadata or audit trail;
* viewing and following its links;
* sending it by e-mail;
e changing its security category;
e viewing users and roles allowed access to it;
* printing (or presenting) it;
* redacting it;
» relocating or deleting it.
4093 | The ERMS should allow a user to change the sececaitggory of any record, file or Y

class, including the updating of all affected matacelement values, in a single proces

5S.
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2813 | If a thesaurus compliant with ISO 2788 or ISO 586ihtegrated with the ERMS, the | Y
ERMS should allow a user who is entering or updgéirkkeyword value (or other
metadata element value related to the thesaurusgetthe full features of the thesaurus,
such as broader, narrower and related terms arahgyrs as an integrated part of the
process.

47211 Note that <section 8.1 ID2817> contains a relatedjuirement for searching.

12 Metadata Requirements

ID

Text, Requirement & Rationale

Testable

1417

12 Metadata Requirements

1418

This chapter presents functional requirements fanaging metadata. The MoReq?2
metadata “model” is presented in appendix 9. 8edPR.1 covers the principles of
metadata and section 12.2 lists the general metadqtirements.

3371

Metadata includes, in the context of this spediitcg indexing information and other
data needed for effective records management, asalscess restriction information. A
formal definition is given in the glossary. A matetailed explanation of the role of
metadata in records management is found in ISO 2883 Appendix 7.1).

12.1Principles

3]
©
ID | Text, Requirement & Rationale 8
14201 12.1 Principles
1422 Scope
14231 |t is not possible to define here all the metadatmirements for all possible kinds of
ERMS implementation. Different kinds of organisat and applications have particular
needs and traditions which vary enormously. Fangxe, some organisations will need
indexing focused on account names and transacétas dwhile others will need strict
hierarchical numbering; some will need volumes,clihelate to financial years, while
others will not; some will need access controlssiecurity reasons, others for intellectual
property reasons, and so on.
3376 | This chapter of MoReq2 therefore suggests minimeguirements which are intended [as

the starting point for customisation and expansidrese minimum requirements are
closely related to lists of specific metadata “edes” which the ERMS must be able to
capture and process. These elements make up tRed2ametadata model in appendi
9.

X

12.2 General Metadata Requirements

ID

Text, Requirement & Rationale

Testable

3384

12.2 General Metadata Requirements

2539

The ERMS must not present any practical limitaborthe number of metadata element®

allowed for each entity (e.g. class, file, subsfilelume, record).
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3384

12.2 General Metadata Requirements

3385

The definition of “practical limitation” will varyaccording to the application. For

example, small organisations with a small clasatimn scheme may not need as many

metadata elements as large organisations with aptexnclassification scheme.

2538

Where the contents of a metadata element can &teddb the functional behaviour of
the ERMS, then the ERMS must use the contentsapielement to determine the
functionality.

3386

For example, where the ERMS stores file opening dedtadata, it must populate that
metadata automatically whenever a file is opendbeathan requiring a user to
populate it. Note that this is a general requiretnehich stretches across many
metadata elements. MoReq2 does not attempt tafidafitcases in which this is
relevant.

2537

The ERMS must allow different sets of metadata elato be defined for different
record types at configuration time.

3387

For example:

* invoices may need account number metadata;

e correspondence needs multi-value recipient metad@aments;

» records which are scanned images will need metadd#ing the scanning and
indexing processes.

2536

The ERMS must allow an administrative role to defat configuration time whether
each metadata element is mandatory or optional.

2540

The ERMS must support at least the following metmétement formats:
» alphabetic;

» alphanumeric;

* numeric;

* date;

* logical (i.e. YES/NO, TRUE/FALSE).

2535

The ERMS should support metadata element formafsable by an administrative rol
which consist of combinations of the formats in AB40>.

3388

For example, a case might have a reference nunmbiérei format nnnnn/aa-n.

2534

The ERMS must support date formats defined in I8@1&or all dates.

2533

At time of configuration, the ERMS should allow ohtion of the source of data for ea
metadata element.

3389

Possible sources are described in requiremeiid®532>, <ID2531>, <ID2530>,
<|D2529>.

2531

The ERMS must allow an administrative role to sfyeehich metadata element values
are to be entered and maintained by manual entirpior selection from a controlled
vocabulary.

2530

The ERMS should allow for the values of metadaganeints to be inherited
automatically by default from the next higher leirethe classification scheme hierarck

Y
y.

3391

For example, for a volume, the value of some ofitbadata elements must be inheritg
from its parent sub-file; and for a record, the walof some metadata may be inheriteg
from the volume into which it is stored.

ad

2529

The ERMS should allow values of metadata to beidtefrom lookup tables or from
calls to other software applications.

3392

For example, the ERMS might provide name and pom# to an addressing application

which then returns a street name to be used asdat&ta

Page 134



ID

Text, Requirement & Rationale

Testable

3384

12.2 General Metadata Requirements

4599

Where the metadata element is populated by lodkled, if the selection of a value
excludes other values in subsequent lookup tathiessshould be reflected in the values
shown to users in those subsequent tables.

<

2521

The ERMS should be able to acquire metadata véloes

e adocument-creating software application (see <8323,

e Operating system;

e network software;

« the user at the time of capture or declaration;

« rules defined at configuration time for generatdmetadata by the ERMS at the
time of declaration.

2528

The ERMS must validate metadata when it is enteyedsers, and when it is imported.
The validation must use at least the following naggdms:

* Format of the element contents;

* Range of values;

» Validation against a list of values maintained hyaaministrative role.

3393

An example of format validation is that the corgeare all numeric, or are in a date
format (consistent witklD2540>. An example of range format validation is tHa t
contents fall in the range between 1 January 19893l December 2001. An example
of validation against a list of values is verifyitigat an export destination is present on
list.

D

2527

The ERMS must be capable of validating metadatagusalls to another application (e
to a personnel system to check whether a personmatber has been assigned, or to a
post code database system) or using an internialupdable.

gY

2541

For metadata element values that are entered nignih@ ERMS must support
persistent default values which are user-definable.

3394

A persistent default appears as the default indd@ entry field for each item in
succession until it is changed by a user. Oncengbd, the new value remains, i.e.
becomes persistent. It should persist at least tra end of a session and ideally
between sessions. This applies to all entitiesvfuch users may enter metadata value

2S.

2526

The ERMS should allow configuration such that argtadata element value can be us
as a search field in a free text search.

ed

2525

Where a metadata element value is stored in datsafothe ERMS should allow
searches which recognise the value of the date.

3396

For example, the ERMS should support searchesdamt@range. It is not sufficient for
the date to be stored as a text field.

2524

Where a metadata element value is stored in nurfeertat, the ERMS should allow
searches which recognise the value of the number.

2523

The ERMS must allow administrative roles to restiie ability to make changes to
metadata values as defined in the access contmdin®ection <13.4>).

2522

The ERMS must allow reconfiguration of the ERMS adkgita model by an
administrative role, and must record such in thditarail.

3397

For example, it may be necessary to add a new @lataent such as “Department
Identifier” to some document types following anamgsational change.

2520

The ERMS must allow metadata elements to be cordthat configuration time such
that values generated from other application paekaipe operating system or the ERN
(for example, e-mail transmission data) cannot bdified by users once they have be

S

captured.
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3384

12.2 General Metadata Requirements

2519

<

The ERMS must allow metadata elements to be comeyat configuration time such

that their values cannot be modified by users @heg have been captured.

13 Reference model

ID

Text

1778

This chapter provides the reference model for dgelirements listed elsewhere in MoReq2.

4910

The sections in this chapter are:
e The Glossary (section 13.1);
» Entity Relationship Model (section 13.2);
» Entity Relationship Narrative (section 13.3);
e Access Control Model (section 13.4)

13.1Glossary

17791 13.1 Glossary

1780 | This glossary defines key terms used in the MoR&ugXification (i.e. in the requirements as
well as in the reference model).

1781 | Some significant definitions are taken from, orselly adapted from, glossaries presented jn
reference publications listed in appendix 1; them@&ces are acknowledged below each
definition.

1782 | Terms defined within this glossary are showitaifics.

3245 | administrative role

3246 | A set of functional permissions allocatedusersallowed to perform administrative actions

3247 | Note: In MoReq?2 this term is used also to spetig/people with these permissions.

1783| administrator

1784 | A role responsible for the day to day operatiothefcorporate records management policy
within the organisation.

1785 | Note: this represents a simplification. Especiailiarge organisations, the tasks attributed in
this specification to Administrators may be divideztween several roles, with titles such as
Records Manager, Records Officer, Archivist etc.

4606 | gggregation

4607 | (in the context of MoReq2 only) A class, file, siile-or volume.

1786 | qudit trail

1787 | Information about transactions or other activitidsch have affected or changed entities (&.g.
metadataelements), held in sufficient detail to allow tteeonstruction of a previous activity.

1788 | Note: an audit trail generally consists of one orerlists or a database which can be viewed
in that form. The lists can be generated by a agersystem (for computer system
transactions) or manually (usually for manual asés); but the former are the focus of thig
specification.

1789 | authenticity

1790 (in the context of records management only) Thdityuaf being genuine.

1791

Source: Adapted and abbreviated from the definitibfrecord authenticity” in the UBC-

MAS Glossary (Appendix 1 reference [8]).
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4600 | Note: an authentic record is one that can be proven
“a) to be what it purports to be,

b) to have been created or sent by the person gadotm have created or sent it, and
c) to have been created or sent at the time pugpdrt
Source: ISO 15489.

1792 | Note: in the context of ecord this quality implies that a record is what it paots to be; it
does not address the trustworthiness of the regaalitent as a statement of fact.

4617 | authorised user

4618 | A userwho has permission to carry out the action be riteesd.

46191 Note: the details depend on the context. Diffetesgtrs will have different permissions.
MoReq2 does not assume anything about which usavkioh roles have which permissions.
The permissions that authorise a user to carrnaowction are granted by the organisation
according to its policies and business requirements

1794 | capture

4649 (1) The act of recording or saving a particulatangation of a digital object (source:
InterPares 2 Project Terminology Database).

4650 | (2) Saving information in a computer system.

1795 | Note: in the context of MoReq2, capturiregordsis used to mean all of the processes
involved in getting a record into an ERMS, namelgistration, classification, addition of
metadata, and freezing the contents of the sowcendent. The term is used more generally
to mean inputting to the ERMS and storing otheornimfation such as metadata values.

3248 | case file

3249 A file relating to one or more transactions perfechtotally or partly in a structured or partly-
structured way, as a result of a concrete proceastivity.

3736 | Note: there is no universally-accepted definitibthese terms, nor of the distinction between
case files and the other kinds of files often mawldgy an ERMS. This definition is therefare
developed for, and intended to facilitate the ustderding of, MoReqz2; its applicability in
other situations is not guaranteed.

3735 | Note: the records in a case file may be structoraghstructured. The key distinguishing
characteristic of case files is that they resulbfiprocesses which are at least partly
structured and repeatable. Examples include ditexit:

. applications for permits;
. enquiriesabout a routine service;
. investigation of an incident;
. regulatory monitoring.
3734 | Note: typically, other characteristics of casedihre that they often:
« feature a predictable structure for their content;
e are numerous;
e are structured or partly structured;
e are used and managed within a known and predetedhprocess;
* need to be retained for specific periods, as dtreglegislation or regulation;
» can be opened and closed by practitioners, end-os@hata processing systems without
the need for management approval.

4736 | Note: where national requirements dictate furthistinctions, these may be addressed in a
chapter zero.

3733 | case worker

4345 | A userwho works withcase files

1796 | class

1797

(in MoReq2 only) The portion of a hierarchy reprase by a line running from any point in

theclassification schemieierarchy to all the files below it.
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1798 | Note: this can correspond, in classical terminoJdgya “primary class”, “group” or “series”
(or sub-class, sub-group, sub-series etc.) atargl In the classification scheme.

4755| Note: In MoReg?2 class is also used to mean alteberds allocated to a class.

1799 classification

1800 | In records management, the systematic identifinadind arrangement of business activitie
and/orrecordsinto categories according to logically structucedventions, methods, and
procedural rules represented in a classificati@besy.

1801 | Source: ISO 15489 (see Appendix 1 reference [9]).

4169 | classification code

4563 | An identifier given to eachlassin aclassification schemeWithin each class, the
classification codes of its descendant classesrageie.

1802 | classification scheme

1803 | (In MoReq?2) A hierarchic arrangement of classéss fisub-files, volumes and records.

1806 | clearance

1807 | See security clearance.

1808 | close(verb)

1809 | The process of changing the attributes ffea sub-file or volumeo that it is no longer able
to accept the addition oécords

1810| closed

1811 | Describes dile, sub-file or volumevhich has been closed and so cannot accept thecsddi
of records

4738 CMS

4739 | Content Management System.

2873 | component

2874 | A distinct byte stream that, alone or with othetebstreams, makes ugecordor document

2876 | Note: This term is not in general use.

2875 | Note: The phrase “distinct byte stream” is useddscribe what is usually called a “file” in
information technology; the word “file” is avoidéatre to prevent confusion with the recor
management meaning of “file”. The key concephit & “component” is an integral part o
the content of a record, despite the fact thaant lbe handled and managed separately.
Note: Examples of components include:

e An html document and JPEG images that make up goagé;

* A word processing document and a spreadsheet, \ilierecord consists of the word
processing document that contains an embeddeddihlgperlink) to the spreadsheet.

3812| Note: components have to be distinct, i.e. sepédirate each other. If a word processed

document contains an embedded spreadsheet (asedpposn embedded link to a

spreadsheet) then the spreadsheet is not consittbelbeca component; in this case, the wo

processed document complete with its embeddeddgireat is a record made up of one
component.

3813 | Note: an e-mail message with attachments may bea@am@onent, as several components,
as several records, depending on the format intwihis stored.

» If the message is stored in a format that includesody and all its attachments, then
there is only one component.

» If the attachments are stored separately fromJiakdd internally to, the body of the e-
mail message, then each attachment and the bdtg afiessage is a component.

» If the attachments are stored separately from dloky lof the e-mail message but they ar
not linked internally, then each attachment andbibay of the message is a separate
record; good practice suggest that these recomddbe linked to each other manually.

1812| configuration time

1813

The point in the lifecycle of the ERMS at whichgtinstalled and its parameters are

established.
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4615| custodian

4616 | (of a record or aggregation) the person or orgénisal unit having possession of the
record(s).

1814 | destruction

1815 | Process of eliminating [...] records, beyond any fdsseconstruction.

1816 | Source: ISO 15489 (see Appendix 1 reference [9]).

1817 digital

4601 | Describes information made of distinct digits ommarical values rather than continuously
variable values.

1818 | Note: this term is not used in MoReq2. Althougigitl record” is more accurate than
“electronic record”, the former is rarely used nagtice. Seelectronic.

3004 | disposition

3005 | Range of processes associated with implemen¢iogrdsretention destructionor transfer
decisions which are documented in retention anglodiion schedules or other instruments.

3006 | Source: ISO 15489 (see Appendix 1 reference [9]).

1819 | document(noun)

1820 | Recorded information or object which can be treated unit.

1821 | Source: ISO 15489 (see Appendix 1 reference [9]).

1822 | Note: a document may be on paper, microform, m#goeany other electronic medium.
may include any combination of text, data, graptsosind, moving pictures or any other
forms of information. A single document may cotsisone or severalomponents

1823 | Note: documents differ fromecordsin several important respects. MoReq2 uses the ter
document to mean information that is not a recdrde word “recorded” in the definition
does not imply the characteristics aeaord

4620 | document type

4621 | Describeglocumentshat share common characteristics.

4622 | Note: for example, documents with common layouttent, retention and disposition
requirements, and/onetadata Document types could include, for example:

» application form;

» correspondence (includes letters and faxes and nagiaia);
* curriculum vitae;

* e-mail message;

* invoice;

* medical report;

* web page.

4623 | Note: in this example, e-mail messages are tradifstently than other correspondence, a
they may have different metadata requirementsvhisot be the case in every organisati

4624 | Note: each organisation needs to define its doctitgpas, according to its business needs;
the above are purely illustrative.

1824| EDMS

1825 | Electronic Document Management System.

4602 | Computer-based application dealing with the managemf documents throughout the
document life cycle.

4603 | Source: IEC 82045-1 Document Management.

1826 | Note: the functionality required for EDMS is natiuded in this specification. However, g
EDMS is often used in tight integration with BRMS See section 10.3 for more details.

1827 electronic

1828

For the purposes of this specification, the wolé¢gonic” is used to mean the same as

“digital”.
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1829

Note: analogue recordings, though they may berdeglaas electronic, are not considered
“electronic” for the purposes of this specificatias they cannot be stored within a comput
system unless they are converted to digital folnfiollows that, in the terminology of this
specification, analogue records can only be stasgihysical records.

1830

electronic document

1831

A documentwvhich is in electronic form.

1832

Note: use of the termlectronic documens not limited to the text-based documents typjca
generated by word processors. It also includesigémessages, spreadsheets, graphics a
images, HTML/XML documents, multimedia and compouaileduments, and other types of
office document.

as

all
nd

1837

electronic record

1838

A recordwhich is inelectronicform.

1839

Note: it can be in electronic form as a resulba¥ing been created by application softwar
or as a result of digitisation, e.g. by scanning.

D

1840

ERMS

1841

Electronic Record Management System.

1842

Note: ERMS differ fromEDMSin several important respects. See section 10.5héwe
details.

1843

export (noun)

1844

The process of producing a copy of electraeimords along with theimetadatafor another
system.

1845

Note: the records remain on the ERMS after expmiike transfer.

1846

extract

1847

(of arecord) A copy of arecordto which some changes have been applied to remrovesk
but not to add to or meaningfully amend existingteat.

1848

Source: definition of “instance” in PRO Functio@ecification (Appendix 1 reference [2]).

1849

Note: the changes usually result from restrictionglisclosure of information. For example,

arecordmay be made available only after individuals’ naraee masked or removed from
in this case, aextractof the record is created in which the names haesn lmade illegible.
The process of masking is sometimes referred tedesction

it;

1850

file (noun)

4174

An organised unit afecordsgrouped together because they relate to the saljecs,
activity or transaction.

4604

Source: shortened and adapted from ISAD(G) (seeAgig 7.1).

4564

Note: this is the Records Management usage oktthefile. It differs from the IT usage, for
which MoReq?2 uses the tertomponent.

3743

file format

3744

The internal structure and/or encoding of a filachhallows it to be interpreted or rendered
into human-accessible form.

4668

Note: examples include:

e HTML v3.2 (a file format for web pages);

« PDF/A vl (an archival file format for portable docents);

e TXT (ASCII plain text file format);

XML v1.0 (a file format for extensible markup larage which itself relies on ASCII
plain text).

* Many proprietary formats produced by desktop apgibnis such as office suites.

3745

format

3746

Secefile format

3250

group (noun)

3251

A set ofusers
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1856 | metadata

1857 | (in the context of records management) Data dgisgricontext, content and structure of
records and their management through time.

1858 | Source: ISO 15489 (see Appendix 1 reference [9]).

1859 | Note: some models are based on a different conalepew of metadata. For example, they
may treat audit trail information as being entirgigtadata. These alternative views are valid
and valuable in their contexts, but are not helpfidpecifying the functionality of systems,
and so are not considered here.

4570 | metadata stub

45711 The subset of the metadata for an item that isnedaafter the item has been disposed of, to
act as evidence that the item used to be held andéen properly disposed of.

3252| non-case file

3253 | Any file that is not acase file

1860 open

1861 | (verb) The process of creating a ni#le, sub-file or volumeuch that it can accept the
addition of records.

1862 | (adjective) Describesfie, sub-file or volume&vhich has not yet beariosed and so is able to
accept the addition eécords

4611 | owner

4612 | The person or role responsible for a record orexgggion.

4613 | Note: this is the usage in MoReq2; the legal ovaiexrecordis the organisation that holds
the record.

4614 | Note: see alsoustodian

1863 | paper file

1864 | A kind of physical file

1866 | Note: examples of paper files include, among athemvelopes, box files and ring binders

1867 PDF

1868 | Portable Document Formatfike formatprimarily for the representation of two-dimensibna
information.

1869 | Note: this file format is proprietary to Adobe Inbut is widely used. Its inclusion in this
glossary does not represent any form of endorsentextensions for the representation of
three-dimensional information are under development

3010 | PDF/A

30111 A subset oPDF designed for archival use, as defined in the 19005 series of standards.

4756 | physical file

47571 A device for holding physicalocumentandphysical records

4758 | Source: Adapted from PRO Functional Specificatidppendix 1 reference [2]).

4545 physical record

4548 | A recordthat is held in a medium outside tBRMS such that the record itself is not
individually under the management of the ERMS.

4546 | Note: examples include paper records, microforconds, and electronic records held on
removable media so long as the records are notithdilly managed by the ERMS.

4547 | presentation

1886 | The manifestation of aglectronic recorgpresented by the ERMS to whiclusercan refer.

1887 | Note: this may include on-screen display, printed audio and multimedia presentations.

1888 | Note: the exact nature of the presentation carffbetad by the software and hardware
environment. Typically different presentationgtod sameecord can vary in details of font
metrics, line endings and pagination, resolutiondépth, colour space etc. In most cases
these differences are acceptable. However, in s@ses their potential effects have to be
considered separately; these considerations amnbeiie scope of this specification.

3752

Note: In the previous version of MoReq the teanditionwas used with this meaning.
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4207

profile

4208

The set of permissions allocated toseror group or role.

1870

record (noun)

1871

Information created, received, and maintained &de@¢e and information by an organisation

or person, in pursuance of legal obligations dhatransaction of business.

1872

Source: ISO 15489 (see Appendix 1 reference [9]).

1873

Note: Local national definitions may also apply.

1874

Note: arecord may incorporate one or sewvdoalimentge.g. when one document has
attachments), and may be on any medium in any forla a consequence, it may be mad
up of one or moreomponents.In addition to the content of the document(sg@ord should
include contextual information and, if applicald&uctural information (i.e. information
which describes the components of the record).eyAfkature of a record is that it cannot b
changed.

4605

Note: bothelectronic recordaandphysical recordg€an be managed by &RMS

4186

record type

4187

Describes aecord made from alocumentwvith the correspondindocument type

1875

redaction

1876

The process of hiding sensitive information ireeord

1877

Note: this can include applying opaque rectanglesbscure names etc. (the electronic
equivalent of censoring paper documents with imiQre secure methods of obscuring
information, or removing individual pages.

1878

Note: in all cases the totality of the origimdéctronic records not affected. Redaction is
carried out on a copy of the electronic records ttupy is called aaxtract

1879

registration

1880

The act of giving aecorda unique identifier on its entry into a system.

1881

Source: ISO 15489 (see Appendix 1 reference [9]).

1882

Note: registration usually implies the recordintpia “register” of important metadata, e.g.
“all the data necessary to identify the personsaats involved and the documentary conte
of the records” (UBC-MAS Glossary, Appendix 1 refiece [x]).

1883

render

1884

The process of producing@andition

1885

rendition

3835

A manifestation of aecordin afile formatdifferent from the record’s nativiée format

3836

Note: Renditions are usually produced to presele@renic records, that is to minimise theg
risk of loss of access to their content over tirker example, records produced in a
proprietary file format may be stored as renditiona standard format such as PDF/A or
xml.

3837

Note: Rendition was used with a different meanmthie original version of MoReq.

1889

repertory

1890

A list of existingfile titles within each of the lowest levels of thesdiication scheme.

1891

retention and disposition schedule

3009

A formal instrument that defines the retention pesi and consequent disposition actions
authorised forecordsdescribed in the schedule.

3008

Source: adapted from National Archives of Austratieordkeeping glossary.

1892

Note: in the previous version of MoReq this wagmnefd to as a retention schedule.

1894

role

1895

The aggregation of functional permissions grantea predefined subset of users.

1896

Source: PRO Functional Specification (Appendixfémence [2]).

1897

security category

1898

One or several terms associated witke@ordor aggregatiorwhich define rules governing

access to it.
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1899 | Note: security categories are usually assignedh atrganisational or national level.
Examples of security categories used in governmganisations throughout most of Euro
are: “Top Secret”, “Secret”, “Confidential”’, “Regtted”, “Unclassified”. These are
sometimes supplemented by other terms such as “BAEd Only” or “Personnel”.

1900 | Note: this term is not in general use. It hambedopted in MoReq?2 instead of the term
“classification” that is often used by the secudbmmunity to avoid confusion with the
records management meaninglafssification

1901 | security clearance

1902 | One or several terms associated witlsarwhich define thesecurity categorieto which the
useris granted access.

4572 | stub

4573 | Seemetadata stub

3012 | sub-file

3013 | Intellectual subdivision of a file.

3014 | Note: Sub-files are usually used in case file ngangent environments. Typically, each sy
file is named, and each sub-file is used to st@pezified kind or kinds of records for one
instance of a case, such as “invoices”, “assesghentcorrespondence”.

1906 | transfer (verb)

1907 | The process of moving complegkectronic files along with theimetadatato another
system.

1908 | Source: adapted from PRO Functional Specificathgpéndix 1 reference [2]).

1909 | Note: the files are often transferred together \aittother files in alassof theclassification
schemavhen the purpose of transfer is to move the fibeart archive for permanent
preservation.

1910| Note: see alsexport

1911 | yser

1912 Any person utilising th&ERMS

1913 | Note: this may include (among others) Administrataffice staff, members of the general
public and external personnel such as auditors.

3254| Note: a user may both hak@esand be a member gfoups

4608 | yser profile

4609 | The profile of auser.

3255| yser role

3257 | A set of functional permissions allocatedusersallowed to perform actions that manage
records.

4610 | A usermay have severaiser rolesbut has only one user profile.

3258 | Note: In MoReq2 this term is used also to spetigy/people with these permissions.

1914 version

1915| (of adocumentThe state of a document at some point durinddtselopment.

1916 | Source: PRO Functional Specification (Appendixfénence [2]).

1917 | Note: a version is usually one of the drafts dbaumentor the final document. In some
cases, however, finished documents exist in severalons, e.g. technical manuals. In oth
cases, the versions are translations. By comeastdscannot exist in more than one
version; see alsextract

4744 | vital record

4745| A recordthat is essential for the functioning and/or suaVief an organization during and/o
after an emergency.

1918 | volume

1919 | A subdivision of dile.

1920

Source: Definition of “part” in PRO Functional Sfezation (Appendix 1 reference [2]).
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1779

13.1 Glossary

1921

Note: the subdivisions are created to improve meahility of the file contents by creating
units which are not too large to manage succegsfilhe subdivisions are mechanical (e.g.
based on number of records or ranges of numbdmmierspans) rather than intellectual.

13.2 Entity-Relationship Model

ID | Text

1922 13.2 Entity-Relationship Model

1923 | This section repeats part of section 2.3, for eAseference.

1924 | |t contains an entity-relationship model which tenused as an aid to understanding the
specification. Section 13.3 contains a narraty@amnation that describes and explains the
model.

1925 | An important aspect of this diagram is that it neetirepresent actual structures stored in the
ERMS. It represents a theoretical view of thetestiassociated with records. An ERMS
uses these relationships to produce behaviour algumt/to the structures in the diagram. See
section 2.2 for further explanation of this point.

1926 | The relationships between files, volumes, recorabather important entities are depicted |n
the following entity-relationship diagram. Thisadormal representation of selected
structures which can be used to describe the betagf an ERMS.

19271 In the diagram, entities — files, records and se-@me represented by rectangles. The lings
connecting them represent the relationships betweeantities. Each relationship is
described by text in the middle of the line; ang #hould be read in the direction of the
arrow. Each end of the relationship has a numlhéchwepresents the number of
occurrences (strictly, the cardinality); the nunsbare explained in the key. So, for example,
the following extract:

2944

| Record |
1
VIS MADE
UP OF
1-%
| Component |

1928 | means “one record is made up of one or more conmsh@ote the direction of the
relationship arrow).

1929

Note that the entity Class is related to itseltlogy relationship “is made up of”. This
relationship describes, in formal terms, the relaghip between classes in a hierarchical
classification scheme, where a Class may be maaé aipe or more other Classes. If this
relationship (sometimes called a recursive relatigp) is removed, the model applies equally
to non-hierarchical relationships.
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1922

13.2 Entity-Relationship Model

2945

| Classification Scheme |

1
J CONTAINS
€ |S MADE UP OF
. 1-%| 0-% 4
— Class I1T
0-1
J CONTAINS Retention &
1-* Disposition
AppLIES| 2'SP
TO Schedule
) 1-% . < 0-1
- -%
—| File |—
1
UMAY BE
DIVIDED
INTO
1 1 * o
- - %
—1f subdfile e
1
JMAY BE
DIVIDED
INTO
Document 1 L= 1-%
Type — Volume |
1
NHAS CONTAINS
9
0-* 1-% —
1-% 1-% R d
- - ) 1 ecor
Document  |—r——="*] Record |
IS FORMED HAS Type
1 oF L i
1S MADE IS MADE
UP OF UP OF
1-%
L-* I Component

Key:

1 Exactly one

0-1Zero or one

0-*Zero or more

v5

ID2945 & 3354
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13.3Entity Relationship Narrative
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ID | Text

1930| 13. 3 Entity Relationship Narrative

1933 | The preceding diagram shows a simplified modelpés not attempt to represent all possi
entities or relationships. Rather, it shows ohly inost significant ones for this application,
For example, it does not show users, roles etc.

1934 | The remainder of this narrative describes theiestit the diagram, and their inter-
relationships.

1935| Classification Scheme

1936 | In order to practice records management princiglegyrganisation must have at least one
classification scheme. This sets out the filimgdure (typically consisting of hierarchy) fo
a defined part of the organisation.

1939 Class

1940 | Hierarchical classification schemes can be viewged hierarchy made up of a number of
classes, much as a tree is made up of branche$ digss is connected to the hierarchy at
one level; can extend over several levels; andcoatain smaller classes. Several classes
start at any single level; but each class statigatrone level.

19411 File

1942 | Files occur within classes, at any point in thedmehy. At any point, there can be no files,
one file or several.

1943 | Sub-file

2927 | Each file is viewed as being made up of at leastsub-file. In practice, some files are not
divided into sub-files. Where there is only onb-$ile, the concept of sub-file is transparer
to users, for all practical purposes. Sub-filesused mainly in case files.

2928 | \/olume

1944 | Sub-files can be divided into volumes, accordingpecific rules. In practice, most sub-filg
are not divided into volumes. Where there is arig volume, the concept of volume is
transparent to users, for all practical purposdse rules may depend on size or number of
records, or may depend on transactions or timeg@eri This practice originated with
physical files, in order to restrict them to a mgaable size and weight. The practice is,
where appropriate, continued with electronic fikeslimit them to a manageable length for
review, transfer, etc.

1945 | The terms file, sub-file and volume are, in prastisometimes used loosely or
interchangeably — because of the above requirefaetransparency. For example, a user
will typically ask for “a file” rather than (morecaurately) asking for “a volume.” This is
especially apparent in the case of a physicatliiée consists only of a single one-volume s
file. In this case, although the file analyticatignsists of one sub-file which is made up of
one volume, the sub-file and the volume are noagbAabelled as such (often, the label is
only applied when the second sub-file or volumepened). Strictly, all end users interact
with volumes, but this is often simplified to files

1946 | Retention and Disposition Schedule

1948 | A retention and disposition schedule specifiesrtihes for keeping and disposing of records.
The ERMS can contain several retention and dispossichedules, one or more of which a
applied to each class, file, sub-file and volurheytcan also be applied to records, and on
retention and disposition schedule may be apptieshth record type.

1949 | Record

1950 | At the heart of the system lies the most imporéamity, the records. These are the reason
the entire records management infrastructure,@sftirm the account of the organisation’s
activities.

1951 | Records are made from documents. Each record caprise one or several documents; at
each document can appear in several records.

2929

Record Type
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1930| 13. 3 Entity Relationship Narrative

2930 | Records are assigned a record type. This is wsedicate, and to allow the ERMS to
manage, the records in certain ways. Examplesaaird type might include “invoice” and
“web page”.

2932| Component

2933

Each record and document is made up of at least@m@onent; some are made up of mot
than one. For example, a simple web page may stoofsonly one component —an HTML
“file” in IT terms — while a more complex web pagey consist of dozens —an HTML “file
GIF “files”, JPEG “files” and so on.

e

13.4 Access Control Model

ID

Text

1959

13.3 Access Control Model

1960

This section contains a simple model of examples@lithin an ERMS.

3278

The matrix recognises two main roles, which arengelves divided into roles. The main
roles are user roles and administrative roles.s@&laee defined in terms of access to ERM
functionality.

)

4669

The number of roles shown in this model is onlysttative. It is not meant to indicate that
any organisation should implement these rolesthaitany organisation should implement
this number of roles. Each organisation shoulthdehe roles it needs; and these needs V
tend to vary over time.

vill

3279

The roles below illustrate an example of accessrobnghts for specific aspects of system
functionality according to organisational respoilgies.

3242

There are four example roles defined in the examaix:

» Central Administrator — this role has control otleg configuration of the entire ERMS
and the management of the aggregations and rettw@nhselves.

* Local Administrator — this is a role with adminaire rights over a sub-set of the ERM
or its classification scheme. These roles uswakyuseful in geographically dispersed
organisations.

* Reviewer — this is a specialist role which is pnittyaconcerned with the application of
disposition actions defined by Retention and Digpms Schedules.

* End User — the end user role is the standard teéhatcess to the ERMS and comprises
those who need to save records into, and accessissitom, the ERMS for their routine
work.

S

1961

Administrative roles are here divided into two tmly as an example; responsibilities ca
be divided in other ways. For some small orgamsatthis division might be needlessly
complicated, as only one person, with a single, md@ manage all the administration. For
large organisations it might be an over-simplificatbecause more than two roles are nee
(such as Records Manager, Records Officer, Archandg Data Manager or IT Manager).
MoReq2 does not attempt to specify how many adnnatige roles would be needed in any
real organisation.

ded

3243

The role of Local Administrator is given here aseaample of one of these. This role can
also have several titles in different organisatiolmssome cases this may be a Local Reco
Officer, or a Super-user etc.

rds

1962

In any event, administrative roles are only implatmg, from a system perspective,
decisions taken by more senior management. Sugbiaes are typically based on the
organisation’s business requirements and reconitsypol'he decisions also are informed b
laws and regulations, such as information lawsa daturity laws, archival laws and indust
regulations; these are addressed in section 11.5.

ry

3280

This matrix is not intended to imply that admiraggive roles must take management

decisions, though in some environments that mahé®dease.
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1959

13.3 Access Control Model

1963

Administrative roles take actions related to thenagement of records themselves; their
interest is in managing records as entities ré&tiear their content or business context. Th¢
may also manage the ERMS hardware, software anaggtoensure backups are taken ang
manage the performance of the ERMS.

3
I

4185

Many organisations also need to integrate the nme&anagt of business processes with the
management of records. In this case there is dcopéocate a particular set of
administrative permissions to individual businessagers. This could include the ability t
monitor and manage a specific group of users @ af¢he classification scheme.

3285

Although MoReq?2 refers to a user role there willibehe majority of organisations, a
number of different user roles and the ERMS shaoolkdimit the number of roles that can b
configured.

4184

One example of this could be that of a case wqides section 10.6 Casework). Such a rg
would have specific permissions within a particldeanch of the classification scheme.

e

3281

Unlike administrative roles, user roles have acteg$acilities which an office worker or
researcher needs when using records. This inchdidiag documents, searching for and
retrieving records. Their interest is primarilytire contents, properties or business contex
records rather than their management — in othedsydhey are interested in the business
processes evidenced by the records.

t of

3282

In the matrix, the role of end user shows the acdghts that typically are appropriate for t
majority of users in an organisation to carry it business functions.

3283

A further example of a user role is given: review&his shows a level of access control th
may be allocated to a sub-set of users for theqa@p of reviewing records.

1969

This matrix is best viewed as a starting point, asdhe formal basis for assigning rights.
Users of this specification will need to considédi@ional requirements which are specific 1
their environment.

3286

The formal requirements dealing with this tablearthe end of chapter 4; they confirm tha
the requirement is not for an ERMS to incorporate he sample access matrix shown
here, but to be capable of being configured to aeast this level of detailfor an
unrestricted number and type of roles and functitimaust be possible to configure each ¢
of the matrix as “yes” or “no”, but with the talld@aving as many columns as the organisat
needs.

ell
on

4670

Other possible roles that might be implementedrggawisations include but are not limited
to:

* assistant;

* auditor,

» freedom of information manager;

* manager;

* records creator,;

* records manager;

e supervisor.

1968

This matrix is divided into sections. These sewigroup, for convenience, the functions
normally associated with files, records, recordsaggment and administration.

3241

Example Access Matrix lllustrating Level of Detail

Users

User Roles Administrative Roles
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Add new classes No No Yes Yes
Create new files Yes No Yes Yes
Change file metadata No Yes Yes Yes
Maintain classification scheme and files No No Yes Yes
Delete files No No Yes Yes
Capture records Yes No Yes Yes
Relocate a record to a different file Yes No Yes sYe
Search for and read records Yes Yes Yes Ye
Change content of records No No No No
Change record metadata No Yes Yes Yes
Delete records No No Yes Yes
Place and remove disposal holds No Yes Yes Ye
Retention and disposition schedule and No Yes Yes Yes
disposition transactions
Export and import files and records No Yes Yes Yes
View audit trails No Yes Yes Yes
Configure and manage audit trail No No No Yes
Change audit trail data No No No No
Move audit trail data to off-line storage No No Yes Yes
media
Perform all transactions related to users pnd No No Yes Yes
their access privileges
Allocate access permissions to local No No No Yes
administrators
Allocate own access permissions also| to Yes Yes Yes Yes
other users
Set up and manage case management roles No N N s Y
Maintain database and storage No No Yes Yeq
Maintain other system parameters No No No Yes
Define and view other system reports No Yes Yeg Ye

Figure <C13.4 ID3241>
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Appendix 1 — Reference Publications

4679 | This specification was prepared with reference b tfollowing existing
specifications and publications:
Ref. | Name and Ownership or URL or Publication Details

Source

[1]

Dublin Core Metadata Element
Set, Version 1.1: Reference
Description

http://dublincore.org/documents/dces/

(2]

Functional Requirements for
Electronic Records Management
Systems (GB The National
Archives)

http://www.nationalarchives.gov.uk/electronicrecardgs2002/default.htm

[3]

Code of Practice for legal
admissibility and evidential
weight of information stored
electronically (British Standards
Institution)

Published by British Standards Institution (www-bkibal.com) as
BSI DISC PD 0008

[4]

The Preservation of the Integrity
of Electronic Records (UBC-
MAS Project)(University of
British Columbia)

http://www.interpares.org

[5]

Standard 5015.2 “Design Criteria
Standard For Electronic Records
Management Software
Applications” (US Department of
Defense)

http://jitc.fhu.disa.mil/recmgt/

[6]

National Archives of Australia -
Functional Specifications for

Electronic Records Management
Systems Software

- Exposure Draft

http://www.naa.gov.au/recordkeeping/er/erms/speaiions.html

[7]

Riksarkivet - The National
Archives of Norway - NOARK-4
Norwegian recordkeeping system
Version 4 - Part 1 Functional
description and specification of
requirements

http://www.riksarkivet.no/arkivverket/lover/elarkivoark-4/english.html

[8]

Functional Requirements for the|
Sustainability of Electronic
Records

http://www.nationalarchives.gov.uk/documents/fuoctil_requirements.pdf

[9]

InterPares 2 Project Terminology
Database

http://www.interpares.org/ip2/ip2_terminology_dmrcf
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Appendix 2 —Development of this Specification

4773

Overview

4772

The MoReq2 specification has been developed forBhmpean Commission by a tea
from Serco Consultancy (formerly Cornwell Managetm€onsultants plc), based in t
United Kingdom. The project team included spesiatonsultants, who authored ¢t

specification, a small project management and adtnation team and an Editorial Board

comprising records management experts from sevceraitries. A late draft of the enti
document was reviewed by a semi-independent reviewe

Am
he
he

re

4856

The test framework documentation was producedtegia from imbus ag.

4857

The requirements were subject to several leveteaéw.

4858

First, the Authoring Team members conducted pegews of each other’'s work. Then t
draft requirements were submitted to a peer reyeacess by panellists representing
broad spectrum of interested parties across tledsenanagement community. For eas
reference these were broken down into:

* Archives Panel,

e Specialists Panel;
* Users Panel;

* Vendors Panel.

) a
b of

4859

At selected points, drafts were also reviewed k& MoReq2 Editorial Board, which was

constituted from experts located throughout Eurapé North America (see Appendix 4
The Board met with the Authoring Team on two ocmasj providing invaluable directig
and guidance; and its members later conducteddarwiew by e-mail.

n

4860

The drafts of MoReq2 and the test documentationeweriewed on two occasions
members of the DLM Forum who co-ordinated their oeents and fed them back to t
project team through the European Commission PrQ)éicer.

DYy
he

4861

The structure of the project team is outlined i figure below; see appendix 4 for details

of

4862

its members.
Project Officer DLM Eorum
European Commission
Administration Management Editorial
Team Team Board

Test Framework Authoring Semi-Independent
Development Team Team Reviewer

Archives
Panel

4863

Review process
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4864

A project initiation meeting was held in Londonyaiving the authoring team and t
Editorial Board. At this meeting, working protosand other principles were agreed,

some key references were identified. This was ¥atid by desk research and obtain
copies of relevant reference works. These refe®neere examined by the consultaf
leading to a list of references used, which isppeadix 1.

ne
and
ng

nts,

4865

The reference documents were closely examined antpared to each other and the

original MoReq to ensure that the revised spedibcaincluded all relevant requirements.

4866

The next step was to import the text of the origpMaReq into a software tool (Telelogjc

DOORYS); this is a specialised requirements and gdnananagement package which v
used throughout the authoring process to managdr#feng between the members of {
team and to track and incorporate the commentshendtafts from the reviewers. T
document was restructured within DOORS to refleetMoReq2 scoping document so t
the relationship to the original MoReq could be meined.

vas
he
ne
hat

4867

As the draft of each chapter was completed by ¢hentit was published onto the MoRe
web site and all panellists were e-mailed so they tould download the draft and compl
a specially designed comment form with their cdnttions to the draft. These commg
forms were returned and their contents incorporatéml the DOORS software for revie
and incorporation. Over a period of time all chaptevere published in this way ai
comments received back from the panellists, thesgments were imported into DOORS.

g2
ete
pnt
W
nd

4868

When the majority of chapters had been issued imwlay a semi-complete draft of ti
entire document was compiled and this was diseibub the Editorial Board for them
identify major concerns in advance of a second mgeif the Board.

ne
[o

4869

At this meeting, which was also held in London, ssamsus was reached between
members on the majority of the issues that had bdentified. Following this, thg
document was redrafted in the light of the agreag ferward.

the

A} %4

4870

This redraft of MoReq2 was issued to the Projedic®f and members of the DLM Foru
for their review and comment. Following a progres=eting in Brussels all these comme
were incorporated into DOORS and the authoring teardied each comment; those fre
the members of the DLM Forum alongside those frdrtha other panellists, individually
These comments were implemented or rejected a®pyge, this process was intense &
iterative as many of the comments were mutuallpnmgatible or not suitable for inclusic
in MoReg2. However the overall quality of the coents was extremely high and this |
to a refining of the previous draft.

m
nts
bm

and
n
ed

4871

This draft was entitled Draft 2 and was publishedan essentially complete document
as a series of individual chapters for all pan@lli® comment on. Upon receipt, the
comments were also imported into DOORS and impléeakeor rejected as before.

and
pse

4872

At this stage the final chapters and sections ef dbcument were incorporated and
complete draft issued to the Project Officer ananioers of the DLM Forum for review.

the

4873

Upon receipt of these comments a final draft of MQRwas prepared which was subjec
an internal review by a semi-independent revievedoie publication.

t to

Appendix 3 — Use of this Specification in Electroni c Form

4874

This specification has been prepared so that itbmansed in electronic form. It has be
prepared using MicrosSttWord 97.

en

4875

The main advantage of using the specification gcttebnic form is that it can easily |
customised.

he

4877

The requirements (chapter 3 to 11) are presentdteiform of tables, with one requireme

2Nt
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per table row. This is illustrated below.

4878

Ref.

13.1.1

T

Requirement and Rationale Test.
The ERMS must provide ... Y

T

NUMBER REQUIREMENT &RATIONALE TESTABLE

4879

The tables consist of three columns:

4880

number: a requirement reference number. This is genetéamatically by
Microsoft Word, as the reference numbers use adihga style. The result i
that if chapters, sections or requirements are@ddsubtracted, the numberi
changes automatically;

UJ

4881

requirement & rationale:

(0]

(0]

the requirement text. This always uses one ofvémbs “must” (to
indicate a mandatory requirement) or “should” (dicate a desirabl
requirement);

the rationale text. This is alwaysitalic textand provides examples
a further description of the requirement;

4882

testable: each requirement is followed by an attribute caltedtable”. This
indicates whether it will be possible to test commte with the requiremen
Possible values of the “testable” attribute arecdbed below, with examples:

(0]

Y - The requirement can be tested formally. Anneple is “The
ERMS must allow at least three hierarchical lewelthe classification
scheme”. This can be tested by attempting to ped hierarchy with
three levels.

N — The requirement cannot be tested formally. ekample is “The
ERMS must supporthe organisation’s business classification scher
There is no way to test this in the general case.

P — The requirement can be tested but the covevhdghe test ig

partial, or it is not formally testable but it ioogsible that lack of

compliance can be discovered. An example is “tR&E should nof
limit the number of levels in the hierarchy.” Thas no way, formally
to test for the absence of a limit. However, tleguirement is
considered testable with partial coverage, for glanby testing for &
large number of levels; and during the testingsitpossible that

limitation on the number of levels might be noticedlicating that the

ERMS does not comply with the requirement.

4883

Note that if chapters, sections or requirema@mé deleted, Microsoft Word w
replace any crosweferences to them (if there are any) with an emmssage
These can be located by searching for the texbf! ”

4884

By default, the table borders are not visiblaey can be seen by use of the “Sh
Gridlines” command.

js

14
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Ms Frances Grey

Mr Harold C Heard Jr.
Ms Sarah Higgins

Mrs Caroline Ives

Mr Philip Jones

Mr Ben Kettell

Ms Natasha Khramtsovsky
Mr Stewart Kirkup

Mr Paivi Laakso

Ms Jessica Lila

Mr Stephen Macintosh

Ms Sonia Oliveras Artau

Mr Matt O'Mara
Mr Adam Pope
Ms Barbara Reed
Dr David Reeve

Ms Maria Reixach Vrcola

Mr Jordi Serra Serra
Ms Deirdre Sharp
Mr Alan Shipman
Ms Marija Simunow
Mr Sundeep Vaid

Mr Peter Van Garderen

Users Panel
Users Panel
Users Panel

Users Panel

Users Panel

Users Panel

Users Panel
Users Panel

Users Panel

Users Panel

Users Panel

Users Panel
Users Panel
Users Panel
Users Panel
Users Panel
Users Panel
Users Panel
Users Panel

Users Panel

Users Panel

Users Panel
Users Panel
Users Panel

Users Panel

Users Panel

Users Panel

Users Panel
Users Panel

Users Panel

Users Panel

Leicestershire Countyn€il, UK
Royal Pharmaceutical $afi&B
Landcorp, Australia

Joint Rese@mhtre of the European
Commission, Italy

European CeB@ak, Germany
Cimtech, UK

Lilly, USA

Universitadt HamkbBegmany

House of Lords Recaifite (The
Parliamentary Archives), UK

Citigroup, USA

Digital Curation Geritiniversity of
Edinburgh, UK

Salford City CoungK

Staffordshire Countyr@d, UK
Cactus Tecnologia, Spain
Electronic Office Systems, Russia
Derbyshire County@al, UK
National Agency for Maets, Finland

USA

Federal Courtustralia

Servei de G&sticumental, Arxius i
Publicacions, Spain

Information Handy Man, UK
Recordkeeping Innovaiiastralia
Dorset County Counddl, U

Servei de Gé&ticumental, Arxius i
Publicacions, Spain

Generalitat dal@gta, Spain
Norfolk County Coungi{
Group 5 Training, UK
Supreme Court of the Republic of Groat

International Fundifiprcultural
Development, Italy

Artefactual stac, Canada
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Mr Willem Vannester
Mr Gérard Weisz

Mr Solomon Barron

Mr Martin Bould

Mr Reynolds Cahoon
Mr lan Capon

Mr Simon Cole

Mr Graham Hadingham
Mr Joachim Haessler
Ms Tamara Hoagland
Mr Mike Huberty

Mr Chris Hughes

Dr Gregor Joeris

Dr Annegret Kampe

Ms Mary Kelly

Mr Andy King

Ms Karen McKenzie
Mr Chris Palmer

Ms Shaheen Ramdiane

Mr Miroslav Sirl

Users Panel Stadsarchief Anpser Belgium

Users Panel Sirius Systems, France
IBM UK
ErgoGroup AS, Norway
Lockheed MadBA
Open Text Corporatitf,
Meridio, UK
FileNet, UK
Haessler InfoomaGermany
EDRM SolutionsUtsA
Lockheed Martin, UK
Tower Software, UK
SER Solutions [alged GmbH

Docuware, Germany

Vendors Panel
Vendors Panel
Vendors Panel
Vendors Panel
Vendors Panel
Vendors Panel
Vendors Panel
Vendors Panel
Vendors Panel
Vendors Panel
Vendors Panel

Vendors Panel

Vendors Panel  IBM UK

Vendors Panel  Getronics UK
Vendors Panel UK Software
Vendors Panel CA, UK

Vendors Panel Open Text Gaiqor

Vendors Panel  ICZ, Czech Republic

Mr Andrew Snowdon Vendors Panel  Fujitsu, UK
Mr Dan Taillefer Vendors Panel EMC, Canada
Mr Nigel Wood Vendors Panel  Fabasoft
Trademarks
4889 | All trademarks appearing in this specificattwa acknowledged. Proprietary products

mentioned for illustrative purposes only; theirlusgon does not represent any form

endorsement. Similarly, exclusion of other produetplies no criticism of these products.
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Appendix 5 — Correspondence to Other Models

ISO 23081

4762

Appendix 1 — Correspondence to Other Models

4763| 1SO 23081

4764
ISO 23081 as follows:

The entities considered in the MoReq2 can be mappptbximately to their equivalents in

4765

MoReqz2 entity

ISO 23081 entity sub-class

Component -

ltem
Record

Transaction sequence
Volume
Sub-file File/folder
File
Class Series
Classification scheme Archive
- Archives
4766 | However, these mappings are necessarily approximate
4767

following table:

The metadata elements in the MoReq2 model eachadhaaene consisting of two or three
parts (as described in appendix 9 section 9.6)erdlter possible the second part of the n3
is taken from ISO 23081-2, but several have beeerldped for MoReq2, as shown in the

ime

ISO 23081 Metadata Group

2nd part of MoRe@2 Element Name

Source of nam

Identity system_identifier MoReq2
abstract ISO 23081
author MoReq2
classification ISO 23081
copy_recipient MoReq2
counter_signature MoReq?2

Description date . — MoReq2
external_identifier MoReq2
place ISO 23081
recipient MoReq2
record_type MoReq?2
sender MoReq2
title ISO 23081

Event plan abstract MoReq?2
agent ISO 23081
date ISO 23081
event_description ISO 23081
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ISO 23081 Metadata Group| 2nd part of MoReq2 Element Name Source of name
event_trigger ISO 23081
period MoReq2
reminder MoReq?2
status MoReq2
volume_event trigger MoReq?2
volume_period MoReq2
abstract MoReq2
agent MoReq?2

Event history date ISO 23081
disposal_hold MoReq?2
transfer_or_destroy ISO 23081
language ISO 23081

Use status MoReq?2
technical_environment ISO 23081
cross_referenced_to MoReq?2
disposal_hold MoReq2
has_extract MoReq2

Relation ?s_child_of MoReq2
is_extract_of MoReq?2
is_parent_of MoReq?2
previous_fully qualified_classification_codéJoReq2
r&d_schedule MoReq2

4912 | Further aspects of the correspondence betMe&®q2 and ISO 23081 are in appendix
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Appendix 6 — Date Processing

4890

The ERMS is required to process all datesecty, regardless of millennium, century
other date representation issues — see <IDXXX>is @hnex presents a statement of
requirement for year 2000 processing which coulchdepted, if necessary, to deal w
other dates. This will be especially relevant Ebectronic Records Management Syste
which may include metadata dates for previous mréucenturies.

4891

The following is reproduced verbatim, withrmpé&sion, from BSI DISC PD2000-1:1998
Definition of Year 2000 Conformity Requirements.

4892

Year 2000 conformity shall mean that neitrefggmance nor functionality is affected by

dates prior to, during and after the year 2000.

4893

In particular:
Rule 1 No value for current date will cause any interioiptin operation.

Rule 2 Date-based functionality must behave consistefutydates prior to, during

and after year 2000.

Rule 3 In all interfaces and data storage, the centurgny date must be specified

either explicitly or by unambiguous algorithms oferencing rules.
Rule 4 Year 2000 must be recognized as a leap year.
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Appendix 7 — Standards and Other Guidelines

7.1 Standards

ID Text

3143| Appendix 7.1 — Standards

4671 | This appendix lists standards and other resousfesenced in the specification or
applicable to electronic records management.

4527 | The standards include those that are particuletgvant to ERMSs; they omit generic
standards such as those dealing with storage hezdma database languages.

4528 | The standards include international standards, tbeflare and de facto. National standar
are omitted from this list. They may be added thapter zero by the authority for a
member state. Only standards that have a direcingeon systems design are included;
standards that address organisation and ongoinggearent are not included. In most
cases, the short name of the standard (not thedulllified name) is shown, for ease of
understanding.

3681

ISAAR(CPF) International Standard Archival Authority Record for Corporate Bodies, Persons, and

Families (International Council on Archives).

IETF RFC 2821 | Simple Mail Transfer Protocol.

(http:/ /www .ietf.org/rfc/rfc2821.txt)

IETF RFC 2822 | Internet Message Format.

(http:/ /www ietf.org/rfc/rfc2822. txt)

ISO 216 Writing paper and certain classes of printed matter -- Trimmed sizes -- A and B series

ISO 639 Codes for the representation of names of languages.

ISO 2788 Guidelines for the establishment and development of monolingual thesauri.

ISO 5964 Guidelines for the establishment and development of multilingual thesauri.

ISO 8601 Representation of dates and times.

ISO 9834-8 Generation and registration of Universally Unique Identifiers (UUIDs) and their use as
ASN.1 Object Identifier components
(see also ITU X.667).

ISO 12033 Guidance for selection of document image compression methods.

ISO 12037 Recommendations for the expungement of information recorded on write-once optical
media.

ISO 12142 Media error monitoring and reporting techniques for verification of stored data on
optical digital data disks.

1SO 12654 Recommendations for the management of electronic recording systems for the
recording of documents that may be required as evidence, on WORM optical disk.

ISO 14721 Open archival information system - Reference model (OAIS).

ISO 15444 JPEG 2000 image coding system: Core coding system.

ISO 15489 Records Management.

ISO 15801 Information stored electronically -- Recommendations for trustworthiness and
reliability.

ISO 15836 The Dublin Core metadata element set.

ISO 18492 Long-term preservation of electronic document-based information.

ISO 19005-1 Electronic document file format for long-term preservation - Part 1: Use of PDF 1.4
(PDF/A-1).
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ISO 23081 Metadata for records.

ITU X.667 Generation and registration of Universally Unique Identifiers (UUIDs) and their use as
ASN.1 object identifier components.
(http:/ /www.itu.int/ITU-T/studygroups/com17/oid /X.667-E.pdf).

TIFF Tagged Image File Format.
(http:/ / partners.adobe.com/ public/developer/tiff/index.html)

X.509 ITU-T Recommendation X.509: Open systems interconnection - The Directory: Public-
key and attribute certificate frameworks.
(http:/ /www itu.int/rec/ T-REC-X.509-200003-1/ en).

XKMS XML Key Management Spec.
(http:/ /www.w3.org/TR/xkms/).

XML W3C Extensible Markup Language (XML)(http://www.w3.org/TR/REC-xml/).

7.2 Other Guidance

ID Text
3720 | Appendix 7.2 — Other Guidance
3721
ISO/DIS 9241- | Ergonomics of human-system interaction - Part 171: Guidance on software
171 accessibility
ISO/TS 16071 | Guidance on accessibility for human-computer interfaces (due to be superseded in
2007 by I1SO 9241-171).
WEMC Workflow Management Coalition Terminology & Glossary.
(http:/ /www.wfmc.org/standards/referencemodel.htm).
1999/93/EC Directive on a Community Framework for Electronic Signatures.
http:/ /europa.eu/scadplus/leg/en/1vb/124118.htm

7.3 Accessibility Guidelines and Resources

ID Text

3722 | Appendix 7.3 — Accessibility Guidelines and Resoues

4672 | This section lists guidelines and resourceddgelopers and purchasers of
ERMSs. Whereas other sections of this appenditagoonly open and
international publications, this section includefrmation that is originally
national and that originates from the supplier camity. This is because no
internationally-accepted documentation has beemtifted; these may be
added in any later editions of MoReq.

3723

For developers

W3C Web Content Accessibility Guidelines (for weesiand web applications)
http://www.w3.org/WAI/

RNIB Web Access Centre
http://www.rnib.org.uk/webaccesscentre

RNIB Software Access Centre
http://www.rnib.org.uk/softwareaccesscentre

IBM Human Ability and Accessibility Centre
http://www-03.ibm.com/able/guidelines/
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ISO/IEC 18019 Guidelines for the design and preparaof user documentation fg
application software (see especially clause 4.208)e to be replaced by ISO/IEC 26514.)

ISO/IEC 26514 User documentation requirements farcudhentation designers a
developers. (Under development).

For procurement

ACCENT - Accessibility in ICT Procurement: EU prcije
http://www.verva.se/web/t/Page 2936.aspx
(note: there are four

underscore charactetiénabove url)

PAS 78:2006
A guide to good practice in commissioning accessnzbsites

http://www.drc.org.uk

RNIB Software Access Centre
http://www.rnib.org.uk/softwareaccesscentre

7.4 Digital Preservation Guidelines

ID

Text

4895

InterPARES project (http://www.interpares.org)

Preserving Access to Digital Information (PADI) jarct
National Library of Australia (http://www.nla.gowépadi/)

The National Archives
Functional Requirements for the Sustainability t#dironic Records (
http://www.nationalarchives.gov.uk/documents/fuoctl_requirements.pdf)

7.5 Graphical Model of Relationship of MoReg2 with Other Guidance

ID Text
3144 | Appendix 7.5 - Graphical Model of Relationship of MReq2 with Other Guidance
2076 This section contains a graphical model thaitvs how key standards are related to

electronic records management. It uses the follgwmiew model of electronic records
management, prepared only for this purpose.
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3157 The model shows key processes that affedretec records. The records are
represented by the central, grey, circle. Thegsses (“‘create”, “capture” etc) are
represented by the coloured shapes surroundingtioeds.

3160 The number of processes shown (the granularitevel of detail of the model) is
somewhat arbitrary. Several other representadoapossible, and would be more
appropriate for different purposes; the above le&nlzhosen specifically to relate to
standards. To interpret these processes:

3159 |+ Createincludes not only the creation of records withinorganisation, but also

receipt of records from outside the organisation.

» Capture includes the registration, classification, andeh&y of records management
metadata.

* Useincludes search, retrieve, browse, render, maintaview etc.

* Preserveis the processes required to maintain accesgibwier time.

* Manageincludes maintaining access controls and disposduthorities.

3158 The order of the processes shown is not ggnif, because they can occur in different
sequences in different settings.

3161 Simplifying greatly, the key standards appiyio electronic records management can pe

related to these processes as shown in the foltpmiodel.
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1S 15801, 12654 //—\ .

RFC 2821, 2822,
TIFF, JPEG
ISO 216

S X2
Moreq2, 1SO 15489 ORrg MP\NP‘G
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1ISO 12033

ISO 12037

I1ISO 12142

\ XML
\\ Metadata:
DC, ISAAR, ISOs 23081,

Usé\ 639, 2788, 5964, 8601
1ISO 18492, OAIS

\ \\ X.509, XKMS

PDF/A

PDF/A

RECORDS

ISO 15801, 12654

Figure <ID3162>

4896

The relationship shown above between the atdadind processes is repeated at the ¢
of this section in a form that does not requireoaol

xnd

3163

This model traces the extent of the standaetisvance - very approximately - using
coloured lines superimposed on the processes. &dotured line represents one or

PDF/A, OAIS) rather than by their less-descripst@ndard number (e.g. ISO 19005, 19
14721); refer to section 1 of this appendix fonfai titles. Note that any model of this
kind can only give a rough indication - it is natgsible to show all details of all the
interactions of processes and standards; to soteatdke inclusions and omissions
reflect a subjective view.

several standards. Where possible, the standeedshawn by their common name (e.g.

O]

3164

The model is explained below. Standardsateatpplicable across many processes a
explained below, followed by the standards relevamach of the processes.

€

3172

ISO 15489 and MoReq2
ISO 15489 and MoReq2 both cover the entirety ofptteeesses affecting electronic
records. Accordingly, they are shown as encirclihghe processes.

3165

XML

XML is shown as being relevant to almost all preess- all except store and destroy.
relevance varies greatly according to the enviramtmén principle however, it can
influence the format of record creation then thg wawhich the metadata is stored and
expressed at capture and during later use; it important standard facilitating the
interpretation of metadata and content in long tpreservation; it can be used to provig
a common schema for transfers between systene) ibe used to describe access and

e

schemas and disposition authorities.
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4911

Metadata

Metadata standards are relevant to the processeptifre, use, preserve, transfer and
manage. These include ISO 23081 (which covemsspkcts of records management
metadata), Dublin Core (which specifies a standatdf metadata for discovery), ISO

639 (controlled vocabulary for language codes),DS#d ISAAR (approaches to the use

of metadata for record keeping and archival) ar@s|&788 and 5984 (thesaurus
standards).

3170

Create

The major standards consideration in the processcoirds creation is the format of the
record. Many format standards exist, including RR2821/2822 (for e-mail), ISO 216,
TIFF and JPEG (for scanned images), and PDF/A.

3169

Capture

Metadata standards of all kinds apply stronghjhtod¢apture process. Some of the
format standards affecting capture are also relsivam the point of view of extracting
metadata values automatically. Standards affetgiggl issues also apply to capture,
namely ISO 15801 and ISO 12654.

3168

Use
The standard governing GUIDs (globally unique id&)67, affects the way electronic
records are used, as do standards relating toikggads, ISO 15801 and ISO 12654.

3167

Preserve

The key standard for digital preservation is OAlS8s provides a framework for the
design and management of preservation activiti8& 18492 also provides general
guidance. Most preservation work relies greatlylanuse of metadata standards; and
key standard is PDF/A, which describes a presamdtirmat. Standards for electronic
signatures, X.509 and XKMS also have a bearingreagovation issues.

3166

Transfer
The use of metadata standards is essential td@rarigetween organisations or betwee

systems.

a

3171

Manage
Metadata standards can support the processes a@gmgraccess and retention. Also
relevant are the legal standards, ISO 15801 anf4126

3174

Store
ISO 12142 addresses a small aspect of storagteddtastorage on optical discs.

3173

Destroy
ISO 12037 addresses a small aspect of destructzmnely expungement; this is only
relevant is some environments.

4897

The relationship between the standards araegses is shown in a tabular form that d¢
not require colour below. This table shows thecpsses in columns, and the standard
rows. Where a tickv() is shown at the intersection of a row and a colitnndicates tha
corresponding standard is related to the correspgride process.

Des
S in

Destroy

ISAAR(CPF) | International Standard Archival Authority Record

Create
<« | Capture
<« | Preserve
<« | Transfer
< | Manage

<« | Use
<« | Store

for Corporate Bodies, Persons, and Families
(International Council on Archives).

IETF RFC Simple Mail Transfer Protocol. v | v
2821
IETF RFC Internet Message Format. v | v
2822
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ISO 216 Writing paper and certain classes of printed v | v
matter -- Trimmed sizes -- A and B series
ISO 639 Codes for the representation of names of viviviv|ivI|v
languages.
ISO 2788 Guidelines for the establishment and viviviv|iv|v
development of monolingual thesauri.
ISO 5964 Guidelines for the establishment and viviviv|ivI|lv
development of multilingual thesauri.
ISO 8601 Representation of dates and times. viviviv!iv]|v
ISO 9834-8 Generation and registration of Universally
Unique Identifiers (UUIDs) and their use as
ASN.1 Object Identifier components
(see also ITU X.667).
ISO 12033 Guidance for selection of document image v
compression methods.
I1SO 12037 Recommendations for the expungement of v
information recorded on write-once optical
media.
ISO 12142 Medjia error monitoring and reporting techniques v
for verification of stored data on optical digital
data disks.
ISO 12654 Recommendations for the management of v | v v
electronic recording systems for the recording of
documents that may be required as evidence, on
WORM optical disk.
I1SO 14721 Open archival information system - Reference v
model (OAIS).
ISO 15444 JPEG 2000 image coding system: Core coding v | v
system.
I1SO 15489 Records Management. v v | v v | v
ISO 15801 Information stored electronically -- v | v v
Recommendations for trustworthiness and
reliability.
ISO 15836 The Dublin Core metadata element set. viviviv|iv|v
ISO 18492 Long-term preservation of electronic document- v
based information.
ISO 19005-1 | Electronic document file format for long-term v | v v
preservation.
ISO 23081 Metadata for records. v v | v v
ITU X.667 Generation and registration of Universally v v
Unique Identifiers (UUIDs) and their use as
ASN.1 object identifier components.
TIFF Tagged Image File Format. v | v

Page 167




] i
2| 5 A AR
] e, v » s =] = -
SRSl | BIE S8R
OO0 |R |&|F|=2|& A
X.509 ITU-T Recommendation X.509: Open systems v v
interconnection - The Directory: Public-key and
attribute certificate frameworks.
XKMS XML Key Management Specification. v v
XML W3C Extensible Markup Language. v v v | v
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Appendix 8 — Changes from the Original MoReq

1 Changes that are not Backwards-Compatible

4783 MoReq2 has been written to ensure, as faroasilge, compatibility with the origing
MoReq. The major innovation in this edition is #terage of records directly in class
without the use of files. This is covered in sactB.2; it should be noted that the ERI
can be configured to disable this option.

[=—

es,
VS

4784 The ability to create sub-files as well asunmts within files is also new to MoReg2 (s
section 3.3). This does not have any backwardgetihility issues, but is a major ne
requirement.

ee
W

4899 Also the definitions of presentation and readi have reversed from the previous

MoReq. See the glossary for a full definition ottbterms.

2 Relationship between Sections

4900 | The structure of MoReq2 mirrors that of MoRsgbject to some changes and sev

eral

additions. This section shows the corresponderetevden sections in MoReq and
MoReqZ2.

MoReq MoReq?2

Chap. | Title Chap. Title
CONTENTS CONTENTS
Preface

1 Introduction 1 Introduction

1.1 Background 1.1 Background

1.2 Purpose and Scope of this 1.3 Purpose and Scope of this Specification
Specification

1.3 What is an ERMS? 1.4 What is an ERMS?

1.4 For What can this Specification b&.5 For what can this specification be used?
Used?

15 Emphasis and Limitations of thig 1.7 Emphasis and Limitations of this
Specification Specification

1.6 Using this Specification 1.9 Using this Spesifion

1.7 Organisation of this Specification  1.10 Organhan of this Specification

1.8 Mandatory and Desirable 1.12 Mandatory and Desirable Requirements
Requirements

1.9 Intellectual Property 1.6 Intellectual propetghts

2 Overview of ERMS Requirements 2 Overview of ERRI&juirements

2.1 Key Terminology 2.1 Key Terminology

2.2 Key Concepts 2.2 Key Concepts

2.3 Entity-Relationship Model 2.3 Entity-RelationsiModel
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MoReq MoReq2

Chap. | Title Chap. Title

3 Classification Scheme 3 Classification Scheme

3.1 Configuring the Classification | 3.1 Configuring the Classification Scheme
Scheme

3.2 Classes and Files 3.2 Classes and Files

3.3 Volumes 3.3 Volumes and Sub-Files

3.4 Maintaining the Classification | 3.4 Maintaining the Classification Scheme
Scheme

4 Controls and Security 4 Controls and Security

4.1 Access 4.1 Access

4.2 Audit trails 4.2 Audit trails

4.3 Backup and Recovery 4.3 Backup and Recovery

4.4 Tracking Record Movements Disbanded (coveresction 10.2)

4.5 Authenticity Disbanded (covered in chapter2)

4.6 Security Categories 10.15 Security Categories

5 Retention and Disposal 5 Retention and Dispasitio

51 Retention Schedules 51 Retention and Dispos8chedules

5.2 Review 5.2 Review of Disposition Actions

5.3 Transfer, Export and Destruction 5.3 Trandteport and Destruction

6 Capturing Records 6 Capturing Records

6.1 Capture 6.1 Capture

6.2 Bulk importing 6.2 Bulk importing

6.3 Types of Document 6.3 Types of Document

6.4 E-mail Management 6.4 e-Mail Management

7 Referencing 7 Referencing

8 Searching, Retrieval and 8 Searching, Retrieval and Presentation
Rendering

8.1 Search and Retrieval 8.1 Search and Retrieval

8.2 Rendering: Displaying Records 8.2 Presentafiosplaying Records

8.3 Rendering: Printing 8.3 Presentation: Printing

8.4 Rendering: Other 8.4 Presentation: Other

9 Administrative Functions 9 Administrative Functso

9.1 General Administration 9.1 General Administnat

9.2 Reporting 9.2 Reporting

9.3 Changing, Deleting and Redacting.3 Changing, Deleting and Redacting
Records Records

10 Other Functionality 10 Optional Modules

10.1 Management of Non-electronic | 10.2 Management of Physical (Non-electron
Records Files and Records

10.2 Hybrid File Retention and 10.3 Disposition of Physical Records
Disposal
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MoReq MoReq2
Chap. | Title Chap. Title
10.3 Document Management 10.4 Document Management a
Collaborative Working
10.4 Workflow 10.5 Workflow
10.5 Digital Signatures 10.8 Electronic signatures
10.6 Encryption 10.9 Encryption
10.7 Electronic Watermarks etc. 10.10 Digital Reghtanagement
10.8 Interoperability and Openness Disbanded (eavim chapter 6 and
10.6)
11 Non-Functional Requirements 11 Non-FunctionajiRements
11.1 Ease of Use 111 Ease of Use
11.2 Performance and Scalability 11.2 PerformanceSxalability
11.3 System Availability 11.3 System Availability
11.4 Technical Standards 11.4 Technical Standards
11.5 Legislative and Regulatory 115 Legislative and Regulatory Requiremer
Requirements
11.6 Outsourcing and Third Party 11.6 Outsourcing and Third Party Management
Management of Data of Data
11.7 Long Term Preservation and 11.7 Long Term Preservation and Technolo
Technology Obsolescence Obsolescence
12 Metadata Requirements 12 Metadata Requirements
12.1 Principles 12.1 Principles
12.2 Organisation of the Remainder of N/A
this Chapter
12.3 Classification Scheme Metadata Appendix| Metadata Elements
Elements 9.7
12.4 Class and Electronic File Appendix| Metadata Elements
Metadata Elements 9.7
12.5 Metadata Elements for ElectronjcAppendix| Metadata Elements
File or Electronic File Volume 9.7
12.6 Electronic Volume Metadata Appendix| Metadata Elements
Elements 9.7
12.7 Record Metadata Elements AppendmMetadata Elements
9.7
12.8 Record Extract Metadata Appendix| Metadata Elements
Elements 9.7
12.9 User Metadata Elements AppengdMetadata Elements
9.7
12.10 | Role Metadata Elements AppengdMetadata Elements
9.7
12.11 | Customisation Notes for MetadatAppendix | Customisation Notes for Metadata
Requirements 9.8 Requirements
13 Reference Model 13 Reference model
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MoReq MoReq2

Chap. | Title Chap. Title

13.1 Glossary 13.1 Glossary

13.2 Entity-Relationship Model 13.2 Entity-Relatstwip Model

13.3 Entity-Relationship Diagram 13.3 Entity-Relationship Diagram Narrative
Narrative

134 Access Control Model 134 Access Control Model
ANNEXES APPENDICES

Annex | Reference Publications AppendiReference Publications

1 1

Annex | Development of this Specification AppendiPevelopment of this Specification

2

Annex | Use of this Specification in Appendix| Use of this Specification in Electronic

3 Electronic Form 3 Form

Annex | Acknowledgements AppendixAcknowledgements

4 4

1 Project Team 1 Project Team

2 Validation Organisations N/A

3 Trademarks 4 Trademarks

Annex | Correspondence to Other Models  Appendorrespondence to Other Models

5 5

1 Correspondence to Dublin Core N/A
Metadata Model

2 Correspondence to Pittsburgh N/A
metadata model

Annex | Date Processing AppendjDate Processing

6 6

Annex | Standards and Other Guidelines Appendstandards and Other Guidelines

7 7

1 Standards 1 Standards

2 Other Guidelines 2 Other Guidance

3 Accessibility Guidelines 3 Accessibility Guidedmand resources

4 Long Term Preservation 4 Digital Preservation Guidelines
Guidelines
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Appendix 9 — Metadata Model

9.1 — Introduction

ID

Text

4396

Appendix 9: Metadata Model

4445

This appendix describes the MoReg2 metadata mhdekignificantly different from the
model in MoReq. Accordingly there is no cross-refice between the two models.

4444

The purpose of the MoReq2 metadata model is tmel¢fie metadata needed to allow
exchange of records between ERMSs with no lossaR®&dj2-related mandatory
functionality, with the following exclusion.

4443

This metadata model excludes the metadata necdssagjine the user access rights modé

This is because:

* MoReq2 does not mandate an access control modetait it specifies a general
framework within which a specific model should lmmstructed (section 12.4);

e User identities are not generally transportablesgsystems, and so cannot be
meaningfully included here.

4442

The metadata model is described in terms of a mimireet of metadata “elements.” These
“elements” are those that the ERMS must be abéxport, import, and process. An
“element”, referred to as “field” in the past, ietvariable used to hold a metadata “value”
So examples of elements and metadata values are:

4441

Example of metadata element | Examples of possible metadata values

Title Request for permission to release ABC

or

Report on failure of DEF

or

Complaint about GHI

Identifier NI1128A

or
3F2504E0-4F89-11D3-9A0C-0305E82C3301
or

7QDBkvCA1+B9K/U0vrQx1A

Keyword Records, Archives, Information
or

Air travel

or

Recreational activity, sport, field events, javelin

4440

Almost any ERMS can be configured with sufficielelds to support the metadata elements

listed below. However, this alone is insufficieditis important that:

« the ERMS must use the metadata elements to enadbleupport the functionality define
in the remainder of this specification (see <ID2538

« the ERMS must include features supporting valiggtioheritance and default value rules

when capturing the metadata values.

4439

This model stops short of being a complete schenagplication profile for ERMS metadat
An xml schema is the subject of a separate, relakeelopment <insert footnote reference
similar to xml schema>.
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9.2 — Audit Trall

ID | Text

4438 | Audit Trail

4437 | For the purposes of this model, audit trail infotiora is not considered to be metadata.

4793 | However, the audit trail is used to store valuemefadata elements that have been changged.

So, for example, if a user changes the value afla @lement from

“Report on failure of DEF”

to

“Report on failure of FED”

then the old value,

“Report on failure of DEF”

will be stored in the audit trail, along with désaof the change made (time, date, user etc)
while the new value,

“Report on failure of FED”

will be stored in the metadata.

9.3 — Implicit and Explicit Metadata

ID | Text

4436 | Implicit and Explicit Metadata

44351 The MoReqg2 Metadata Model specifies minimum metadatded for compliance with

MoReq2. This is intended to represent the mininmetadata required for good records
management. However, MoReq2 compliance does nah tiat values for all the elements
specified in this model must be stored explicitlyaimetadata database. It does mean that the
ERMS must be capable of exporting, importing, aratessing the values. Therefore, it is
acceptable for metadata values to be stored intiglly the ERMS. This is illustrated in twp
examples:

4434\ «  The identifier of the retention and dispositionehle that applies to a file can be stored
explicitly as a metadata value in a metadata daglses a value associated with the file.
However, it is acceptable for the identifier todtered in the database as a value
associated with the file’s parent class, in otherds as a value implicitly associated with
the file through inheritance.

4433| «  The title of a record can be stored explicitly asetadata value in a metadata database,
a value associated with the record. However,ateptable for ERMS not to store the
title explicitly if the title is stored as a paifftthe record itself, so long as the ERMS is
able to process the title.

9.4 — Principles

ID | Text

4432 | Principles

4431| The MoRe@2 metadata model is intended to be camsjgb the extent possible, with the

following international standards:

4430« |SO 23081 — Records management processes — Mefadataords;

44291« |SO 15489 — Records management;

4428| « |SO 15836 — The Dublin Core metadata element set{écovery purposes).

4427 | For several reasons, the MoReg2 metadata modelndbe®mply fully with these three

standards. Reasons include:

4426 «  The scope of ISO 23081 is greater than the scopo®feq2; it therefore describes more
metadata than is defined in the MoReq2 metadatamod

4425| «  The metadata elements specified in ISO 15836 asldessurce discovery and are not all
well-suited to records management use;

4424

e SO 23081-2 was published after the MoReq2 prgjuted;
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4423

* MoReq2 extends the management of records to acta®wered by these standards,
notably in its inclusion of sub-files and volumes.

4422

ISO 23081 defines six “types” of metadata, as fedio

4421

“a) Metadata about the record itself;

b) Metadata about the business rules or policidsnaendates;
c) Metadata about agents;

d) Metadata about business activities or processes;

e) Metadata about records management processes; and
f) Metadata about the metadata record.”

4420

The MoReg2 metadata model covers most of a), &), and part of f).

4419

ISO 23081 partially represents the six “types” @tadata in a diagram; this is reproduced
below, with the addition of shading that represémésparts of the model covered by

4418
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Figure <A9 1D4418>

4417

Insert footnote: ISO 23081 attributes this diagram — without thading — as follows:

Derived from Figure Recordkeepingnd Figure Ihe Business Contextcluded in “Conceptual
and Relationship models: Records in Business asib$&gal Contexts”, a deliverable from the 19¢
1999 Monash University research project, calledctRdkeeping Metadata Standards for Managin
and Accessing Information Resources in NetworkedrBnments Over Time for Government,
Commerce, Social and Cultural Purposes”, Chiefdtigators: Sue McKemmish, Ann Pedersen an
Steve Stuckey. http://www.sims.monash.edu.au/res&arg/research/spirt/reports.html.

D8-

d

4416

In omitting some of the metadata types identified/ 5O 23081, a MoReq2-compliant ERM
Is at risk of compromising some aspects of thegmity of records. A more complete mode
of metadata lessens these risks; for example, BB11 requires (in clause 9.3.1) that

metadata recorded at the time a record is capsiredid:
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4415

“a) identify the specific metadata scheme or schessal in organisational business systems,

b) capture the business rules or other systemalsritrat regulate record creation and
management,

c) capture the business rules or other systemalsritrat requlate metadata creation and
management,

d) capture the business rules or other systemalsritrat regulate records management
operations,

e) capture the business rules or other systemaisritrat regulate access, and rights to
records,

f) document the mandate or other regulatory requéna for record creation and/or
management,

g) document the mandate or other regulatory remere for record retention, security or
destruction requirements, and

h) capture the links between the mandate or regyl@formation and the records or
records management processes to which it relates.”

4414

However, the effort required to implement all th®ae completely is large. Users of
MoReq2 are advised to evaluate the level of riskHeir organisation. Where such risks a
deemed unacceptable, ISO 23081 should be condattgdidance on how to extend the
metadata model. However, in most ERMS implemeontatthe risks involved are likely to |
acceptably low.

9.5 — Presentational Conventions

€

e

ns,

ID | Text

4413| Presentational Conventions

4412 Strictly for the presentational reasons, the matadkements are divided into several sectiq
as follows:

44111 «  Section 9.7.1 covers metadata for classificatidrestes;

4410| «  Section 9.7.2 covers metadata for classes, fildsfiges, volumes and records;

4408| «  Section 9.7.3 covers metadata that is unique rdeextracts;

4901| «  Section 9.7.4 covers metadata stubs;

49021« Section 9.7.5 covers record types;

4903| «  Section 9.7.6 covers components;

44091 «  Section 9.7.7 covers metadata for retention angbdiion schedules;

4407 | Notes on customisation of this model follow in s&tt9.8..

4904

The section headings used in this appendix arenterded to define any structure for the
metadata elements; they are chosen solely to rededength of the model and the amoun

t

of redundancy in it. The sections relate to tihecstire defined in ISO 23081 as follows:

MoReq2 Section ISO 23081 Entity

Classification schemes Record

Classes, files, sub-files, volumes and recorl@scord

Record extracts Record
Metadata stubs Record
Record types Record
Components Record
Retention and disposition schedules Mandate
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4406

The metadata elements for classes, files, sub-fitldames and records are brought togeth
in one section, despite the fact that they arerdesg different sorts of entities. This is only
for brevity and ease of presentation. In thisieadhe noun “entity” is used to mean “any (
class, file, sub-file, volume and record, as appabe’.

nf

-

—

e.

4405 | Every metadata element is shown as one table,tas iiollowing figure:
4404
Number: Name
Number Obligation: | ‘ Occurs: |
Definition:
Applies to: class | file ‘ sub-file ‘ volume record
Populated:
Use conditions
Comment:
Requirements
v2 A9 <ID4404>
4403 | Each table provides the following information abooe metadata element:

* Name:the name given to the metadata element in MoReg2.

* Number: A unique three-digit number, preceded by the léitgfor example, M012).
This can be used to refer to the element. The euiskan arbitrary identifier; the
sequence has no significance.

* Obligation: whether a value for the element is mandatory ¢ionpl for compliance with
MoReqZ2.

» Occurs: whether more than one value is allowed for thenelg (for example, a “title”
element must have only one value, whereas “auttmary have many. This is technically
referred to as “cardinality”). The term “Once” indtes only a single value is allowed.
The term “Many” indicates one value or more thar walue are allowed. Both allow fg
no values if the obligation is optional.

» Definition: a short description of the element.

» Applies to: (section <9.7.2> only): to which of the entitidass, file, sub-file, volume
and record the element applies. A tieK (ndicates that the element applies to the entity
shown by the tick.

* Populated: the source of the value(s) for this element aedetrent associated with the
initial population of the element.

* Use conditions:conditions and rules that govern the value(shefdlement.

« Comment: additional information (for some elements only).

* Requirements: references to formal requirements from other trapf MoReq?2 that
require the metadata element. In some casesstha liequirements may not be comple

4853 | Several elements hold values that are the unicgrdifeers of other objects. For example,
one element of a file’s metadata holds identiffersall the records stored in the file. In mo
cases the model specifies that the values arensistof fully qualified classification codes.

These codes are used instead of system identifgetisey are more likely to be meaningful

between systems.

9.6 — Naming Conventions
ID | Text

4402 | Naming conventions

4399

Metadata element names are not necessarily urtiggyeare unique within one section of tf

ne

model (for example within section 9.7.2).
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4400

The name of each metadata element comprises aditthoee parts, where:
» the first part is the metadata group (as defind@@® 23081 part 2 section 8), namely one
of the following:
o ldentity;
Description;
Use;
Event plan;
Event history;
o0 Relation.
» the second part is a metadata element name relevtrd group. Wherever possible th
names are taken from ISO 23081-2, but several haga developed for MoReq2;
» the third part (if present) is a refinement to seeond part.

O O OO

D

4397 | The parts of the name are separated by the “.friteli. An underscore “_" is used to
separate words within a part. Some example elerm@nes are:
» Identity.identifier.classification_code;
» Event_ history.opened.
9.7 — Metadata Elements
49051 This section defines the elements in the MoReqadata model. It starts with a table of
contents that groups the elements for ease of pias®En and use.
4906 | The table of contents is followed by the elemergcdetions, in the format explained |in
section <9.4> of this appendix.
4907 | The element descriptions are followed by a crofsreace listing that relates the elements to
the requirements that affect their values.
4913 | Section
Element Page
Section 9.7.1 — Classification SChemes ... 181
MOA46: DeSCIIPLION.ADSIIACT. ... ....uueiiiieee e e ee et e e e e e e e e e e e et renne e 181
MOAS5: DeSCHPLION.LILIE ... e e e e e e e e e e e e e e e e e e eeeeeeeeee 181
MO44: Identity.System _IdeNtifier.........cccoiveeeeiieeiicee e 181
Section 9.7.2 — Classes, Files, Sub-Files, VoOIUMBRELOrds............cuvvvviiiiiiiininiiiiiieee 182
MOA7: DeSCIIPLION.ADSIIACT........uueiiiiieeeeeee et e e e e e e e e e e e e e ee e renne e 182
MOO4: Description.abstract.KEYWOIdS ........cocooooiiiiiiiieiiiiii e 182
M126: Description.abstract.reason_for_renditioN..........ccooeeeeieeeeieeiiieeeeiii s 182
MOG9O: DESCHPLION.AULINON ........ciiiiiiiiiiet ettt e e e e e e e e e e e e e e eeeeebbeeenneeeeenannn s 183
M108: Description.classification.case_id ..........ccccovvvvivviiiiiiiiiiiii e, 183
MO11: Description.classification.classification_@0od..............cccoeeiiiiiiiiiiiiiiiiiiet e 183
MO012: Description.classification.fully _qualified adsification_code..............ccceevvvnnnens 418
MOG7: DeSCrptioN.COPY_FECIPIENT........c.iei s oo e e e e e e et et eeeeeiet bbb e e e eneae e e e e e e e e e e 184
MOB5: DESCHIPLON.AALE.......eeeeiiiiiiiiiemmmmm e e e e e e e e e e e eeeee e s e e e e e e e eaeaeeeeees 184
MO70: Description.external_identifier.internal_neface..............cccoeiiiiiiiiiiiiciiine e 185
MO086: Description.place.current_loCatioN.........ccceeviieieeeieiieiieeeeee e 185
M122: Description.place.nome_[0CatioN ........coaeaeuniiiiiiiiie e 185
V(0L GT I B L=t Yox g o] 1o o N =T od1 o] [T o | S 186
MO26: DeSCrPLION.rECOIA_TYPE ....ciiiiiiiiiiieeeee ettt e e e e e e e e e e e e e e ee e eeeeeeeeeeennnees 186
Y (Ol T B Lo E o o o] 1o 1 == g o = U 186
MOO3: DESCHPLION.TILIE ...ttt mmmm et e e e e e e e e e e e e e e e e e e e eeeeeeenee 187
MO089: Event_history.abstract.keywords_change_reason..........cccccceeeeeeeevveeevennnnnne 187
MO021: Event_history.abstract.reclassification_r@aso............ccccceeeeiieeeeeeeiiieeieeieiinnnen 187
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MO054.
M123:
MO097:
MO71:
MQ093:
MQ094:
MO51.:
MO048:
M120:
M119:
M049:
MOQ95:
MO50:
MO088:
MOQ096:
M127:
MO55:
MO74:
M114:
MO035:
M134:
MO034:
M102:
M135:
M136:
M138:
MO053:
MO002:
M022:
MQ098:
MO31:
MO058:
MO062:
MO020:
M125:
MO023:
M032:
MO082:
M148:
MO57:
MO56:
M149:
MO091.:
MO025:
M145:
MO019:
M113:
M143:
M124:
M084:
MOO05:
MO059:
M146:

Event_history.abstract.review_action_reasON...........cccceeeeeeieeeeeeiiieeeiiiiiiiienens 188

Event_history.agent.CuStOian. ........ccccc e ieeiiiieeeeeee e e e e 188
Event_history.agent.movemMENt..........cccceeiiiiiiiiiieiii e 188
Event_history.date.captured ...........cceeeeeeeeiiiiiiiiiieii e 188
Event_history.date.CheCk N ... 189
Event_history.date.CheCk _OUL ..........ceeeeeeriieiiii e 189
Event_history.date.ClOSEd............ocu oo 189
Event_history.date.created ..........coceeeeeeuiiiiiiiiiii e 190
Event_history.date.decrypted ....... ..o oo 190
Event_history.date.enCrypted ..........cocee oo eeeiiiiiiieeiiiiiccir e ereeee e 190
Event_history.date.modified ..o 190
Event_history.date.moved.from_l0CatioN weeeceeeveeeeeiiieie i 191

Event_history.date.opened .........ccoooo oot 191
Event_history.date.reCeIVEM ........... oo eeeeeriuuniiiiiiieeeeeeeeeeeeeeessssneennnnceseennnnes 191
Event_history.date.received.at_l0Cation.............ccoooviiiiiiiiiiiieciiiiiiiiieeees 192
Event_history.date.rendered............coooeerieiiiiiiiiiiii s 192
Event_history.date.reVIEWEA ........ ..ot 192
Event_hiStory.date.SENt ............... e e eeeeeeeeeeeeii i as e e e e e e e e enaenaeeaeeeaaeeeens 193
Event_history.date.verified.electronic_sSigmat................uceeiiiiiiieneeeiiiieeees s 193

Event_history.disposal hold.agent_applied..........cccccvrrriiiiiiiciiiiiiee e, 193

Event_history.disposal hold.agent_lifted...............coeeeiiiiiiieeeeee, 194
Event_history.disposal hold.date_applied............cccccieiiiiiiiieeeeeeeeee, 194

Event_history.disposal hold.date_lifted ...........cccooooiiiiiiiiis 194
Event_history.disposal hold.reason_applied.............cccceevvvvviiiiiiiiiiiiiincees 194

Event_history.disposal hold.reason_lfted e...........uuuveiiiiiiiiiiiiieeeeee, 195

Event_plan.abstract.reView _date.......ccccccevveveiiiiiiiiiieee e 195
Event_plan.abstract.review_action.......ccocc...oooiiiiiiiiiiiiiiiiie e 195
Event_plan.agent.OWNET ...........oi i e e e 196
Event_plan.date.Cut-Off ... oo 196
Event_plan.date.retUIMN................wommmmmreeeeeeniniesas e e e e eeeeeeeeeeeseeeeeessnnnnnssennnnns 196
Event_plan.statuS.PermMaNnENt.......... o eeeeeeeeeeieiiiiiiiiiiiiaae e e e e e e aaaeeeeeeeeaaens 197
Event_plan.volume _eVent_trigQer ....... e «eereeuiriaeeeeeeeeeerereeeeeesssnnnsnmnnnnnenes 197
Event_plan.volume _period...........oo o 197
Identity.System _Identifier...........eeeeceeii i 198
Identity.system_identifier.rendition ... 198
Relation.cross_referenCed t0 ........ooeeeeciiiii i 198
Relation.disposal_hold.identifier.......ccoco.ooo oo 199
Relation.nas_ EXIract ............oiiiiiiceeemme e e e e e e ene e e e eeaes 199
Relation.has_renditioN..........coooi e 199
Relation.is Child _Of ......ccooiiiii e e 200
Relation.is_parent_Of .........ouuiiiiiiieeeee e 200
Relation.is_rendition_Of ..........cooiiiiieiei e 200
Relation.previous_fully qualified_classifizat _code ..........cccccceveeiveiiiiiiieeennns 201

Relation.r&d _Schedule.............oo oo e 201
(OIS T N = T [0 [ F= T [ TR 201
USE.STALUS.ACTIVE .....eeeiiieiiieeie e ettt e e e e e e e e e e e e e s e s s n e n e e e e e e e e e e e e e e e annns 202
Use.status.eleCtroniC_SIgNAUIE ......cccooo oo e 202
Use.status.encrypted_in_transSit.......cccceeeeeeee i ere e eee e 202
Use.status.offline_download ... 202
USE.StatUS.PRYSICA ... ee e oottt e e e e e e e e e e e e e aeeeeeaeeeeeeenenne 203
Use.StatuS.Vital_reCOI ........ooo e 203
Use.technical_environment.CapaCIty.....ccccceuurrreiiiiiiieieeeeeeeeeeeeeeeiiavveeneaneeees 203

Use.technical_environment.certificate_ISSUGK..........coeeeeiiiiiiiieiiiiiiiiiieees 203
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MO77: Use.technical_environment.certification_Seeviprovider...........ccccceeeeeeeeieeeeeeeennn. 204

M111: Use.technical_environment.counter_SignatUre................ceuvvvvreiiiieineeeeeeeenn. 204
M110: Use.technical_environment.digital_certificate..............oouvvviiiiiiiiiinnnniieeeen, 204
M121: Use.technical _environment.drm_fEatUreS . ooeeveerriiiieeeeieiiieee e, 205
MO76: Use.technical_environment.electronic_SIigreatur................uuevveiiiiineeeeeeeees e 205
M116: Use.technical_environment.encryption_algonith................cccooeeviiiviiiiennnnnn, 205
M092: Use.technical_environment.format ... e 206
M118: Use.technical_environment.encryption_level............cccooeeiiiiiiiiiiiiiiiiiieeiiiiees 206
M117: Use.technical_environment.serial_number_aligtertificate .............cccccceeeeeennnnn. 206
M147: Use.technical_environment.validated DY ............coovvviiiiiiiiiiiiiee e, 206
M144: Use.technical_environment.validation_token..............ccccoooveiiiiiiiiiiiiiiiiiiiinees 207
Section 9.7.3 — RECOII EXITACES ........uuuiiiicmmeeeeeieeeee e et ee e e e e ea e 207
MO80: Description.abstract.reason_for_extraCt...........ccceuvvvvvviiiiiiiniiee e eeeeeeieeee 207
AV (Ol T Y=Y oL 1S3 (o] V=T = o | SRR 207
MO81: Event_history.date.Created ... 208
MOG60: Identity.System _identifier.........cccoiveeeeiieeiieiee e e e 208
MO83: Relation.is_eXtracCt_Of..............oiim e ee e err e e e 208
Section 9.7.4 — Metadata StUDS .........ooo i 208
M140: Event_history.abstract.reclassification_r@aso..........ccccceeeeeieeeeeeeeiieeeeieiiiieenen 208
M141: Event_history.date.deStroyed ..........ccceeeeeeeereeiiiiiiieeeeeeeeeeeeeeeeeeeeesveeeeneeeaeeene 209
M133: Event_history.date.transferred........ oo 209
M139: Event_history.transfer_or_destroy.agent........ccccceeeeeeeieeiiieeeeviiii s 209
SeCtioN 9.7.5 — RECOI TYPO ..uiiiiiiii et e 210
MO29: DeSCrPLION.ADSIIACT........uuueieiieee e e eeei et e e e e e e e e e e e e e e eeee e renneeeeeaannns 210
MO28: DESCHPLON.TILIE ....coiiiiiieiiiiiiieit st e e e e e e e e e e e e e e e e e e eeeeeeeeeee 210
MO27: Identity.System _identifier........ccccuvieeeiieeiiiceer e 210
MO87: Relation.r&d_SChedule...........oo e 210
Section 9.7.6 — COMPONENT ........cciiiiiiiiiiieemmmreeeeee e e e e e e e e e e e e e e e eeeeaeee s erreeesa s e e e e e aaaeees 211
M131: Description.abstract.reason_for_Rendition................uuuuiiiiiiiinnieeeiiieiiecieeeeen, 211
M132: Event_history.date.rendered............oouuueeiiiiiiiiee e 211
MO64: Identity.SyStem_Identifier..........coooieeeeiiiiiii e 211
M130: Identity.system_identifier.rendition ......ccc.ccooooeeeiiiiiiiiiiec e 211
MO090: Relation.is_child_Of ..o 212
M150: Relation.has renditioN.............uoiieeeieeiii i e e e e e e a e 212
M151: Relation.is_rendition_Of.............uuuiimmmiiiiiiiiiiiiie e e 212
M128: Use.technical _environment.file_format............ccccoeoeiiiiiiiiiii e, 213
M133: Use.technical_environment.file_format_oridina.............cccccceeiiienninniininnnnnae. 213
M129: Use.technical_environment.file_format_version...............cccccvveeiieeeiiniennennn. 213
M142: Use.technical_environment.file_format_versionginal...............ccccvvviiiiiininnnnnn. 214
Section 9.7.7 — Retention and Disposition Schedu)disposal Holds................cccevvvenees 214
MO43: Description.abstract.deSCrPLION ...t eeeeeeeeeaaeeee 214
MO30: Description.abstract.mandate ............cooeevvieiiiiiiiiiiiiiee e 214
MOL5: DeSCription.abStraCt.rEASON .......c.uuuuuuuieiiee e ettt eee e e e e e 215
MO24: DeSCHIPLON.TILIE ....coiiiiiieeeeiiiiiie e e e e e et s e e e e e e e e aaeeeeeaeeeeeeeeeeeennnnes 215
MO14: Event_plan.event_description.diSpOSition GACLL.............coevvieiiiiiiiiiiiiiiaaeeeeees 215
Y10 VY o A o] F= T 1 1= [ Yo 216
MO37: Event_plan.remMiNer ...........oooi it eeeeeeeeeeeeeenanae 216
MO52: Event_plan.e€Vent trigQer ....coooee e cceeeeee oot er e e e e 216
M137: Identity.system_identifier.disposal_hold..................ooviiiiiiii e 217
MOO08: Identity.system_identifier.retention_and_disiion_schedule .............................. 217
M133: USe.StatUS.iNNEItANCE ..o 217
Section 9.7.8 — Requirements and Metadata Elementyoss-Reference .............c.......... 217

Page 180



Section 9.7.1 — Classification Schemes
MO046: Description.abstract

Mo046 Obligation: | Optional Occurs: | Once

Definition: The description of the classification scheme.

Populated: Entered manually at the time of creation.

Use Can be modified by an administrative role or user with appropriate access
conditions: rights.

Comment: No comment.

Requirements | 3355, 2325

MO045: Description.title

Mo045 Obligation: | Mandatory Occurs: | Once

Definition: The name that identifies the classification scheme.

Populated: Entered manually at configuration time.

Use Can be modified only by an administrative role.

conditions:

Comment: Often the name of the business or organisational unit responsible for the

classification scheme.

Modification of this element should be rare - typically only in response to
a merger or change of corporate name.

Requirements | 3355, 2325

MO044: Identity.system_identifier

M044 Obligation: | Mandatory Occurs: | Once

Definition: The identifier of the classification scheme.

Populated: System-generated at configuration time.

Use Cannot be modified.

conditions:

Comment: This element is required to identify classes from classification scheme if
the classification scheme is combined with another or used alongside
another.

Requirements | 3355
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Section 9.7.2 — Classes, Files, Sub-Files, Volumes,
MO047: Description.abstract

Records

Mo047 Obligation: | Optional Occurs: | Once

Definition: A textual description of the entity and its relevant content.

Applies to: class v file v/ sub-file v’ volume v' | record v

Populated: Manually entered when the entity is created.

Use Can be changed by users who have appropriate access rights.

conditions:

Comment: For classes and files, also known as “scope notes” - narratives intended to
clarify the intended contents and/or exclusions of classes and files for the
benefit of users. Also known as description.

Requirements | 2692

MO004: Description.abstract.keywords

MO004 Obligation: | Optional Occurs: | Many
Definition: Keywords assigned to the entity to aid in discovering it.
Applies to: class v file v sub-file v/ volume record v
Populated: Entered manually at any time.
Use Can be modified by users who have appropriate access rights.
conditions:
Comment: No comment.
Requirements | 2128, 2127, 2093, 3635, 2815
M126: Description.abstract.reason_for_rendition
M126 Obligation: | Optional Occurs: | Many
Definition: Why the record has been rendered.
Applies to: class file sub-file volume record v
Populated: Entered manually at time of rendition.
Use Mandatory for a rendition.
conditions: May not be changed.
Applies to the rendition, not the original record.
Comment: No comment.
Requirements | 4681
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MO069: Description.author

Mo069 Obligation: | Mandatory Occurs: | Many

Definition: The author(s) of a document that is captured as a record.

Applies to: class file sub-file volume record v/

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights, when an outgoing or internal document is
captured as a record.

Use Can be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.
This element is required for incoming, outgoing and internal documents,
despite the fact that the requirement below does not address all of these.

Requirements | 2242

M108: Description.classification.case_id

M108 Obligation: | Optional Occurs: | Once

Definition: An identifier specific to a case file.

Applies to: Class File v sub-file volume record

Populated: Manually by an administrative role or by a user with appropriate access
permission; or provided automatically by a case management application
or by the ERMS.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 2094, 3497, 3890

MO011: Description.classification.classification_code

M011 Obligation: | Mandatory Occurs: | Once
Definition: The classification code of the entity, unique within its parent.
Applies to: class v file v/ sub-file v/ volume v | record v/
Populated: Automatically generated by the ERMS at the time of creation of an entity.
Use Cannot be modified but see below.
conditions:
Comment: Recalculated by the ERMS if the entity is moved.
These classification codes can be concatenated (pre-pended with the
parent’s classification codes) to make a fully qualified classification code.
See element
MO012: Description.classification.fully_qualified_classification_code.
Requirements | 2773, 2099, 2270, 2268, 3671, 2325
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MO012: Description.classification.fully_qualified_classification_code

MO012 Obligation: | Mandatory Occurs: | Once

Definition: The hierarchical identifier of the entity, unique within the ERMS.

Applies to: class v file v/ sub-file v/ volume v | record v/

Populated: Automatically generated by the ERMS at the time of creation of an entity.

Use Can only be modified if the entity is moved.

conditions:

Comment: Is made up of concatenated classification codes of the entity and its parent
entities. See element M011: Description.classification.classification_code.

Requirements | 2773, 2099, 2270, 2268, 3671, 2325

MO067: Description.copy_recipient

Mo067 Obligation: | Optional Occurs: | Many

Definition: The copy recipient(s) of a document that is captured as a record.

Applies to: class file sub-file volume record v’

Populated: Automatically by the ERMS from the document when possible.
Otherwise entered manually when a record is captured.

Use Cannot be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.
This element is required for incoming, outgoing and internal documents,
despite the fact that the requirement below does not address all of these.

Requirements | 2242, 3542, 4112

MO065: Description.date

MO065 Obligation: | Mandatory Occurs: | Once

Definition: The document date (as in the body of the document).

Applies to: class file sub-file volume record v’

Populated: Automatically by the ERMS from the document when possible.
Otherwise entered manually when a record is captured.

Use Cannot be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.

Requirements | 2242
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MO070: Description.external_identifier.internal_reference

Mo070 Obligation: | Optional Occurs: | Many

Definition: An internal reference on an outgoing or internal document that is captured
as a record.

Applies to: class file sub-file volume record v

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights, when an outgoing or internal office
document is captured as a record.

Use Can be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.

Requirements | 2242

MO086: Description.place.current_location

Mo086 Obligation: | Optional Occurs: | Many

Definition: The current physical location of a physical entity.

Applies to: class v file v/ sub-file v/ volume v | record v/

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions when the entity is moved.

Comment: No comment.

Requirements | 2361, 2160

M122: Description.place.home_location

M122 Obligation: | Optional Occurs: | Many

Definition: The home location of a physical entity.

Applies to: class v file v/ sub-file v/ volume v | record v/

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions when the entity is moved.

Comment: The home location is the normal storage location.

Requirements | 2361, 2161
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MO066: Description.recipient

Mo066 Obligation: | Mandatory Occurs: | Many

Definition: The recipient(s) of an outgoing or internal document that is captured as a
record.

Applies to: class file sub-file volume record v

Populated: Automatically by the ERMS from the document when possible.
Otherwise entered manually when a record is captured.

Use Cannot be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.
This element is required for incoming, outgoing and internal documents,
despite the fact that the requirement below does not address all of these.

Requirements | 2242, 3542, 4112

MO026: Description.record_type

MO026 Obligation: | Mandatory Occurs: | Once

Definition: The type of a record.

Applies to: class file sub-file volume record v/

Populated: Selected by an administrative role or users with appropriate access rights
at the time of creation or can be applied automatically.

Use Can be modified.

conditions:

Comment: No Comment.

Requirements | 2969

MO075: Description.sender

MO075 Obligation: | Optional Occurs: | Once

Definition: The sender of an e-mail or fax.

Applies to: class file sub-file volume record v’

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights, when an outgoing or internal document is
captured as a record.

Use Cannot be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.
May be the same as, or different to

Requirements | 4518, 3542, 4112
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MO003: Description.title

MO003 Obligation: | Mandatory Occurs: | Once

Definition: The name given to the entity.

Applies to: class v file v/ sub-file v/ volume v | record v/

Populated: Either manually entered when the entity is created; or (for some case files
and some records) provided by an external application; or extracted
automatically by the ERMS.

Use Can be changed by users who have appropriate access rights.

conditions:

Comment: No comment.

Requirements | 2665, 2128, 2837, 3542, 4112

MO089: Event_history.abstract.keywords_change_reason

M089 Obligation: | Optional Occurs: | Once

Definition: The reason for making changes to the keyword(s) of a file.

Applies to: class file v/ sub-file volume record

Populated: Manually populated by an administrative role or by a user with
appropriate access rights.

Use Can be modified by users who have appropriate access rights.

conditions:

Comment: No comment.

Requirements | 2819

MO021: Event_history.abstract.reclassification_reason

Mo021 Obligation: | Mandatory  if | Occurs: | Once
the entity is
reclassified.
Definition: The reason for the reclassification of an entity.
Applies to: class v file v sub-file v/ volume v | record v
Populated: Manually by an administrative role.
Use Updated when a class, file, sub-file, volume or record is reclassified.
conditions:
Comment: No comment.
Requirements | 2119, 2325
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MO054: Event_history.abstract.review_action_reason

MO054 Obligation: | Optional Occurs: | Once

Definition: The reason for the decision taken during review.

Applies to: class v file v/ sub-file v/ volume v | record

Populated: Manually populated by an administrative role or user with appropriate
access rights.

Use Can be modified.

conditions:

Comment: No comment.

Requirements | 2206

M123: Event_history.agent.custodian

M123 Obligation: | Optional Occurs: | Once

Definition: The custodian of the physical entity.

Applies to: class file v/ sub-file v’ volume v' | record v

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 2360

MO097: Event_history.agent.movement

M097 Obligation: | Optional Occurs: | Once
Definition: The name of the person who was responsible for executing the movement.
Applies to: class v file v/ sub-file v’ volume v' | record
Populated: Automatically captured by the ERMS.
Use Cannot be modified.
conditions:
Comment: No comment.
Requirements | 2160
MO071: Event_history.date.captured
MO071 Obligation: | Mandatory Occurs: | Once
Definition: The date and time at which a record was captured.
Applies to: class file sub-file volume record v’
Populated: Automatically by the ERMS when record is captured.
Use Cannot be modified.
conditions:
Comment: No comment.
Requirements | 2241
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MO093: Event_history.date.check_in

M093 Obligation: | Optional Occurs: | Once

Definition: The date the physical entity was checked in.

Applies to: class file v sub-file v/ volume v | record v/

Populated: Automatically populated by the ERMS.

Use Cannot be modified.

conditions:

Comment: If this date is later than the M(094 Event_history.date.check_out then the
entity is checked in.

Requirements | 2360

MO094: Event_history.date.check_out

M094 Obligation: | Optional Occurs: | Once

Definition: The date the physical entity was checked out.

Applies to: class file v sub-file v’ volume v' | record v

Populated: Automatically populated by the ERMS.

Use Cannot be modified.

conditions:

Comment: If this date is later than the M093 Event_history.date.check_in then the
entity is checked out.

Requirements | 2360

MO051: Event_history.date.closed

MO051 Obligation: | Mandatory  if | Occurs: | Once
the entity is
closed.
Definition: The date the entity was closed.
Applies to: class v file v sub-file v/ volume v | record
Populated: Generated by the ERMS when the entity is closed.
Use Cannot be modified.
conditions: Value null if entity is open.
Comment: No comment.
Requirements | 2789, 2104, 2106
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MO048: Event_history.date.created

MO048 Obligation: | Mandatory Occurs: | Once
Definition: The date the entity was created.
Applies to: class v file v/ sub-file v/ volume v | record
Populated: Populated by the ERMS when the entity is created.
Use Cannot be modified.
conditions:
Comment: No comment.
Requirements | 2701
M120: Event_history.date.decrypted
M120 Obligation: | Optional Occurs: | Once
Definition: The date and time the record was decrypted.
Applies to: Class file sub-file volume record v
Populated: Automatically by the ERMS.
Use Cannot be modified.
conditions:
Comment: No comment.
Requirements | 2425, 4095, 2423
M119: Event_history.date.encrypted
M119 Obligation: | Optional Occurs: | Once
Definition: The date and time the record was encrypted or decrypted.
Applies to: Class file sub-file volume record v
Populated: Automatically by the ERMS.
Use Mandatory if encrypted.
conditions: Cannot be modified.
Comment: No comment.
Requirements | 2425, 4095
MO049: Event_history.date.modified
M049 Obligation: | Mandatory Occurs: | Once
Definition: The date the volume was last modified.
Applies to: class file sub-file volume v record
Populated: Generate by the ERMS when the volume is modified.
Use Can be modified only by the ERMS.
conditions:
Comment: No comment.
Requirements | 2102
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MO095: Event_history.date.moved.from_location

M095 Obligation: | Optional Occurs: | Once

Definition: The date the physical entity was moved from a previous location.

Applies to: class v file v/ sub-file v/ volume v | record v/

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 2160

MO050: Event_history.date.opened

MO050 Obligation: | Mandatory Occurs: | Once

Definition: The date the entity was opened.

Applies to: class v file v/ sub-file v/ volume v | record

Populated: Populated by the ERMS when the entity is opened.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2789, 2104, 2106

MO088: Event_history.date.received

MO088 Obligation: | Optional Occurs: | Once

Definition: The date an e-mail or fax was received.

Applies to: class file sub-file volume record v’

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights, when an incoming or internal document is
captured as a record.

Use Cannot be modified.

conditions: Mandatory for any document that is received.

Comment: Manually entered in cases where for example when an incompatible
template is used.

Requirements | 4470
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MO096: Event_history.date.received.at_location

M096 Obligation: | Optional Occurs: | Once

Definition: The date the physical entity was received at the current location.

Applies to: class v file v/ sub-file v/ volume v | record v/

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 2160

M127: Event_history.date.rendered

M127 Obligation: | Optional Occurs: | Many
Definition: When the record was rendered.
Applies to: class file sub-file volume record v
Populated: Captured automatically at time of rendition.
Use Mandatory for a rendition.
conditions: May not be changed.
Applies to the rendition, not the original record.
Comment: No comment.
Requirements | 4030
MO055: Event_history.date.reviewed
MO055 Obligation: | Optional Occurs: | Once
Definition: The date the review took place.
Applies to: class v file v sub-file v’ volume v' | record
Populated: Automatically populated by the ERMS.
Use Can be modified.
conditions:
Comment: No comment.
Requirements | 2963
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MO074: Event_history.date.sent

MO074 Obligation: | Optional Occurs: | Once

Definition: The date a fax or e-mail was sent.

Applies to: class file sub-file volume record v/

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights, when an outgoing or internal document is
captured as a record.

Use Cannot be modified.

conditions:

Comment: Manually entered in cases where for example when an incompatible
template is used.
Mandatory for every document that is sent.

Requirements | 4518, 4470, 4112

M114: Event_history.date.verified.electronic_signature

M114 Obligation: | Optional Occurs: | Many
Definition: The date and time the electronic signature was verified.
Applies to: Class file sub-file volume record v’
Populated: Automatically by the ERMS.
Use Mandatory when the signature is validated.
conditions: Cannot be modified.
Comment: No comment.
Requirements | 2417, 2418
MO035: Event_history.disposal hold.agent_applied
Mo035 Obligation: | Optional Occurs: | Many
Definition: An identifier of the user who applied the disposal hold.
Applies to: class v file v sub-file v/ volume v | record v
Populated: Automatically captured when a hold is applied.
Use Cannot be modified.
conditions:
Comment: One value for each disposal hold applied.
Requirements | 3712
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M134: Event_history.disposal hold.agent_lifted

M134 Obligation: | Optional Occurs: | Many

Definition: An identifier of the user who lifted the disposal hold.

Applies to: class v file v/ sub-file v/ volume v | record v/
Populated: Automatically captured when a hold is lifted.

Use Cannot be modified.

conditions: Mandatory wherever a disposal hold has been applied and then lifted.
Comment: One value for each disposal hold lifted.

Requirements | 3712

MO034: Event_history.disposal hold.date_applied

MO034 Obligation: | Mandatory Occurs: | Many
Definition: The date a disposal hold was applied to the entity.
Applies to: class v file v/ sub-file v’ volume v' | record v
Populated: Generated by the ERMS when hold is applied.
Use Cannot be modified.
conditions:
Comment: One value for each disposal hold applied.
Requirements | 3712
M102: Event_history.disposal hold.date_lifted
M102 Obligation: | Mandatory Occurs: | Many
Definition: The date a disposal hold was lifted from the entity.
Applies to: class v file v/ sub-file v/ volume v' | record v
Populated: Generated by the ERMS when hold is lifted.
Use Cannot be modified.
conditions:
Comment: One value for each disposal hold lifted.
Requirements | 3712
M135: Event_history.disposal hold.reason_applied
M135 Obligation: | Mandatory Occurs: | Many
Definition: The reason why a disposal hold was applied.
Applies to: class v file v/ sub-file v’ volume v' | record v
Populated: Manually entered when a hold is applied.
Can optionally be captured automatically from the value of
MO043: Description.abstract.description
Use Cannot be modified.
conditions:
Comment: One value for each disposal hold applied.
Requirements | 3712
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M136: Event_history.disposal hold.reason_lifted

M136 Obligation: | Optional Occurs: | Many
Definition: The reason why a disposal hold was lifted.
Applies to: class v file v/ sub-file v’ volume v/ record v’
Populated: Manually entered when a hold is applied.
Use Cannot be modified.
conditions:
Comment: One value for each disposal hold lifted.
Requirements | 3712, 3715
M138: Event_plan.abstract.review_date
M138 Obligation: | Optional Occurs: | Once
Definition: The disposition date decided by a reviewer during a review.
Applies to: class v file v sub-file v’ volume v' | record
Populated: Manually populated by a reviewer with appropriate access rights.
Use Can be modified.
conditions: Value must be a valid date wunless value of element
MO053: Event_plan.abstract.review_action is RETAIN in which case it must
be null.
* DESTROY
+ TRANSFER
*+ REVIEW
* RETAIN
Must be used with element M053: Event_plan.abstract.review_action.
Comment: No comment.
Requirements | 2207

MO053: Event_plan.abstract.review_action

MO053 Obligation: | Optional Occurs: | Once
Definition: The disposition action decided by a reviewer during a review.
Applies to: class v file v sub-file v/ volume v | record
Populated: Manually populated by a reviewer with appropriate access rights.
Use Can be modified.
conditions: Value must be one of:

+ DESTROY

+ TRANSFER

+ REVIEW

* RETAIN

Must be used with element M138: Event_plan.abstract.review_date
Comment: No comment.
Requirements | 2207

Page 195




MO002: Event_plan.agent.owner

M002 Obligation: | Mandatory Occurs: | Many

Definition: The owner of the entity.

Applies to: class v file v/ sub-file v/ volume v | record v
Populated: Generated automatically by the ERMS when an entity is created.

Use Can be modified by an administrative role.

conditions:

Comment: No comment.

Requirements | 2130, 2128

MO022: Event_plan.date.cut-off

M022 Obligation: | Optional Occurs: | Once
Definition: The cut-off date at which a volume must be closed.
Applies to: class file sub-file volume v | record
Populated: Manually populated by an administrative role or user with appropriate
access rights when the volume is created.
Use The volume is automatically closed by the ERMS when the cut-off date is
conditions: reached.
Cannot be used if any of the following is used:
*  MO058: Event_plan.volume_event_trigger
*  MO059: Use.technical_environment.capacity
*  MO062: Event_plan.volume_period
Comment: No comment.
Requirements | 2116

MO098: Event_plan.date.return

M098 Obligation: | Optional Occurs: | Once

Definition: The date on which a checked out physical entity is due to be returned.
Applies to: class file v sub-file v’ volume v' | record v
Populated: Manually set by the user checking out the physical entity.

Use Can be modified.

conditions: Changed to null when checked in.

Comment: No comment.

Requirements | 4731, 4733
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MO031: Event_plan.status.permanent

MO031 Obligation: | Mandatory Occurs: | Once
Definition: Indicates whether an entity needs to be retained permanently.
Applies to: class v file v/ sub-file v/ volume v | record v/
Populated: Manually entered by an administrative role or by a user with appropriate
access rights; can be inherited from parent entity.
Use Can be modified by an administrative role or by a user with appropriate
conditions: access rights.
Value must be either YES or NO.
Comment: No comment.
Requirements | 2190

MO058: Event_plan.volume_event_trigger

MO058 Obligation: | Optional Occurs: | Once
Definition: The event which allows the calculation of when the volume can be closed.
Applies to: class file sub-file volume v/ record
Populated: Manually populated by an administrative role or by a user with
appropriate access rights.
Use Can be modified.
conditions: Cannot be used if either of the following are used:
MO059: Use.technical_environment.capacity
MO022: Event_plan.date.cut-off.
Must be used if M062: Event_plan.volume_period is used.
Comment: No comment.
Requirements | 2116

MO062: Event_plan.volume_period

Mo062 Obligation: | Optional Occurs: | Once
Definition: The time interval which the ERMS monitors once the event trigger has
occurred.
Applies to: class file sub-file volume v | record
Populated: Entered manually at the time of creation of the volume.
Use Can be modified by an administrative role or users with appropriate
conditions: access rights.
Cannot be used if either of the following are used:
MO059: Use.technical_environment.capacity
MO022: Event_plan.date.cut-off.
Must be used if M058: Event_plan.volume_event_trigger is used.
Comment: Once this period expires the ERMS closes the volume.
Requirements | 2116

Page 197




MO020: Identity.system_identifier

M020 Obligation: | Mandatory Occurs: | Once

Definition: The system identifier for an entity.

Applies to: Class v File v sub-file v/ volume v | record v

Populated: Automatically populated by the ERMS.

Use Cannot be modified

conditions:

Comment: Primarily used for by the ERMS software. In some cases it may be used by
users.

Requirements | 3671, 3954

M125: Identity.system_identifier.rendition

M125 Obligation: | Mandatory Occurs: | Once
Definition: The unique identifier of a rendition of a record.
Applies to: class file sub-file volume record v’
Populated: Mandatory for a rendition.
Populated automatically by ERMS at time of capture and at time of
rendition.
Applies to a rendition, not to the original record.
Use Cannot be changed.
conditions:
Comment: No comment.
Requirements | 2511, 4028

MO023: Relation.cross_referenced. to

M023 Obligation: | Optional Occurs: | Many

Definition: The fully qualified classification code of another entity that is related to the
subject entity by a cross reference.

Applies to: class v file v sub-file v/ volume v | record v/

Populated: Populated by an administrative role or by users with appropriate access
right.

Use Can be modified by suitably authorised user.

conditions: Modified by the ERMS if the classification code of the referenced entity is
modified.

Comment: No comment.

Requirements | 2208, 2859, 4273
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MO032: Relation.disposal_hold.identifier

M032 Obligation: | Optional Occurs: | Many

Definition: The identifier of a disposal hold applied to the entity.

Applies to: class v file v/ sub-file v/ volume v | record v/

Populated: Populated manually with identifiers of disposal holds by an
administrative role or by a user with appropriate access permission.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: One value for each disposal hold applied.

Requirements | 2195, 2971, 3712

MO082: Relation.has_extract

M082 Obligation: | Mandatory Occurs: | Many
when any
extract(s)
exist(s)
Definition: The fully qualified classification code of an extract associated with the
record.
Applies to: class file sub-file volume record v’
Populated: Automatically by the ERMS at the time of creation of the extract.
Use Can only be modified if the classification code of the referenced entity is
conditions: modified.
Comment: No comment.
Requirements | 2342, 3971, 4024

M148: Relation.has_rendition

M148 Obligation: | Optional Occurs: | Many

Definition: The fully qualified classification code of a rendition associated with the
record.

Applies to: class file sub-file volume record v/

Populated: Automatically by the ERMS at the time of creation of the rendition.

Use Mandatory where a rendition exists.

conditions: Can only be modified if the classification code of the referenced entity is
modified.

Comment: No comment.

Requirements | 4026
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MO057: Relation.is_child_of

MO057 Obligation: | Mandatory Occurs: | Once
Definition: The fully qualified classification code of the parent entity.
Applies to: class v file v/ sub-file v/ volume v | record v/
Populated: Automatically populated by the ERMS when the entity is captured or
created.
Use Modified automatically if the classification code of the referenced entity is
conditions: modified, otherwise cannot be modified.
Null value for top level classes at all times.
Comment: No comment.
Requirements | 2325

MO056: Relation.is_parent_of

Mo056 Obligation: | Optional Occurs: | Many

Definition: The fully qualified classification code of a child entity.

Applies to: class v file v sub-file v/ volume v | record v/

Populated: Automatically populated by the ERMS dependent at time of capture or
creation of a child entity.

Use Modified automatically if the classification code of the referenced entity is

conditions: modified, otherwise cannot be modified.

Comment: For classes, this element will reference child classes, files, and records; for
files it will reference child sub-files; etc.

Requirements | 2325

M149: Relation.is_rendition_of

M149 Obligation: | Optional Occurs: | Once

Definition: The fully qualified classification code of the record for which the subject is
a rendition.

Applies to: class file sub-file volume record v’

Populated: Automatically populated by the ERMS when the rendition is created.

Use Mandatory for renditions.

conditions: Modified automatically if the classification code of the referenced entity is
modified, otherwise cannot be modified.

Comment: No comment.

Requirements | 2325
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MO091: Relation.previous_fully_qualified_classification_code

M091 Obligation: | Mandatory  if | Occurs: | Many
entity has been
reclassified
Definition: The previous fully qualified classification code(s) of the entity following
reclassification(s).
Applies to: class v file v/ sub-file v’ volume v' | record v
Populated: Automatically populated by the ERMS at time of reclassification.
Use Cannot be modified.
conditions:
Comment: No comment.
Requirements | 3906

MO025: Relation.r&d_schedule

M025 Obligation: | See comment Occurs: | Many

Definition: The identifier of the retention and disposition schedules assigned to the
entity.

Applies to: class v/ file v/ sub-file v/ volume v | record v

Populated: Can be automatically populated by the ERMS when the retention and
disposition schedule is inherited, subject to inheritance rules.
Where inheritance is not possible (for classes at the top level of the
classification scheme and if no inheritable retention and disposition
schedule applies a default retention and disposition schedule is applied at
the option of an administrative role - see <ID 2988>

Use Can be modified by an administrative role or by users with appropriate

conditions: access rights.

Comment: Mandatory for class, file, sub-file and volume.
Mandatory for records only when the records are allocated directly to a
class.

Requirements | 2980, 2325, 2988, 4625

M145: Use.language

M145 Obligation: | Optional Occurs: | Many

Definition: The language(s) in which the content of the record is (are) written.

Applies to: class file sub-file volume record v

Populated: Populated manually or, if the system permits, automatically.

Use Can be changed.

conditions: ISO 639 should be used to represent languages.

Comment: No comment.

Requirements | 4914
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MO019: Use.status.active

MO019 Obligation: | Mandatory Occurs: | Once
Definition: The status of the class; whether it is in active use or not.
Applies to: class v file v/ sub-file volume record

Populated: Automatically populated by the ERMS.

Use Can be changed by a suitably authorised administrator at any time.
conditions: Value must be YES or NO.
Comment: No comment.

Requirements | 2707

M113: Use.status.electronic_signature

M113 Obligation: | Mandatory Occurs: | Once

Definition: The validity of an electronic signature associated with a record following a
verification process.

Applies to: Class file sub-file volume record v’

Populated: Automatically by the ERMS.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2417

M143: Use.status.encrypted_in_transit

M143 Obligation: | Mandatory Occurs: | Once

Definition: Indicates that a record has been transmitted in encrypted form

Applies to: Class file sub-file volume record v’
Populated: Automatically by the ERMS or manually entered if this is not possible.
Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2425, 4095

M124: Use.status.offline_download

M124 Obligation: | Optional Occurs: | Once

Definition: Indicates that the entity has been downloaded for offline use.

Applies to: Class file v/ sub-file v’ volume v' | record v
Populated: Automatically by the ERMS.

Use Modified automatically by the ERMS.

conditions:

Comment: No comment.

Requirements | 3546
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MO084: Use.status.physical

MO084 Obligation: | Mandatory Occurs: | Once
Definition: Indicates whether the entity is a physical container or a physical record.
Applies to: class v file v/ sub-file v/ volume v | record
Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.
Use Can be modified by an administrative role or by a user with appropriate
conditions: access permissions.
Value must be YES or NO.
Comment: No comment.
Requirements | 3569, 3570, 4479

MO005: Use.status.vital record

MO005 Obligation: | Mandatory Occurs: | Once

Definition: Identifies whether an entity is, or contains, vital record(s).

Applies to: class file v/ sub-file volume record v

Populated: Entered manually by an administrative role or user with appropriate
access rights.

Use Can be modified at any time.

conditions: Value must be YES or NO.

Comment: No comment.

Requirements | 2152, 3218

MO059: Use.technical_environment.capacity

MO059 Obligation: | Optional Occurs: | Once
Definition: The maximum number of records a volume can hold.
Applies to: class file sub-file volume v record
Populated: Manually populated by an administrative role or user with appropriate
access rights when the volume is created.
Use The volume is automatically closed by the ERMS when the number of
conditions: records exceeds the maximum number of records that the volume can
hold.
Cannot be used if either of the following is used.
MO022: Event_plan.date.cut-off.
MO58: Event_plan.volume_event_trigger.
Comment: No comment.
Requirements | 2116

M146: Use.technical environment.certificate issuer

M146 Obligation: Optional Occurs: | Once
Definition: The issuer of an electronic certificate
Applies to: class file sub-file volume record
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Populated: Automatically populated by the ERMS when a docuniectptured as a record.
Use Mandatory if there is an electronic certificate.

conditions: Cannot be modified.

Comment: No comment.

Requirements | 2417

MO077: Use.technical_environment.certification_service_provider

MO077 Obligation: | Optional Occurs: | Once

Definition: The certification service provider pertaining to the record.

Applies to: class file sub-file volume record v

Populated: Automatically populated by the ERMS when an outgoing or internal
document is captured as a record.

Use Mandatory if there is an electronic certificate.

conditions: Cannot be modified.

Comment: No comment.

Requirements | 4518

M111: Use.technical_environment.counter_signature

M111 Obligation: | Optional Occurs: | Many

Definition: A counter signature appended to a record by a certification service
provider.

Applies to: Class file sub-file volume record v

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2414

M110: Use.technical_environment.digital certificate

M110 Obligation: | Optional Occurs: | Many

Definition: The digital certificate of a record.

Applies to: Class file sub-file volume record v

Populated: Automatically by the ERMS or manually by an administrative role or user
with appropriate access rights.

Use Cannot be modified.

conditions:

Comment: No comment

Requirements | 2414
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M121: Use.technical environment.drm_features

M1i21 Obligation: | Optional Occurs: | Once

Definition: A textual description of the DRM features contained in the record.

Applies to: Class file sub-file volume record v

Populated: Manually set by an administrative role or by a user with appropriate
access permissions.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 4359

MO076: Use.technical_environment.electronic_signature

Mo076 Obligation: | Mandatory Occurs: | Many

Definition: The electronic signature associated with a record.

Applies to: class file sub-file volume record v/

Populated: Automatically populated by the ERMS when an outgoing or internal
document is captured as a record.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2414

M116: Use.technical_environment.encryption_algorithm

M116 Obligation: | Optional Occurs: | Once
Definition: The encryption algorithm used to encrypt the record.
Applies to: Class file sub-file volume record v’
Populated: Automatically by the ERMS or manually entered if this is not possible.
Use Mandatory if encrypted.
conditions: Cannot be modified.
Updated automatically when a different algorithm is used.
Comment: No comment.
Requirements | 2425, 4095
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M092: Use.technical_environment.format

M092 Obligation: | Optional Occurs: | Once

Definition: The format of the physical entity.

Applies to: class v file v/ sub-file v/ volume v | record v

Populated: Manually set by an administrative role or by a user with appropriate
access permission at the time of creation of the entity.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions when the entity is re-captured or copied onto a
different format.

Comment: No comment.

Requirements | 2361

M118: Use.technical_environment.encryption_level

M118 Obligation: | Optional Occurs: | Once

Definition: The encryption level of the encryption code used on the record.

Applies to: Class file sub-file volume record v’
Populated: Automatically by the ERMS.

Use Mandatory if encrypted.

conditions: Updated automatically by the ERMS when a different level is used.
Comment: No comment.

Requirements | 2425, 4095

M117: Use.technical_environment.serial number_digital_certificate

M117 Obligation: | Optional Occurs: | Once

Definition: The serial number of the digital certificate.

Applies to: Class file sub-file volume record v/

Populated: Automatically by the ERMS.

Use Mandatory of encrypted.

conditions: Cannot be modified.

Comment: No comment.

Requirements | 2425, 4095

M147: Use.technical_environment.validated_by

M147 Obligation: Optional Occurs: | Once

Definition: The identity of an individual who has initiated thalidation of an electroni¢
signature or certificate

Applies to: class file sub-file volume record

Populated: Automatically populated by the ERMS when a docunigmiaptured as a recorf,
or manually by an authorised administrator.

Use Mandatory if there is an electronic certificate

conditions:

Null if the check was initiated automatically byethystem;
Cannot be modified.
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Comment: No comment.

Requirements | 2417

M144: Use.technical environment.validation_token

M144 Obligation: | Optional Occurs: | Many

Definition: A validation ticket or token issued by a certification service provider.
Applies to: Class file sub-file volume record v
Populated: Automatically by the ERMS.

Use Cannot be modified.

conditions:

Comment: No comment

Requirements | 4759

Section 9.7.3 — Record Extracts

4915

Record extracts must have the same metadata asetbeds, and the following in
addition.

MO080: Description.abstract.reason_for_extract

MO080 Obligation: | Mandatory Occurs: | Once

Definition: The reason for creation of the extract.

Populated: Manually populated by an administrative role or by a user with
appropriate access permission.

Use Can be modified by an administrative role or by a user with appropriate

conditions: access permissions.

Comment: No comment.

Requirements | 4920, 2343

MO079: Event_history.agent

MO079 Obligation: | Mandatory Occurs: | Once
Definition: The identifier of the user who created the extract.
Populated: Automatically by the ERMS.

Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2344
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MO081: Event_history.date.created

MO081 Obligation: | Mandatory Occurs: | Once
Definition: The date and time the extract is created.
Populated: Automatically by the ERMS.
Use Cannot be modified.
conditions:
Comment: No comment.
Requirements | 2344
MO060: Identity.system_identifier
MO060 Obligation: | Mandatory Occurs: | Once
Definition: The identifier of a record extract.
Populated: Automatically populated by the ERMS at time of creation.
Use Cannot be modified.
conditions:
Comment: No comment.
Requirements | 3954, 2344

MO083: Relation.is_extract_of

MO083 Obligation: | Mandatory Occurs: | Once

Definition: The fully qualified classification code of the parent record of the extract.
Populated: Automatically by the ERMS at the time of creation of the extract.

Use Modified automatically if the classification code of the referenced entity is
conditions: modified, otherwise cannot be modified.

Comment: No comment.

Requirements | 2342, 3971, 4024

Section 9.7.4 — Metadata Stubs

M140: Event_history.abstract.reclassification_reason

M140 Obligation: | Mandatory  if | Occurs: | Once

the entity is

reclassified.
Definition: The reason for the reclassification of an entity.
Applies to: class v file v/ sub-file v/ volume v | record v/
Populated: Populated automatically by the ERMS at time of destruction or transfer.
Use Cannot be modified.
conditions: Not used for records that were destroyed or transferred as part of an

aggregation; used for records only when they are handled individually.

Comment: No comment.
Requirements | 4582

In addition, stubs are to consist of at least thewing, as specified in <ID4852>:

Identity.identifier.fully_qualified_classificatiortode
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Description.title
Description.abstract

M141: Event_history.date.destroyed

M141 Obligation: | Mandatory  if | Occurs: | Once
destroyed

Definition: Indicates the date the entity was deleted.
Applies to: class v file v sub-file v/ volume v | record v
Populated: Populated automatically by the ERMS at time of destruction or transfer.
Use Cannot be modified.
conditions: Null if transferred.

Not used for records that were destroyed or transferred as part of an

aggregation; used for records only when they are handled individually.
Comment: No comment.
Requirements | 4582

M133: Event_history.date.transferred

M133 Obligation: | Mandatory  if | Occurs: | Once
transferred

Definition: Indicates the date the entity was transferred.
Applies to: class v file v/ sub-file v/ volume v | record v/
Populated: Populated automatically by the ERMS at time of destruction or transfer.
Use Cannot be modified.
conditions: Null if destroyed.

Not used for records that were destroyed or transferred as part of an

aggregation; used for records only when they are handled individually.
Comment: No comment.
Requirements | 4852

M139: Event_history.transfer_or_destroy.agent

M139 Obligation: | Mandatory Occurs: | Once

Definition: An identifier of the user responsible for the destruction or transfer.

Applies to: class v file v/ sub-file v/ volume v | record v/

Populated: Populated automatically by the ERMS at time of destruction or transfer.

Use Cannot be modified.

conditions: Not used for records that were destroyed or transferred as part of an
aggregation; used for records only when they are handled individually.

Comment: No comment.

Requirements | 4582
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Section 9.7.5 — Record Type
MO029: Description.abstract

M029 Obligation: | Optional Occurs: | Once

Definition: A short description of the record type.

Populated: Manually entered when the entity is created.

Use Can be changed by an administrative role or by users that have
conditions: appropriate access rights.

Comment: No comment.

Requirements | 2969

MO028: Description.title

M028 Obligation: | Mandatory Occurs: | Once

Definition: A name given to a record type.

Populated: Manually entered when the entity is created.

Use Can be changed by an administrative role or by users that have
conditions: appropriate access rights.

Comment: No comment.

Requirements | 2969

MO027: Identity.system_identifier

MO027 Obligation: | Mandatory Occurs: | Once
Definition: An identifier assigned to a record type.
Populated: Generated by the ERMS at the time of creation.
Use Cannot be modified.

conditions:

Comment: No comment.

Requirements | 2969

MO087: Relation.r&d_schedule

MO087 Obligation: | Optional Occurs: | Many

Definition: [llustrates the ID of the retention and disposition schedules assigned to the
record type.

Populated: Manually populated by an administrative role or by a user with
appropriate access rights.

Use Can be modified by an administrative role or by users who with

conditions: appropriate access rights.

Comment: No comment.

Requirements | 2969
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Section 9.7.6 — Component

M131: Description.abstract.reason_for_Rendition

M131 Obligation: | Optional Occurs: | Many
Definition: Why the component has been rendered.
Populated: Entered manually at time of rendition.
Use May not be changed.
conditions:
Comment: No comment.
Requirements | 4681

M132: Event_history.date.rendered
M132 Obligation: | Mandatory  if | Occurs: | Many

rendered

Definition: When the component was rendered.
Populated: Captured automatically at time of rendition.
Use Cannot be changed.
conditions:
Comment: No comment.
Requirements | 4030

MO064: Identity.system_identifier
MO064 Obligation: | Mandatory Occurs: | Once
Definition: An identifier for a record component.
Populated: Automatically populated by the ERMS at time of creation.
Use Cannot be modified.
conditions:
Comment: No comment.
Requirements | 2253, 2235, 4636

M130: Identity.system_identifier.rendition

M130 Obligation: | Mandatory Occurs: | Once
Definition: The unique identifier of a rendition of a component.
Populated: Populated automatically by ERMS at time of rendition.
Use Cannot be changed.

conditions:

Comment: No comment.

Requirements | 4026, 4588
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MO090: Relation.is_child_of

M090 Obligation: | Mandatory Occurs: | Once

Definition: The fully qualified classification code of the parent record.

Populated: Automatically populated by the ERMS at time of creation.

Use Modified automatically if the classification code of the referenced entity is
conditions: modified, otherwise cannot be modified.

Comment: No comment.

Requirements | 2253, 2235, 4636

M150: Relation.has_rendition

M150 Obligation: | Optional Occurs: | Many

Definition: The fully qualified classification code of a rendition associated with the
component.

Populated: Automatically by the ERMS at the time of creation of the rendition.

Use Mandatory where a rendition exists.

conditions: Can only be modified if the classification code of the referenced entity is
modified.

Comment: No comment.

Requirements | 4588

M151: Relation.is_rendition_of

M151 Obligation: | Optional Occurs: | Once

Definition: The fully qualified classification code of the component for which the
subject is a rendition.

Populated: Populated automatically by ERMS at time of capture and at time of
rendition.

Use Mandatory for renditions.

conditions: Modified automatically if the classification code of the referenced entity is
modified, otherwise cannot be modified.

Comment: No comment.

Requirements | 4588
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M128: Use.technical environment.file format

M128 Obligation: | Mandatory Occurs: | Once

Definition: The file format in which the component is encoded.

Populated: Populated automatically by ERMS at time of capture and at time of
rendition.

Use Cannot be changed.

conditions:

Comment: For this to be useful, it needs to be populated from a controlled vocabulary
that is continually maintained as file formats evolve. Ideally, the
vocabulary is taken from an established file format registry. At the time of
writing, the leading file format registry in Europe is PRONOM, see
www.nationalarchives.gov.uk/pronom.

Requirements | 4586, 4026, 4588

M133: Use.technical_environment.file_format_original

M133 Obligation: | Mandatory Occurs: | Once

Definition: The file format in which the component was encoded at time of capture.

Populated: Populated automatically by ERMS at time of capture.

Use Cannot be changed.

conditions:

Comment: For this to be useful, it needs to be populated from a controlled vocabulary
that is continually maintained as file formats evolve. Ideally, the
vocabulary is taken from an established file format registry. At the time of
writing, the leading file format registry in Europe is PRONOM, see
www.nationalarchives.gov.uk/pronom.

Requirements | 4030

M129: Use.technical environment.file format version

M129 Obligation: | Mandatory Occurs: | Once

Definition: The version of the file format in which the component is encoded.

Populated: Populated automatically by ERMS at time of capture and at time of
rendition.

Use Cannot be changed.

conditions:

Comment: For this to be useful, it needs to be populated from a controlled vocabulary
that is continually maintained as file formats evolve. Ideally, the
vocabulary is taken from an established file format registry. The leading
file format registry in Europe is PRONOM, see
www.nationalarchives.gov.uk/pronom.

It is acceptable for this element to be combined with the element
M128: Use.technical_environment.file_format.
Requirements | 4586, 4026, 4588
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M142: Use.technical_environment.file_format_version_original

M142 Obligation: | Mandatory Occurs: | Once

Definition: The version of the file format in which the component was encoded at
time of capture.

Populated: Populated automatically by ERMS at time of capture.

Use Cannot be changed.

conditions:

Comment: For this to be useful, it needs to be populated from a controlled vocabulary
that is continually maintained as file formats evolve. Ideally, the
vocabulary is taken from an established file format registry. At the time of
writing, the leading file format registry in Europe is PRONOM, see
www.nationalarchives.gov.uk/pronom.

It is acceptable for this element to be combined with the element
M133: Use.technical_environment.file_format_original.
Requirements | 4030

Section 9.7.7 — Retention and Disposition Schedules

, Disposal Holds

MO043: Description.abstract.description

MO043 Obligation: | Optional Occurs: | Once

Definition: A description of the retention and disposition schedule or disposal hold.

Populated: Entered manually by an administrative or user role once a decision has
been made.

Use Can be modified by an administrative role or user with appropriate access

conditions: rights.

Comment: No comment.

Requirements | 3699, 2325

MO030: Description.abstract.mandate

MO030 Obligation: | Optional Occurs: | Once

Definition: A mandate which specifies the justification for the retention and
disposition schedule.

Populated: Manually entered by a user administrative role or by a user role with
appropriate access rights.

Use Can be modified or amended by an administrative role or by a user with

conditions: appropriate access rights.

Comment: A mandate is often a law, regulation or corporate policy.

Requirements | 3699, 2325
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MO015: Description.abstract.reason

Mo015 Obligation: | Optional Occurs: | Many

Definition: The reason for the specification of the retention and disposition schedule
or disposal hold.

Populated: Entered manually by an administrative role or by a user once a decision
has been made.

Use Can be amended if the disposition decision is changed.

conditions:

Comment: No comment.

Requirements | 2194, 2325

MO024: Description.title

MO024 Obligation: | Mandatory Occurs: | Once
Definition: The title of the retention and disposition schedule or disposal hold.
Populated: Manually entered at the time of creation.
Use Can be modified by an administrative role or by user roles that have
conditions: appropriate access rights.
Value must be unique.
Comment: No comment.
Requirements | 4446, 2325, 3712, 3715, 3717

MO014: Event_plan.event_description.disposition_action

MO014 Obligation: | Mandatory Occurs: | Once

Definition: The retention and disposition action that will be executed.

Populated: Selected manually by an administrative role or user with appropriate
access rights once the retention period ends.

Use Can be re-reviewed and thus modified by an administrative role or by

conditions: users with appropriate access rights.
Used only for retention and disposition schedules; not used for disposal
holds.

Comment: Once the retention period ends the ERMS will initiate the disposition
process and execute relevant actions as per the decision.

Requirements | 2194, 2191, 2207, 2325
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MO013: Event_plan.period

MO013 Obligation: | Mandatory Occurs: | Once

Definition: The retention period associated with a retention and disposition schedule.

Populated: Entered manually at the time of creation of the retention and disposition
schedule.

Use Can be modified by an administrative role or users with appropriate

conditions: access rights.
Used only for retention and disposition schedules; not used for disposal
holds.

Comment: A date or date range which the ERMS must monitor. Once this period
expires the ERMS must initiate the disposition process. See <ID 2190>

Requirements | 2194, 2190, 2325

MO037: Event_plan.reminder

MO037 Obligation: | Optional Occurs: | Once

Definition: The date the reminder for the disposal hold is due.

Populated: Manually populated by an administrative role or by a user role with
appropriate access permission.

Use Can be modified by an administrative role or by a user role with

conditions: appropriate access permissions.
Used only for disposal holds; not used for retention and disposition
schedules.

Comment: No comment.

Requirements | 3718

MO052: Event_plan.event_trigger

MO052 Obligation: | Mandatory Occurs: | Once

Definition: Defines the event which allows the calculation of when the disposition
schedule action can be executed.

Populated: Manually populated by an administrative role or by a user with
appropriate access right.

Use Can be modified.

conditions: Used only for retention and disposition schedules; not used for disposal
holds.

Comment: See <ID 2190>.

Requirements | 2194, 2190, 2325
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M137: Identity.system_identifier.disposal_hold

M137 Obligation: | Mandatory Occurs: | Once

Definition: The unique identifier for a disposal hold.

Populated: Generated by the ERMS at the time of creation.

Use Cannot be modified.

conditions: Used only for disposal holds; not used for retention and disposition
schedules.

Comment: No comment.

Requirements | 2195

MO008: Identity.system_identifier.retention_and_disposition_schedule

MO008 Obligation: | Mandatory Occurs: | Once

Definition: The unique identifier for a retention and disposition schedule.

Populated: Generated by the ERMS at the time of creation.

Use Cannot be modified.

conditions: Used only for retention and disposition schedules; not used for disposal
holds.

Comment: No comment.

Requirements | 2953, 3954

M133: Use.status.inheritance

M133 Obligation: | Mandatory Occurs: | Once

Definition: Specifies whether the retention and disposition schedule should, or should
not, be inherited by child entities of entities to which it is allocated.

Populated: Manually, at time of creation of schedule or at any other time.

Use Can be modified.

conditions:

Comment: No comment.

Requirements | 2988

Section 9.7.8 — Requirements and Metadata Elements

Cross-Reference

Require-

ment ID Metadata Elements

2093 MO004

2094 M108

2099 MO011, M012

2102 M049

2104 MO050, M051

2106 MO050, M051

2116 M022, M058, M062, M059
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Require-

ment ID Metadata Elements

2119 MO021

2127 MO004

2128 M002, M003, M004

2130 MO002

2152 MO005

2160 M086, M095, M096, M097

2161 M122

2190 MO031, M052, M013

2191 M014

2194 MO052, M014, M013, M015,

2195 M032, M137

2206 MO054

2207 MO014, M053, M138

2208 M023

2235 MO064, M090

2241 M071

2242 MO003, M065, M066, M067, M069, M070

2253 MO064, M090

2268 M011, M012

2270 MO011, M012

2325 MO011, M012, M013, M014, M015, M021, M024, M025, M030, M043, M045, M046, M052, M056,
M057, M149

2342 M082, M083

2343 MO080

2344 MO060, M079, M081

2360 M093, M094, M123

2361 M086, M122, M092

2414 M110, M111, M076

2417 M077, M113, M114, M146, M147

2418 M114

2423 M120

2425 M116, M117, M118, M119, M120, M143

2511 M125

2665 MO003

2692 M047

2701 M048

2707 MO019

2740 MO003
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Require-

ment ID Metadata Elements

2773 MO011, M012

2789 MO050, M051

2815 MO004

2819 MO089, M087

2837 MO003

2859 M023

2938 MO003

2953 MO008

2963 MO055

2969 MO026, M027, M028, M029, M087
2971 MO032

2980 M025

2988 M046, M133

3218 MO005

3355 M044, M045, M046

3497 M108

3542 MO003, M066, M067, M075

3546 M124

3569 M084

3635 MO004

3570 M084

3671 MO011, M012, M020

3699 M043, M030

3712 M024, M032, M034, M035, M043, M102, M134, M135, M136
3715 M024, M135, M136

3717 M024

3718 MO037

3890 M108

3906 M091

3954 MO008, M020, M060, M061

3971 M082, M083

4024 M082, M083

4026 M128, M129, M130, M148

4028 M125

4030 M127, M133, M132, M142

4095 M116, M117, M118, M119, M120
4112 MO003, M066, M074, M067, M075
4273 M023
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Require-

ment ID Metadata Elements

4359 M121

4446 M024

4479 M084

4586 M128, M129

4588 M128, M129, M130, M150, M151
4470 M074, M088

4625 MO025

4636 MO064, M090

4681 M126, M131

4731 M098

4733 MO098

4759 M077, M144

4852 M133, M139, M140, M141
4914 M145

4920 MO080

9.8 — Customisation Notes for Metadata Requirements

2Nt

ID | Text
1767 | Customisation Notes for Metadata Requirements
1768 | Users of this specification should analyse thepliaption’s requirements for metadata and
amend the above accordingly.
17691 After identifying which metadata elements are needeey should identify for each eleme
the following attributes:
» field format (see <ID2540>) and length;
e obligation (mandatory or optional);
» source of data (see <ID2242>, <ID2531> <ID2530>28P9>);
* nature of validation (see <ID2528> , <ID4790>, <H27>);
* inheritance rules (see <ID2530>);
» default value rules for data entry (see <ID2444>).
1778 | It will only be possible to specify requirementsdietail once this has been achieved.
1777

Note that the validation, automatic capture, intaee and default value rules are especia
important for usability and acceptably low erralesawhere the system is to be used in an

ongoing office operation (as opposed to in a deéddcarchive).
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